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1. US Plea Bargaining Practices Study Tour

A high-level delegation from Nepal, led by the Honorable Attorney General Dr. Dina
Mani Pokharel and Deputy Attorney General Mr. Sanjeb Raj Regmi, on behalf of the
Office of the Attorney General, Nepal on March 2024 concluded a comprehensive
study tour to Colorado and Washington, D.C., to understand into the application and
practice of plea bargaining in the United States. The delegation's visit was a reciprocal
initiative, following their prior examination of the plea bargaining system in Nepal.
The team had previously studied the local implementation of plea bargaining and
subsequently proposed comprehensive guidelines for its application in Nepal. The aim
of the recent tour was to gain firsthand insights into the functioning of the plea
bargaining system in the USA, a country renowned for its legal practices. The
Nepalese delegation engaged with legal experts, scholars, and practitioners in
Colorado and Washington, D.C., to understand the nuances of plea bargaining and its
impact on the criminal justice system.

The delegation's visit included meetings with legal scholars, judges, and officials from
various law enforcement agencies in both states, providing a comprehensive view of
the application of plea bargaining at different levels of the criminal justice system.

Upon their return to Nepal, the delegation incorporated the insights gained during the
study tour into the proposed plea bargaining guidelines, paving the way for potential
reforms within Nepal's legal system.

2. 28th IAP Annual Conference & General Meeting

About Introduction of the International Association of Prosecutors (IAP)

The International Association of Prosecutors (IAP) is the only worldwide organization
of prosecutors. It was established in 1995 and now has more than 183 organizational
members from over 177 different countries, representing every continent and many
individual members. The IAP was established in June 1995 at the United Nations
offices in Vienna. The main impetus leading to its formation was the rapid growth in
serious transnational crime; particularly drug trafficking, money laundering and fraud.

4 TF ARTAT AT AT T97 e AT AT uaheeae Je7 HUHT A-aiiied THUET iaaaTetd! AR THEE WO g |
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The IAP is an International Community of Prosecutors committed to setting and
raising professional conduct and ethics standards for Prosecutors worldwide;
promoting the rule of law, fairness, impartiality and respect for human rights and
improving international cooperation to combat crime.

About the IAP and the Office of the Attorney General, Nepal (OAG)

The Office of the Attorney General, Nepal, became an organizational member of the
IAP in 2019 and has been actively participating in the Annual Conferences of the IAP,
emphasizing OAG’s commitment to upholding [AP's prosecution service standards
and maintaining strong relations with the organization.

Participation of the OAG in IAP Annual Conferences

e Honorable Attorney General of Nepal Dr. Dina Mani Pokharel and Joint
Attorney Mr. Surya Raj Dahal participated in the 28th IAP Annual Conference
& General Meeting, September 24-27, 2023, London, U.K.

e Deputy Attorney General Mr. Krishna Jeevi Ghimire and Joint Attorney Mr.
Ishwori Dhakal participated in the 28th IAP Annual Conference & General
Meeting, September 25-29, 2022, Tbhilisi, Georgia.

e Honorable Attorney General of Nepal Mr. Agni Prasad Kharel, Deputy
Attorney General Mr. Padma Prasad Pandey and Assistant Attorney Mr.
Shishir Lamichhane participated in the 24th IAP Annual Conference and
General Meeting, September 15-19, 2019, Buenos Aires, Argentina.

Workshop Sessions

The International Association of Prosecutors (IAP) Conference 2023 commenced with
a distinguished Opening Ceremony featuring speakers such as The Rt Hon Victoria
Prentis KC MP, Attorney General of England and Wales, Mr. Max Hill KC, Director
of Public Prosecutions, England and Wales, and Mr. Juan Bautista Mahiques,
President of the IAP. The ceremony set the tone by highlighting the conference theme
and emphasizing the crucial role of the IAP in the legal landscape. An Award
Ceremony followed, adding a celebratory note to the event. Plenary 1 focused on re-
evaluating the organization and operations of prosecution agencies, speakers including
Irakli Shotadze and Kamran Aliyev discussed adaptability and innovation in
addressing modern challenges like technology integration and interagency
collaboration. Chaired by Cindy Clarke, Director of Public Prosecutions, Bermuda, the
session emphasized the evolving nature of justice principles in response to a changing
legal landscape. Plenary 2 explored digital/electronic evidence and technological
advances, chaired by Michael Leitner, Deputy Procurator General, Austria. Speakers
stressed the growing importance of digital evidence, highlighting challenges for legal
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practitioners and the need to stay current with technology. The effective management
of digital evidence and understanding technological advances were deemed crucial for
advancing justice. Plenary 3 delved into non-traditional methods of tackling crime and
securing asset recovery. Chaired by Kathleen Roussel, Director of Public
Prosecutions, Canada, the session emphasized innovative approaches, collaboration
among law enforcement, legal experts, and financial institutions, and countering
evolving criminal tactics. The diverse panel, including Stephen Herron and Jean-
Francois Thony, discussed the essential role of non-traditional methods in upholding
security and justice.

Bilateral Meetings

Honorable Attorney General & Joint Government Attorney engaged in informal
meetings with other prosecuting agencies and the officials of IAP to exchange insights
and experiences, aiming to understand prosecutorial practices and assess challenges
and opportunities stemming from the global impact of COVID-19. Additionally,
bilateral meetings with prosecuting agencies of various countries aimed to promote
international collaboration in prosecution. Objectives of those meetings included
exchanging information on legal procedures, challenges, mutual learning for
operational improvements, and identifying collaboration opportunities like joint
investigations and capacity-building initiatives. These efforts sought to strengthen
partnerships, share best practices, and enhance cooperation within the realm of
prosecution.

Recommendations

In light of the insights and experiences gained from the participation of the Office of
the Attorney General, Nepal (OAG), in the International Association of Prosecutors
(IAP) Annual Conference & General Meeting, convened in London, United Kingdom,
from September 24-27, 2023, the delegation offered the following recommendations:

1. Strengthening Ongoing International Collaboration: It is recommended that
the OAG maintains and strengthens its commitment to international
collaboration. Establishing and nurturing relationships with global
counterparts, as effectively demonstrated through the IAP, is imperative.
These relationships are pivotal in addressing transnational challenges,
fostering the exchange of best practices, and upholding the standards of
justice.

2. Regular Participation in IAP Events: The OAG should consider making
regular participation in IAP events, including annual conferences and working
group meetings, a cornerstone of its international engagement strategy.
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Consistency in involvement is paramount not only for cultivating enduring
relationships but also for ensuring that Nepal remains well-versed in
contemporary international prosecution practices.

Implementation of Knowledge Gained: The insights and best practices
gleaned from the conference should be implemented within the Nepalese
criminal justice system. The OAG should establish a structured mechanism for
adapting and applying pertinent knowledge, especially in areas such as
technology integration, resource allocation, and the management of digital
evidence.

Continued Engagement in Capacity Building: Active participation in
international capacity-building programs, workshops, and training sessions is
strongly recommended. This proactive involvement will equip Nepalese
prosecutors with the requisite skills and knowledge to effectively combat
emerging and evolving forms of criminal activity.

Follow-Up on Bilateral Meetings: The outcomes of bilateral meetings should
be closely monitored and translated into actionable initiatives. These meetings
offered invaluable opportunities for collaboration and should be pursued with
dedication.

Promotion of Legal Cooperation: It is recommended that the OAG actively
explores and promotes legal cooperation with international partners, with a
particular emphasis on fostering joint investigations, information sharing, and
capacity-building initiatives. These initiatives are indispensable for enhancing
the overall effectiveness of Nepal's prosecution services.

Review and Update of Policies: Periodic review and updating of policies and
procedures in line with international standards and the dynamic nature of
criminal activities are essential. This proactive approach will ensure that
Nepal's prosecution agencies remain flexible and responsive to evolving legal
landscapes.

Fostering Interagency Collaboration: Encouragement and facilitation of
interagency collaboration within Nepal's criminal justice system are advised.
Collaboration among law enforcement agencies, the judiciary, and other
pertinent entities are vital components of comprehensive crime prevention and
asset recovery.
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3. Regional Multi-stakeholder Meeting on Strategies against Organized
Crime & Regional Event on Gender and Human Rights Mainstreaming in
Preventing and Combating Organized Crime

The United Nations Office on Drugs and Crime (UNODC) organized a Regional
Multi-stakeholder Meeting on Strategies against Organized Crime and a Regional
Event on Gender and Human Rights Mainstreaming in Preventing and Combating
Organized Crime, held from 6 to 9 November 2023 in Male, Maldives. A four-
member delegation represented Nepal in the said program. Deputy Attorneys General
Mr. Bishwo Raj Koirala and Mr. Sanjeb Raj Regmi, participated in the program on
behalf of the Office of the Attorney General, Nepal. Additionally, Joint Secretary Mr.
Yagya Adhikari participated on behalf of the National Human Rights Commission,
and Deputy Secretary Mr. Ram Dutta Pandey, represented the Ministry of Home
Affairs.

The Regional Multi-Stakeholder Meeting served as a platform to discuss strategic
priorities in the fight against organized crime and share best practices and experiences
in addressing the problem, bringing together representatives of relevant national
institutions, international and regional organizations, civil society, and the private
sector. It included the presentation of ongoing efforts towards the formulation of
strategies against organized crime and identify cooperation priorities between
UNODC and relevant authorities in this field. Building on the ideas discussed during
the multi-stakeholder meeting, during the Regional Event on Gender and Human
Rights discussions were held on best practices, challenges and approaches to the
contextual mainstreaming of gender and human rights in policies and legislations
within South Asia. Both meetings brought together policymakers with experience in
countering organized crime and/or representatives of agencies specialized in
countering the organized crime phenomenon in its entirety from Bangladesh, Bhutan,
India, Nepal, Maldives, and Sri Lanka.

The conclusions and recommendations arising from the discussion during the meeting
to develop a strategy for South Asian countries to prevent organized crime,
incorporating human rights and gender issues, are outlined as follows:

e The pervasive impact of organized crime across social, economic, political,
administrative, gender, and human rights dimensions, coupled with its
international and borderless nature, presents a formidable challenge for all
nations. Addressing this challenge necessitates robust international and
regional cooperation, along with coordination among national agencies.
Implementation of the United Nations Convention against Organized Crime
(UNOTC) requires the enactment and enforcement of national laws and
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strategies, structured around the four pillars: Prevent, Pursue, Protect, and
Promote.

Given the complexity and multifaceted effects of organized crime, each
country should formulate a strategic response based on the risk and impact
assessment. A dynamic and comprehensive approach, involving multiple
stakeholders, is crucial for prevention and control efforts. Prioritizing
prevention strategies within the national framework and engaging various
stakeholders, including government bodies, civil society, non-governmental
organizations, local communities, and educational institutions, is imperative.

Nations are encouraged to promote the implementation of UNOTC and
formulate strategies tailored to the specific risks, challenges, and needs of
organized crime within their borders. The support, expertise, and tools
provided by the United Nations Office on Drugs and Crime (UNODC) can
prove instrumental in this regard.

The adoption of the 4 "P" Framework—Prevent, Pursue, Protect, and
Promote—is emphasized, aligning with the Organized Crime toolkit. This
framework encapsulates four interrelated pillars: Prevent, Pursue, Protect, and
Promote. The Prevent dimension emphasizes tackling the root causes of
organized crime, strengthening institutions, and creating economic
opportunities to hinder its proliferation. Pursue involves identifying,
investigating, and prosecuting individuals involved in organized criminal
activities, including the confiscation of criminal assets. The Protect pillar is
dedicated to shielding vulnerable communities, emphasizing human rights and
gender considerations, and providing support and compensation to victims.
Lastly, the Promote aspect underscores the importance of fostering
collaboration and cooperation among stakeholders at local, national, and
international levels. Together, these four pillars offer a comprehensive and
integrated approach to effectively counter organized crime, spanning
prevention, law enforcement, community protection, and collaborative
engagement.

Recommendations for improving the legal structure for preventing organized
crime were provided during the discussion. Especially recommendations
included the formation of a task force involving relevant agencies, enhancing
evidence and data sharing, fostering coordination, and harmonizing laws.
Engaging both the government and citizens is vital, emphasizing societal
ownership, forming coordination groups, and promoting a collaborative
approach. Cooperation and coordination between bordering countries,
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information exchange on such crimes, and involvement of civil society are
also considered essential.

Application and interpretation should be based on the integration of
international human rights law and the United Nations Convention against
Organized Crime. Interconnectedness between respecting and protecting
human rights and combating organized crime should be emphasized, and
thereby attention should be directed towards protecting the rights of victims,
accused, witnesses, extradited persons, and third parties involved in organized
crime. Given the vulnerability of disadvantaged and marginalized individuals
to organized crime, countries should focus on safeguarding their rights,
addressing gender equality, and ensuring the criminal prosecution and
accountability of those violating human rights.

The meeting concluded with a group discussion and practical exercises
focused on preparing the strategy. Emphasis was placed on analyzing the
problem of organized crime, evaluating the effectiveness of existing
responses, and tailoring the strategy accordingly. The United Nations Office
on Drugs and Crime (UNODC) was highlighted as a potential source of
technical and expert support, as well as resource management, based on the
specific requests and needs of the related countries.

The incidence of organized crime is on the rise in South Asia, with a
noticeable increase in its impact on Nepal. Various organized crimes such as
money laundering, human trafficking, gold smuggling, trade in wildlife parts,
drug dealing, banking and cooperative crimes, counterfeiting, and kidnapping
are posing significant challenges. Recognizing this, Nepal has formulated a
strategy specifically targeting money laundering and corruption. In light of the
escalating threat, it appears imperative for Nepal to develop and implement a
comprehensive national strategy against organized crime, drawing from the
experiences of other nations and referring the UNODC's Toolkit for the
prevention and control of organized crime. To facilitate this, a National
Strategy Drafting Committee, comprising representatives from relevant
government agencies and other stakeholders, could be established. Ensuring a
diverse composition, the committee might also include representatives from
non-governmental organizations. The committee may be formed under the
leadership of the Office of the Attorney General, along with the
representatives of the Office of the Prime Minister and Council of Ministers,
the Ministry of Home Affairs, Department of Revenue Investigation, Nepal
Police, Nepal Rastra Bank, experts in criminal law, and representatives of
non-governmental organizations working in this field. To enhance the strategy
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formulation process, technical and financial support can be sought from
UNODC, and it is anticipated that valuable expert and technical assistance
will be provided by UNODC.

4. Seminar on Law Enforcement Cooperation for Nepal

1. Background

Deputy Attorney General Mr. Bishwo Raj Koirala attended the ‘Seminar on Law
Enforcement Cooperation for Nepal’, held on May 13-22, 2023, at Yunnan Police
College, Kunming, P.R. China. The program was sponsored by the Ministry of
Commerce of China, and was hosted by the Yunnan Police College. The program was
aimed at strengthening the cooperation between the law enforcement agencies of
Nepal and China. The purpose of attending the seminar was to gain knowledge and
insights about Chinese practice on law enforcement and to enhance bilateral
cooperation. 20 government officials, representing various governmental agencies,
participated in the program. Mr. Koirala was assigned as the head of delegation in the
said program.

In eight lectures, insights ranged from China's comprehensive security system to
health risk assessment for law enforcement officers, Chinese policing guidelines, the
role of Chinese martial arts in promoting well-being, and cross-border joint operations
for emergency responses. Notable observations included an underground shooting
range for combat units, emphasizing safety and environmental benefits, and the
standardization of exit and entry law enforcement procedures. Field trips highlighted
innovative law enforcement centers, UAV education, and local police stations,
showcasing streamlined services and technological advancements. Cultural
experiences at Yunnan Nationalities Village, Golden Horse and Jade Roster Square,
and sightseeing in Chong Shengsi Temple, Erhai Lake, and Cangshan Mount provided
rich insights into China's diverse culture and natural beauty. The opening and closing
ceremonies underscored the importance of bilateral cooperation, emphasizing shared
visions in effective law enforcement. The key learnings encompassed a wide array of
topics, from security measures and health assessments to cultural appreciation and
advanced law enforcement practices.

2. Key learning from the lectures

China's comprehensive security system and policing efforts contribute to maintaining
social stability and ensuring the safety and security of its population. Regular health
risk assessments, stress management strategies, and promoting healthy lifestyle habits
are crucial for protecting the well-being of law enforcement officers. Chinese martial
arts not only promote physical fitness but also emphasize mental relaxation and stress
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reduction, benefiting overall well-being. Cross-border joint operations for emergency
responses enhance disaster preparedness and the safety of affected populations.
Chinese calligraphy is highly regarded for its aesthetic beauty and cultural significance
in conveying meaning and emotion. On-the-spot command of major sensitive
situations and training projects for minimum combat units focus on rapid decision-
making, crisis management, and maintaining social stability. Standardizing exit and
entry law enforcement procedures enhances national security and immigration control.

3. Key learnings from the Filed Visit

The One-Stop Law Enforcement Center of Xishan District Public Security Bureau
promotes efficient and citizen-friendly law enforcement services by consolidating
multiple functions under one roof. The UAV (drone) education hall provides a
platform for individuals to learn about drone technology, regulations, safety protocols,
and applications. The Police Station in Dali serves as a local law enforcement facility,
ensuring the safety and security of residents and visitors in the area. The policing
management of Luo Shiwan Police Station focuses on maintaining law and order and
addressing security concerns in the Luo Shiwan area.

4. Key Learnings from the Cutural and Customs Experience

Cultural and customs experiences in Yunnan Nationalities Village showcase the
diversity and heritage of ethnic groups in Yunnan. The Golden Horse and Jade Roster
Square offers a historical and vibrant gathering place in downtown. Chong Shengsi
Temple in Dali provides a spiritual ambiance with its ornate halls and ancient pagodas.
Sightseeing in Erhai Lake and Cangshan Mountain offers breathtaking natural beauty
and opportunities for exploration and outdoor activities. These destinations provide
valuable learning experiences about culture, history, and nature.

5. Two Week Special Training Programme for Attorneys from
OAG. Nepal

Introduction

A delegation of the Office of the Attorney General, Nepal, consisting of 32
participants, including the Chief Attorney of Bagmati Province, participated in the
“Two Week Special Training Programme for Attorneys from OAG, Nepal”, at
National Law University Jodhpur on March 20-31, 2023. The delegation was headed
by Deputy Attorney General Dr. Tek Bahadur Ghimire, who participated in the
program as an ‘Observer’. The said program was hosted by National Law University
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Jodhpur, and was supported by the ITEC?, Ministry of External Affairs, Government
of India.

The program offered a comprehensive learning opportunity for the participants,
covering a broad range of topics related to Constitutional Law, Cyber Law, Criminal
Law, and Forensic Science. The sessions were carefully curated to provide a holistic
understanding of these subjects and equip the participants with practical knowledge
that they can apply in their legal practice.

The program included sessions from experts, scholars, academicians, civil servants,
professors, and eminent personalities who are well-versed in their respective fields.
They shared their insights and experiences with the participants, providing them with a
deep understanding of the various topics. The participants had the opportunity to
interact with the speakers, ask questions, and engage in discussions in order to further
enhance their learning.

The Inaugural session of the program was organized on March 20, 2023. The
Inaugural session was attended by University’s Vice Chancellor, Chief Guest of the
program Professor Faizan Mustafa and other senior Professors. The speakers
welcomed the participants and highlighted the objective and modality of the program.

Deputy Attorney General Dr. Tek Bahadur Ghimire, who was the head of the OAG’s
delegation, expressed the pleasure to be a part of the Special Training Program. He
emphasized the importance of exchanges and visits in strengthening bilateral relations.
He highlighted the cooperation between the Office of the Attorney General in Nepal
and the Government of India, with mutual visits and the benefits received from
professional and academic courses. He clarified the crucial role of government
attorneys in Nepal, their functions in leadership and supervision of investigation,
prosecution, and legal advice to government departments.

Course Content

The training program comprised 23 lectures, each offering valuable insights into
various legal and societal aspects, along with study vists/field trips. Topics ranged
from Diversity Management under the Indian Constitution to the Craft and Culture of
Rajasthan. Notably, the lectures explored the intricacies of constitutional values,
electronic evidence admissibility, juvenile justice systems, narcotics laws, and crime
scene investigation in both India and Nepal. Field trips enriched the learning
experience, covering diverse locations such as the historic Nagaur Fort, Rao Jodha

R Indian Technical and Economic Cooperation Programme (ITEC) is the leading capacity building platform of the Ministry Of
External Affairs, Government of India. Instituted in 1964, ITEC is one of the oldest institutionalized arrangements for
international capacity building. Previously on March 7-25, 2011, 15 delegates participated in Cyber Law Training, Competiton
and Secured Transaction and other related laws, under the ITEC.

9%4



+ FEIRREHS FRTGIS! gofed wm fRaw fadrg .

Desert Rock Park, and the bustling textile village of Salawas. The cultural immersion
included visits to Jaswant Thada, Mehrangarh Fort, and Umaid Bhawan Palace,
showcasing Rajasthan's rich heritage. Additionally, the study tours facilitated a deeper
understanding of legal practices. Visits to the High Court of Rajasthan and the Arid
Forest Research Institute shed light on the judicial system and research initiatives in
arid ecosystems.The training also emphasized contemporary legal challenges,
including issues related to obscenity and pornography, information privacy in the
electronic age, and the role of Plea Bargaining in expediting judicial processes. The
experiences provided a holistic perspective on India's legal landscape, its cultural
diversity, and the symbiotic relationship between traditional practices and modern
legal frameworks.

Achievements or the applicability of the Training

e [t provided opportunities to meet and set a network with knowledgeable and
motivated professionals of India, and learn the best practices, which could be
disseminated to other government attorneys and implemented back home in
the areas of Constitutional Law, Cyber Law, Criminal Law, and Forensic
Science.

e It helped to discuss about the contemporary issues pertinent to their
functioning with their counterparts.

e The case laws explained in the various sessions were extremely useful to the
participants since the social structure of two countries share a lot of common
features and the case history can also be related somehow in Nepalese context
as well.

e The knowledge on Indian legal system and best practices has definitely
provided some insights in bringing better practice.

e Local exposure visits as a part of the training helped to understand Indian
culture, history, and traditions, fostering a deeper understanding and
appreciation between Indian and Nepalese culture.

6. Capacity Building Training on Cyber Crime

The third year Capacity Building Training on Cyber Crime, comprised of both video
lecture and invitation training at South Korea, where 15 public prosecutors
participated, led by Deputy Attorney General Dr. Tek Bahadur Ghimire, along with
Deputy Attorney General Mr. Gopal Prasad Rijal. Participants attained the pre-arrival
online lecture from May 24-26, through KOICA online platform (CIAT-ON). The in-
person training was held on May 29, 2023 to June 9, 2023. Participants in the
cybercrime and criminal justice system training program in South Korea gained
invaluable insights into combating cybercrime and strengthening legal frameworks.
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Key takeaways include understanding South Korea's criminal justice system,
combating child sexual exploitation, addressing global cybersecurity threats,
harmonizing laws for cybercrime investigation, navigating digital evidence challenges,
and unraveling blockchain technology. The program helped participants to explore
South Korea's legal framework for communication and financial crimes investigation,
emphasizing the need for competent digital forensic labs. Participants were exposed
South Korea's work culture, work ethics, and commitment to excellence. The lessons
learned equipped participants with a deeper understanding of cybercrime's legal
complexities, best practices, and challenges.

After the training, the participants provided following recommendations:

I) Way Forward Strengthening Cyber Security and ICT Division of OAG Nepal for
Effective Prosecution of Cyber Crime Cases can be stated as following:

In an increasingly interconnected world, where cyber threats are on the rise, it is
imperative for nations to strengthen their capacities in combating cybercrime.
Nepal, recognizing the importance of effective prosecution of cybercrime cases,
has taken significant steps towards bolstering its Cyber Security and ICT Division
within the Office of Attorney General (OAG). However, to address the existing
limitations and challenges in handling cybercrime issues, a focused and
comprehensive approach is necessary. This report presents a way forward to
strengthen the Cyber Security and ICT Division of OAG Nepal, emphasizing the
establishment of a specialized cybercrime section and the implementation of key
strategies, including extension of terms of reference, research and development,
specialized training, collaboration, and legal framework enhancement. By
implementing this action plan, Nepal can fortify its capabilities in combating
cybercrime, ensuring a safer digital landscape and fostering trust in the digital
realm. Establishing a Specialized Cybercrime Section: To address the limited
functionality and focus on in-house cyber security, it is crucial to establish a
separate section within the Cyber Security and ICT Division of the Office of
Attorney General (OAG) that specifically deals with cybercrime. This specialized
section will act as a Central Redresser Unit or Problem Solving Unit, solely
dedicated to addressing the challenges and issues related to the investigation and
prosecution of cybercrime cases.

a) Extending the Terms of Reference (TOR) of ICT and Cyber Security
Division: To empower the division and align it with the objective of effective
prosecution of cybercrime cases, an extension of the TOR is required. The
revised TOR should explicitly include responsibilities related to cybercrime
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b)

d)

investigation, collaboration with the crime trend analysis center under the
OAQG, and other relevant tasks to enhance the division's capacity in handling
cybercrime cases.

Conducting Research and Development: Research and development activities
play a vital role in staying updated with emerging cyber threats and
technological advancements. The Cyber Security and ICT Division should
focus on conducting research to identify new cybercrime trends,
methodologies, and tools. This will provide valuable insights and enable the
division to effectively tackle cyber threats.

Providing Specialized Training: Training programs should be designed and
implemented to enhance the knowledge and skills of personnel working
within the Cyber Security and ICT Division. The training should cover
various aspects of cybercrime investigation, digital forensics, evidence
handling, international best practices, and relevant legal frameworks. This
specialized training will equip the division's staff with the necessary expertise
to handle complex cybercrime cases.

Collaboration and Coordination: To ensure effective prosecution of
cybercrime cases, it is essential to foster collaboration and coordination
among relevant stakeholders. The Cyber Security and ICT Division should
establish strong partnerships with law enforcement agencies, the judiciary, and
other key entities involved in cybercrime investigation and prosecution.
Regular meetings, information sharing, and joint operations should be
encouraged to facilitate seamless cooperation.

Strengthening Legal Framework: Efforts should be made to review and update
the existing legal framework to address the challenges posed by cybercrime
effectively. The Cyber Security and ICT Division, in collaboration with other
relevant bodies, should advocate for the development and implementation of
robust legislation that aligns with international standards and addresses
emerging cyber threats.

Enhancing International Cooperation: Given the transnational nature of
cybercrime, fostering international cooperation is crucial. The Cyber Security
and ICT Division should actively engage in bilateral and multilateral
partnerships to share knowledge, expertise, and best practices in cybercrime
investigation and prosecution. This cooperation will strengthen Nepal's
capabilities in tackling cyber threats across borders.
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g) Establishing Cyber Incident Response Mechanisms: To ensure a swift and
effective response to cyber incidents, the Cyber Security and ICT Division
should establish dedicated cyber incident response mechanisms. These
mechanisms should include protocols for reporting, analyzing, and responding
to cyber incidents promptly. Collaboration with relevant agencies, both within
and outside Nepal, should be promoted to enhance incident response
capabilities.

h) Continuous Evaluation and Improvement: Regular evaluation of the
implemented measures is crucial to identify any gaps or areas that require
improvement. The Cyber Security and ICT Division should establish
mechanisms to monitor the effectiveness of the specialized cybercrime
section, training programs, and overall operations. Feedback from
stakeholders and feedback loops should be incorporated to refine processes
and enhance performance.

i) Adequate Resource Allocation: To ensure the successful implementation of
the action plan, sufficient resources should be allocated to the Cyber Security
and ICT Division. This includes budgetary provisions, technological
infrastructure, human resources, and necessary tools for cybercrime
investigation and prosecution. Adequate resource allocation will enable the
division to effectively carry out its responsibilities and fulfill the objectives
outlined in the action plan.

By following this way forward, Nepal can strengthen its Cyber Security and ICT
Division, establish a specialized cybercrime section, and enhance its capabilities in the
investigation and prosecution of cybercrime cases. The implementation of these
measures will contribute to a safer digital environment, protection of individuals'
rights, and the effective enforcement of cybercrime laws in Nepal.

II) Way Forward for the Formulation of Joint Manual on Cyber Crime Investigation
and Prosecution:

Recognizing the need for a cohesive and well-defined approach to cybercrime
investigation and prosecution, Nepal seeks to bridge the gap between the
investigation authority of the Nepal Police and the prosecutorial power of the
public prosecutor. Currently, there are no specific guidelines in place regarding
the investigation and prosecution of cybercrime cases, posing significant
challenges in maintaining the integrity of digital evidence and fostering effective
collaboration between investigators and prosecutors. To address these gaps, this
action plan focuses on formulating a Joint Manual on Cyber Crime Investigation
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d)

Q9o

and Prosecution. By establishing clear procedures, enhancing cooperation, and
promoting knowledge sharing, Nepal aims to strengthen its capabilities in
combating cybercrime and ensuring a more secure digital environment.

In the context of Nepal, the separation of investigation and prosecution authority
between the Nepal Police and the public prosecutor creates a need for a
comprehensive framework to guide cybercrime investigation and prosecution
processes. The absence of specific guidelines for cybercrime cases calls for an
action plan aimed at enhancing investigation and prosecution, maintaining the
chain of custody of digital evidence, and promoting effective cooperation between
investigators and prosecutors. To achieve these objectives, the following steps are
proposed:

Formulation of Joint Manual: The first step is to develop a Joint Manual on Cyber
Crime Investigation and Prosecution. This manual will outline standardized
procedures, best practices, and legal considerations for handling cybercrime cases.
It will serve as a comprehensive guide for investigators and prosecutors, ensuring
consistency, efficiency, and adherence to due process in cybercrime
investigations.

Formulation of Joint Committee: To ensure ongoing collaboration and
coordination between the Office of Attorney General (OAG) and the Nepal Police,
a Joint Committee should be established. This committee will comprise
representatives from both entities and will be responsible for reviewing and
updating the Joint Manual, addressing emerging challenges, and facilitating the
exchange of knowledge and expertise between investigators and prosecutors.

Research and Development and Consultation: To develop an effective Joint
Manual, research and development activities should be conducted. This involves
studying international best practices, engaging with relevant stakeholders,
consulting legal experts, and incorporating feedback from experienced
investigators and prosecutors. The manual should be regularly updated to adapt to
evolving cyber threats and technological advancements.

Joint Efforts for Technology and Knowledge Sharing: Recognizing the importance
of staying abreast of rapidly evolving cybercrime trends, it is essential to establish
mechanisms for technology and knowledge sharing between the OAG and the
Nepal Police. This includes fostering partnerships with academia, international
organizations, and other law enforcement agencies to access cutting-edge
technologies, training programs, and expertise. Regular workshops, seminars, and
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information-sharing sessions should be organized to enhance the skills and
knowledge of investigators and prosecutors.

By implementing this action plan, Nepal can significantly enhance its
investigation and prosecution capabilities in cybercrime cases. The Office of
Attorney General and the Nepal Police will jointly lead the implementation,
ensuring effective coordination and collaboration. The formulation of a Joint
Manual on Cyber Crime Investigation and Prosecution marks a pivotal step
towards establishing a cohesive and efficient framework for addressing
cybercrime challenges in Nepal. By promoting standardized procedures,
maintaining the integrity of digital evidence, and fostering collaboration between
investigators and prosecutors, Nepal aims to combat cyber threats more
effectively. This action plan, supported by the Office of Attorney General and the
Nepal Police, signifies the commitment to creating a safer digital environment,
upholding the rule of law, and ensuring justice for victims of cybercrime. Through
continuous evaluation, knowledge sharing, and adaptability to emerging trends,
Nepal can establish itself as a frontrunner in combating cybercrime and
safeguarding its digital landscape.
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