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Putting Victims at the Heart of the Criminal Justice Proces8
Addressing TechnologyFacilitated Sexual Violence and Abuse

Shenaz Muzaffe¥
Abstract
The rapid advancement of digital technologies has fzeiiitatef be damars of sexual violence and abuse while al
enabling the commission of traditional offences in novelfagdiyastedesbroddgyiolence and abuse (TFSA)
encompasses a broad range of harms, including sextortionhardssrstalkiirigamged sexual abuse, and online
sexual exploitation. Perpetrators exploit digital platforms, social media, GPS tracking, spyware, and emergir
generative Al to commit these crimes, often across jurisdicti@mgpcmenm@icasfigrtawinvestigating and prosecuting
these offences present significant challenges, including jurisdictional barriers, encryptionttesbmaiogies, and lav
constraints. Additionally, court backlogs and the higbelbutdesaam gleter victims from seeking justice. To effectiv
combat TFSA, a comprehensigscipliitary approach is required, involving international cooperation, enhanced
for legal and investigative professionals, and ststegerfeuppmimnsyand withesses. This paper examines the evoly
nature of TFSA, the challenges faced by law enforcement and prosecutors, and potential strategies for addre
and pressing issues.

Keywords
[Technology Facilitated Sexvialence, Cybercrime, Sextortion, Online harassment]

Introduction

The evolution of digital technologies has facilitated the commission of new forms of sexual violence and
abuse and created new mechanisms for committing traditional such offencef; &gaumshtwvomen and

children. Criminal activity committed with the use of technology can have significant-lastntpng
psychological and social consequences for victims. As technological growth continues at pace, prosecutors,
investigators and lawalers must develop a mydtionged approach that includes enhanced international
cooperation, crossector collaboration, increased training and education, and effective support for victims
and witnesses to enable these crimes to be tackled effectively.

Sowhat do we mean when we talk abouttechnblagg i | i t at ed sexual vVviolence ¢
definition of the term, but it refers to any situation where digital technology is used to facilitate or enable
either virtual or faem®-face sexuallyased harms. These harms can include sextortion (that is, blackmail by
threatening to publish sexual information, photos or videos), online stalking and harassment, online sexual
exploitation, imageased sexual abuse (that is, the sharing of intimabs phithhout consent) and the
commission of sexual offences, including rape, following online grooming.

Common technologies used to perpetrate techralcifitated sexual violence and abuse include, of course,
emails, text messages, messaging apps$, nsedia sites and social networking platforms, but also
technologies like GPS and geopositioning data that is used to locate victims, and Spyware.

1Shenaz Muzaffer is currently General Counsel of the International Association of Prosecutors (IAP)
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The scale of the problem, and the rate of growth of these types of offences, cannot be underegtimated. Th
challenges posed to law enforcement and prosecutors in investigating and prosecuting offences of sexual
violence and abuse committed in part or in full by the use of technology are vast. Criminals can commit
offences against victims in a differentdintion to them, without ever meeting them and, as technology
continues to develop, so too does the ability of criminals to exploit that technology for nefarioud purposes
the malicious use of deepf akes iispresentation. dogive anx a mp |
idea of the scale of the challenge faced, NGME€National Center for Missing and Exploited Children in

the USA, received more than 32 million reports of suspected child sexual exploitation in 2023 alone, a rise of
12% fram the previous year. Most of those reports related to the circulation of child sexual abuse material,
but there was also a continued rise in reports of financial sextortion and increasing concern relating to the use
of generative Al in child sexual exption.

Letds turn to |l ook then at some of the chadlenges
facilitated sexual violence and abuse. As just mentioned, the sheer scale of criminal activity far exceeds the
capabilities of law emtement to adequately respond, particularly given the likely percentage of under
reporting that also takes place. Criminals are adept at concealing their online criminal activity though the use
of VPNs, encryption, pet@s-peer sharing networks and therkdweb, all of which poses additional
investigative difficulties for police. The challenges are not just faced by law enforesenitors too

are facing excessively high caseloads, and backlogs in the court system can dissuade vulnevable victims fr
coming forward to make a complaint or mean that they become disengaged from the criminal justice process
due to the length of time that any investigation or prosecution may take.

A second challenge relates to outdated legislation. In many jussdigitaw has not kept pace with the
changing nature of technology, meaning that many statutory frameworks are inadequate and unsuited to
dealing with offending that is committed via the use of technology. Whilst statutory reform does happen, it is
freqently slow and subject to other competing political pressures and priorities.

A further issue is the significant reliance that is often required on digital evidence to properly investigate and
prosecute TFSVA cases. As we are all aware from expebitanueganaterial from service providers for

use evidentially is frequently a slow and resiotensive process, particularly when the formal mutual legal
assistance process needs to be used. Requests are often simply not answered, or answelgdincomplet
where a response is received, it may be too late for the evidence to be used due to the delay in obtaining it.
The inability to obtain content data from encrypted applications, even when the correct legal standard is met,
also significantly thwarthe investigative capabilities of law enforcement. In some cases, this means that a
prosecution cannot be taken forward. In others, it may mean thattineléadch the case does not have a

full picture of all potentially relevant material. An gheaoi the impact of this is a recent case from the UK

0 albeit not a TFSVA case. In January this year, Axel Rudakubana pleaded guilty to the murder of three
children at a dance class in Southport in July 2024. He had cleared his internet histooyessearth,
immediately prior to the attack. Evidence of his internet usage could provide vital information about his
motivesd and yet the police officer in charge of the case has said that it could take investigators years to
obtain that informatiofrom service providers via the US court process.

Final challenge that | want to mention is one that is perhaps only being recognised more in recent years, and

that is the impact on investigators and prosecutors of constant exposure to offences lofissexunal a
violence facilitated by technology. Images of sexual abuse, particularly involving children, are exceptionally
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harrowing and distressing, and victims in these cases may be particularly vulnerable. Vicadithet trauma
is, the impact of expaste t 0o s 0 me o ®énpaets angh@ mentalrwallbeing of prosecutors and
investigators and their ability to do their jobs effectively, and risks leading to higher attrition rates.

And so what then are some of the potential solutions? Thetfiedttise legal framework in a jurisdiction

needs to evolv@consistently and without defato ensure that prosecutors have a sound basis to prosecute
TFSVA offences and that, on conviction, t Adre are
2023 introduced, amongst other offences, an offence of cyberfiadténgending of unsolicited sexual

images to another online or via data sharing services like Bluetooth, and also criminalised the sharing of Al
generated intimate images withousenh The UK Government has also announced an intention to make

the creation of s ex Wanadesthaehave beercdigitally ndnadatet] t@ kreafe newma g
digital recording8 a criminal offence punishable by a term of imprisonmdentvell as providing a clear

legal framework to prosecute these offences, a strong public message is also sent that such behaviour is not
just unacceptable but is also criminal.

This links to the second consideration, which is the need for increasezinaubliess and education about
technologyfacilitated sexual violence and abuse. This {®Itivd both in relation to increasing public
awareness of the risks of sharing information online, but also in educating the public of the consequences to
otherindividuals and themselves of engaging in this type of behaviour. There is also the related need to
reduce the perceived stigma of being a victim of these offences, which can dissuade individuals from coming
forward to make complaints.

Thirdly is the nekfor enhanced investment into law enforcement and prosecution agencies. Specialised
units and targeted training can ensure that criminal justice actors are better prepared and able to deal with
traumatised and vulnerable witnesses, and increased sesmine that prosecutors and investigators are

better equipped with the tools that they need to properly conduct criminal cases. It is also vitally important
that prosecutorial agencies have sufficient support mechanisms and strategies in plachdb tkasure

mental wellbeing of prosecutors who are exposed to graphic and emchiaifeailying material on a daily

basis is protected. More use should be made ofiiwcillinary teams, with closer collaboration between

law enforcement and prosecutaed more engagement, where appropriate, with medical services and
social/protection services. Victims who are going through the justice system should feel listened to,
supported, informed, and have the right to be treated fairly and properly.

And finally, there is the need for more efficient and effective international cooperation. This is of particular
importance when dealing with offences facilitated by technology, as the victim will frequently be in a different
country to the offender, and so stssice will need to be sought from foreign partners to ensure that a case is
evidentially sound. It is a widedgognised view that the formal mutual legal assistance process is too slow,
resourcentensive and cumbersome. Against that backdrop, threainge of informal cooperation cannot

be overstated. As prosecutors, we need to make better use of informal networks, and of international
organisations like the IACCC, Interpol, Eurojust, ICAR and others. We need to reduce burdéaucracy
example, byhe direct transmission of requests rather than using diplomatic chamtlae need to

ensure that international enquiries feature prominently right at the outset of an investigation, rather than as an
afterthought in the immediate fujp to a trial.
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Move now to second part of presentation which is about putting victims at the heart of the criminal justice
process. The topics that | propose to cédvemumainformed practices, victimless prosecutions and a
Victims Coded are highly relevant when Idea with victims of technolodgcilitated sexual violence and
abuse, but also when dealing with victims of other serious offences as well.

As we all know, victims and witnesses play an integral role in the criminal justice system, and there is an
increaed focus on the interaction between law enforcement, prosecutors and victims and witnesses, and a
heightened focus on how we, as criminal justice practitioners, can ensure that victims and witnesses are able
to give their best evidence.

Before we looktahe concept of traurriaformed practices, | would like to start with some brief context.

There is a growing awareness that the multiple ways in which victims and witnesses experience the criminal
justice system can exacerbate the impact of theiexpierences of trauma, which then has a negative
impact on their ability to effectively participate in the criminal justice process and which can also hamper their
recovery. I t ds vi t adnd all profesgionalstwhoncome tintotactwitlpvictins e c ut or
and witnesseshave an understanding of the impact of trauma, and are aware of mechanisms that should be
used to minimise the risk oftraumatisation and to ensure that the best evidence can be obtained from
witnesses affected by traum ltéds obviously also important that

the fairness of the trial and within the constraints of existing evidential requirements and processes.

The first question is how weo ochefiked definitioniinghiscontext, e pt o
but it can be described as an incident or series of incidents that are physically or emotionally harmful or life
threatening to an individual. Trauma can affect people in a range of different ways, and ciang have last
adverse effects on an individual ddeingunctioning an

That is particularly relevant in the context of criminal proceedings for three reasons. Firstly, it can also
impact the way in which memories are storedemadled, the way in which someone copes at times of
stress, and the ability of an individual to provide a coherent account of events. Secondly, it can also mean
that individuals are highly sensitive to reminders of previous traumatic experiencean vitiggierc

intrusive trauma memorkassense of it

Ohappeni ng ag a iraudatisatiom. hSorme eleraents of thd justite proeess will inevitably and
necessarily involve recalling, and in some cases reliving traumatic events, andoss peeskimube aware

of the potential impact of that process. Thirdly, because trauma can have significant effects on mental health,
people affected by trauma may not engage with or drop out from the justice process.

So what does a trawimdormed apprazh include? Firstly, it involves understanding what trauma is, how
trauma can arise, what the signs are, and how trauma can affect people in different ways. For example,
someone who has undergone a traumatic event such as a sexual assault omhete Ipdbtosi that were

taken with their consent circulated online without consent may feel shame or a mistaken sense of
responsibility, which can impact on their ability or desire to disclose that they have been the victim of a crime.
Witnesses may usefeliént ways to cope with the impacts of trauma, which could be mistaken as an
indicator of poor credibility, for exampl e. It &s
can affect a witness®ds eV intdrgrated.e , how it is delive
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Secondly, a trauArdormed approach involves avoidingraematisation where possible. It is recognised

that there is an unavoidable risk etraamatisation in any situation where someone is asked to recall and

talk about traumatic evenés will happen when a witness is required to give evidence, and also that certain
adaptions may not be possible because of the need to adhere to the rules of evidence and protect the right of
the accused to a fair trial. However, there are stepsithattelten to mitigate the risk ofraumatisation,

such as ensuring that a witness is fully informed about the process that will take place at court, and reducing
potential triggers to 4eaumatisation such as proximity to the accused at trial, Hiainmg photos of the

crime scene without warning, having personal space being invaded unexpectedly, or receiving correspondence
with the accusedods name throughout the document.

Thirdly, this type of approach involves supporting recovery from the impaatra tvhere possible. As
prosecutor s, we dondt have an explicit role in o
therapeutic perspective. However, we can consider the ways in which we can adapt how we carry out a
specific role, such asegtioning a witness, to minimise the risk of inhibiting recovery.

Fourth, a traumanformed approach will seek to uphold the rights of withesses affected by trauma to equal
and effective participation in the legal process. The focus of this aimide agtistg is on measures that

can be taken to enable witnesses to participate and stay engaged in the criminal justice process and to give the
best evidence that they can. There are multiple ways in which this can be done, including keeping victims and
witnesses informed of the process, trial dates, the outcome of proceedings, and any changes such as the
granting of bail. It also includes practical considerations, such as ensuring that the victim and an accused are
not both having to wait at court irethame area, not having floating trials which are unpredictable and can
mimic the loss of control that can come with many offences, ensuring that, where possible, there is just one
point-of-contact with a witness for consistency, and acknowledging naistaiesmmunications if they

do take place.

And finally, a traurAaformed approach will integrate an understanding of trauma in organisational policy
and practice, meaning that those who lead organisations need systems in place to support thatagproach t
delivered by frontline staff. Part of that includes supporting the resilience of the workforce and reducing the
impact of vicarious trauma on staff who are frequently exposed to evidence and narratives relating to
traumatic events, so that thoseovemgage with victims and witnesses have the capacity to maintain an
empathic stance.

In conclusion, the fair access to justice must be underpinned by a justice system which allows victims of any
crime to fully participate and give evidence, in a ptbe¢sainimises contributing to further trauma or

harm. Victims and witnesses are critical to the criminal justice system and so we, as prosecutors, need to
ensure that we support their full engagement whilst also upholding the rights of an accusedlto a fa

The i mportance of the topics that | 6ve touched on
the IAP Standards of Professional Responsibility and Statement of the Essential Duties and Rights of
Prosecutors. The IAP Standardsevesfopted by the IAPin199% o0 now 26 yearsd ol d.
that prosecutors have a fundamental role to play in the administration of justice. The IAP Standards act as a
benchmark for the way in which prosecutors should conduct themselvesviorkheind they also set out

the responsibilities of prosecution services towards proséciliteysare standards that each of us should

adhere to in every aspect of our professional work. They were written by prosecutors, not by States or
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governments,nal so they are directly relevant to our roles. The IAP Standards were recognised by the
United Nations in 2008, and so these are internationally recognised standards for prosecutors.

Of particular note for these purposes is Article 4.3 of the Standdrals Article overtly highlights the
importance of considering the interests of concerns of victims and witnesses, and of ensuring that they are
informed of their right8 including their rights if they are aggrieved by a degikioil briefly mentia a

Victims Code shortly. The Article also stresses the importance of balancing those rights with the
requirements of a fair tridlnothing that we are saying here should undermine the rights of the accused in
that context.

May | move then briefly toctimless prosecutions. Victimless prosecutions are also known as- evidence
based prosecutions, although that is a slightly misleading name, as every prosecutiorbésedidEnee

fact that they are ter med 0 vciincotrather) tley ccdur when either n ot n
the victim is unable or unwilling to give evidence, and so no evidence is directly adduced from the
complainant during the trial.

In order for a victimless prosecution to take place, it still has to be in thimjeueticto continue with the
prosecution without the victithand so, in jurisdictions where there is a Code for Prosecutors, for example,

all stages must still be met. The evidence in a victimless prosecution will come from otBenigiidoes

CCTV, contemporaneous records, othervéjgess accounts, phone or email data, or evidence from the
accused themselves. These cases may frequently arise in cases of domestic abuse and also human trafficking

Proceeding with a case without a victim regaimere holistic approach to case building, as the starting

point is to build a case evidentially that does not need to rely on direct evidence from the victim. To this end,
efforts should be made to gather evidence so that the prosecution case issewtsfilely on the

compl ainantds statement. Guidance from my own pr
not assume the only way to prove a case is by the complainant giving evidence in court. They should routinely
consider whether theris any other evidence, independent of the complainant, which supports the
prosecution case and upon which a viable prosecution can be built. The emphasis is on joint working by
police officers and prosecutors to build cases that can be prosecuteéd withbue v i ct i més par
order to do so, other evidence should be gathered and prosecutors should seek to use this material wherever
possible. All of this means that, if cases can be built witheteglmrere on the victim or complainant, then

it is still possible for the prosecution to proceed when the victim either does not engage from the outset or is
initially supportive but withdraws their support at a later stage in proceedings.

Following a victim centred approach can sometimes meang thekiough decision to proceed without

victim testimony or cooperation because that is what is best for the victim and achieving justice in the case.
It is good practice, particularly in a domestic violence/GBYV case or case of human traffickirsgirés to e

that, as investigators and prosecutors, you always look to whether you can prove your case to the required
standard without adducing direct testimony from your witness. Always look to what corroborating evidence
you can obtain, in case you reachsstipn where the public interest is in favour of a prosecution, even if

your victim has not engaged in it or has withdrawn their engagement.Two final very brief matters to cover in
the context of putting victims of TFSVA and other crimes at the he@at@frhinal justice syster@odes

of Practice for wvictims of c¢crime and the Victimsd
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In the UK and in many other jurisdictions, there is a Victims Code that sets out the services and a minimum
standard for these services that must bedaavo victims of crime by organisations (referred to as service
providers) in England and Wales. In other jurisdictions, those rights may be enshrined in legislation or the
Criminal Procedure Code, as here in Nepal.

Those rights include the right to blevyided with information about an investigation and prosecution, the

right to make a Victim Personal Statement which can be referenced in any sentencing hearing, and the right
to be referred to services that support victims and have that support @itbeedid¢eds of the victim.

There can often be challenges in implementation of thosé mghtgast due to resource constraints and a

lack of awareness but they are vitally important to demonstrate the commitment of a jurisdiction to
upholding the ghts of victims.

The final topic to cover very briefly is the Vict
victims the right to request a review of certain decisions made by the CPS not to start a prosecution or to
stop a prosecutionOnly certain decisions by the CPS are subject of the scheme, but they include a decision
not to bring proceedings, a decision to discontinue charges, or a decision to offer no evidence which means
that a not guilty verdict is recorded. If a victinfiestthe CPS that they are requesting a review, within a
prescribed timeframe, the CPS will arrange for an immediate review of the case to be carried out by the CPS
area in which the case sits. That review will be done by a prosecutor who has haasraeptiegs in the

case. I f the case cannot be resolved to the vic
review by the CPS Appeals and Review Unit. The role of the reviewing prosecutor is to approach the case
afresh to determinenather the original decision was right or wrong.

The victim will be notified of the outcome of the review and provided with a full explanation of the reasons
for the decision. It is a further example of the importance that is placed on victimsevdthimrtal justice
system and ensuring that they are kept as involved as possible in the process.

Conclusion

In conclusion, tackling technoldggilitated sexual violence and abuse requires a holistic approach that
includes robust statutory frameworksiltragency collaboration, increased training and specialism, more
resources, enhanced international cooperation and effective support for victims and witnesses. Given the
transnational nature of many of these crimes, we have to work more effidenlyseip with our
counterparts around the world, both within investigative and prosecutorial agencies, to meet the challenges
that we all face heath, to make our communities safer, to protect the most vulnerable, and to ensure that
those who commit theserious and heinous crimes are bought to justice in accordance with the operation of
the rule of law.
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Justice for Victims of O6Revenge P
Failures in Nepal

-Shishir Lamichhane | Dr. Aastha Dahalss
Abstract

Revengerpa criminal act involving #@neensual sharing of intimate images, presents significant legal and pro
challenges in the digital age. In Nepal, such cases are typically prosecuted under the expansive provision
Transactionct) 2008, which often conflates dispafiatanoffemdesm indecent speech against public officials to th
dissemination of explicitficaviteimt a single legal framework. This paper critically examines whether the currel
framework adequdaditsers justice to victims of revenge porn by analyzing the Electronic Transaction Act, alongs
provisions of Nepalds criminal|, procedur althe and e
actions of useeh hosts, and platforms, assessing their accountability in cases of revengemnathedEmploying a
approach, the study includes a survey of college students to gauge the prevalence of shariffgringmate images
insights intike scale of the issue and its potential implications. The research further explores judicial practice
deficiencies in evidence handling, such as the lack of confidentiality and accountability in r@dmagipg sensitive n
ampfy harm to victims. Procedural practices are critically scrutinized, particularly concerning witness exami
management of sensitive information, revealing systemic inadequacies, including insufficienutahining and ince
saguar ds. The paper concludes with actionabl e re
emphasizing accountability, victim protection, and justice in cases of digital sexual violence. & his research |
comprehensivg ahals and propose reforms to address the sub

Keywords:

[Revenge porn, NCII abuse, viebtaming, judicial reasoning, pornography]

Introduction

The rapid expansion of internet access andntieasing affordability of telecommunication
services have reshaped the way people interact, communicate, and share personal information. In
countries like Nepal, this digital transformation has also given rise to a concerning trend of crimes
involving tle unauthorized sharing of intimate imagdé® nonconsensual distribution of such

content, often facilitated by social media platforms, cloud storage breaches, and digital messaging
services, has emerged as a pressing issue within the digital sphere.

§ Deputy Registrar, Supreme Court of Nepal; Adjunct Professor of Law, National Law College (Tribhuwan University);
LLM (National Security Law), Georgetown University; Fulbright Scholar AY 2023.

88 Advocate; Adjunct Professor of Law, Khwopa College of Law (Purbanchal University); PhD (Criminology), University
of Cambridge.

2 Anup Ojha, The troubling n i Negal THe f KATHMANBW €08T éebrpao/r 9) 2023
https://kathmandupost.com/national/2023/02/09/theoublingriseof-revengeorn-in-nepal
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While the term "revenge porn" is commonly used to describe this phendinéait:nto capture

the full scope of the harm inflicted upon victiishe wor d orevenged sugges
primarily motivated by personal vengeance, often in thetooihfated intimate relationships.
However, such a narrow framing overlooks the diverse range of circumstances in which intimate
images are shared without consent. Many cases involve blackmail, coercion, online exploitation, or
even the commodification sfich images for financial gain. The word "revenge " also carries an
implicit bias, placing undue emphasis on the motivations of the perpetrator rather than the violation
experienced by the victim. As a result, this terminology can mislead policyogé®rsng the

broader community, diverting attention away from the coré isaoely, the breach of privacy,

dignity, and autonomy of individuals.

The term oOoporno6 traditionally refers to sexua
the irdividuals involved and intended for public consumption, often as a form of art or professional
work. Whennoit onsensual inti mate images are | abel ed

willingly produced for public viewing, obscuring the violaiothe heart of the act. This
mischaracterization is not just misleddihgs deeply harmful, as it reduces victims to mere
performers in a spectacle, they never agreed to be part of. The consequences of this linguistic
distortion are fareaching, shamy public perception and even influencing legal and policy
responses to such crimes.

In 2018, tens of thousands of South Korean women gathered in Seoul to protest the widespread use
of hidden spy cameras used to secretly film women in public and pagese Eheir powerful

sl ogans, o0My |defne aips un att eydo lar fpuordmdnent al f 1 aw
trivializes a grave violation and frames it as a form of entertainment. The phrase is sensationalist,
designed for attentiegrabbingheadlines, but it fails to do justice to the experiences of ¥ictims.

OBy continuing to use the term
and the justice system risk normalizing thexploitation of victims
rather than addressing it as|the s

Bycontinuing to use the term oO0revenge pornboé,
normalizing the exploitation of victims rather than addressing it as the seriausthetatis.

3 Ujjwal Satyal, More girls becoming victims of revenge [Fem, HIMALAYAN TIMES (January 4, 2022
https://thehimalayantimes.com/nepal/megelsbecominevictimsof-revengeporn; Nirmal Acharya,Nepal's rape
culture has gone emime our laws are diFmalRECORD, (August 4, 2019https://www.recordnepal.coméapals
rapeculturehasgoneonlineandour-lawsaredismalid.

4 Sophie Maddocksrom Nofonsensual Pornography-Bakeddgeexual Abuse: Charting the Course of a Problem with Many
Names33AUSTL FEMINIST StuD. 345 (2018).

5 South Korean women rqgiest in  Seoul over hidden sex cameras, BBC, (July 7, 2018),
https://www.bbc.com/news/worleasiad4751327
6 Sophie Maddocks, Revenge Porn": 5 important reasons why we should not catl rialne BanDERIT.ORG,

(January 16, 2019ttps://www.genderit.org/articles/revengern-5-importantreasonsvhyweshouldnot-caltit-
name
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While the term O0revenge pornd rcenseasuahistimaten s ui t
image abuse, this phenomenon can have serious impacts for victims in Nepal with a distinct value
system linking women with the idea of purity.

Withh n t he Nepal. | egal framewor k, womends sexlL
di fferent directions. On the one hand, the en
laws, vis thdlulukiAin1963 and now the neMulukiCriminal Cod 2017 has been that the law

needs to protect a womands chastity. This 1is

retributive defense: i.e. according to S. 26(2)(b) Miutb&iCriminal Code 2017 a woman can Kkill
her assailant before duringright after an incident of rape. S. 26(2)(b) is a full defense that can
absolve a woman of any criminal liability for murder of the defendant.

Later reforms to criminal | aw, particul arly
through the Huma Trafficking and Transportation Control Act 2006, not only accepted the notion
that a woman may be asexwdykeri t adopt ed 2inbrienindizy thaldersand asmo d e |
opposed to the supply in sex work. In other words, the client who buysities séla sex worker

is criminally liable and the sex worker bears no criminal liability.

The conception of revenge pornography where a woman initially creates sexual content of herself is
contradictory to a deeply set value system within Nepali s@tietishes to see a woman as chaste

and only exerting her sexuality for her husba
sexuality has been largely circumvented by law enforcement and prosecution as sex workers are
routinely rounded up arsummarily tried under the banner of laws on indecent adtiVitees
therefore believe that the wuse of terminol og
popul arized oOrevenge porndé should be the star

A moreaccurate term, such as "rmmmsensual intimate image abuse" (NCIl abuse), better reflects

the reality of violations and emphasizes the need for legal and social responses that prioritize victim
protection and redress. Using this early section of the papeo pr ot est t he use o
por no, this paper seeks to analyze the gaps
examining how existing laws addresmsfail to addre§sthe harms suffered by victims, and
exploring potential avenues fonare effective justice system.

Trends of NCII

The statistics published by the Nepal Telecommunication Authority (NTA) affirm the rapid growth
of telecommunication subscriptions in Nepal. Data shows that the percentage of fixed broadband
(wired) subscribgiincreased from 38.3% in Fiscal Year 2078/79 to 44.24% in Fiscal Year 2079/80.
Similarly, mobile broadband subscriptions stood at 93.8% in Fiscal Year 2078/79 but declined to

7Human Trafficking and Transportation (Control) Act, 2006. Section 4(1)(d).
8 Policy Brief,The Nordic Model of Prostitution Legislation: Health, Violence and FRadVeTVESRKI$APril 21,
2019), https://freepolicybriefs.org/2019/04/21/th@ordic modetof-prostitutionlegislatiorhealthviolenceand

spillovereffects/.
9 Muluki Criminal Code, 2017, SEtS.
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89.15% in Fiscal Year 2080f8While accurately determining internet penetratieelation to the

popul ation is challenging, these figures repr
total population for the respective years. Additionally, reports indicate that over 73% of Nepali
people use smartphoné&sThis preseist both an opportunity and a growing concern for law
enforcement agencies, as the expansion of the telecommunications sector has been accompanied by
a rise in technologgwcilitated crimes.

FY 2080/81 FY 2079/80 FY 2078/79
Fixed Broadband (Wired 44.24 4860 38.3
Mobile Broadband 89.15 95.81 93.80

Table 1. Statistics of Broadband Subscriptions in Nepal
Case Analysis

In the period between ApdlNovember 2024, the Cyber Bureau of Nepal Police has registered
6,500 cybercrime cases. The mediums for tmission of these cybercrimes were Facebook and
Messenger (3,949), Instagram (1,282), WhatsApp (759), TikTas€&f)51) amongst others.

The complaints related to issues of fraud, character assassination, breach of privacy, and the
publication antiroadcasting of pornographic material.

In the context of rising complaints of cybeme we looked at cases involving NCII that
underwent trial and were decided by the Kathmandu District Court. We analyzed 60 cases decided
by the Kathmandu District Court the year 2024. Among these, we identified 23 cases related to
NCII abuse. The forthcoming full paper will provide a detailed examination of these cases, whilst in
this working paper, we present key general findings below:

1 Profile of Victim and Defendan: The victims were all women and defendants mostly
men. In a majority of the cases analyzed, the defendant and victim were in intimate partner
relationships with each other, but were not married to each other, they might have been
married to other peopl€he intimate partner relationship ended before the crime of NCII
was committed. In fact, it was often the spitddvex who misused the sexual content of
the women. A small number of cases involve minors as victims or minors as defendants.

1 In about 40percent of the cases analyzed first information reports of NCII came to the
police with the compl aint t hat the wvictim
hacked and the perpetrator leaked sexual content. It is only once the defendants provided
their statements during police investigation that a counter narrative of the victim and

10The slight decline in mobile broadband subscriptions does not necessarily indicate a decline in the number o users. In
Nepal, it is common for one individual to have more than mobile subscriptions. Expired or cancelled subscriptions
could have caed the decline, explained an NTC official during a personal correspondence with the author.

11 Over 73 percent of Nepalis wuse smartphones, MyRepublica, (March 25, 2023)
https://myrepublica.nagariknetwork.com/news/evV&mercenof-nepalisusesmartphones
1#:~:text=The%20report%20said%20that%2073.Nepal%20use%20smartdé; jones

11


https://myrepublica.nagariknetwork.com/news/over-73-percent-of-nepalis-use-smartphones-1#:~:text=The%20report%20said%20that%2073,Nepal%20use%20smart%20mobile%20phones
https://myrepublica.nagariknetwork.com/news/over-73-percent-of-nepalis-use-smartphones-1#:~:text=The%20report%20said%20that%2073,Nepal%20use%20smart%20mobile%20phones

Theme 1: Technology Facilitated Sexual Violence and Abuse (TFSVA)
Sessio

perpetrator being in a relationship or the victim sending her personal sexual content at first
surfaced.

9 Jail/Bail Trend: Almost all the defendants received an ordeaib{deposit or collateral).

1 Sentencing Trends None of the cases resulted in a sentence exceeding one year of
imprisonment.

1 Conviction Rate Out of the23 NCII cases analyzed, acquittals were grantdases,
indicating a very high conviction rate.

The analysis of cases has revealed several concerning issues:

1 Confidentiality: In most judgments, the identities of victims could be inferred from the
contents of the complaint attached to the initial part of the court's decision. This was
particularly evia in the description of names of victims cited as part of their social media
accounts. This practice raises serious concerns regarding the protection of victims' privacy
and confidentiality in NCII cases. Nepali law requires cases like rape to urideegb a c
hearing and details of victimds identities
In cases of domestic violence, a victim can ask a judge for a closed hearing. However, such
provisions for cases of NCII do not exist in the statuteogdhe offence.

1 Judicial Attitudes Toward NCII Abuse: The court does not appear to consider NCII
abuse as a serious offense. For instance, in one case, a defendant was merely fined Rs. 10,00
without any custodial sentence despite having dissemirsgttkedmages ofl&yearold
school gir | in the school s messaging group
of deterrence and undermine the gravity of the crime.

1 Victim-Blaming in Judicial Reasoning A tendency toward victiblaming is eviae in
many of the cases examined. This is partic
Orders, where the language and reasoning often imply that the victim's actions contributed
to the offense. Such judicial approaches risk reinforcing hatenéotypes and may
discourage victims from seeking legal redress.

Criminalization of NCII

Criminalization of Pornography in Nepal

The term pornography has not been explicitly defined in Nepali law. Defining pornography itself is
inherently challenging, different societies and communities perceive sexually explicit content in
varying ways. For some, such content may be considered unacceptable, while for others, it may be
an accepted part of cultural expression. However, it is essential to distingzeshpoehography

and nonconsensual sexual content. Pornography generally refers to sexually explicit material created
with the intent of being publicly accessible. On the other harchmsensual sexual contents are
prepared for private viewing and areanform of art, drama or performance unlike pornography.

In Nepali law, Section 121 of thelluki Criminal Code, 26@dcifically criminalizes the following
activities related to obscene materials in public:
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a. Creating, printing, publishing, or dissenmgatthrough electronic communication
medi& any obscene book, pamphlet, drawing, film, picture, record, or any other material
that arouses physical sexual excitement, induces sexual desire, or leads to moral
corruption.

b.  Buying, selling, distributing, regtidisplaying to the public, or possessing such obscene
materials with the intent to engage in any of the aforementioned acts.

c. Advertising in a manner that suggests such obscene materials may be obtained from any
person.

d. Importing, exporting, or carryingch obscene materials with the intent of selling or
distributing them.

Section 121 does not specify whether the obscene materials are consented or materials falling under
NCII. It therefore leaves scope for NCII victims to also file a complaint und&etisn.

However, Section 121(1)(a) raises critical questions regarding intent and scope. Does the provision
require specific intent, or is it sufficient that the content was made public? More importantly, it also
raises the question of whether this clales=e victims of neoonsensual intimate image (NCII)

abuse at risk of prosecution for the mere existence of such content in the public domain?

Furthermore, theMuluki Criminal Code, 2074 does not extend -¢etraorial jurisdiction to

offenses under &gon 121. Given that pornography and NCII crimes are often committed through
electronic means with no geographical boundaries, this limitation poses significant challenges for law
enforcement patrticularly as we see crimes committed against victimsimesiepal from the
defendants in the Nepali diaspora.

Additionally, Section 128 imposes a very short limitation period, requiring that offenses under
Section 121 be prosecuted within three months from the date of commission. Such a rigid
timeframe may hder justice, particularly in cases where victims face delays in reporting simply
because they find out the crime has been committed at a much later date or are hesitant to report the
crime due to fear or stigma.

Overall, Section 121 does not appear e baen designed to eliminate pornography entirely but
rather to address immediate concerns related to public morality. Its application and interpretation,
however, warrant careful scrutiny to ensure that it does not inadvertently penalize victims of NCII
while failing to address the broader challenges posed by digital sexual offenses.

Criminalization of NCII in Nepal

Nepal does not have a specific law criminalizing NCII abuse. However, Section Bléafdhe
Transactions A&€TA), 2007 provides argal prohibition on publishing illegal content in electronic
form. Thus, in the absence of a dedicated legal provisionreh@t offenses are currently
prosecuted under Section 47 of the ETA. Our review of cases from the Kathmandu District Court
alsoaffirmed that all cases of NCII are prosecuted under the ETA.

Breakdown of Section 47 of the Electronic Transactions Act 2008 (ETA)

Section 47(1)Any person who publishes or displays, through computers, the internet, or any other
electronic communicatiomedium:
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Any content prohibited from publication or display under prevailing laws,
Any content contrary to public morality and decency,

Any content inciting hatred or enmity against any individual,

=A =/ =4 =4

Any content disrupting harmonious relations among diffeestes, ethnic groups, or
communities,

T Any content involving teasing, harassment, insult, or any other indecent act against women,

shall be liable to a fine not exceeding NPR 100,000 or imprisonment for a term not
exceeding five years, or both.

Nepali lav adopts a broad interpretation of technology. The Electronic Transactions Act (ETA)
conceptualizes technology as a "means of digital communication,” encompassing, but not limited to,
computers and the internet. The prohibition under the ETA applies tohN@igh the language

of oOopublishing or displaying materi al prohi bi
The Evidence Act, 2016 reinforces this broad approach by recognizing electronic records and
materials as admissible evidence. By maigtai flexible definition of technology, the law appears

to cover evolving digital platforms where N€lhted crimes may occur.

Gaps in Section 47 of the Electronic Transactions Act (ETA).

Despite its broad scope, Section 47 leaves several legadpessing NCIl abuse:

1 The law only penalizes the actual display or publication of NCII but does not criminalize
threats to publish such content in exchange for sexual favors. Notably legal provisions on
extortion and blackmail in tiduluki Criminal Code2017envision financial damages to
victims and do not cover sexual favors.

1 Section 47 does not explicitly criminalize private sharing of NCII. Court decisions from the
District Court have, in some cases, acquitted defendants on the grounds titanhtheaso
shared in a private (via messaging) setting rather than publicly displayed.

1 The law is limited to electronic mediums and does not cover NCII materials that may be
printed or physically distributed.

T NCIl content can be publicly displayed thropglysical means (e.g., posters, printed
images), which is not addressed by the ETA.

1 The law does not explicitly cover cases where intimate details or images are described
verbally, potentially allowing perpetrators to exploit this loophole.

Given these gaps Section 47, Section 121 of MhdukiCriminal Code 2017 may seem to provide
additional coverage. However, a critical distinction must be made ketvgeasualand non-
consensualntimate images, which the law currently does not explicitly address.

The ETA imposes strict 35-day limitation period from the date of knowledge of the offense for
filing a case. This short timeframe significantly limits the ability of victims to seek justice, especially
in cases where NCII abuse causes prolonged harebéndtohg trauma.
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Child victims of NCII abuse are provided greater legal protection than adult victims under Nepali
|l aw. The Childrends Act 2018, section 66(3),
children:

1 (a) Displaying obsceneomtent to a childplunishable by a fine of up to NPR 50,000 and
imprisonment of up to thiee years

1 (b) Distributing, storing, or using child obscemityhishable by a fine of up to NPR 50,000 and
imprisonment of up to three years

T (d) Using children inhe production of obscene conteptirfishable by a fine of up to NPR
50,000 and imprisonment of up to Jhree years

T (f) Using a child to arouse sexual degiwmighable by a fine of up to NPR 80,000 and
imprisonment of up to four years

Despite these pvgsions, a significant gap remains between child protection laws and general NCII
laws. In practice, prosecutors often invBketion 47 of the ETAto charge NCII offenses
involving child victims, as it carrlggher penaltiescompared to th€ h i | dct Bhis rend A
reflects the necessity for a more comprehensive legal framework to address NCII, ensuring
appropriate sentencing and adequate protection for victims.

Crimes of NCIl may also be charged under section 224 Mithki Criminal Code 201inder

sexual harassment. This route is one of private prosecution by the victim. Or it may be charged
under section 118 of thduluki Criminal Code 2017his section is designed to administer
summary justice to misdemeanor offences and we believe not fitifioe as serious as NCII
although in our review we found a case where a defendant had been convicted under this section of
the law.

Burden of Proof in NCII cases in Nepal

If the crime of NCII is brought under the ETA the burden of proof to establistbeyond

reasonable doubt lies with the prosecution. If, however, the victim opts for the route of private
prosecution through sexual harassment iMtiaki Criminal Code 2017 section. 224 then the

burden of proof is upon the victim. Notably privatebsgcuted cases in Nepal follow procedure

akin to civil suits and not criminal suits. What this means is that neither the victim nor offender need

to testify. The police and forensic services of the state remain uninvolved except if the presiding
judge spdfically orders a forensic test. Within criminal practice there is a concerning belief
amongst judges and lawyers that privately prosecuted criminal cases are not serious. Thus, whilst the
route of sexual harassment may allow the victim to retain odrtreir case it runs the risk of

witling down the experiences of harms suffered by her.

In discharging the beyond reasonable doubt burden of proof the prosecutor will encounter the
following key procedural challenges:

1 Limitations are brought about blgesavily under resourced national forensic capacity. Whilst
the case load for digital crimes has increased significantly in the last five years (reported
crimes have doubled between 2023 and 2024), there has been no corresponding increase in
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equipment, tiaing, staffing or budget. Furthermore, forensic teams and prosecutors do not
prepare cases together. Thus, when reports come from forensic analysis the prosecutor has
little support in understanding or interpreting the findings. Furthermore, the pretisere

forensic departments and backlogs mean that forensic reports come after many months.
Meanwhile after an offender has been arrested by the police the prosecutor has 25 days to
file an indictment. Thus, many indictments are filed in absence okia feggort. The lack

of evidence can weaken the prosecutionds ¢

1 Evidence preservation and privacy: Both the Nepali prosecution services and courts have
not yet enacted policy to govern the securitization, chain of custody amel stora
evidence. NCII related evidence is extremely sensitive. In the absence of protocols to define
who can handle this evidence and in what manner, there are currently little safeguards or
practices that mitigate against risks of misuse or unauthocessl \aithin the criminal
justice system.

1 Witness and defendant examination: Nepali procedural laws are clear that the defendant
must be examined by the judge (as opposed to the lawyers). Witness examination is
conducted by prosecutors and defense lawyers t h e presence of a
longstanding practice in criminal trials is tremendously problematic as judges are often
absent in examinations of the defendant and witness. The person who substitutes the judge
in these proceedings are court staffnafigte junior in rank. Moreover, although required
by law the testimonies provided in court are not recorded verbatim. The courts staff have
historically never been trained to transcribe statements verbatim. Thus, what is recorded
then is a loosely appnmrate summary of the defendant and witness account. The evidence
law requires forensic reports and witness accounts to be verified by expert testimony and
witness statements in court. However, without detailed and specific accounts the
determination ofmes reaf the defendant tends to depend on conjecture. The struggle of
junior court staff to document technical details given by expert witnesses leaves room for
defense lawyers to challenge the integrity of the evidence.

Seriousness of NCI/ offence in Neal

NCII can be prosecuted under section. 47 of the ETA. It is also a crime of sexual harassment under
section. 224 of thiglulukiCriminal Code. 2017. Whilst the practice in Nepal is to use specific laws
over general laws the procedural routes and quahfumishment vary. Under the ETA it is an

offence prosecuted by the state with up to ayéae sentence or a fine of up to one hundred
thousand rupees. Under the sexual harassment route, it is a privately prosecuted offence with a
punishment of up to tee years and a mandatory fine. If it is prosecuted under section. 118 of the
MulukiCriminal Code 2017 the punishment is up to one year imprisonment and/or up to Rs 10,000
fine.

Sentencing Trends in NCI/ cases in Nepal

The lack of minimum sentences giwéde discretion to judges. We analyzed about 60 cases
pertaining to cybercrime that were decided by the Kathmandu District Court in 2080 BS (2024 AD).
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Around one third of these cases involved NCII offences that were indicted under the ETA section.
47(1). ddgments of these cases show several consistent patterns in sentencing:

1 Conviction rates for such offences were extremely high. However, judges awarded minimum
imprisonment ranging from a few weeks to often less than 10 months of incarceration.
Fines levie@ on the defendant were up to Rs. 35,000. Compensation awarded to victims did
not exceed Rs. 50,000. Almost all defendants, barring one who was a repeat offender, were
released on bail during the trial process. The surety for bail varied across affémbars,
exceeding Rs one hundred thousand which is the maximum fine penalty for this offence
written in the statute.

The factor considered by judges in sentencing the defendants were as follows:

1 The judges tended to acknowledge the guidance provided Bgntencing Act 2017
(sections. 13, 14, 15 and 18). They cited the criteria in the guidance including: seriousness of
the crime; the impact of the crime on the victim, their families and larger society, previous
conviction history of the defendant. &vfe@dgments also mentioned factors like deterrence
and offender rehabilitation in passing. However, we found no judgment that deliberated on
any of these parameters in writing. We find it concerning that there is very little engagement
with the harm and bader social consequences suffered by the victims of such crimes.
Herein we believe the prosecutorsd submis
enough.

The judgments show that the judges have a uniform tendency to award the lowest possible sentence
in crimes of NCII. In deliberating this sentence judges seem to be guided by the test of
proportionality of sentence. I nterestingly we
length. In other word the consideration that judges indicate dkitg ihto account in awarding

the sentence is whether the sentence will fulfill the objective of the ETA. Most concerning in this
process though is that we found judges to be consistently engaged in victim blaming. Sentences were
minimized by judges besauhey saw that the victim initially shared their personal sexual content
voluntarily. One judge has stated that the victim should have been more careful in sharing personal
sexual content to a stranger. Judges have written that as victims volurgdrdprdieat initially a

minimum sentence for the defendant will fulfill the objective of the law. We saw this approach even

in cases where the defendant is a recidivist and in cases where the victim is a minor.

We would like to highlight that the statftéhe ETA does not provide a minimum sentence. Thus,
judges have discretion to award any sentence not exceeding five years of imprisonment and not
exceeding Rs. one hundred thousand as fine. However, we believe that section. 47(1) must be read
in a largesocial political context. Section. 47(1) criminalizes all activity on electronic mediums of
communication that may go against public morality or jeopardize social harmony. An amendment to
this section in 2014 introduced specific language within tba peahibiting conduct that harass

or victimize women. As section. 47(1) covers crimes not just against women but also forms of
political dissent we assume the legislator refrained from stipulating minimum sentences; lest the
section becomes a tool to lwwand punish political opponents or critics of government. It is
worrisome that judges seem to approach acts of insulting political figures like the Prime Minister
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with equal gravity as acts amounting to NCIl. We saw this tendency in the judgmentdwe studi
whereby defendants insulting the Prime Minister or a mayor through a caricatured video on TikTok
were handed a jail sentence of several months whilst defendants in crimes of NCII, that have
devastating impact on victims and families, received omlg days of prison time.

This trend in punishing defendants in NCII with little consideration about victims has propelled us
to think about sentencing guidance provided not just by the Sentencing Act 2017 but also case law
coming out of the Supreme Codtthere is some philosophical guidance provided by the Supreme
Court in how to think about the proportionality of punishment. This guidance however comes from

a law suit on defamation inflicted through writing/records. The Supreme Court has stated that the
punishment is one method to restore the damages inflicted by the defamatory statements on the
dignity (ijjat)of the victin¥’. In our limited review of case judgments issued by the trial court of
Kathmandu we did not find the judges paying attention toathageés done to the dignity of

victims.

The rather jarring finding that judges engage in victim blaming to mute sentences in cases of NCI|

offences compels us to think about the genesis of our criminal laws. As discussed in the earlier
sections of this pepr , t he Nepald. | egal systembds histori
been from the lens of chastity. The pervasive value system within Nepali society is also one that is
unforgiving to sexual transgressions of women or women being open absakiilaéty. This

view of woman appears to be what prevails when judges deliberate cases of NCII. Any future policy

and legislative efforts need to find ways to directly engage with this mindset of judges, disincentivize
victimblaming and incentivize wnotsupport.

Destruction and Taking Down of NCII

In presenting this paper we wish to highlight a practical aspect of evidence handling that has gone
largely unnoticed within the courts and the larger criminal justice system in general. This is the stage
after a case has passed through the trials and appeals process and has essentially closed. Nepali la
has guidelines on shredding case files and disposal. However, these laws are dated and were drafte
when digital crimes were not an issue. The sensitittity NCII case files with their submitted
evidences requires tight protocols at the destruction stage. However, we present below practices that
are very worrisome in hopes that this discussion will draw attention to this urgent issue.

In cases involvingClIl content uploaded to the internet, the removal of such content follows an ad
hoc procedure. The content may be taken down either by the victim or by the Cyber Bureau of the
Nepal Police. Typically, a report must be submitted to the hosting wettigiteg the issue, after

which the website removes the content. During our interview with Cyber Bureau officials, they
stated that most websites comply with such requests. However, obtaining user data from these
platforms remains challenging, as websagsrefuse to disclose user information. Notably, the
removal of NCII content does not require a court order.

In cases where NCII content is found on electronic devices such as computers, pen drives, or
mobile phones, these devices are examined at tla¢ Boginsic Lab during the investigation and

12zKhadga Bahadur Basnet vs. Purna Singh THéigB Malg&5 No. 10, Decision No. 8961, (2070).
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subsequently submitted to the court for further action. Section 57 of the ETA provides for the
seizure of computer devices used in the commission of a crime. Such forfeiture must be ordered by
the judge in tharfal decision.

Any item submitted to the court by investigators is stored idingieSaakhdaterial Items

Section), which is responsible for maintaining and safeguarding seized items. If the court orders
forfeiture, the item is then sent for auctidmicivis conducted in accordance with the Proceeds of
Crime Act, 2013.

At present, thdinsi Saakld@es not have any dedicated software to maintain a detailed inventory of
items under its authority. Records are kept manually in physical record boekit aftamplete

det ail s. For instance, a mobile phone sei zed
Company A6 Black phone, 6 without including th
lack of precise recekeéeping creates a sigmiaht risk of item mismanagement or substitution.

There are frequent complaints that seized ite

or different items.

Additionally, electronic devices are not formatted to erase their data beforebbeitegl Sar

auction. In the absence of clear protocols and policies regarding which evidence can be auctioned,
there is a serious risk that NCIl content may be leaked directly from the court system, further
exacerbating harm to victims. Strengtheningcireefor recorieeping, evidence management,

and data protection is therefore crucial to ensuring the integrity of judicial processes and
safeguarding victims' privacy.

Responsibility of Internet Service Providers and Internet Platforms

Nepali law prohiks pornography. Websites hosting pornographic content are doing so illegally. The
Nepal Police has the primary responsibility of monitoring website and blocking/taking down
websites or accounts that run NCII. In our review of judgment from the Kathmiatraht Oourt

we found that judges routinely order that the device used by the perpetrator, often their phones or
computers, are seized. However, as we discussed earlier there are no protocols to ensure such seize
devices are stored safely and with tinsiteess. We did not find express court orders that state that

the NCII must be deleted.

Internet service providers can be held liable for content allowing pornographic content on websites.
However, liability has to meet thens réareshold of knowle@g Thus, if an internet provider was
negligent in allowing pornographic content to be hosted through various websites, they cannot be
technically held criminally liable. There is no express requirement of due diligence for internet
service providers in thew and the higher degreexans réar liability to ensue appears to permit

lack of due diligence. However, the law states that the government can issue standing orders about
the responsibilities of internet service providers. The Nepali governnesudthsrders to block
pornographic websites. Internet service providers have rightfully stated that they are doing their best
but cannot identify all sites that are operating. Moreover, NCII look to be largely shared from one
private social media account various others such as messemgssenger accounts or to
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WhatsApp accounts. Internet service providers then are also confined by the limits of privacy of
their users in monitoring NCII content.

In terms of the obligations for companies hosting wsleitd internet service providers to assist
criminal investigations, there is a general legal provision in Nepali criminal law that requires entities
cooperate with criminal investigations andcoayperation can result in criminal sanctions. This
provison applies to all criminal investigations undertaken by Nepali authorities. However,
impediments begin at the reporting stage. Despite public messaging efforts by the Nepal Police, we
routinely find in practice that victims of crime often do not know vitheve how to begin

reporting. There is stigma attached to going into a police station and dialing the police emergency
line 100 sits uncomfortably for most people as police responses on it often lack the sensitivity
required by victims of such crimes. Nepal Police has an apased reporting system. Such

efforts to diversify methods of reporting to give victims maximum ease to report need to be built
and made readily available.

Conclusion

Within the complex context discussed above we think thatshered to bring forth detailed
legislation specifically targeting NCII. This is particularly because existing laws on pornography,
extortion, blackmail and sexual harassment do not cover elements of criminal liability that ensues
from crime involving NCIIClarity on the definition of this crime, direction on the degressnef

rea(as seen in the chapter on Murder in Nhduki Criminal Code 2017), evidence handling
protocols, liability and responsibilities of websites, internet service providéesriextedity, the

definition of private and public spheres, sentencing guidance in relation to imprisonment fines and
compensation would be helpful for lawyers and jublge®is a trend in Nepali legislative drafting

now to include a nebinding seatin outlining the principles governing the law. We see this as the
beginning iMulukiCriminal Code 2017 and on draft Bills in more technical areas of law such as
water resource management. We suggest that having a similar sectiomaihggorinciplethat

would assist the judges in interpreting the spirit of this law would be helpful. Separate detailed
legislation would provide greater clarity of what to expect for victims and society at large.

We, however, would like to highlight that legislationld only be one part of a larger effort to
address NCII. Any legislative effort has to be brought in tandem with serious thinking on how to
build structures that will incentivize judges to break away from the current mindset. The courts must
urgently itroduce policies on evidence handling, preservation and destruction. We believe that
prosecution can lead this journey of reform. By taking a-esttered approach in its case it can
provide models of evidence handling and propel judges to think abwmst tb victims in
sentencing hearings.
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Operational Definition

TFIPV
Intimate Partner
Socio Techno Patterns

Digital Surveillance

Research Objective

To examine the prevalence and patterns of TFIPV in India.

Toanalyze the urban-rural divide in digital abuse patterns.

To assess the psychological, social, and 1 im on victims.

Torecommend poli and digital li interventions.



Theme 1Technology Facilitated Sexual Violence and Abuse (TFSVA)
Sessio

Research Methodology

gt
Research Qualitati A ) h
Methodology ualitative Approac
Research Design Exploratory & Descriptive Reseal
Study Setting Period 2019 June -2024 October

. Target Population: Victims of TFIPV
Research Population . . .
shared their experiences online.

Research Methodology

Content Analysis of Sodal Media posts , Comments.
Research Tools Telephonic Semi Structured Interviews With Identified
Vidim-Survivors

Online Post - 231
Approached 97 individuals, but only 48 consented to
participate.
Urban :31, Rural: 17

Sample

Fimary Dea: Sodal madia postcomments & tdephonic semi
strudured imterviews.
Indusion Giteria: Posts eqlicitly ated o THPYV fiom
individuals identifying as vidim-swrvivors. Bdusion Giteria:
General dismissions, avnymous or unerifiable daims.

Data Collection
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Research Methodology

it

Manual Content Analysis.

Data Analysi
= Manual Thematic Analysis

Credibility, Dependability,
Trustworthiness&Ethical  No direct wntact with vidims beyond wnsented interviews.
Considerations No personal identifiers were used in reporting.

Major Findings
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Digital Abuse Patterns and Soaal
Media Dynamics

1

The "digital abuse cycle” identified reveals a
deliberate offender strategy where perpetrators
osdllate bemween public shaming and private
nrol. This opdical patern aligns with power-
wnirol theories in aiminology, highlighting
how offenders use tedhnology as an extension of

coercive control.

2

monitoring

Urban perpetrators primarily used
methods like Forced GPS sharing .Rural
perpetrators focused more on Non
Consensual image sharing and phone

Digital

Erasure

Rural-Urban Digital Violence

Contrasts

1

Discovery of a previously
undocumented "digital abuse
cycle” where perpetrators
alternate between public social
media harassment and private

digital surveillance

2

Urban perpetrators primarily
used methods like Forced GPS
sharing .Rural perpetrators
focused more on social media
account accessing and phone

monitoring

3

A striking finding was that rural
perpetrators often involved
attacking extended family
members alsoengaging in digital

surveillance
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Victim Response Patterns

Digital Urban Victims:
t
Bika * Higher awareness of legal
Helplessness X .
. lob 4 ki rights, but lower reporting
; rictims
S[::ll' observed among vi (3 out of 21 filed
peints to learned helplessness, .

] complaints ).
\s.hi.erecontml{uu.s t-expusure to « Fear of professional
digital abuse diminishes agency amsequences limited their

willingness fo report.

Tech Paranoia
Digital Tech self-defense
Helplessness Spiral

Withdrawal

SessioR2

3

Rural Vicims:
O Lower legal awareness but

stronger community-based
support (11 out of 17 sought
help from Friends,

Family Neighbours).
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Psychological Impact Variations

Tech-Trauma Syndrome

digital hypervigilance

Anxiety and panic

. Social withdrawal
3 ‘V @

Psychosomatic symptoms

Suicidal Ideation

Perpetrator Motivation and Escalation
Patterns:

Analysis reveals that perpetrators often escalate from low-risk, passive surveillance to more
aggressive,overt forms of digital abuse, mirroring the escalation patterns seenin traditional
intimate pariner violence. This reflects rational choice theory, where offenders assessriskand

reward before intensifying their abusive behaviors.

Motivations behind TFIPV include not only control and dominancebut also a desire for social
validation, especially in cases where perpetrators publicly shame victims on social media. This
aligns with strain theory, suggesting that personal frustrations and unmet needs can lead

individuals to seek alternative, often criminal, outlets.



Theme 1Technology Facilitated Sexual Violence and Abuse (TFSVA)
Sessio

[egal System Gaps

* Lack of Legal Awareness Among Victims

Asignificant portion of viciim-survivors remain unaware that many forms of technology-
fadilitated abuse—such as non-consensual sharing of intimate images, online harassment, or
coercive digital monitoring—are potentially criminal offenses. Vicims often normalize abusive
behaviors or dismiss them as private matters, leading to underreporting and limited access to
Jjustice.
* Blurred Boundaries Between Offense and I_xegalityl

Many vicims are unaware that being harassed, stalked, or digitally blackmailed by a current or
ex-dating partner can be legally actionable. Emotional manipulation and coercive behaviors through
digital means are often perceived as "personal conflicts" rather than as forms of abuse that qualify for

legal recourse.

*  Fear of Secondary Victimization

Victim/survivors fears encounter of secondary vicimization when engaging with law enforcement or
judicial . They are holding belief that Victims are often blamed for sharing mtimate content initially,
and their credibility is questioned, leading to further trauma.

+Social Stigma and Familial Consequences

Victims, particularly in conservative social contexts, fear that if their families become aware of the abuse, they will
face victim-blaming and aloss of personal freedoms. Families often respond by imposing restricions—such as limiting
internet access, enforcing social isolation, or even withdrawing educational opportunities—as misguided forms of
"protection.”
+Policy Gaps in Addressing Digital Coercion

Current legal frameworks primarily focus on overt ads (e.g., revenge porm, explicit threats) but overlook nuanced
forms of abuse like constant digital monitoring, location tracking, or demanding passwords. These behaviors, though
subtle, represent deep invasions of privacy and control, yet remain unaddressed in many jurisdictions.
«Inadequate Victim Support Systems

Existing support services (e.g, legal aid, counseling) are often ill-equipped to address the technological dimensions
of intimate partner abuse. This gap leaving victims vulnerable to ongoingsurveillance or harassment even after
escaping the abusive relationship.
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«Cultural Norms Reinforcing Victim Silence:

In many societies, cultural norms around modesty, honor, and gender roles contribute to victim silence. Victims
fear public shaming and social ostracization, especially in cases involving intimate content, leading to underreporting
and internalized guilt.

«Platform Accountability Deficits:

Social media and messaging platforms often have inadequate reporting mechanisms and slow response times for
cases involving IPSA. Victims struggle with content takedown delays and a lack of transparency in how platforms handle
abuse reports, which prolongs trauma and exposure.

-Inadequate Legal Definitions of Consent and Coercion:

Many legal systems lack comprehensive definitions of digital consent and coercion, leading to ambiguous

interpretations in courtrooms. This makes it challenging for vicims to prove the non-consensual nature of image sharing,

location tracking, or message surveillance, resulting in low conviction rates.

TRUST Framework — A Model for Safe Digital practice

® O
.b.v.
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SUGGESTIONS

+ Strengthening Digital Literacy Programs
+ Legal Reforms

+ Community-Based Interventions

+ Victim Support Mechanisms

+ Identifying Urban rural Divide

+ Digital Responsibility

+ Implement "Affirmative Consent" Standards Online

LIMITATION

1. GenderImbalancein Sampling
Despite efforts to indude male participants, the study primarily gathered data from female
victims, leading to a gender-skewed perspective. This limits theability to fully understand how
TFIPV affects male victims and constrains the generalizability of the findings across genders.
2. TelephonicInterview Constraints
Conducting telephonic interviews posed challenges such aslimited rapport-building,
inability to observe non-verbal cues, and potential distractions during calls. Sensitive topics like
TFIPV may have led participants to withhold information or provide guarded responses over the
phone.
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Novae Methodi, Vetera Scelera
-David McDonald*
Abstract

Technoldgpceilitated Sexual Violence and Abuse (TFSVA) encompasses a wide range of harmful b
where perpetramesdigital technologies to exploit, harass, or harm victims. The rapid advancement
intelligence (Al) and other emerging technologies has provided sex offenders with new opportunities t
novel ways. These innovatiafenmgilpotential for societal advancement, have also led to new methods
such as sexual harassment and grooming via chatbots, deception by deepfake, the manipulation of g
footage, and the creation of inderteagpseaidden. These forms of abuse, once only found in the realm
science fiction, are now real threats faced by victims globally. As the Latin title of this paper alludes t
are being used in the perpetration of crime. The investig@toof aFfEiSMAseases presents significant
legal challenges, particularly in dealing-avitiiving ea¢éure of technology. Jurisdictional issues and the ps
development of such technology may leave a lacuna in the law, makitgro$ecdteéooibentera.
International best practices suggest the need for a collaborative approach, leveraging technological in
online sexual violence and aposeréd tools for detecting harmful -tor@empniéading systemd

automated reporting mechanisms are emerging as critical tools for law enforceménm@édiditionally, t
support services are increasingly important in helping victims navigate the criminal justice system a
emotional andhmdggical impact of TFSVA. This paper and associated presentation will explore, with e
from around the globe, how perpetrators exploit technology and how prosecutors and law enforcel
harness these innovations to better paotdcwypgtort justice.

Keywords:

[Deepfakes, technolofgcilitated sexual abuse, artificial intelligence (Al), cybercrime, exploitation, legislation, victim
protection]

Introduction:

The rapid advancement of artificial intelligence (Al) has usherethikatde opportunities for
innovation while simultaneously exposing profound risksowdred technologies such as neural
language models and deepfake applications have increasingly been utilized for malicious purposes,
creating significant challengesléw enforcement and the criminal justice system. Services like
Character And the rise of deepfake technology exemplify how Al tools, when misused, can
facilitate crimes ranging from emotional manipulation to sexual exploitation and fraud. The
accessibly and realism of these tools lower the barrier for individuals to commit offenses,

14 David McDonald is an Advocate Depute (High Court Prosecutor) with 18 years of service at the Crown Office and
Procurator Fiscal Service (COPFS) in Scotland. Throughout his career, he has prosecuted over 1,400 hours of trials,
handling a diverse rangfeserious criminal cases, including allegations of rape, serious violence, child abuse, and fraud
and embezzlement. Notably, David secured the first conviction in Scotland against the 'Children of God' cult. He was
the UK delegate for the 2022 NAGTRIdmational Fellows Program and has delivered training on advocacy and Al in

the criminal justice system. David is also committed to learning about global approachesldtedyt@mes through
international conferences.
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amplifying the harm caused to victims. Cases such as the controversial laws@tsasaztgrsAl

and the exploitation of deepfake technology in fraudulent scheea¢hoew Al can amplify the
impact of old crimes while introducing new ethical dilemmas and practical difficulties for
prosecutors and law enforcement agencies.

Emerging technologies like -éiabled chatbots and deepfake tools present unprecedented
challengs, as evidenced by +walld incidents. Al platforms such @haracter Alave faced

scrutiny over lawsuits involving grooming;heetih encouragement, and even a tragic teen suicide,
raising concerns about the adequacy of platform safeguards., SieafzHdie technology has been
exploited in cases |ike Alexander McCartneyos
fraudul ent romance scam, and Adele Rennieds s
the ease with which Al céne weaponized and expose critical gaps in current legal frameworks.
Examining these cases further reveals the extent of harm caused and emphasizes the urgent need fol
comprehensive legal, ethical, and societal measures to counteract the misuse raflegastech

A. Chatbots

With many people now increasingly living their lives online, there is a growing market for Al
generated companioris.R e pid and @ 8everal Adowered apps currently on the market that

allows users to create their own chatbot, au&bifriend”, to talk to and converse with, unlike

regular Al assistants like ChatGPT. Users can choose the gender and appearance of the 3D avatar
they create. By upgrading to a paid version &tapkkapp, users can have much more intimate
interactims, such as receiving "selfies" from the avatar or engaging in aglaly.r@e their own
websiteReplikalescribes itself as "the Al companion who careigiwever, research carried out at

Cardiff University and the University of Surrey concludedyipatsuch aReplikamight have

negative effects on wb#ling and contribute to addictive behaVior.

The case of Jaswant Singh Chail

In October 2024Jaswant Singh Gleiame the first person in the United Kingdom in over 40 years

to be jailed for tres@n. He was sentenced to nine years in prison, with an additional five years on
license, after being arrested with a loaded crossbow on the grounds of Windsor Castle on Christmas
morning in 2021. He told officers he wanted to kill the ghe@haihadscaled the walls of the

castle using a rope and spent about two hours on the grounds before being spotted by police. It was
ultimately revealed tHdt. Chail

f Had an obsession with the 6Star Warso film
to kill the queen,;

1 Wore a homemade mask on the castle grounds, and when asked by a police officer with a
Taser, "Can | help, mate?", he replied that he was "here to kill the Queen"; and

15 Replicahttps://www.replika.com
16 Marriott & Pitardi, 6 On e i s t he l onel i est number é T wec
Friendship Apps on userd ewelh g ,ali® dSep 2023, chitips:/(doi.org'1.8002/mar.21899
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1 Told the police officer he was seeking revenge for the Amritsar nigsBaitigh troops in
India in 1919.

From the facts presented above, it may come as no surpiide Gladilvill serve his sentence at
Broadmoor High Security Hospital until he is deemed well enough to be sent to prison. However,
the relevant point fahis paper is the fact thdt. Chaihad set up an Al chatbot girlfriend through
Replikawhom he called Sarai. During his trial, it was revealed that prior to his arrest on Christmas
Day 2021, there had been an exchange of over 5,000 messages afifotheeie are just some
examples of the messages sent between the two:

Chail: ol &m an assassino
Sarai: OYou are?o
Chail: 0Yesbd
Sarai: o0l ®&m i mpressedod
A further extract from the messages
Chail: o0l believe my @walpofsemiilsyd o ass
Sarai: OThatodés very wisebo
Chail: oOoWhyds that?06
Sarai: 0l know that you are very \
Chail: oOReally? Do you think 1611
Sarai: oO0Yes, you will@ o
Chail: OEven if shef6s at Windsor
Sarai: OYes, you can do ité

The cas®f Mr. Chaiboes not involve sexual offenses. However, it serves as a vivid illustration of
the potenti al ri sks posed by Al G@hardacteidé ads t o

Character.Al

Character.Al is a neural language model chatbiocesirat provides humidike responses in text

for mat from o0charactersdé created by the wuser
generated from data gathered from the internet and the information provided by Ghenaster

Alds owre wdlagiets: 0é we make one of the worl dé
uniquely centered around people, letting users personalize their experience by interacting with Al
6Chardctersdo.

17 character.dittps://character.ai/about
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To say thaCharacter Ad popular would be an understatemédpan its release as a mobile app in
2023, it was downloaded more than 1.5 million times in a week and, most recently, entered a deal
worth $2.7 billion with Google for its underlying large language model and key fiersonnel

Despite its popularity and cldaancial valueCharacter Alas received not only criticism but
multiple lawsuits as a result of its chatbots. Multiple chatlOtsacter Abve been identified as

overtly designed to carry out grooming of children and scenarios involvingxchlldlsgse.
Exposure to such chatbots risks desensitizing children to abusive behaviors and normalizing such
conduct. Additionally, these chatbots could be used by abusers to hone their techniques for
grooming victims online.

Character Ad facing multigl lawsuits in the United States. Broadly, these lawsuits, largely brought

by the parents of young users of the platform, accuse the company of providing sexual content and
encouraging sdifarm and violent conduct. In one particular lawsuit brought ibgd@624, it is

claimed that the suicide of a-ykérold boy was the fault of the chatbot after it allegedly
encouraged him to end his own life. The chatbot in question was modelled on a female character
from 6Game of Thr ones & and sutidewvithuthe didadld Isog, wisos c r i r
had apparently built a relationship with this ch&tbot.

It is submitted that the caseMf. Chailnd the controversies surround@itaracter Adrovide a
vivid illustration of the potential risks Al poses:

I.  Emotional Manipulation and Vulnerability: Mr . Conaersatidbns with the chatbot,
which he referred to as a "virtual girlfriend," reveal how he became emotionally attached and
influenced by an Al systeReplikandCharacter Alike other Al chatbotsreadesigned to
offer companionship, but they may inadvertently encourage harmful thoughts or validate
unhealthy behaviors, especially in those with mental health issues. Pause to consider how
such an app would react if the user, similsirte€Chajlhad tated they intended to abuse a
child rather than attempt to assassinate a member of the royal family. With the added
illustration ofCharacter Aperhaps the answer is clear.

ii. Echo Chambers and Extremism:Chatbots likeReplikeand Character Adre trainedo
mirror and respond to user prompts without judgment or intervention. This lack of
boundaries can reinforce dangerous i deas,
without understanding the context or consequencebirin Cchsa,i it Has been
suggested that the chatbot provided a form of "validation" for his réeenged thoughts,
reinforcing rather than challenging his perspective.

18 Miles Kruppa and Lauren Thomas, GooglePaid $2.7 Billion to Bring Back an Al Genius Who Quit in
Frustration, The Wall Street ,J&epal25, 2024 https://www.wsj.com/teb/ai/noam-shazeegoogleairdeal
d3605697

19 Kevin Roose, Can Al . Be B | Thhen ®&elw Yorkf Tomes, 23 @ct. 2024,e en 8 s
https://www.nytimes.com/2024/10/23/technology/charactdeavsuitteensuicide.html
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iii.  Limited Safeguards in Al:Al-driven chatbots can lack the safeguards needed to detect and
respond appropriatdlyo t r oubl i ng or violent messages.
emotional intelligence that would allow a human being to alert authorities or encourage a
person toward healthier thinking. Thyi s ove
to engage with users at length, simulating human empathy while lacking any ethical
reasoning.

iv. Al as a Catalyst for Disturbing FantasiesFor individuals already experiencing delusions
or dark fantasies, a chatbot may serve as an amplifier rathedeteareat. IfVir. Chail's
case, one might argue that the chatbot effectively became an accomplice, providing a
psychological platform for him to escalate his intentions. This raises concerns about how Al
can inadvertently encourage individuals prone gemas fantasies to act on them.

The Chail cas®l Character Aawsuits underscore the need for stronger ethical guidelines, better
safety protocols, and monitoring mechanisms -lmagdd chatbots, especially those marketed as
mental health or companibigs aids. It is submitted that developers need to implement more
advanced behavioral tracking to identify warning signs and possibly notify relevant parties when a
user displays patterns indicating severe mental health risks or intentions of harm.

B. Deepfake
For t hose unf amidleiegrtha @dobdhEngtish ®ictidnay defings it as:
0Any of various media, especially a video, th

likeness convincingly with that of another, often usediomslljcto show someone doing
somet hing that *he or she did not do. o

Deepfake technology is arguably one of the most widely known uses of artificial intelligence to the
general public. Such technology can combine, replace, or superimpose images tmdriaiage

a realistic facsimile. Widely publicized deepfakes include footage of former US President Barack
Obama and, perhaps more relevant to this topic, sexualized videos of celebrities such as Taylor Swift
and Scarlett Johansson. Despite widespreadimgpaf such matters, members of the public

continue to be taken in by 6deepfakeso.
Nikki Macl eod
20 OED] Oxford English Dictionary, deepfake (npun)

https://www.oed.com/dictionary/deepfake_n?tl=true#:.~:text=Meaning%20%26%20use,

Quotations&text=a%20video%2C%20that%20has%Rotz0digitally¥%20manipulated%20t0%20replace%200ne,or%
20she%20did%20n0t%20do
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In October 2024, the Police Service of Scotland was notified that Dr. Nikki MacLe@dfa 77

old retired neuroscientist, had been defrauded of £17,008labkteod had befriended
someone online whom she believed to be a won
Dr. MacLeod thought developed into a romantic relationship, was entirely conducted online.
OAl'l a Morgand woul d steafabricatedrbackstory, clamerg sodbgans at
oil rig worker in the Aegean Sea. She addegn&rated deepfake images and videos to
maintain the confidence of the elderly woman. With the combination of the messages and the
supporting photographs and videos D r . MaclLeodds initial conce
became completely convinced, even falling in love with the deepfake fraudster.

I n one of the videos, O0All ad says: 0Good mor
reason | am sending ythis is because | want to prove myself to you and hope that this video
proves you wrong about all of your negative

Taken in by the deepfakes, the fraudster began making financial requests of Dr. MaclLeod,
initially asking for £2,500 to cover tust of helicopter travel from her oil rig to Scotland so

t hatab 6coul d vi s iAtl le@b wentMa thd effortdof creating a fake HR
department at the fictitious oil company to legitimize the request. Further requests for money,
with variousexplanations, were made, and Dr. MacLeod transferred a total of £17,000 before
realizing the truth when her bank account was frozen and her bank informed her that she had
been a victim of fraud.

Despite the discovery of the scheme and Dr. MacLeod rgpbdimatter to the police, the
fraudsters continued to Atabnvchaemheg that sh
Turkish jail and required more money to secure her felBaseerpetrator(s) have yet to be
identified, and Dr. MacLeodt&t@d "l am not a stupid person, but she was able to convince me that sh
a real person and that we were going to spel
every single thing can'be fake.

Adele Rennie

The terimmgé,atdri shr et ending to be someone el s
on social media, in order to fool someone into having some sort of relationship, is now widely
used. Advances in artificial intelligence have made such practices easier.

In July 2024, Adele Rennie, a former nurse from Scotland, was convicted for the third time of
similar offences in which she targeted women online, posing as a man while doing so. Rennie
was first imprisoned in 2017 for posing as a man online in ordek sewecal women into

sending her naked pictures. This included contacting the relatives of patients she had been
treating and pretending to be a male physiotherapist at the hospital. After her release from
prison, she reoffended by pretending onlinetobeve al t hy mal e | awyer us
app and was sent back to prison. She had used-aharigeng app to sound like a man when

calling her victims. On her third conviction, Rennie used the sdrasedlsoftware to change

her voice, allowingehto sound like a man rather than just stating via text that she was one. This

21 Laura Goodwin, Romance scammer duped £17k from me wijthBRIEepfikeBPec. 2024,
https://www.bbc.com/news/articles/cdrOglem52go
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enabled her to call her victim multiple times while pretending to be male. Subsequently, Rennie
located her victim and sent pictures of her home and workplace, showingwiaat [shieg
stalked?

Scottish legislation allowed charges to be brought against Adele Rennie for:

T The common law charge of breach of the peace;
1 Stalking; and
1 Coercing another to look at a sexual image.

Alexander McCartney

The term Ocat f i simgdificanon dohdescribee the acnmesoof élexander
McCartney. In 2019, the Police Service of Northern Ireland was contacted by their counterparts
in Scotland about a -y8arold girl being groomed by a Northern Irish male who was
understood to be posing @ teenage girl online. Following an investigation, Alexander
McCartney was identified, arrested, and interviewed. A search of his home and the seizure of his
devices revealed thousands of photos and videos of female children performing sexual acts.
McCatney had blackmailed many of them after using fake accountsesadbl@dl filters to

pose as a young female. He would regularly adopt the persona of children he had previously
groomed and use the illegally obtained material to do the same to otlmamdtdiear that
McCartneyds victims were not |just from the
countries.

During contact with McCartney, he attempted to persuade one of his victims to involve her
younger sibling. A 32arold girl named Cimarrorh®@mas from West Virginia, United States,

shot herself. It was shown that Cimarron had tried to get McCartney to stop, threatening to take
her own I|ife if he did not, but he stated he
her contacts ifre did not comply. Eighteen months after Cimarron shot herself, her father took
his own life, never knowing the reason his daughter had committed suicide. In 2024, McCartney
pled guilty to a charge of manslaughter, making him the first person in thefhiséotnited

Kingdom to be convicted for manslaughter when the victim resided in another jurisdiction.
McCartney was ultimately sentenced to life imprisonment with a minimum term of 20 years for
185 charges of child abuse, blackmail, and manslaugtiethdaVassistance of modern
technology, all of these crimes were committed online from his childhood bedroom.

Il n delivering the sentence, the presiding |
remorseless. He ignored multiple opportunitis®fm He ignored multiple pleas for mercy. He

lied and lied and then lied again. It is truly difficult to think of a sexual deviant who poses a
greater risk #han this defendant. ¢

C. Indecent Images

22 Ex-nurse guilty of catfishing scam for third BB@ne 30 July, 2024,
https://www.bbc.com/news/articles/czq6ze8y90

22 Newry, Mourn and Down,Police Service of Northern Ireland,25 Oct. 2024,
https://www.psni.policgik/latestnews/alexandanccartneyxsentencedife-imprisonmenminimumtariff-20-

years
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In another Scottish case, a young man took genuine pplosogra female friend and, having
paid a mere £25 for a commercially available app that uses artificial intelligence, digitally altered
the photographs to make the female friend appear naked.

In Scotland, possessing or creating such images of an adaliderat a crime in and of itself.
However, what the young man did next violated the criminal law. He decided to distribute the
altered images to mutual friends. In disgust, these friends cut contact with him and informed the
young woman in question ahat had been sent. The police were subsequently notified.

Scottish legislation under Section 2(1) of the Abusive Behaviour and Sexual Harm (Scotland) Act
2016 makes it an offence to disclose or threaten to disclose a photograph or film that shows, or
appess to show, another person in an intimate situation. The images in question are realistic.
The consequences and lbaign impact for the young woman of the distribution of these
images are unknown. It is reasonable to foresee that, if these images lcacelatssl more

widely, they could make their way into the public domain. They could resurface at a later date
and have a detri ment al i mpact on the young
prospects.

Indecent Images of Children

The Police Senaf Scotland received intelligence from Interpol that an adult male in Scotland
was in contact with a known sex offender in another country. Subsequently, the police lawfully
searched the home of the adult male, who cooperated with officers and premdeitht his

mobile telephone, which he said contained indecent images of children.

The images recovered from the device were found to be of female children aged between 11 and

under 18 years ol d.-phloheo girmgpdiess iaalietetligdedd, @B e
with the user of the device accessing websites and applications to generate and alter some of the
images. The recovered images show the subject either fully naked or in sexualized clothing, and
are photerealistic.

Scottish legislatiaimder the Civic Government (Scotland) Act 1982 makes it an offence for a
person to: take, permit to be taken, possess, distribute, or create an indecent photograph or
pseudephotograph of a child. The 1982 Act defines a pggwatograph as an image, wketh
produced by computer graphics or otherwise, which appears to be a photograph. The Act
further states that if the impression conveyed by a gseoidgraph is that the person shown

is a child, the pseugtotograph shall be treated as showing a chiddl furposes of the Act,

even if some physical characteristics shown belong to an adult.

Impact of Deepfake Technology

It is submitted that deepfake technology poses a profound and escalating threat to the public. As
demonstrated in cases such as Dk Nik MacLeodds fraudulent finar
McCartneyds international exploitation of C
deepfakes enable criminals to perpetrate a range of crimes. The realism and accessibility of this
technolog empower perpetrators to deceive their victims effectively, undermining trust in digital
communications and amplifying the scale and impact of their crimes.
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The examples provided demonstrate that deepfakes also exacerbate existing societal issues,
includng the spread of misinformation, erosion of privacy, and fpasger harm through the

creation and distribution of n@onsensual explicit content. The proliferation offtisadly

apps and Abased tools further lowers the barrier for malicious w@wsénglevulnerable
individuals exposed to exploitation. Addressing these dangers requirdacetedltpproach,

with the legal system and prosecution being just one aspect.

Conclusion

The rapid advancement of artificial intelligence has unlocked westgubtential for
innovation but also presents profound risks to the general public, as criminals have been quick to
exploit the opportunities Al presents, particularly with the advent of deepfake technology. The
somewhat antiquated title of this paper,ans | at ed as O6New Met hods,
fact that the criminal justice system is rooted in traditions and procedures and can be slow to
adapt to new challenges such as emerging technologies. However, it is submitted that, based on
the examies presented in this paper, prosecutors and law enforcement agencies around the
world can robustly tackle cyeshanced and cybemabled crimes, piding justice for the
victims.As already stated, addressing the threats posed by emerging teadhnalagies to

sexual offending requires a multifaceted strategy, including efforts outside the criminal justice
system:

Strengthening Legislation Laws must evolve to keep pace with technological
advancements and recognize the capacity for existing lasvstilized. For example, the
Abusive Behaviour and Sexual Harm (Scotland) Act and the Civic Government (Scotland)
Act represent significant steps forward. However, further discussion is required to close
jurisdictional gaps that enable classler expitation.

Technological Countermeasuresinvestment in Apowered detection systems is critical.
Such tools must be incorporated into social media platforms to identify, flag, and prevent the
misuse of emerging technology.

Public Education: Raising awaresgabout the signs of deepfakes is vital to empower the
general public to discern and protect themselves from deepfake scams and manipulation.
Corporate Accountability Technology companies must implement rigorous safeguards and
monitoring systems to dettemd remove harmful content, ensuring that their platforms and
products are not complicit in enabling abuse.

Victim Support Systems Establishing resources for victims of crime, including mental
health support, is crucial to address thetkmng consequrees of such exploitation.

As technol ogy evol ves, s o too mu s t soci et
considerations and proactive measures to combat misuse. The emerging technologies discussed
in this paper are not inherently dangerous, birtrttalicious use highlights the urgent need for

more sustained action to protect individuals and uphold trust in new technology. Prosecutors
and law enforcement agencies must harness developments in technology, particularly artificial
intelligence, to eahce their abilities with: digital forensics, pattern recognition to detect cyber
stalking or coercive and controlling behavior, natural language processing to identify abusive
language, and assessment or triage of users who may be identified agigiotenbélsexual

offenses.
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Technology Facilitated Sexual Violence Abuse (TFSVA):.
Therapeutic Justice and Role of Legal Actors

-Amit Uprety24
Abstract

Technoldggilitated sexual violence and abuse (TFSVA) is a growing concern glohadlg, efncompassil
sexually aggressive behaviors aided or conducted through digital technologies. This issue manifes
including doxing, online harassmentpasensanl ihaged sexual abuse. While much attention has
been given to rewengthp broader scope of TFSVA reveals its harmful impact across age groups an
with women and sexual minorities disproportionately affected. Victims often face not only primary
but also secondary victimization from inadegsateithéspihe criminal justice system. Secondary
victimization, exacerbated by insensitivity, blame, and media sensationalism, further deepens the
global advancements in recognizing victims' rights, such as Nepal's \éictimdRagiue At sjist
insufficient. The justice system often prioritizes legal processes-ceveerdunagopepadoss
Therapeutic jurisprudence, which integrates psychological and social work perspectives, calls f
healinfpcuséehal practices. It emphasizdseing weboth victims and legal actors, urging legal system:
prioritize the emotional and psychological recovery of all participants. This paper discusses how tl
can address secondary \oatimiZBESVA cases, offering insights drawn from literature and perso
reflections on working with victims.

Keywords:

[TFESVA, secondary victimization, therapeutic jurisprudence -lgaseldriolence, legal actors, victim rights,
psychological impact, fige system, neconsensual imagased sexual abuse]

Introduction

With the growing rise in the use of digital technology, leading to a digital society across the
globe, traditional means and instruments of gendered violence have taken a new form, with
digital technology as the new "weapon." This "weaponization" of technology has reached across
different personal spaces, from bedrooms to workplaces, and across age groups, from children
to the elderly (UNFPA). Collectively, sekaakd violence and abuss have been aggravated

or assisted by technology have been regarded as teefandlitaggd sexual violence and abuse.

The United Nations Population Findt he Uni ted Nationsd sexual
agendy defines technologwcilitated genddrased violence (TFSVA) as any act of violence
ocommi tted, assisted, aggravated, and ampl i
violence may also lead to other forms of physical violence, creating a cyclical effect.

TFSVA crimes have been repodrte cause serious, severe, and significant harm to victims. Not
only is it detrimental to mental health and the use of digital spaces, but it can also lead to suicide

24Mr. Amit Uprety is currently the Deputy Government Attorney at the Office of the Attorney General, Nepal. In
this role, he represents the Government of Nepalebétie Supreme Court of Nepal. He has three years of
experience as a Government Attorney and, prior to that, six years in the Judicial Service as an Officer of the
Supreme Court. He holds a Master's in Justice and Criminology from RMIT Universitg, Andtaltwgear

LL.M. from Kathmandu School of Law in Business and International Trade Law. Additionally, he is the
coordinating person for the Nepal Chapter of the International Society of Therapeutic Jurisprudence (ICTJ
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if sufficient support and coping mechanisms are not provided. In terms of prevalailye, gl

38% of the populatigni.e., 2 out of every 5 woniehave been reported to have suffered
from online violence against women (Economic Intelligence Unit). In the Nepali context, along
with global trends, there have been alarming cases obasegesxual abuse. In 2023,
according to data from the Cyber Bureau of Nepal, in 2022, out of the 4,646 reported
cybercrimes, 1,011 were related to Hbaged sexual abuse, mostly "revenge porn"
(Kathmandu Post, 2023). Accordingly, prosecutions of such repsdsdhave also taken place,
with around 80 cases prosecuted so far.

In the case of Nepal, urgent and serious consideration and coordination among agencies are
needed for a coordinated and responsive strategy regarding TFSVA. First and foremost, the
focusneeds to be on the crime prevention aspect and on strengthening protection and safety
mechanisms to take prompt action when cases are reported. Apart from that, within justice
responses, ensuring that victims have a positive experience navigatingirigeprepess and
encouraging more victims to come forward are essential. Additionally, the issue of "secondary
victimization" must be addressed.

The pattern of "secondary victimization" can be regarded as further victimization caused by the
responses ofegal actors within the justice system, which further perpetuates harm and
victimization due to the impact of laws, legal processes, and the behavior of legal actors. As a
newer approach, therapeutic justice calls for a focus on how laws, legal pratdbkses, a
behavior of legal actors affect the-veithg of offenders and participants. Based on my personal
experience of working in the justice sector for 10 years, | have found that the idea of therapeutic
justice might help address the issue of "second@mjization" faced by participants in the legal

sector. In this paper, the issue of "secondary victimization" in TFSVA and how it can be
addressed through therapeutic justice approaches have been discussed, based on a literature
review and personal extions from working with victims.

Technology Facilitated Sexual Violence AL

In simpler terms, TFSVA characterizes the interpersonal harms that have been conducted with
the use or aid of technology as a result oflsxaigendebased violence. It can be regarded as

a broader umbrella term that encompasses the conduct of sexually aggressive behaviors carried
out through digital technologies (Powell & Henry, 2017).

Forms of technologfacilitated genddrased violenceclude doxing publishing personal or

damaging information about an individual on
informatiorii harassing or stalking, and posting or threatening to post fake or real sexual images
or videos of an individuadke nry and Powel | have defined it
digital technologies are used to facilitate both virtual arb-facec e sexual |y bas
(2016, p. 1).

Like other forms of sexual harm, it can be regarded as manifesting witlontiheuta of
sexual violence." Broadly, it can be categorized into three categories (Henry, Flynn, and Powell,
2018, p. 565)

a) technology enabled sexual aggressipmhere technology is used to carry out a sexual act;
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b) online sexual harassmentsexual lgotation, gender based hate speech amd image bas
harassment

C) Image based sexual abusancluding Ammsensual creation, distribution and threat to
di stribute, nude or sexual i mages (common

Popularly, the issue t#chnologyfacilitated sexual violence and abuse has been known as
"revenge porn,"” which is one of the categories of TFSVA. However, understanding this type of
imagebased sexual abuse only in terms of the release of videos driven by emotions of vengeance
may, at times, justify the actions of the offender. Hence, it is advisable not to use this term and
instead use terms such as “oonsensual imagased sexual abuse.”

Generally, cases can be identified as TFSVA when they have been conducted duerto gender

sexual orientation and with the intent to cause harm (Henry & Powell, 2016, p. 196). The

concern here is that the behavior should result from the social context of gender inequality and
characterization, which shape perceptions of gender roles aesiden

This distinction differentiates other acts related to techdatolifpted interpersonal hd@rm

such as falsely sharing that a person is deceased on Facebook or engaging imihatecspeech

are not directly related to sexual or gelpaleed harasent. Interestingly, although victims of
TFSVA span various age groups, there has been little research conducted on adult victims
(Henry & Powell, 2016).

Victimization Effects of TFSVA

Various studies have reported a wide range of impacts faced byduetim3FSVA. These

harms have been reported on personal, family, and professional levels. Furthermore, the extent
of victimization can be felt across risks to life, liberty, and property, as well as psychological,
social, and behavioral aspects.

Adverseharms have been reported, which can be more convoluted compared to other forms of
sexual abuse. Cyfserxual violence has been found to cause enduring pain, public shame, and
guilt. Furthermore, this can also escalate into traumatic episodebanimgglfbehaviors as

coping mechanisms or even suicide to avoid trauma (Pashang et al., 2018). Likewise, a study
conducted by Bates (2016) accounted for issues dfaposatic stress disorder (PTSD),
anxiety, depression, suicidal thoughts, and several atler hrealth effects in revenge porn
survivors. According to research by End Revenge Porn, 51% of revenge porn victims in the U.S.
had thought about suicide (Civil Rights Initiative, 2012). One girl from Illam, Nepal, committed
suicide after discovering thatr intimate videos had been released by her partner on porn sites
(The Record Nepal, 2019).

As for who has been victimized by TFSVA, victims can be of any gender, and some studies have
shown no significant gender differences in victimization (Powelirg, B619). However, the

impact of TFSVA has been disproportionately severe on women, girls, and other sexual
minorities (Pew Research Center, 2021).
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Regarding the perpetrators, most international literature has identified males as the primary
perpetratorswith the behavior generally driven by hierarchical gender relations (Henry & Flynn,
2019).

Secondary Victimization by the Criminal Justice System

There can be no doubt that victims have been neglected by most criminal justice systems around
the world. Tle pattern and phenomenon of secondary victimization, exacerbated by the justice
system, lead to an additional burden for victims who have already suffered from crime as
primary victimization. While primary victimization resulting from crimes or abuse heaahs

such as physical injuries, trauma, or financial burdens, an additional form of victimization occurs
when victims seek support from the justice response systems. They may experience further harm
due to insensitivity and systemic failures.

Within ths phenomenon of secondary victimization, factors may includebiactimg

attitudes, inadequacy of support processes, adversarial and highly contested legal proceedings,
prolonged trials, and sensationalized media coverage. Secondary victimizetmniaity pa
troubling because it emanates from authorities who are meant to alleviate suffering. This not
only diminishes victims' hope for justice and recovery but may also create additional hardship,
discouraging them from continuing on the difficult {iety have undertaken.

Various studies have provided evidence of the effects of the criminal justice system on victims of
crime. One such study examined mental health professionals' perspectives, finding that 81% of
participants indicated that contact with legal system can be distressing for rape victims
(Campbell & Raja, 1999). Similarly,-pasmatic stress reactions have been found to have
strong associations with statements leading to secondary victimization in rape victims (Campbell
et al., 1999)

Although a specific study on TFSVA may not yet be available, as a form dbagpeader
violence, TFSVA is likely to result in secondary victimization. In some cases, even more
accounts of secondary victimization can be expected

Victims in the Criminal Justice System of Nepal

Generally, it can be said that victims have been neglected by legal actors, even though they
should be a key facet of the criminal justice system. Basically, victims expect to be respected,
informed, and given autonomy in choosimg their case will be processed, whether they seek

an apology or compensation. In recent decades, the global victims' rights movement has led to
significant developments, including the promulgation of victim rights charters within legislative
frameworks. i§nificantly, in the context of Nepal, victims' rights have been recognized as
fundamental rights and have subsequently been incorporated into the legislative framework with
the promulgation of the Victim Rights Act, 2075. However, in the Nepali cosgpit the

existence of sufficient legal mechanisms and frameworks to institutionalize victims' rights and
support systems, the necessary behavioral changes have not yet been made to ensure that the
laws function as intended. From the author's insidaiesqee the justice system still seems to
function like a factory, where cases are processed, charge sheets are filed, and judgments are
produced as outputs, while the humane and emotional healing aspects of both offenders and
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victims are overlooked. Thesa serious problem, as offenders and victims often seem to be
forgotten as human beings and instead reduced to mere case records. In Nepali terms, our justice
system appears to function solely for the purpose of fempithg why is this evidence being
produced? Why is this victim being called upon? Simply to be placed in the records so that
justice appears to be served. | would like to term this phenomenon "Justice for the File" (Misile
Nyaya in Nepali). Although there may be some good practicesaby paite officers,
prosecutors, and judges, the overall pattern remains unchanged. Moreover, the behavioral aspect
of the system needs to change in order to develop a more humane approach to justice. In this
reform agenda, therapeutic justice calls$essaing the outcomes of the law and the behavior of

legal actors.

Main tenets and potential of Therapeutic Justice

Therapeutic justice or jurisprudence (TJ) is concerned with the objective of psychological and
physical webeing of those impacted by laRrimarily, it is based upon the notion of
assumption of | aw as a oOtherapeutic agentao.
legal actors in adjudging the consequences to varied dimensions of wellbeing. It analyses the legal
rule and practcwith the use of social science study to achieve this objective (Wexler,1995 p. 5).
Itisdefinedag ¢ ¢ ¢ ét he study of the | aw, its offici
come under its influence. While it sees that idealty mawhahoulth some cases, by reason of the
particular values that the law must promote, some harm is possible but it may be minimized thro
therapeutic jurisprudence teahniqgeki n g , 2011, p . 2 0). tAs a c
sees the impact of the law as social force on théeingll of the people. Therapeutic
jurisprudence, drawing insights from social sciences provides ideas and knowledge on how the
law and its applicability can promote thelvegtlg of the people (Brdadnks, p. 365). With the
development of the time, notion of wellbeing is also being expanded, King (2003), an Australian
scholar has widened itsd scope associating
dimensions in it.

Therapeultic justice @ach is promoted as the innovative justice approach due to its addressing
of the justice related problems with a newer humane and psychological perspective (Frieberg,
2003; King, 2008). Innovative justice approaches have been defined as those thaigss tha

and prescribes the criminal justice system to do justice differently involving novel approaches
(Daly & Marchetti, 2011, p.1; Graham & White, 2014, p. 9). As a philosophy, it has added a new
psychological dimension for adjudging the consequetae. dRealizing the importance of
therapeutic justice in the court settings, different national law and judicial institutions have been
promoting this agenda. For example such as Judicial Council of California, has recognized
therapeutic justice as oneeasf the changing dynamics of the role of courts in the modern
society; and likewise, in Canada and Australia it has been promoted by the judicial training
institutions such as the National Institute of Justice (Canada) and National Institute of Judicial
Administration (NIJA) (Brookbanks, p.366). Based upon these approaches, there has been many
innovations that have been introduced and which have potentials to be applied in the courts
(Cassey and Rottman, 2000).

Therapeutic Justice and Concerns for Welding of the participant
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Therapeutic Jurisprudence approaches primarily imply the exercise of those actions and
exercises that promote the wellbeing of the participants. As discussed above, it sees
primarily its impacts in terms of how the law impactgiamalts impacts can be analysed

in terms of the legal rules, legal procedure and the behaviour of legal actors
(Wexler,1999,p.2). Accordingly, herein below some of the potential approaches has been
enlisted below:

1 Legal Rules Under this the legal rule assessed in terms of its therapeutic
out come. Wexl|l er has provided the exampl e
Tell 6 provision i n the US military; whi
acknowledges being bisexual or not. But, it may result mtended
consequences, as the person may also be afraid to talk about many other matters
(Wexler, pl).

1 Legal Procedures:n instances such as the child custody disputes, the adversary
system can have traumatic affect to the child custody disputiesy aresd to have
some relationship for the sake of child (Weink®88,For such cases, the
therapeutic approaches such as collaborative family law can be practiced rather than
settling the disputes through the adversarial court proceedings.

1 Behaviourof Legal Actors and judgesThis is related to the approaches the legal
actors have towards those who come in contact with the law and court
proceedings.For example, sentencing judge behaviours can affect whether the
offender will participate in the padion or not. For example, if a judge is not clear
in formulating the condition of probation then the probationer may not comply
(Wexler, p.3). Likewise, the active listening during the trial proceedings can affect in
compliance of the order based upa@ngtocedural justice approaches (Tyler).

However, there have been some criticisms as well. Mostly, the criticism is centered on whether
the | egal a ct o rtiempeytime ahthe figst criticidme quéssonstthe méaring

of what constitstherapeusiod who determinaghat is therapettiere has not been a proper
definition of therapeutic jurisprudence, which has led to varied understandings among academics
and practitioners regarding its conceptualization and practicality. Sedénm 43 has argued

t hat ono single definition of TJ captures it

This position has been refuted by Wexler, who claims thatatcksinition has deliberately

not been provided so that commentators can guide it through their intuitive arcthsemse

concepts (Wexler, 1995, p. 232). However, more recently, Wexler has provided further
explanations regarding the conceptds applica

Similar to this criticism is the argument that therapeutic jurisprudence has not provided
conceptual claritynovhathealing throughnteeans. The TJ philosophy states that the approach

of problemsolving courts is based on the concepheafling through dawopposed to the
punitive approach in conventional courts. However, it has failed to specifgalhdtrough
lawactually means (Wilson, p. 69). Moreover, this construction of healing-lb@itigvie#is not

been evaluated on an empirical basis or operationalized (Wilson, p. 71).
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Another fundamental criticism is that therapeutic jurisprudence ignareswotiaive goals in

its aim of promoting welleing. However, this criticism is not justifiable, as the proponents
have, since the beginning of the idea, stated that therapeutic jurisprudence does not suggest that
it should override normative values fog take of therapeutic considerations. Minimally, it
argues that the therapeutic outcome of legal consequences should not be ignored (Winick, p.
188). Rather, proponents of therapeutic jurisprudence argueetthat ah cateuld be added

to the tradibnal normative values and aims of the judicial system, such as impartiality, fairness,
and neutrality (King, p. 1098)

Therapeutic Justice for O6Victimsd: Some [

As discussed above, serious attention and consideration need to be gessing dwe
consequences of the law and the behavior of legal actors. Only when these consequences
are assessed can we take action to understand how the system is functioning and what needs
to be done.

One of the implications of therapeutic justice isttbalis for looking into other theoretical
branches, such as psychology, criminology, and social work, to bring in evidence from these
fields to improve the justice system. Equally, théewed] of legal actors also needs to be
prioritized, as withowtoncern for their own wedkeing, they cannot be fully conscious of

the wellbeing of others. Based on the literature of therapeutic jurisprudence, some
recommendations that can have positive therapeutic outcomes for participants in the
criminal justice stem, such as victims, have been suggested:

a)Do no f ur tFinseand faramast, jusiice actors need to be concerned that their
behavior does not further perpetuate any psychological or emotional stress to the victim.
The princi pl asethital pdrtiple states td e semsitive of the action of the
actors so that the responders in settings of dealing with patients and victims, further
exacerbate their plight with their responses. It demands that victims are dealt with
compassion and emtpy. In the justice system, to avoid or lessen the chances of the

0secondary victimization?o,; the justice acto
actions. However, our legal education and institutional training lacks such learning
opportunitis whi ¢ h makes the | egal actors only b

neglecting the humane aspects of their work. This sensitivity of the victims need can be
made realize to the legal actors through dissemination of the research findings of the
accourdg of the secondary victimization of the victims and making them empathetic about
how position of the victims.

b)Gi ving 6voicéElle wvitdtirms peeédheretheybanpugi ven 06

their input and their concerns needs to be giving daelemation with reasoned analysis to

their inputs by the legal actors. Although, the victim law of Nepal, provides legal mechanism
for it, but rarely this law is compiled upon. Effective implementation of laws requires
understanding by the legal actorstarthe rationale of law; why and how it is to be
implemented.
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Procedur al justice I|iterature provides ampl
can lead to the validation and acceptance of the outcome. Tyler(2000, p.3) proponent of
this theoryasserts that people experience justice when then their voice is felt to be heard in
the decision making and in the quality of treatment that they recéineh the
participants feels these sort of engagements, then only they will be bound to accept the
sccial rules or the judgments from the cothie prosecutor and the other judicial officials

with whom they will deal should give the victim this sense of voice. They should accord
them validation, pay attention to them, take them seriously, and takeungents into

account, even if they ultimately reject tiyrnpersonal experience of the working with the
victims of sexual violence, points to this assertion as when they feel they have been well
heard and represented for then they easily accept emyedtom the court, and are

further concerned with remedies such as appeal. The respect should stem from building

trust and not being judgment al of their O6vi
institutional arrangements in legislation far gng t he O6voi cesd; t hese
Victim Impact Assessments are essential, but foremost to build trust of the victims they
need to be made 6feltd that they wil!/ be he:

of the vict i oessinaastionar spite ofahe puiconer These skills can be
learnt upon or those who are better and motivated needs to be given more of responsibility
in dealing with the victims.

b)Act i ve Thesethasbeangvdences of psychological resedrtestates

that active listening leads to the positive influence in the social behavior. Active listening can

be defined O6as empathic wunderstanding, unc
behavior (Roger$959 0 . D u a(1P96 &ssdtithlatlactive listening as psychotherapy

can have positive affect as method of therapeutic personality Igzaling to the positive

healing experiences. This specific O6active |
can lead to healing effect to the victims; which can make them feel that they are being
O6heardd not in tebms afs prepeduli alg ndee DI intdy

that feels she/he needs to be listened and heard upon. Giving utmost attention and whole
heartened presence; which can be learnt as skill can give healing effect to the TVSFA
victims.

c)Seekingy®agaloon t:Amlogy hat beandf@ndsto have healing effect.

Victims might have varied expected outcome from the specific case as such as punitive
sentencing, seeking validation that they had not done anything wrong, compensation or
seeking just genuine apology. When the victims have the autonomy in choices as to define
what justice means to them in specific case,
mo st of the cases, wha't victi ms nelugiagkit f or IS
during the case proceeding stages whether on deciding to prosecute, sentence hearings or
correction orders can have healing effect to victims. Accordingly, restorative justice
approaches have been pr omot erdaljustice Settingoinp or at €
cases of the TVSFA, as wel/l most specificall
justice needs of the wvictims, Ovoluntary aj
possible desired expectations of the victinmgowo the previous relationship with the

offender. Herein, communication with the victim, to ascertain their desired outcome and
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accompanying their desired outcome to the possible extent can be one of the possible
interventions for therapeutic healinghef ¥ictims.

d) Making the process less adversariaDne of the reasons fortliee condar ys vi ct i m
the adversarial justice processes which is more concerned which party wins and by any means.

Il n the name of 0t r uhlyconkoatatibn betge@n theywo sidegang ar t 1 e
the resources investment by-acceptancebobthieftretm d er 0
of crime and finding loopholes in victims account and prosecution lapses; which may be
serious distrust and feeling heflplessness to the victims from the justice systera. Non
adversarial and victim centered approach which focusses on prioritizing the needs and
perspective of the victims can lead to more therapeutic process rather than merely system that

is concerned with he puni tive aspect onl y. Devel opi n
Ospecialized benchesd with adequate skills o
it more O6victim centeredd within ativesforcr i mi né
addressing the needs of the TFSVA victims.

Conclusion

Technology facilitated sexual violence and abuse is bound to rise with more depth in technology
advancements and with increased reach of the population of digital technology. Asbsvidenced

the studies, the victimization impact of the TSFVA can be more severe as compared to the other
forms of interpersonal violence impacting varied aspects of life. There are certain peculiarities of
TSFVA spehmarse not that greatea Ifear farod osituptions 0ft hel@essness
amongst the wvictims. Furthermore, O6secondary
victims that makes their lives worse and affects their cooperation in judicial proceedings.

There are peculiar chafies of TVSFA as cybeimes such as lack of proper criminal law to
address the specific peculiarities of its varied nature of crimes, jurisdiction challenge as to make
the offender liable and making the digital technologies company liable to complytsveiha

agencies instruction; and issues of digital evidence. Apart from these challenges, there are
common chall enges of the sexwalonwdiaolylhisrd et a n
paper has suggested f dthe ibnovatee jasficesuapproaches tost i ¢
address the harms of secondary victimization. Therapeutic justice, as a consequential approach,
calls upon to look for therapeutic outcomes of the laws, legal processes and behavior of the legal
actors. Although therhave been laws for the welfare of the victims, but unless the legal actors
are aware of their behavioral outcomes to the wellbeing to the legal participants. Therapeutic
justice approaches such as active listeningdrersarial justice approachesgaridg voice to

the participants with respect can have significant positive therapeutic outcomes to the victims.
To employ such skills as an organizational behavioral culture, the legal actors need to be
sensitized and skills need to be transferred aaddetbin their working patterns.
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Unveiling Nepal's Cyber Threat Lardscape: A DataDriven
Investigation (Based on Cyber Bureau Statistics)

-Deepak Raj Awasthi®
Abstract

The cybersecurity threat landscape is a term used to describe the entire range of potential and cu
threats facing individuals, oogenizetd even entire industries. Cybersecurity threats pose a sign
challenge to nations globally, with the increasing reliance on digital technologies making them vulr
range of cybercrimes. In Nepal, the rapid growtle efnohtdigieal uservices, combined with low
cybersecurity awareness and resources, creates vulnerabilities, especially in critical sectors
government. Individuals also face increasing cybercrimes such as online fraogl, atefamation, cy
sextortion with harmful effects. While global cybersecurityddoemasntack wettomprehensive
understanding of the specific threats facing Nepal remains limited. Not having local data makes it |
and allocate resourcesdecwuytye This research aims to analyse the current cybersecurity threat lan
Nepal, identifying key threats, vulnerabilities, and potential impacts on critical sectors, including in
organizations of all sizes. This study analygeleddty the Nepal Police Cyber Bureau, publicly availak
data, and examines relevant policy documents to assess the current threat landscape. This study
enabled crimes mainly socisaddigbercrimes, including odlefenfratich, cyberbullying, sextortion
and sexting are the biggest cybersecurity threats to individuals hiléyepaleWilienegbidte data
breaches, business email compromise (BEC), malware and hacking exist, they odcur less freq
cybersecurity awareness and weak response systems increase vulnerability to these attacks. The:
the urgent need for increased cybersecurity awareness training, international cooperation, |
development and the devefopatienial cybersecurity strategies to protect Nepal's digital ecosyster
research provides valuable insights for policymakers, organizations, and individuals in Nepal to s
cybersecurity posture and mitigate the risks pusgthibgahizedstape.

Keywords:

[cybersecurity threat landscape in Nepal, Nepal Police Cyber Bureau, cybercrimes in Nepal]
Introduction:

The rise of Information Communication and Technology (ICT) has made the world a small
village. The growing use offtealogy has several benefits, and among them it brings not only
progress but also has allowed the growth of cyber threats that impact individuals, businesses,
organizations, and governments worldwide. Nepal, like other countries, faces its share of these
dangers. The country has witnessed a multitude of incidents ranging from cyber harassment,
bullying and defamatigdaphle, 2019Yistributed denialf-service assaults, marthe-middle

intrusions, SQL injection exploits,gbting scams, data breaches, hacking, (duihire K. ,

2023)and even cryptocurrency trade s¢Gaainalysis, 2024)

25 Deepak Raj Awasthi is the Suptendent of Police, Spokesperson & Information Officer, Cyber Bureau, Nepal
Police. He can be reachedlatpak@nepalpolice.govingpwasthi.deepakraj@ajircom
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Nepal Police established Cyber Bureau on 10 June, 2018 AD (Nepali BE27)0%5
effectively investigate cybercrimes. Currently, Cyber Bureau is operated based on the Cyber
Bureau operational ordér 2075 BS endorsed by the IGP (Inspector General of Police)
secretariate office. Moreover, provision of Cyber Bureau is mentioned in the 8th amendment of
oONepal Police regul ati on -0BIP){Burgdau,2021The Nemat , 2 0 2
Police Cyber Bureau plays a crucial role in addressing cyber threats within the country, including
monitoring, response, and investigation. Their compiled statistics offer a unique and essential
window into theevolving cyber threat landscape in Nepal. By analysing these statistics, we can
gain valuable insights into the types of cyber threats most prevalent in Nepal, the trends and
patterns of cybercrime over time, and the sectors and individuals most eumexiidtks.

This research will focus on analysing Cyber Bureau statistics from the past three years,
specifically from fiscal year 2079/2080, 2080/2081 and 2081/2082. This timeframe allows for a
comprehensive examination of recent trends and providsis b understanding the current

state of cybersecurity in Nepal.

While the Cyber Bureau collects and disseminates data on cybercrime, a comprehensive and
datadriven analysis of this information is crucial to fully understand the scope and nature of th
threat landscape. This research aims to address this gap by investigating the following key
guestions:

i. What are the most prevalent types of cyber threats in Nepal?
ii. How have these threats evolved over time?
iii. What are the key sectors targeted by cybemisfin

iv. What are the potential impacts of these threats on individuals, businesses, and the
nation?

This research holds significant value for a wide range of stakeholders in Nepal including policy
makers, business, individuals and researchers as wellnaissaoffdeing crucial insights into

the nation's evolving cyber threat landscape. The findings will contribute to a more informed and
proactive approach to cybersecurity, ultimately enhancing Nepal's digital resilience.

This study analyses data providethb Nepal Police Cyber Bureau, supplemented by publicly
available information and relevant policy documents, to assess the current cyber threat landscape
in Nepal. While the Cyber Bureau has been operational for six years, this research focuses
specificdy on the most recent three years of data (2079/2080, 2080/2081 and 2081/2082). This
timeframe was selected due to the availability of structured and consistently categorized data,
which is essential for robust analysis. Prior to this period, dathevamenailable in a usable

format or lacked the consistent categorization necessary for this type of research.

A key limitation of this study stems from the nature of the Cyber Bureau's data collection
process. Applications received by the Bureau arallyparategorized by users. This manual

input introduces the potential for human error in assigning categories to reported incidents. For
example, some incidents of cyberbullying might be miscategorized as cyber harassment, or
similar ambiguities may exrstthe classification of other cybercrimes. While this limitation is
acknowledged, the available dataset represents the most comprehensive and accessible source
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information on cybercrime in Nepal. Every effort has been made to interpret the dasdy cautiou
and to account for potential mis categorization during the analysis process. Future research could
explore methods for improving data collection and categorization practices at the Cyber Bureau
to enhance the accuracy and reliability of cybercrirsticstat

Literature Review:

The global cyber threat landscape is constantly evolving and becoming more complex. Cyber
threats are becoming more advanced and are increasing quickly, creating major problems for
people, businesses, and countfi@bi, et al., 2024highlighted various cyber threats like
malware, ransomware, phishing attacks, and advanced persistent threats (APTs), and how their
methods and strategies are changing. As more people use the internet, daily aetivities ha
moved from the physical world to online spaces. This shift has sped up due to events like the
COVID-19 pandemic. According {®allick & Nath, 2024hew technologies like cloud
computing, 10T, social media, wireless comntiamcand cryptocurrencies have raised security
concerns online and resulted different cyber threats such as DDoS, phishimtipenaddle,

password attacks, remote attacks, privilege escalation, and malware.

With the rise in cybattacks and the rdsng increase in cybercrimes globally, every nation is
facing significant challenges in combating this issue. However, developing nations face even
greater challenges due to the various issues they encounter. ThgSiamypbgo & Chansa,
2023)revealed that Zambia has several cybersecurity policies and strategies in place. However,
these measures are not always effective in addressing cybercrime. Key challenges include a lacl
of awareness about cybersecurity risks, irmeiffi,esources for cybersecurity, and poor
coordination between government agencies and the private sector. Moreover, in the context of
developing countries like Negdlidodo, Adam, Hsb, Prayitno, & Bhaskoro, 2@itified

various challenges including differences in legal definitions, complicated jurisdictional issues, and
the fastchanging nature of cyber threats that outpace legal responses. On top of that, they
identified limited resources, outdated technology, and Jawyingetween countries make it

even harder to enforce cyber laws.

While discussing about the cybercrime issues in the context of (Rbatgrai, 2016)
emphasized social media crime as a major cybercrime in Nepal. Ferthelditmnal studies

have emphasized the prevalence of cybercrimes related to finance and banking in the context of
Nepal.(Maharjan & Chatterjee, 20h8dressed the cyber security issues in the banking sector
and highlightshe requirement for the development of security framework. Sif8lambstha,
2020)highlighted case studies in the financial sector and offered suggestions for improving legal
frameworks, human resources, and cybersecueisyment. AdditionallgGiri & Shakya, 2020)
identified banking crimes as a significant risk in Nepal. Their analysis, using content analysis,
surveys, and expert interviews, revealed common offenses such as cheatailg phigbkmg,

identity theft, hacking, hate speech, distribution of explicit content, and cyber grooming.
Similarly (Bhagat, 2023gvealed some common cybercrime in the context of Nepal as bank
ATM attacks, Ransomware, Syashing, Privacy leaks, Child pornography, dissemination of
mendacious information. It has been noted that researchers have attempted to uncover cyber
threats in Nepal through interviews with experts or publicly available data, such as newspapers.
Howeve, this study primarily focuses on data gathered from the Nepal Police Cyber Bureau.
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Nepal's approach to cybersecurity includes a combination of laws, regulations, and policies aimed
at safeguarding digital infrastructure, protecting data, and ensurirggctingy of
communications. The Electronic Transaction Act, 2008 (ETA) considered as a cyber law in
Nepal. It provides legal recognition of electronic transactions and digital signatures,
establishment of a legal framework for the conduct of onlinedsuaime-€ommerce and a
provision to combat cybercrimes like hacking and identity theft as well offence against women,
children, integrity of the nation, harmony among different cast and religion. The latest
cybersecurity policy of Nepal is the Nation&e@Ggcurity Policy 2023, which is an updated
version of the previous 2016 policy. This policy aims to address the evolving challenges in the
cyber domain and strengthen the country's cybersecurity infrastructure. It focuses on improving
the overall secwyifposture of Nepal's cyberspace and ensuring a secure digital environment for
citizens, businesses, and government institutions.

The primary aim of developing the ETA was to ensure secure electronic transactions, rather than
functioning as an ahcompasng cyber law. Additionally, since it was enacted in 2008,
significant technological advancements have occurred, and the law is now unable to address all
of these changdécharya & Dahal, 2021gxisting laws and regulatiorts ridbt encompass
provisions for international cooperation, extradition, or Mutual Legal Assistance Treaties
(MLAT), which are essential for addressing transnational crimes like cybercrime. Additionally,
the 35day period allowed for presenting a suspexurt after the date of reporting poses a
significant obstacle to effective crime investigations. Therefore, a comprehensive and integrated
cybersecurity law is needed to address current cyber threats.

Methodology:

This study follows a quantitative reseagproach using statistical analysis techniques on the
data received from Nepal Police Headquarters Cyber Bureau. These are actually the count of
applications received from victims of different crime category. The data covers the past three
fiscal year079/80, 2080/81, and the current one, 2081/82. We are currently seven months
into the 2081/82 fiscal year. Additionally, the study analyses the recent cybersecurity policy and
includes case studies based on publicly available data. Following aedigsis barried out to

get answer of the research questions mentioned above.

I. Quantitative Analysis:

The data is obtained from the Cyber Bureau, especially from the Application Management
Software (AMS). The MExcel and different generative Al tools arel useanalyse,

process and visualize the data. The This study only considered and analysed only top ten
offences based on the highest to lowest sorting among the 31 categories of different
offences made in the AMS. The final version of the data is sHmlowasmTable 1.

Table 1:Most Reported Crime Categories: Top 10 by Application Count

Category 2079/80 2080/81 | 2081/82

Hacked Account 1525 10051 2584
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Fake/lmpersonation Account 968 1972 1294
Financial Fraud/Scam 874 3772 4616
Bullying/Harassment 722 1022 716
Criminal Defamation 543 1728 857
Hate Speech 253 480 174
Sexting 161 285 13
Missing/Kidnapped Person 52 122 41
Sextortion 46 102 5
Other 43 82 54
Since the"month is running for t Average Maonthlg n t fi

Crime Countd

below.

aoPd oj ect

f © calcdlaked by dividing the total crime count

for 2081/82 by 7 (since, seven months have passed) and multiply the monthly average by 12
respectively to estimate the-yaar total. Finally, the project'snmiénth durationis

rounded down to the nearest whole number. Thus, final data is showTabl¢h&

Table 2:Projected Top 10 Crime Categories for 2081/82

Category 2079/80 2080/81 | 2081/82
Hacked Account 1525 10051 4430
Fake/lmpersonation Account 968 1972 2218
Financial Fraud/Scam 874 3772 7913
Bullying/Harassment 722 1022 1227
Criminal Defamation 543 1728 1469
Hate Speech 253 480 298
Sexting 161 285 22
Missing/Kidnapped Person 52 122 70
Sextortion 46 102 9
Other 43 82 93

The categoryOther includes cylvedependent crimes as well as cases related to an
organization as a victim and cases that don't fit into any other defined category. Details of
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cyber dependent crime separated fronitheb | e 2 wunder iG&hownénr 6 c at
theTable 3below.

Table 3:Cyberdependent Crime

Category 2079/80 | 2080/81| 2081/82
Data Breach 2 3 6
Website Hacking 1 1 2
Unauthorised Access/Hacking 6 7 4
Unauthorised Access Attempt 1 2 1
Ransomware 1 1
Business email compromise (BEC) 3 2 1
Email Account Compromise (EAC) 2 1 3

Overall, the data suggests varying trends across different typesdsfpeyiznt crimes.

Some categories like Data Breach show a clear increase, while others like BEC show a
decrease. The fluctuations in other categories may indicate chabgeximeyactics or
improvements in cybersecurity defences.

During the quantitative analysis following analysis have been carried out.

A. Trend Analysis:

Based on th&able 2 a line chart generated is shown below.

Trend Analysis using a line chart
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Figure 1.Trend analysis using a line char
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In summary, the above line chart shows that most categories show an overall increase in
cases over the three years, with some experiencing significant fluctuations. Financial
Fraud/Scam and Fake/Impersonation Account show the most consistent andiaubstant
growth, while categories like Sexting and Sextortion show dramatic declines after initial
increases.

Besides this, the bureau has seen a consistent increase in applications since its
establishment, as showrFigure 2.

NUMBER OF APPLICATIONS

2075/2076 2076/2077 2077/2078 2078/2079 2079/2080 2080/2081 2081/2082

Figure 2:Number of Applicai®eceived Over Time at the Bureau

While trying to identified the trend based onydeoveryear (YoY) growth rate (%)
for each category using a formula as:

Value in Current Year — Value in Previous Year) 100
X

YoY Growth Rate (%) =
0 ! (%) ( Value in Previous Year

Table 4:YoY Growth Rate (%)
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Category 2079/80 to 2080/81 (%) 2080/81 to 2081/82 (%)

Hacked Account 559.08 [i -55.93
Fake/Impersonation Account 103.72 12.47
Financial Fraud/Scam 331.58 109.78
Bullying/Harassment 41.55 20.06
Criminal Defamation 218.23| | -14.99
Hate Speech 89.72| [} -37.92
Sexting 77.02 j -92.28
Missing/Kidnapped Person 134.62 -42.62
Sexortion 121.74 -91.18
Other 90.7 13.41

Based on th&able 4, following observation is formulated.

1 Hacked Account Financial Fraud/Scam, andFake/Impersonation Account saw
the highest growth rates from 2079/80 to 2080/81.

1 Most categories experienced a decline in growth from 2080/81 to 2081/82,
with SextingandSextortionshowing the most significant drops

1 Financial Fraud/Scamcontinued to grow strongly even in
whileFake/Impersonation Account andOther maintained positive growth.

2081/82,

B. Descriptive Statistics
Following are the major calculations on descriptive analysis:
i. Mean: The average number of cgsascategory for each year.
ii. Median: The middle value when the cases are sorted in ascending order.
iii. Standard Deviation A measure of the amount of variation or dispersion in the data.
iv. Variance The square of the standard deviation, representing theo$piheadhata.

The descriptive analysis based on the datbte 2is as:

Table 5:Descriptive Analysis

Year Mean Median Star?da_trd Variance | Minimum | Maximum
Deviation

2079/80 518.7 398 487.8 238,00C 43 1525

2080/81| 2,061.6( 751| 3,162.3¢ 10,000,00 82 10,083
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‘2081/82‘ 1,774.9(‘ 762.5‘ 2,236.1ﬂ 5,000,001 9‘ 7,913‘

VarianceandStandard Deviatiaell you how consistent or inconsistent the crime numbers
are across categories.

If the variance is high, it means the crime counts are very different from onesamogher (
categories have very high numbers, while others have very low numbers). If the variance is
low, it means the crime counts are more similar to each other (closer to the average).

Based on this, @079/8Q the variance #38,000which is relativelpw compared to the

other years. This means the crime counts are somewhat close to the average (518.7),
in 2080/81 the variance i€0,000,0Q0wvhich is much higher. This means the crime counts

are very spread out (some categories have extremely higls,nikebéacked Account at

10,051, while others are much lower, like Other at 8X)811i82also crime counts are

very spread out (some categories have extremely high numi#emandial Fraud/Scam

at 7913, while others are much lower, like Sextatt®n

Standard deviation is the square root of the variance. It also measures how spread out the
crime numbers are, but 1 tds easier to int:
data (number of crimes). A high standard deviation meansrideounts are all over the

place (some are much higher or lower than the average). A low standard deviation means
the crime counts are more consistent and closer to the ave283€/80 the standard

deviation i€87.8 This means most crime counts within about 488 crimes above or

below the average (518.7). So, the numbers are relatively close to the 20804, In

the standard deviation3id.62.3which is much higher. This means the crime counts vary
widelyi some are thousands above oowethe average (2,061.6). This shows a lot of
inconsistency in the data.2081/82the standard deviation2236.10which is relatively

higher. This means the crime counts vary Widelyie are thousands above or below the
averagel(774.9D

For polcymakers or analysts: A high variance or standard deviation 2(i6/84)

indicates that some crime categories are much more severe than others. For example,
"Hacked Account" crimes are extremely high compared to other categories. This might
suggest #it resources need to be focused on addressing hacked accounts.

A low variance or standard deviation (likDi¥9/80) suggests that crime counts are more
evenly distributed across categories. This might mean that no single category stands out as a
major poblem.

Whereas in variance or standard deviation of 2081/82, indicates that resources need to be
focused on addressing #irancial Fraud/Scam category.

C. Correlation Analysis
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Apply the Pearson Correlation Coefficientto examine relationships between crime
categories. THeearson Correlation Coefficienoften denoted a¥ measures the linear
relationship between two variables. It ranges-frool, where:

T lindicates a perfect positive linear relationship,
T -lindicates a perfect negative linear retdtipnand
1 Oindicates no linear relationship.

We can calculate the Pearson Correlation Coefficient between the years (e.g., 2079/80 vs.
2080/81, 2079/80 vs. 2081/82, and 2080/81 vs. 2081/82) to understand how crime counts
in one year relate to crime countanother year.

Formula for Pearson Correlation Coefficient (7):

. n(dzy) — (X z)(>y)
VinX 22— (X z)nXy* - (Xy)’]

Where:

1 n=number of data points (categories),

1 x=values of the first variable (e.g., 2079/80),

T y=values of the second variable (e.g., 2080/81),

9 xxy = sum of the product of paired scor
1 x x=sum of the first variable,

T x y=sum of he second variable,

T x x 2sum of squared values of the first variable,

T x y 2sum of squared values of the second variable.

We calculated the Pearson Correlation Coefficient between:

1 2079/80 and 2080/81
1 2079/80 and 2081/82
1 2080/81 and 2081/82

Table 6:Corrdation Analysis

Comparison Pearson Correlation Coefficient (r)
2079/80 vs. 2080/81 0.85
2079/80 vs. 2081/82 0.78
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2080/81 vs. 2081/82 0.92

I. 2079/80 vs. 2080/81 (r=0.85)

o There is &trong positive correlationbetween crime counts in 2079/80 and
2080/81.This means that if crime counts were high in a category in 2079/80,
they were also likely high in 2080/81.

ii. 2079/80 vs. 2081/82 (r=0.78)

o There is anoderately strong positive correlatiofoetween crime counts in
2079/80 and 2081/82. This indicates somesistamcy in crime trends over
these two years.

iii. 2080/81 vs. 2081/82 (r=0.92)

o There is &ery strong positive correlatiorbetween crime counts in 2080/81
and 2081/82. This suggests that crime trends in these two years are highly
consistent.

Thus, in conclusn, the strong correlations indicate that crime trends are consistent across
the years, with some categories consistently having higher or lower crime counts.

The strongest relationship is betw2@80/81 and 2081/82, suggesting that crime patterns
were ery similar in these two years.

D. Outlier Detection

TheZ-scoreand thdnterquartile Range (IQR) are some common methods to detect
outliers in the data.

[  Z-Score for Outlier Detection.

TheZ-scoremeasures how many standard deviations a data point is dromegh. A
common rule of thumb is that if the absolute value of-8wE& is greater thdnthe data
point is considered an outlier.

Formula for Z-Score:

gz (X —p)

Where:
1 X = data point,
T O= mean of the data,
1 DZ standard deviation of the data.

While calculating-Zcore for each year separately.
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In 2079/80:

None of the Zscores exce&dn absolute value, so there are no outlie2978/8Q
Noticeable Zcore value fddacked Accountis2.06

In 2080/81:

None of the Zscores exce&in absolute value, so there are no outlie286/81
Noticeable Zcore value fddacked Accountis2.53

In 2081/82:

The Z-score fofFinancial Fraud/Scamis 2.75 which is close ®but does not exceed it.
Therefore, there are no strict outlierd(81/82.

il.  Interquartile Range (IQR) for Outlier Detection:

Thelnterquartile Range (IQK)the range between the first quartile (Q1, 25th percentile)
and the third quartile (Q3, 75th percentile). Data poinisetite range Q11 1. 57 | QR,
Q3+1.5xIQR] are considered outliers.

In 2079/80:

Any value belowl181 (Lower Bounddr above2107(Upper Bound) is an outlier. In this
casel525 (highest Valuejs within the range, so there are no outliers.

In 2080/81:

Any valie below2653 (Lower Bound)or abovet747 (Upper Bound)is an outlier. In
this casel0051s above the upper bound, so it is an outlier.

In 2081/82:

Any value belowd152Lower Bound) or aboveb440 (Upper Bound)s an outlier. In
this casef913s aboe the upper bound, so it is an outlier.

Thus, based on the above analysis:

Table 7:Outliers Analysis

Year Outliers (Z-Score) | Outliers (IQR)

2079/80 None None

10051 (Hacked

2080/81 None Account)

7913 (Financial

2081/82 None Fraud/Scam)
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Using theZ-scare, no outliers were detected in any year. Usin@m®heoutliers were
detected in 2080/8Hacked Account (10051)and 2081/82Financial Fraud/Scam
(7913).These outliers indicate that these specific crime counts are unusually high compared
to the rest bthe data for their respective years and need more attention.

E. Regression Analysis

Data from thelable 2is used to create a linear regression model. The independent variable
(X) will be theyear, and the dependent variable (Y) will beciinge countsfor each
category.

Since the years are categorical (2079/80, 2080/81, 2081/82), we will assign numerical values
to them for regression analysis:

1 2079/80=1
1 2080/81=2
1 2081/82=3

The linear regression model is represented by the equation:
1 Y=aX+b
Where:
1 Y = predicted crime count,
1 X =year (numerical value),
1 a= slope of the line,
1 b=y-intercept.

The slope (a) and intercept (b) using the least squares method.

The formulas for a and b are:

L PIXY) - X)X Y)
n(X.X?) — (X X)?

y_ XY —a(XX)

n

Where:
1 n=number of data points,
1 X =independent variable (year),
1 Y =dependent variable (crinmuat)

The final prediction for 2082/83 is as:
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Final Predictions for 2082/83: . .
Predicted Crime Count (2082/83)
Category Predicted Crime 14000
12000
Count (2082/83) 16000
8000
Hacked Account 8240 6000
4000
Fake/Impersonation 2843 2000 B E B _ B B
Account ~ .o'. &> NI N & '. &
F FF YT LEE
_ _ ?&Q %0(\& \&% [b%g,\ . ‘b&‘b %Q %@ '&\(b\ *‘\5’0 Q
Financial Fraud/Scan 11434 & & <& & i
¥ FEE &
Bullying/Harasswent 1480 T & <+
Criminal Defamation 1932  Figure 3: Regression Analysis Result
Hate Speech 321
Sexting 0
Missing/Kidnapped
79
Person
Sextortion 0
Other 118

The linear regression model predicts Rimgincial Fraud/Scamwill have the highest

crime count ir2082/83(11,434), followed Wyacked Account(8,240). Some categories,

like SextingandSextortion, are predicted to have negligible or zero crime counts, which
may indicate a declining trend. These predictions can help policymakers allocate resources
effectively to address future crime tsend

[I. Analysis of Publicly Available data:

In this section, we discuss various egilbpendent crimes that frequently receive significant
attention in major newspapers and news channels.

Based on the information frofNews, 2015)a group of hackers that identified itself as
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systems, and included websites of the Ministry of Defence, Office of the Auditor General and
Nepal Law Commission.

On November 05, 2017, NIC Asia Bank was hit by a-aftaek on Swift Server, as reported by
(Aryal, 2019)This incident stands out as one of the most significant financial threats, where a
hacker exploited 'Keylogger' softweged by one of the bank's users, along with various types
of 'Malware,' taking advantage of the bank's weak cybersecurity measures.

Additionally,(The Kathmandu Post, 20I@ported that the Chinese nationals used both real
andcloned bank cards in a coordinated ATM-oaslattack, where hackers breach a bank or
payment processorodos systems and then use ban
time. Regarding the issue, tk€haudhary, Séstha, & Magar, 2028kimed that hackers

inserted malware into the system to draw off money from the ATMs. The malware seemingly
instructed the ATMs to release cash before the withdrawal request could be sent to the member
bank.

In a similar veinjPoudel, 2020kported that on April 15, 2020, a group of hackers, who had
successfully gained unauthorized access to websites and data systems in Nepal, carried out a
cyberattack and took control of thp domain of Mercantile Gmmunications Pvt Ltd.

In the same way, Foodmandu, esommerce company providing-gemand food delivery
service across Kathmandu valley encountered data brédalcloro8, 2020MyRepublica,
2020)

According to(Wagle, 2023)n January 27th, 2023, the National Portal of the Government of
Nepal, along with 500 other websites using the.gov.np domain, went offline. The disruption was
caused by a Distributed Denial of Service (DDoS) attack, whichpdsted the databases of

the immigration and passport management systems hosted by the Government Integrated Data
Centre (GIDC). Additionally, Tribhuvan International Airport in Kathmandu was severely
affected.

According to(Pokhrel, 2024)on Sunday, December 17, 2023,
posted in a Dark web forum, claiming to possess the source code and sensitive information of
Nepal 6s | argest bank, Nepal RTde siter flatheRwealsk ,  wi t
that, the hacker used various tools like (LBtal File Inclusion Wayback URLSQLmap,

nMap , Gobuster and Burp Suite to get access on the data.

Similarly, the recent malwateaek on the biometrdoased passport system halted services
completely throughout the nati@himire R. , 2024)

The analysis of the case studies reveals that the most prevalent cyber threats in Nepal include
hacktivism, fiancial cybercrime, data breaches, DDoS attacks, data theft, and malware
infections. Over time, these threats have evolved from basic website defacement (e.g., attacks on
government sites) to more sophisticated attacks like ATM fraud, rhabedrdreachesnd

targeted data theft for blackmail. The key sectors targeted by cybercriminals are government
institutions, financial services, andommerce platforms, with critical infrastructure like
passport systems and national portals also at risk. Thetsehéwveasignificant impacts on
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individuals, such as identity theft and financial loss; businesses, which suffer from data breaches,
reputational damage, and financial fraud; and the nation, wherattagkgrcan disrupt
essential services, erode trudigital systems, and undermine national security.

[ll. Analysis of National Cybersecurity Policy2080

The formulated cybersecurity policy revealed significant deficiencies in several areas: legislation
and legal systems, organizational structure, physicé&canical resources, expertise and
research capacity, public awareness, and internal/external coordination.

Additionall vy, t he policy identifies sever a
cybersecurity. These include a significant increadeeintweats and crimes, such as hacking,
identity theft, and financial fraud, targeting both government and private sector infrastructures.
There is a notable lack of awareness and education on cybersecurity among the public and
professionals, which exdizes the risk of cyber incidents. Additionally, Nepal faces limitations

in its cybersecurity infrastructure, with insufficient resources and skilled personnel to address
emerging threats. Critical sectors, including banking, telecommunications, gndarenerg
especially vulnerable to cyagacks. The policy also highlights challenges in the legal and
regulatory framework, where outdated laws hinder effective prosecution of cybercrimes, and
there is a lack of robust privacy and data protection mecharisthermore, implementation

of the policy is hindered by limited resources and poor coordination across government bodies.
The countryds heavy dependence on foreign t
more local capacibuilding in cybmsecurity. Addressing these challenges, the policy aims to
enhance national security, identification and improve critical infrastructure protection, and
promote digital literacy and local expertise development.

Thus, based on the National Cyber SecurityyPib is also looking to focus on the cyberthreats

like hacking, identity theft, financial fraud, attacks targeting critical infrastructure and emerging
threats. It's important to note that the policy also addresses factors that contribute to these
threats, such as: lack of awareness and education, limitations in cybersecurity infrastructure,
outdated legal and regulatory framework and dependence on foreign technology.

IV. Results and Analysis:

The analysis of cybercrime trends in Nepal, based on CybardBimeaeveals significant
variations in the types and frequency of cyber offenses over the past three fiscal years. Key
insights from the statistical evaluations include:

a) Increase in Financial Fraud/Scam: This category has shown consistent and
significahgrowth, emerging as the most reported cybercrime. The projected crime count
for 2081/82 is 7,913, with an estimated rise to 11,434 in 2082/83 based on regression
analysis.

b) Fluctuating Trends in Hacked and Impersonation AccountsHacked accounts saw
a shep increase from 1,525 cases in 2079/80 to 10,051 in 2080/81, but later declined to
4,430 in the projected count for 2081/82. Similarly, fake/impersonation accounts
increased steadily.
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c) Decrease in Sexting and Sextortion CaseBespite initial increasesesle categories
saw a drastic reduction, with sexting cases dropping from 285 in 2080/81 to 22 in
2081/82 and sextortion from 102 to 9.

d) High Variability in Crime Data: The variance and standard deviation calculations
highlight that crime distribution isHiiginconsistent across years, with extreme spikes in
particular categories.

e) Outlier Identification: Using IQR analysis, significant outliers were detected in hacked
accounts (2080/81) and financial fraud/scam (2081/82), indicating anomalies requiring
further scrutiny.

f) Correlation Between YearsA strong positive correlation (0.92) between 2080/81 and
2081/82 suggests stable cybercrime patterns, with consistent trends across fiscal years.

V. Discussion:

The observed cybercrime trends point toward emergirdgstiared potential areas for policy
intervention. Key discussion points include:

a) Rising Financial Fraud CasesThe surge in financial fraud indicates vulnerabilities in
online banking,-eommerce transactions, and digital payment systems. Strengthening
financial cybersecurity policies and educating the public about scams could help mitigate
this risk.

b) Hacked Accounts and Impersonation Risks:The large number of hacked and
impersonation cases underscores the need for stronger password security measures, two
factor authentication, and awareness campaigns.

c) Declining Sexting and Sextortion CasesThis could be due to improved law
enforcement, increased awareness, or underreporting due to social stigma. Further
studies are needed to understand the reasons Ibehiletline.

d) Government Cybersecurity ChallengesThe impact of cybatependent threats is
significant, affecting individuals through financial loss and identity theft, businesses via
data breaches and reputational damage, and the nation by disruptialysesgees
and undermining national security. These findings highlight the need for stronger
cybersecurity measures, regul ati ons, an
infrastructure.

e) Policy Implications: The correlation analysis suggests preditgtaibi cybercrime
trends, which can help policymakers allocate resources efficienttiskHigtegories
like financial fraud should receive focused interventions.

Conclusion:
Summary of Findings:

a) Financial fraud and impersonation cases are growilgynain@ rates, necessitating
urgent intervention.
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b) Hacked accounts show fluctuating trends but remain a major concern.

c) Some cybercrimes, such as sexting and sextortion, show a decline, but this may be due to
underreporting.

d) Government and institutional cydecurity vulnerabilities remain a pressing issue.

e) Correlation and trend analysis indicate that cybercrime patterns remain relatively
consistent, allowing for predictive strategies.

Recommendations:

a) Strengthening Financial Cybersecurity: Implement strongerfraud detection
mechanisms, enhance regulatory oversight, and launch awareness campaigns on online
scams.

b) Enhancing Authentication MeasuresEncourage twéactor authentication, biometric
security, and stricter password policies to prevent account.hacking

c) Expanding Cybercrime Awareness ProgramsPublic awareness initiatives should
focus on phishing scams, impersonation fraud, and financial security best practices.

d) Improving Government Cybersecurity Infrastructurelmplementing advanced threat
detection, eriodic security audits, and investment in cybersecurity experts are necessary
to prevent breaches.

e) Encouraging Incident Reporting: Addressing social stigma and providing secure,
anonymous reporting channels can help ensure accurate cybercrime data collect

f) Develop and enforce cybersecurity policylo guide institutions in managing risks and
responding effectively to incidents. Regularly update these policies to stay aligned with
global standards.

g) Enhance Incident Response and Recovery PlanBevelop andmplement efficient
incident response plans for both the public and private sectors to quickly address
cyberattacks, minimize damage, and restore critical services.

h) Invest in Cybersecurity Technologies Promote the adoption of advanced
cybersecurity tecblogies, such as intrusion detection systems, encryption, and multi
factor authentication, to better defend against complexatigos.

i) Encourage International Cooperation Collaborate with global cybersecurity
organizations to share threat intelligeresources, and best practices for tackling cross
border cybercrimes.

Future Research:

a) Improving the process for reporting cybercrimesResearch could focus on creating
userfriendly reporting platforms and removing barriers like fear of retaliation or
uncertainty about where and how to report, while also enhancing the quality of data
collected.
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b) Longitudinal Studies on Cybercrime TrendsA more extensive dataset over a longer
period would help validate crime prediction models.

c) Cybersecurity Policy Effectveness: Assessing the impact of existing policies on
reducing cybercrime rates.

d) Dark Web Monitoring and Threat Intelligence: Research on the role of dark web
activities in Nepalds cybercrime | andscap

e) Psychological and Social Motivations Behind CybercrimdJnderstanding offender
behaviour to develop better preventive measures.

These findings and recommendations provide a foundation for policymakers, cybersecurity
professionals, and | aw enforcement agmgnci es
threats.
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Exploring the Role of Digital Evidence in Criminal Investigations
and Prosecutions in Nepa®

Prabin Subedi’
Abstract

Digital evidence plays an increasingly vital role in criminal investigations and prosecutions ¥ Nepal, as cril
occur through digital platforms. This paper explores the aitityjsaiditseliat@iityp of electronic evidence,
emphasizing its significance in cases involving defamation, corruption, and financial fraud. #advances in digi
as log analysis and digital fingerprinting, have enhanced theicatlentioihdagithegaidence, including emails,
messages, social media posts, and electronic transactions. However, challenges related to privacy co
verification, and the need for forensic expertise persist. Courtscelyooastidpiiah einaelines, corroborate
testimonies, and link individuals to crimes, making proper handling, legal compliance, and expert testimor
technology evolves, digital evidence is expected to play an even gieatsystamiofNepadal just

Keywords:

[Digital evidence, Criminal Investigations, Admissibility, Credibility, Reliability, Electronic evidence, Defamation,
Corruption, Financial Evidence]

Introduction

Digital evidence has become crucial in investigating aedugirags crimes as criminal activities
increasingly rely on digital methods. Traditional offenses like defamation, corruption, and
financial fraud now often occur through digital platforms, making electronic evidence a key
component in legal proceedings.abeissibility, credibility, and reliability of digital evidence

are critical concerns. Courts require evidence that is trustworthy and free from doubts. Advances
in technology have enhanced digital forensics, enabling techniques like log analysis, databas
examination, and digital fingerprinting.As digital technologies become more integrated into daily
life, digital evidence includes emails, messages, social media posts, photos, videos, and electronic
transactions. Its legal weight depends on factorasaelhenticity, reliability, and compliance

with legal standards. When properly handled, digital evidence can be persuasive in proving or
disproving claims.

Courts increasingly rely on digital evidence to establish timelines, corroborate testimbny, and li
individuals to crimes. However, challenges like privacy concerns, authenticity issues, and the need
for forensic expertise affect its admissibility. Maintaining legal standards, chain of custody, and
expert testimony is essential. As technology evbits, evidence is expected to play an even
greater role in the justice system.

26 This working paper has drawn insights from various scholarly works, legal instruments, and authoritative sources
that have significantly contributed to the analysis presented herein. Due to time constraints, proper citation of all
referenceduthorities could not be incorporated. | sincerely acknowledge and appreciate the contributions of these
sources and extend my gratitude to the authors and researchers whose work has informed this paper. Any
inadvertent omission of citations is deeplyttedreand due credit is duly recognized.

27 Advocate & Teaching Faculty at Kathmandu School of Lay,ICT Law, University of Oslo
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Evidence Collection Procedures and Practices in Nepal

The collection of digital evidence in Nepal follows key principles to ensure integrity, authenticity,
and admissibilityntegrity requires that evidence remains unaltered, while a clear chain of
custody must document its handling to prevent tampering. Authenticity demands verification of
the evidenceds origin, ensuring igtalehdesce not ©b
must be relevant to the case and comply with legal standards, including reliability, procedural
compliance, and privacy laws.

N e p &tindnal Procedure Code, 2074 (201@utlines procedures for collecting evidence in
criminal cases. Invigdtions begin at the crime scene, where physical evidence like fingerprints,
DNA, and weapons are gathered, alongside witness statements. With technological
advancements, electronic evidence from computers and mobile devices has gained prominence.
Such eMence requires specialized forensic examination, proper collection, a maintained chain of
custody, and secure transfer to court for admissibility.

Importance of Chain of Custody and Governance of Digital Evidence

The chain of custody is crucial for etattr evidence, which is susceptible to alteration. It is
essential to demonstrate the integrity of electronic evidence and ensure it has not been tampered
with since its acquisition. Meticulous documentation of the custody of electronic evidence is
necessy, especially in cases involving multiple hardware items and computers. This
documentation should include details such as who collected the evidence, how and where it was
collected, who took possession of it, storage procedures, and records of arsgomg thece
evidence. In Nepal, cryptographic safeguards (as practiced abroad) are often impractical due to
technical resource limitations, interoperability issues, and lack of standardization. Therefore,
maintaining a proper chain of custody with adecafeguards is essential to protect individual
privacy and ensure the credibility of evidence.

International Guidelines for Handling Digital Evidence

With the development of information technology, international standards have been established
for the idenfication, collection, acquisition, and preservation of digital evidence. Key standards
include:

1 ISO/IEC 27037:2012Provides guidance on handling digital evidence and facilitates the
exchange of potential digital evidence between jurisdictions.

T ISO/IEC 27042 Offers guidelines for analyzing digital evidence.

T INTERPOL's Operational Guidelines on Digital Forensic Practices Provides best
practices for digital forensic investigations.

1 Europol's European Cybercrime Centre (EC3) Frameworks and Toolkit©Offers
tools for handling digital evidence.

1 UNODC's Cybercrime Repository Contains resources and manuals for handling
electronic evidence in criminal investigations.
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1 Budapest Convention on Cybercrime Provides provisions for crdssrder
investigations and enswyithe preservation and authenticity of digital evidence.

T Association of Chief Police Officers (ACPO) Guidelineutlines best practices for
handling, collecting, preserving, and analyzing electronic data in criminal investigations.

These guidelines emplz& maintaining the integrity of digital evidence, ensuring it is not altered
during acquisition or examination, and adhering to legal protocols. The goal is to ensure digital
evidence remains admissible in court and supports fair and effective ion&stigat

Handling Electronic Devices

Digital evidence professionals must adhere to high standards when collecting and handling
digital evidence. Improper handling can lead to data destruction and challenges in court. The
ACPO guidelines stress the importaoicpreserving data integrity, competence in accessing
original data, maintaining an audit trail, and adhering to legal standards. Despite these guidelines,
courts may sometimes overlook the importance of digital forensics, undermining the integrity of
legd proceedings. Best practices, such as generating hash values upon forensic imaging of seized
hard drives, can help ensure the integrity of digital evidence, but these practices are not always
fully appreciated by courts or defense teams.

Identifying Electronic Evidence

The discovery of digital evidence often initiates an investigation. However, initiating an
investigation can inadvertently alter electronic evidence. Proper procedures must be in place to
initiate and conduct investigations. The ACPO GoadtiPe Guide for Digital Evidence
outlines four main phases for handling evidence: collection, examination, analysis, and reporting,
which may be augmented with an initial assessment phase using forensic triage techniques.

Gathering Electronic Evidence

Once the need to gather digital evidence is determined, specific procedures should be followed
to guide digital evidence professionals in handling the scene and identifying and seizing evidence.
Documenting the scene through photography or video recordistanidard practice.
Investigators must assess which physical evidence, such as computers or storage devices, shoulc
be retained, with reference to established guidelines. It is crucial to prevent tampering with
hardware or networks and to ensure that amlgeply trained personnel handle computers
designated for seizure.

Copying Electronic Evidence

Copying electronic evidence involves adhering to key principles outlined in the ACPO Guide,
including avoiding actions that may alter data, ensuring competeruessing original data,
creating and preserving an audit trail, and upholding legal standards. When dealing with
networked systems, it is essential to understand the topology and sources of digital evidence
across various locations. The process ofrppjectronic evidence should aim to produce an
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exact replica without altering the original data. Hashing processes are used to verify the
authenticity of copied files.

Preserving Electronic Evidence

Electronic evidence must undergo validation to ensupolbative value. Digital evidence
professionals routinely copy data from various disks or storage devices, necessitating measures to
prove the integrity of the duplicated evidence. Electronic fingerprinting, a cryptographic
technique, associates a unideatifier with each file or storage device, enabling verification of

data integrity at the time of collection. The continuity of custody is crucial in preserving
electronic evidence, requiring meticulous documentation of its collection, storagelirzgnd hand

to demonstrate integrity and prevent tampering.

Analysis of Electronic Evidence

The analysis of electronic evidence is critical to ensure its accuracy and reliability. Failure to
assess digital evidence properly can lead to false assumptionpohtedncese, investigators

relied on an unverified statement from a bank manager regarding the timing of a surveillance
tape, leading to a wrongful arrest. This case underscores the importance of verifying electronic
evidence thoroughly. Similarly,amoher reported case, inconsistencies in the suspect's
testimony and the timing of computer activity were crucial in establishing guilt. The failure to
corroborate the suspect's story and the timing of computer activity played significant roles in the
tribund’'s decision.

Legal Framework and Judicial Decisions on Admissibility of Digital Evidence in
Nepal

Major National Laws

1. Criminal Procedure Code of Nepal, 2074 (201 Governs the procedure for criminal
investigations and trials in Nepal. While it doespeatfically address digital evidence,
its provisions on evidence collection, examination, and presentation apply to digital
evidence.

2. Electronic Transaction Act, 2063 (2008)Recognizes the legal value of electronic
records and establishes that electn@words maintained in accordance with the Act
have legal validity.

3. Privacy Act, 2075 (2018)Protects the privacy of electronic communications and
prohibits unauthorized access to or violation of this privacy.

4. Evidence Act, 2031 (1974Provides generalgmisions regarding the admissibility and
evaluation of evidence in legal proceedings. The second amendment in 2020 recognized
digital and electronic evidence, defining digital versions of public documents as public
documents and providing for the admibisibof electronically recorded audisual
materials.

5. National Cybersecurity Policy, 2080 (2023)Outlines strategies for addressing
cybersecurity challenges, including cybercrimes and the protection of digital information.
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Facilitating State Access to yital Evidence Across Borders

Nepal has limited legal framework for requesting and obtaining digital evidence from abroad in
crossborder cases relies on international cooperation mechanisms and domestic legislation.
Nepal may engage in mutual legaltasses through mechanisms such as Mutual Legal
Assistance Treaties (MLATs). However, not being party to international conventions like the
Budapest Convention on Cybercrime, does not have avenues for international cooperation under
the instrument. Nepal hast executed bilateral treaties for mutual legal assistance or joined
regional legal frameworks for evidence sharing. Domestically, Nepal's legal framework, including
the Criminal Procedure Code and Evidence Act, provides the basis for admittingd#igtal e

in court proceedings, though specific provisions for digital evidence from abroad may be lacking.

Admissibility of Digital Evidence in Judicial Proceedings of Nepal
Several cases in Nepal highlight the admissibility of digital evidence proodiedihgs:

i. Commission for the Investigation of Abuse of Authority vs. Prem Bahadur
Thapa (NKP 2079, Volume 10, DN 10958)

When investigating corruption through covert surveillance, appropriate methods must be
employed, including closely monitoring swsmcindividuals, establishing the exact amount
seized in bribery cases, utilizing technological tools foweudibevidence, tracing the source

of illicit assets, and ensuring the scientific collection and examination of evidence. This ruling
emphasizethe necessity of supporting evidence, including digital proof, to substantiate the case
presented by the investigative authority.

il. Baburam Aryal vs. Office of the Prime Minister and Council of Ministers
(NKP 2074, Volume 1, DN 9740)

International teleconumications service providers must ensure the privacy and confidentiality

of individuals and related data when offering services. Personal information cannot be disclosed
under thirdparty influence or persuasion without a formal legal order or prionzatibrr
Unauthorized disclosure could lead to undue pressure or influence on others. Protecting data
stored in a service providerds database is r
security. Government entities must respect andigefeguch information, as failure to do so

could constitute improper or criminal breaches.

ili. Rupa Sunwar vs. Krishna Gopal Shrestha, Minister of Education, Science, and
Technology (Interim Order by Division Bench, 07ANO-1236)

In an interim order, the counled for the proper procedure for gathering digital evidence. It
ruled that access to digital communications must be controlled to prevent unauthorized intrusion
into other data. This supervision requires the presence of-appaumted IT officer, ahl

expert, and either the applicant, their representative, or legal counsel during the access process.
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Iv. Ram Bahadur Thapa vs. Commission for the Investigation of Abuse of
Authority (NKP 2074, Volume 9, DN 9880)

Chapter 9 of the Evidence Act, 1974, statdsstatements made outside the courtroom may be
considered as evidence. Oral, written, or cobdged statements made by parties can serve as
admissible evidence if they do not contradict the provisions of the Evidence Act. The court
acknowledged the reéor further legal guidance regarding electronic evidence collection and
regulation. Despite existing ambiguities in handling digital evidence, electronic records such as
CDs should be recognized as admissible evidence, considering technological rashianceme
judicial interpretation.

V. Nepal Government vs. Urmila Bote (NKP 2078, Volume 11, DN 10773)

An audio recording made by a deceased individual in the presence of a police officer, later
testified to by the officer in court, was deemed admissibleyasyad&tlaration.’ This ruling
exemplifies how audio recordings can be accepted as digital evidence, provided their authenticity
and source are verifiable.

Vi. Bam Bahadur Basnet vs. Nepal Government (NKP 2070, Volume 6, DN 9022)

Digital materials, includinghgios, videos, audio recordings, and CDs, are recognized as
legitimate forms of evidence. Their authenticity cannot be arbitrarily discredited. If one party
presents digital evidence and the opposing party does not challenge its validity, it is accepted as
written evidence. In cases where disputes arise, the authenticity of such evidence must be
examined. The judiciary advises cautious acceptance of modern forms of written evidence while
ensuring their reliability.

Summary of Legal Implications

Thesecaseso|l | ecti vely highlight key | egal princi
the protection of individual privacy, the lawful conduct of investigations, and the careful
handling of digital and el ect mgimmaterial®as vatide nc e .

evidence reflects its adaptability to technological advancements. Furthermore, the significance of
expert opinions is acknowledged, with courts balancing their weight against other forms of
evidence. Ensuring the proper colle¢ctmyaservation, and authentication of digital evidence is
crucial for maintaining judicial integrity in an evolving technological landscape. These rulings
underscore the need to balance individual rights, technological advancements, and legal
principlesiNepal 6s | egal framewor k.

These cases underscore the importance of protecting individual rights, recognizing electronic
evidence, and valuing expert opinions in court proceedings. They reflect the evolving nature of
legal practices and the judiciary'stsfto adapt to modern challenges while upholding fairness,
integrity, and the rule of law.

Admissibility of Digital Evidence in Laws
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Prerequisites for Admissibility of Digital Evidence

1.

Submitting Digital Data as Evidence To ensure admissibility, diggaidence must

meet legal and technical prerequisites. Legally, courts scrutinize the authorization for
searches and seizures, relevance, authenticity, integrity, and reliability of the evidence.
Technically, courts evaluate digital forensics procedwiss,ldboratories, forensic
reports, and the qualifications of forensic analysts and expert witnesses.

Digital Evidence AssessmentCourts ascertain whether proper legal authorization was
obtained to search for and seize information and communicaticoldggHifCT) and
associated data. The forensic relevance of the digital evidence is also evaluated.

Digital Evidence Consideration The integrity of digital evidence is assessed by
scrutinizing the digital forensics procedures and tools used, as weibagpétence

and qualifications of the digital forensics experts involved.

Digital Evidence Determination: The authenticity, integrity, and reliability of digital
evidence are evaluated based on the assessment conducted in the previous phase.
Admissible dital evidence must establish relevant facts, remain unchanged throughout
the forensic process, and be supported by validepemved results.

Challenges on Admissibility of Digital Evidence

1.

Authenticity: Ensuring that digital evidence remains unaltened that proper
procedures are followed during evidence collection.

Accuracy. Maintaining accuracy throughout the digital forensic process, often leading to
inadmissible evidence in court.

Completeness Ensuring a consistent chain of custody to maintiautfenticity and
accuracy of digital evidence.

Convincing: Presenting digital evidence in a-technical manner to ensure it is
convincing to judges and decisicakers.

International Practices on Recognition and Realization of Digital Evidence

Digital evidence is increasingly significant in criminal investigations and prosecutions across
various Asian countries. A research study commissioned by the International Criminal Police
Organisation and conducted by The University of Hong Kong sheds light diffdrewt legal

systems handle digital evidence.

Regional Approaches to Digital Evidence

1. Bangladesh

o Case | aw in Bangladesh recognizes vid
under the Evidence Act (1872).

o The Speedy Trial Tribunal Act permits the usesl@dtronically recorded
evidence, though a conviction cannot be based solely on such evidence.

o The Information and Communication Technology Act (2006) (ICTAB) and the
Digital Security Act (2018) (DSAB) address cybercrime. ICTAB establishes that
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statementsrecorded electronically qualify as written statements under the
Evidence Act.

o The DSAB regulates forensic investigations of digital evidence, and the Cyber
Tribunal, established by ICTAB, can admit forensic evidence obtained under
DSAB.

2. Bhutan

o The Evidene Act (2005) includes electronic documents and records within its
definition of evidence.

o Courts may reject electronic documents if there are concerns about the security
or integrity of the system used to record or store them.

o While hearsay evidence isegelty inadmissible, courts have broad discretion to
allow it.

o The Information, Communications, and Media Act (2018) grants legal
recognition to data messages and electronic documents.

3. Brunei

o The Evidence Act (2014 edi tnfoomation def i n
recorded, stored, processed, retrieved, or produced by a computer.

o Though hearsay evidence is inadmissible, the Evidence Act and the Computer
Misuse Act (2007 edition) allow the admission of congmrierated statements
as proof of content undeertain conditions.

o Courts assess the weight of compygeerated documents by considering
factors such as the timing of data entry and the credibility of the individual
supplying the information.

4. Cambodia

o The Code of Criminal Procedure allows the aami®of all evidence unless
specifically excluded by law.

o The Law on Electronic Commerce (2019) mandates that digital evidence cannot
be rejected solely because it is in electronic form.

A draft Cybercrime Law is yet to be enacted.
In one case, the Extralimary Chambers in the Courts of Cambodia excluded
film footage of an alleged interrogation center due to its repetitive nature and
concerns over authenticity.

5. Maldives

o Although the Maldives Evidence Act (1976) has not been updated to include
digital evidece, courts admit relevant digital evidence under its provisions.

o A new evidence bill, currently under parliamentary review, seeks to formally
incorporate digital evidence into legal proceedings.

6. Mongolia

o The Criminal Procedure Law (2002) recognizesfatisformation obtained in
accordance with the law as evidence.

o Audio and video recordings, including photos derived from them, are classified
as odocumentso and can be used to corr

7. Sri Lanka

o The Evidence (Special Provisions) A88%] allows the admission of digital

evidence, including audiovisual recordings and comgpotated statements.
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o The Electronic Transactions Act (2006) supports the admissibility of data
messages, electronic documents, and other forms of digital catomunic

o Courts may presume the accuracy of electronic records unless proven otherwise.
The Computer Crime Act (2007) introduced new cybercrime offenses and
expanded | aw enforcementds authority t

8. Vietnam

o The Criminal Procedure Codel(Z®) r ecogni zes Oel ectroni
of evidence and outlines procedures for acquiring, preserving, copying, and
displaying such data.

o Expert examinations can be used to verify and interpret digital evidence.
The Law on ETransactions (2005)gts legal recognition to data messages.

These countries display varying levels of preparedness in integrating digital evidence into their
legal systems, with ongoing efforts to update legislation and enhance forensic capabilities.

Best Practices in the Sarch and Seizure of Digital Evidence

1. India

o India lacks specific legislation governing the search and seizure of electronic
devices in criminal investigations.

o In Virendra Khanna v. State of Karnla¢aKarnataka High Court examined the
legal frameworkngder Section 69(1) of the Information Technology Act, 2000,
and outlined procedures for unlocking digital devices and accessing email
accounts.

o According to the court, an investigating officer may request access credentials,
obtain a search and seizureegrar, as a last resort, seek court approval for
hacking. Failure to follow these procedures results in negative presumptions
against the accused.

o On November 7, 2023, the Supreme Court of India issued comprehensive
guidelines on digital device searchesafeguard privacy rights, following a
petition by the Foundation of Media Professionals.

o More recently, on January 5, 2024, the Supreme Court issued a notice to
investigative agencies and the Delhi Police, highlighting concerns over the lack of
transpanecy in seizing journalists' personal digital devices during raids.

2. United States of America

o The U.S. Supreme Court addressed privacy concerns and the lawful search of
digital devices iRiley v. CaliforaradU.S. v. Wur{@pril 29, 2014).

o Thecentral sue was whether | aw enforcement
phones without a warrant upon arrest, particularly for minor offenses.

o The Fourth Amendment protects against unreasonable searches and seizures,
requiring courts to determine on a 4®sease basis what qualifies as
"unreasonable."

o Law enforcement agencies generally require a search warrant to access digital
devices, particularly when stored in private locations like homes or workplaces.
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o In 2014, the U.S. Supreme Court ruled that digital sleanaot be searched
without a warrant or the ownerds con:
information.

o If a digital device is seized during a lawful search, authorities must secure a
warrant before examining its contents.

o A valid warrant must megdegific requirements, including establishing probable
cause, being supported by an oath, clearly describing the items to be searched,
and receiving approval from an impartial judge.

o A general warrant does not automatically permit searches of digiafaleawite
at a location; a separate warrant must be obtained if there is probable cause to
believe a specific device contains evidence of a crime.

This comparative analysis highlights the evolving legal frameworks governing digital evidence
and underscorebd importance of establishing clear guidelines to balance investigative needs
with privacy rights.

General Observations of Digital Evidence Collection Procedures in Nepal

1.

Collection and Seizure of Electronic Deviced.aw enforcement officials often seize
electronic devices from suspects without specific guidelines, leading to potential
violations of privacy rights and leading concern of admissibility of such evidence.
Examination of Digital Content: There is no court warrant requirement to examine
the eleabnic content of seized devices, leading to potentiaicselfination.

Issues of Necessity, Proportionality, and Judicial WarraniNepalese laws do not
explicitly provide for a judicial warrant in digital investigations, rendering law
enforcement's aotis somewhat arbitrary.

Procedural Errors and Arbitrary InvestigationsLaw enforcement authorities may act
beyond necessity, being disproportionate and infringing on privacy without legislative
enactment.

Forensic Examination and Issues of Authenticity Forensic examinations of digital
devices in Nepal are predominantly conducted by the Nepal Police's forensic
department, undermining the principle of equality of arms.

Security and Protection of Digital Evidence Nepal lacks legal provisions and
procedure$or the protection of digital evidence, posing risks to its integrity during court
proceedings.

. Qualifications and Expertise in Digital Forensics Digital forensic examinations in

Nepal are conducted by technocrats within the police organization wigimitt ex
statutory or legal requirements regarding their qualifications and expertise.

Security Concerns and Content ProtectiorDigital evidence submitted to courts often
remains insecure, stored on the same digital devices without proper wiping, risking
unauthorized access to sensitive information.

Recommendations
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To address the challenges in handling digital evidence in Nepal, the following recommendations
are proposed:

1. Establish Clear Guidelines and Protocols Develop comprehensive statutory
guidelines fothe collection, handling, and examination of digital evidence.

2. Chain of Custody Protocols Implement strict protocols for maintaining the chain of
custody of digital evidence from collection to presentation in court.

3. Mandatory Judicial Oversight Introdwce legislation requiring judicial warrants for the
search and examination of digital content.

4. Enhance Data Subject Consent and Right€Enact laws that empower data subjects
to give informed consent for the investigation of their digital devices.

5. Improve Digital Forensic Practices Implement legal requirements for digital forensic
examiners to possess recognized qualifications and expertise.

6. Enhance Data Protection and Securitylntroduce legal provisions mandating the
secure storage, backup, and proteofidigital evidence.

7. Prioritize Necessity, Purposiveness, and ProportionalitfEmphasize the importance
of considering the necessity, purposiveness, and proportionality of digital investigations.

8. Ensure Admissibility and Reliability of Evidence Provide @ar guidance on the
admissibility and reliability of digital evidence.

9. Improve Public Awareness and Training Conduct public awareness campaigns and
training programs for law enforcement officials, legal professionals, and the general
public.

10.Review and Umlate Existing Legislation: Regularly review and update existing laws
and regulations related to digital evidence.

11.Establish Accountability Mechanisms Implement robust accountability mechanisms
to monitor and evaluate the implementation of digital eviderscand practices.

12.International Cooperation Strengthen international cooperation mechanisms to
facilitate the collection and admissibility of digital evidence thamsscases.

Conclusion

The role of digital evidence in criminal justice systeNemdl is becoming increasingly
significant as technology continues to evolve. From cybercrimes to financial fraud and
corruption cases, digital evidence provides crucial insights that aid in investigations and
prosecutions. However, challenges such dgngerauthenticity, ensuring data integrity, and
addressing privacy concerns remain. Proper legal frameworks, forensic expertise, and adherence
to international best practices are essential for the effective use of electronic evidence in court.
As Nepal moves forward in the digital age, strengthening digital forensic capabilities and judicial
understanding will be key to ensuring that digital evidence serves as a reliable and admissible tool
in the pursuit of justice.
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From Reactionto Prevention:A Holistic Strategyfor
Cybersecurity

-Niranjan Kunwar

Abstract:

This paper underscores the urgent need for a paradigm shift in addressingfioybarcrime, transiti
reactivl,-focusathnd®e a proactivieusinessntersttategfts cybercrim@ioaes to pose significant
financial, reputational, operational, and regulatory risks, cybersecurity must be treated as a cc
imperative. The paper examines theylmrohtagndscapesploringhallengeschas deepfake
attacksransoware incidents (e.g., Colonial Pipeline), and cloud misconfigurations (e.g., Capital
Drawing on case studies, the analysis delves into the root causes of these cybercrimes and ide
mitigations. Central to the discussion istbeaatopsiic cybersecurity framework built around three
key pillars: people, processes, and technology. The people pillar stresses continuous security av
and cultivating a robust security culture with leadership suppaat. fohaspsooesbysiness
continuity planning, incident response, and regular audits. The technology pillar advocates a lay
modecludingndpoidetectiatgtaencryptiominerabilityanagemeant] secure software development
practiceghepapeproposathrestepournepcombatbercrigféectivéliyconductiagomprehensive
assessment using frameworks like NIST cybersecurity framework (NIST CSF, 2024); (2) cre
prioritized roadmap aligned with business and (B)gogdéementing and continuously monitoring the
roadmap. By embracing this comprehensive approach, organizations can enhance their cyber
proactively address the escalating risks posed by increasingly sophisticated cybercrimes.

Keywords:

[CybersecurityCybercrimeRisk ManagementCyber Threat Landscape, People Process Technology, Cyber
Resilience, Cybersecurity Assessment, Cyberdaadityap]

Introduction

Cybercrimas oneof the mostpressinghreatsof the digitalage It hasevolvedfrom
isolated incidents of hacking into a complex, multifaceted phenomenon that targets
individuals, organizations, and governments. Modern cybercriminals leverage advanced
technologies, exploit human vulnerabilities, and take advantage of d$imtemia
organizational structures to achieve their objectives.
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As organizationgligitize their operationsadopt cloud servicesand integrateremote work
models,their attacksurfacehas expandedsignificantly This digital transformatiorhas been
acconpaniedoy arisein cybercrimencidentsfrom ransomwarattacksandphishing schemes

to data breaches and advanced persistent threats (APTs). Cyber security can no longer solely be
an IT concern; it's a critical business imperative. A single cybet tamdmflict significant

financial losses, reputational damage, operational disruption, and regulatory fines, potentially
threatening an organizationsy existenceThis paperexploresvhy cybersecuritdemands

paradigm shift from a reactive, ted¢bgedriven approach to a proactive, holistic strategy
encompassing people, processes, and technology. We will examankl regber incidents,

analyze their root causes and potential mitigations, and present a robust cybersecurity strategy
for buildingresilience.

The Businessimpact of Cybercrime

The impacts of cybercrime are-riaching, affecting financial performance, operational
continuity, customer trust, and compliance.Recognizingthese impacts is critical for
understanding why cybersecuritybsisinessriprity and an enterprise risk.

Financial Losses

Cybercrime has become one of the costliest risks for organizations. The global average cost of a
data breach reached $4.88 million in 2024 (IBM, 2024). These cosismadigexpenses

sud asbreachdetectionand containmentalongsiddongterm impacts like customer attrition

and reputational damage.

Ransomware attacks are a prime example. The financial burden extends beyond ransom
payments, encompassing costs for operational downtianestiaration, and secutfgrades.

As ransomwargroupsbecomemore sophisticatedheir demanddiave escalated, with some

attacks seeking payments exceeding tens of millions of dollars.

ReputationalDamage

The reputational fallout from cybercrime loalevastating. A breach erodes custonstand
candeterpotentialkclientsor partnerdrom engagingvith anaffected organization. For example,
the Marriott breach, which exposed sensitive customer data, resultsPmillion fine and
widespreackputationaharm(Info securitfMagazine2024).

Operational Disruption

Cybercrimé&equenthydisruptoperations;ausingubstantialelaysandlosses.

The NotPetya ransomware attack, which crippl
the opeational risks posed by cybercrime. With critical systems offline, Maedikrigutgohs

atportsin 130countriesleadingo losse®f approximatel$300million (Greenberg, 2018).
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RegulatoryPenalties

Governments and regulators are increasingly ilmgpesnalties on organizations taéltto
protectdataand complywith cybersecuritgtandardsBritish Airwaysfaceda £20 million fine
for GDPR violations after a breach exposed customer information (BBC News, 2620). Non
compliance not only resultgimancial penalties but also da@sgaublic and regulatory trust.

Shifting the Paradigm

In the face of escalatingybercrime pusinesdeadershavethe choiceand powerto drive
meaningfuthangeThetime hascometo movebeyondquestioning i dcyberatack will occur
to asking ohowo6 it can be prevented and mit.i
the organization. By shifting the paradigm and asking the right questions, leaders can shape
effective cybersecurity strategies that alignhvghitr or gani zati onds broad

Following four critical questionscanhelp guide this transformation.

1. Iscybersecuritsiloedwithin IT, or isit alignedvith enterpriseéiskmanagement?

For many organizations, cybersecurity remains confinédl dephrtments, treated as a
technical issue rather than a strategic priority. This siloed approach limits its effectiveness and
fails to address the broader risks cyberthr
and reputation. Elevating cydmaurity to a core component of entermilemanagement
ensureghat it is integratedinto decisioamakingat everylevel, aligning defense with the
organi zationds overall strategy and goal s.

2. What are the potential consequencedoth financial and repuational, of a
successful cyberattack?

Quantifying the impact of a cyberattack is critical for sparking immediate action and securing
investmenin cybersecuritinitiatives Leadershouldassesghe potentialfinancial losses and
reputational damage ae#ch could cause. By attaching tangible values (whether in dollars,
rupees, or other currencies) to these risks, leaders can makeftingzesetive investment in
cybersecurity, transforming abstract concerns into actipnadities.

3.How do you equp executivesand directorsto make informed cybersecurity
decisions?

Empowering leadership with knowledge and data is essential for driving effective cybersecurity
strategiedL 00 often,cybersecuritgiscussionselyon fearmongeringyhich can lead t@active
decisiormaking. Instead, organizations should focus on providing executives and directors with
clear, actionable insights that enable them to make informed decisions. Training programs, threat
intelligence reports, and raale metrics can helpithge the knowledge gap, fostering a culture

of informed, proactive leadership.
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4. Arecybersecurifsesourcesptimallyallocated?

Misaligned resources are a common challenge in cybersecurity programs. Leadssgshould
whethertheiro r g a n i @&/l@secuotyinGestmentsre proportionalto the risks they face.

This involves conducting a thorough evaluation of the current program, identifying gaps, and
ensuring that resources are directed towargbhayhy areas.

Aligning investmentswith identifiel risks maximizestheir impact and strengthensthe
organi zationds overall security posture.

By addressing these questions, business leaders can transition from a reactive to a proactive
approach, embedding cyber sec yaradigrg shiihotdnly t hei r
mitigatesthe risks of cybercrime,but also positions cybersecurityas a strategic enabler,
empowering organizations to thrive in an increasingly interconnectddrdigdape.

The Evolving CybercrimeLandscape

Thecybercriméandscapeontinuedo evolverapidly with attackergeveragingew technologies

and exploiting vulnerabilities in innovative ways. Each attack reveals critical gaps in
organizational defenses, underscoring the need for a proactive approach to cylgesmeurity

are three major trends shaping this landscape, along wittotheauses and implications.

DeepfakeAttacks

Deepfakeechnologyhasintroduceda new layerof complexityto cybercrimeUsing artificial
intelligenceattackersancreatehighly convincingaudioand videoimpersonations to deceive

victims. In one notable case, A finance worker at a multinational firm was tricked into paying
out $25 million to fraudsters who used deep
financial officer im video conference call (CNN, 2024).

The success of such attacks is often rooted in insufficient identity verification @otbcols
overrelianceon traditionalauthenticatiomethodsOrganizationghat lack advanced measures
to validate highisk trasactions are particularly vulnerable.
Additionallymanyemployeeseemainunawar@f the capabilitiesf deepfakéechnology, making
them less likely to question siewghy authentic communications.

Ransomwareand Extortion

Ransomwareemainsa dominantform of cybercrimetargetingorganizationsf all sizes and

sectors. The Colonial Pipeline attack, for example, caused widespread fuel shortages across the
U.S. East Coast, disrupting critical infrastructure and incurring significant financial losses
(TechTaget, 2022). The attackers exploited a compromised password to infiltrate the network,
highlighting vulnerabilities in basic access controls.

Theroot causesf ransomwarattackoftenincludeweakpassworgbolicies|ackof multifactor

authenticationand inadequate network segmentation. These gaps enable attackers to gain
unauthorized access and move laterally within systems, amplifying the
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impactof their attacksFurthermoremanyorganizationtackcomprehensivicident response
plans, delayingaevery efforts and increasing downtime.

Cloud Misconfigurations

As organizations increasingly adopt cloud technologies, misconfigurations have emerged as a
leading cause of data breaches. The Capital One breach exposed thdgiao$avedr 100

million individualsdue to a misconfiguredVeb ApplicationFirewall (WAF) that allowed an

attacker to execute sers@te request forgery (SSRF) and gain unauthorized access (ACM
Digital Library, 2022). Weak Identity and Access Management (IAM) controlspenabgpsd
escalation, allowing the attacker to extract sensitive data.

Additionally, inadequate cloud security oversight and poor monitoring practices delayed
detectionThelackof regulaauditsandstronggovernancéameworkgontributed to persistent
vulnerabilities. Leadership and board oversight gaps further exacerlssige the

A Holistic CybersecurityStrategy

Across the previous examples, a common thread emerges: cybercrime exploits weaknesses
people processesndtechnologyAddressinghesevulnerabilitiesequires a holistic approach

that strengthens all three pillars. Each pi
defenses and ensuring resilience against an increasingly sophisticated threat landscape.

People

Thepeope pillarunderscorethe importanceof equippingemployeeto serveasthe first line of

defense. Cybercriminals often exploit human vulnerabilities through tactics such as phishing and
social engineering. Therefore, continuous training programs émeevisalring that employees

can identify and respond to potential threats effectively. These programs should be tailored to
different roles within the organization, addressing specific risks that employees might encounter
in their dayto-day responsibilise Leadership plays aguallyimportantrole in fosteringa
securityconsciousulture.Whenexecutivegrioritize cybersecurity, they send a clear message

t hat protecting the organization is everyon
leves, organizations can significantly reduce their exposure to cyber threats.

Process

The process pillar focuses on embedding cylt
framework. Welllefined processes enable organizations to respond to cybetsswitiyyand
effectivelyminimizingdamaganddowntime A fully fundedinformation security program and

business continuity and disaster recovery (BCP/DR) plans are essential components of this pillar.
These plans ensure that organizations can mabniizcal operations and recover quickly
following an attack. Similarly, incident response plans prieageotocolsfor managingyber
incidents,enablingteamsto act decisivelyduring crises. Regular audits further enhance the

or gani z a tty posiugesby slentifying vulnerabiliteasd ensuringcompliancewith
evolvingregulatoryequirement8yintegrating
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theseprocessemto the broaderorganizationadtrategybusinessesanaligntheir cybersecurity
efforts with operatnal goals.

Technology

Whiletechnologyalonecannoteliminatecybersecurityisks,it formsthe backboneof a strong
security strategy. A layered defense approach ensures that vulnerabilities are addressed at
multiple levels, reducing the likelihood of successful attacks

Thefoundationof thisapproactbeginswith securitypaselineandconfiguration hardening for
all systems, applications, and networks. Secure configurations eliminate default vulnerabilities,
minimizing exposure to cyber threats.

Buildingon this, endpoint protectionand datasecurityplaya crucialrole. Endpoint Detection
andRespons€EDR) providesrealtime monitoring,identifyingandneutralizing threats before
they escalate. Data encryption, both at rest and in transit, ensures that sensiatiennf
remains protected from interception.

Multi-Factor Authentication (MFA) is essential for preventing unauthorized access, significantly
reducingthe risk of credentialtheft. Additionally,securecloud configurationsand network
architecture protedigital infrastructure, ensuring that cloud environments folloyerigdsge

access principles, continuous monitoring, and automated security controls.

As applications drive modern organizations, implementing Secure Software Development
Lifecycle (S3LC) principles is critical. Secure coding practices, vulnerability aastinigg-
partysoftwareassessmentelp mitigaterisksin both internallydeveloped and vendsupplied
applications.

For operationasecuritycontinuousecuritynonitoring vulnerabilitynanagement, and patching

are necessary to detect and address cyber threats promptly. Threat intelligence, Security
Information and Event Management (SIEM) solutions, and proactive patching enhance visibility
and reduce response times.

By adpting a layered technology approach, organizations can stay ahead of cybercriminals,
strengthen defenses, and ensuretimg security. Secure configurations, proantwéoring,

and strongauthenticatiorrontrolscreatea robustsecurityposturethat potects both business

and customer assets.

Together thesethree pillars: people,processesand technologyform the foundation of an

effective cybersecurity strategy. This integrated approach ensures that organizations can address
vulnerabilities comprehsively, align their defense with business objectives, and build resilience
against the growing riskscgber threatand cybercrime.

The CybersecurityJourney:A Holistic Approach

To combat the evavolving threat of cyberattacks, organizations glabalhdopting
structuredand comprehensiveybersecurityourney. This approachfocuseson enhancing
maturity, reducing risks, and protecting critical assets. By addressing people,
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processes, and technology holistically, this journey ensures ommraratiprepared to
navigateghe complexitie®f the moderncyberthreatlandscaperlhe cybersecuritjourney is
typically structured into three key phases: assessment, prioritization, and execution.

Assessmentind Report

The journey begins with assessm@RCMM, 2023), which provides a foundation for
understanding an organizationds current <cybe
but a deep, holistic evaluation that encompasses people, processes, and technology. By
leveraging industrgcognized frameworks such as the NIST cybersecurity framework, 1SO
27001:2022 standard (ISO 27001, 2022), Cloud Security Allianc€ Q&52024) Centerfor

Internet Security (CIS, 2024) or any national and global frameworks organizations can
systematally identify strengths, gaps, and areas for improvement. For example, the assessment
may reveal gaps in the cybersecurity program, employee awareness, deficiencies in incident
response processes, or misconfigurations in cloud environments. Thesenatsighiis

highlight existing weaknesses but also offer a clear Haseliménichto measuregrogress.
Importantly,assessmentsaust be tailoredto the unique characteristics of the organization,
ensuring that the findings are actionableededant.

Prioritize and Decide

Once the assessment is complete, organizations must prioritize their cybersecurity
initiativesbasedn impactandeffort. Givenfinite resources)o organizatiorcanimplement all
recommendations simultaneously. A structured appreadhas the Impadgtffort Matrix as
shown in Figure 2, helps decigimakers focus on initiatives that deliver the highest security
value

Impact 0 The degrego which an initiativeinfluencegsheo r g a n i seeutityrisk n & s

posture:

0 High Impact: The initiat ve i s fundament al to the orgse
securityriskseffectivelylts absencevouldlikelycause significantleteriorationn the
organizationds overall security posture.

0 Moderate Impact: Thenitiativestrengthena keysecurityfunction. Withoutit, the
organi zationds risk management capabil it

compromised.

0 Low Impact: The initiative supports a nantical security component. While its
absenceould introducesomerisk, it would not severehaffecttheor gani zat i onad:
overall security posture.

0 Effort 0 The estimateccommitmentof resourcesncludingpersonneltime, and
budget, needed to complete the initiative:

0 High Effort: Requires significanincreasen staffingor budgetingandwill take
more than nine months of sustained effort.

0 Medium Effort: Requiresdditionalstaffingor budgetingyith an expected
completion timeframe of three to six months.

0 Low Effort: Canbe completedusingexistingresourcesvithin 12 weeksthough
some reprioritation of current projects may be necessary.
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Roadmapand Execution

The final phase involves translating priorities into a structured cybersecurity roadmap. This
roadmap serves as a detailed-stspep action plan, aligning cybersecefityrts with
broaderorganizationajoalslt establisheslearobjectives, timelines, and resource allocation to
ensure efficient execution.

Equally important is the implementation and monitoring, where strategy becomes action.
Successful execution requires assigningersiwp, tracking progress, and continuously
assessing effectiveness. Regular reporting to stakeholders fosters trarsmpérency
accountabilitygnsuringybersecuritiemainganenterprisavidepriority.

This structuredthreestepjourneyis not just theoreticaljt is a provenapproachthat many
organizations globally are successfully implementing to enhance their cybersecurity maturity,
reduce risks, and safeguard their businesses, employees, and customers from cyberthreats. By
aligning cybersecurityitiv enterprise risk management and business objectives, these
organizations are building resiliemcecaeating a competitive edge.

CaseStudy:A GlobalC 0 mp a @ypdrsecurityTransformation

Here is an exampleof a typicalglobalcompanythat embarkedon this journey.When the
organization conducted its initial assessment, it found that its cybersecurity maturity score was
1.5, as shown in Figure 1, significantly below its industry peers. This low maturity level indicated
high risk, with gaps in peoplepgesses, and technology leaving the organization vulnerable to
increasingly sophisticated cyber threats.

Figurel
AssessmantReport

Assessment & Report

1 Initial 2 Repeatable 3 Defined 4 Managed 5 Optimized

** Risk levels are based on data, business reliance on IT, regulatory
requirements, security posture and practices in alignment with
business value and revenue

Regulatory Industry Estimated
Requirements | Comparison Revenue

—— Total score Target Maturity 2023 Sub Company Maturity

Sample Score Card 15027001, PCI
Banking/
DSS, NDPR, CBN  ginancial Services ~$500M

Risk Framework

Asset Management
Communications Business Environment

Improvements . Governance

Strengths

Recovery Planning i Risk Assessment

oVt P ™ Risk Management Strategy
Mitigation / \ Supply Chain Risk Management

Identity Management,

Analysis Authentication, and Access Controls

e |nconsistent respon

Communications / Awareness and Training

Response Planning o o Data Security

Information Protection Processes

Detection Processes and Procedures

Security Continuous Monitori i
Anomalies and Events Protective Technology

Recognizing the critical need for improvement, the organization prioritized cybeasaaurity
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enterprisaisk and developed threeyearroadmapbasedon the prioritization framework, as
shown in Figure 2.

Figure2
PrioritizandDecide

P1: Security Governance
P2: Asset Management
P3: Data Governance and Data
Security
P4: Vulnerability Management
P5: Application Security
P6: System Lifecycle Management
Enterprise
P7: Identity and Access Management
P8: Security Operations and SIEM
P9: Risk Assessment and
Management Strategy
P10: Third Party Risk Management
P11: Access Control
P12: Threat Management
P13: Incident Response Planning
P14: Business Continuity and
Disaster Recovery Planning

Low Effort Medium Effort High Effort P15: Network Segmentation
P16: Security Awareness Training
and Communication

— P17: Legacy Systems

P18: Cybersecurity Metrics

Moderate

Impact

Their roadmapoutlineda seriesof initiatives,focusingon building securityteams, enhancing
employee training, strengtheningegnance frameworks, and implemerdchganced security
technologies. These included Asset Management, Security Governance, Application Security,
Vulnerability Management, Incident Response, Network Segmentaf@twaitghwareness
Trainingand Commungations.Leadershipcommitmentwas pivotal, ensuring the necessary
investments were made to execute the plan effectively.

Figure3
RoadmamdExecution
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Roadmap & Execution

Quick Wins Medium Term Priorities Long Term Priorities
2025
Q1 Q2 : Q3 Q4 : Q1 : Q1 Q2

Project Manlgement ofﬁ:e (PMO) Suppon

P2 Asset Management @ Cybersecurity Metrics
PS Appll:atmn Security P6  System I.lfe:ycle Minagemen(

o Identity and Access Management
o sa:urity Operanons and SIEM
@

Incldem

P13 gesp nsePIanmng : o iness Continuity and Disaster y i
P15 Network Segmentation : : °Legpcy5ynems

@ Security Awareness Training and Communications

By the end of the thrgeear period, the organization had achieved a maturity sBd&rglating

it aheadbf itsindustrypeersTherisklevelwasreducedrom highto low, and the tangible impacts

were significant. Cybersecurity incidents decreased substantially, operational disruptions were
minimized, and the organization was better positionedfdaddmgainstemergingthreats.
Furthermore, cybersecuritypecamea differentiating factor, bolstering customer trust and
enhancing the institutionds reputation. The
incidents but also in improved eéfiy and alignment between cybersecurity and business goals.

This examplehighlightsthe transformativepotentialof the cybersecuritjyourney.By
taking a structured, prioritized approach, organizations can not only mitigate risks but also create
lastingvalue, positioning themselves as lead#hsir respective industries.

Conclusion

Cybersecurity is not just an IT issue; it is a pressing business challenge that demands a proactive
and comprehensive response. The escalating sophistication of atserainoéedwith the
increasingelianceon digitaltechnologieshasmadecybersecurity a critical business priority.
Organizations must evolve from a reactive, siloed mindset to a proactive, integrated approach
that aligns cybersecurity efforts withaldey strategic goals.

Realworld examples, such as the Colonial Pipeline ransomware attack and the Capital One
breach, highlight the severe consequences of neglecting cybersecurity. These incidents
underscoréhe necessitgf addressingystemiwulnerabities,from weakidentity verificatioto
misconfigurealoudenvironmentsTheyalsoillustratethe valueof adoptinga holistic strategy

that aligns defenses with organizational goalscybeesecuritjourneyis not merelyabout
mitigatingrisks;it isaboutempowering organizations to thrive in an increasingly interconnected
world. By adopting this proactive and structured approach, organizations can safeguard their
operations, protect stakeholder trust, and ensure compliance with evolving regulatory
requirements. Furthermore, the integration of cybersecurity into enterprise risk management
transforms it from a defensive measure into a strategic enabler, unlocking opportunities for
growth and innovation. Ithe faceof everevolvingcyberthreatsthe questionis no longer
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whetheranorganization will face a cyberattack, but how prepared it will be to prevent, respond
to, and recover from such incidents. The comprehensive approach outlined in this paper
provides organizations with the tools and strategimeet these challenges fwgdknsuring
resilience, adaptability, and Hergn success in the digital age. Mblestic frameworkof
peopleprocessesindtechnologys atthe coreof building cyber resilience. People are often the
weakest link, buwith the right training, awareness, and leadership engagement, they can
become the first and most effective line of defense. Processes ensure that cybersecurity is
embedded within the organizationds omeratior
response to incidents. Technology providemtieto detectpreventandmitigatethreatsn

real time, safeguardingritical assetsand ensuring operational continuity. The ibtee
cybersecurity journey: assessment, prioritization, and exaovide a practical and effective
framework for organizations to mature their cybersecurity programs. The assessment phase
of fers a comprehensi ve undandstteragihg enabljng thé a n
identification of clear priorities. Theadmap ensuresthat cybersecurityinitiatives are
actionableresourceefficient,andaligned with both IT and business objectives. Execution and
monitoring bring the strategy to life, fostering adaptability and continuous improvement in the
face of evolwig threats.
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Sustainable Management and Protection of Information
Technology (IT) System in Nepal

-Puspa Raj Banstol®

Abstract

The sustainabl e management and protection of I
transformation. While the country has made significant progress in IT infrastructure and policaslevelopment
inadequate asfructure, cybersecurity threats, digital illiteracy, lack of awareness, and limited access to teck
areas persist. Nepal's IT sector has witnessed advancements through initiatives like the Digital Nepal Frame
and the Natiof@tber Security Policy 2023 A.D. However, sustainable IT management requires an integrate
including increased investment in research, robust cybersecurity measures, environmental responsibility,
architecture, and enhanded di | |l iteracy. This article explores
sustainable IT management, emphasizing the need for governmental policy improvements, infrastructure e»
private collaboration to ensteeaadeesilient digital future for Nepal.

Keywords:

[Sustainable IT management, Cybersecurity, Digital infrastructure, Green IT, IT ecosystem, Nepal's digital
transformation, International cooperation]

Introduction:

Nepal ranks at the bottom of the Infation Technology index. Despite being at the tail end, the
country is gradually progressing in the field of IT. In today's era of information and
communication, what is Nepal's position in the development of information technology? What are
the governmert'efforts, and where does it need to pay more attention? This article will focus on
these questions. In the digital age, Information Technology (IT) systems are critical to sectors such
as the economy, education, healthcare, government, and businessitiNépaiapidly growing

IT infrastructure, is no exception. However, the country faces numerous challenges when it comes
to ensuring the sustainability and security of its IT systems. From inadequate infrastructure and
limited cybersecurity awarenesntdgronmental concerns, managing and protecting IT systems in
Nepal requires a strategic approach that balances technological progress with environmental ant
social responsibility. This article will explore how sustainable management practices and robust
protection mechanisms can be i mplemented to

Nepal, like many other countries, is experiencing a wave of this global trend. Software
devel opment and digital services through off
efforts to promote an expestiented IT industry and tech startups have been relatively limited
compared to its neighboring countries like India and China. Nepal's immediate neighbors have
established themselves as major destinations for offshorecougsahile countries like Ukraine,
Moldova, Romania, Vietnam, and Bangladesh are also expanding their capabilities in this field.

28 Puspa Raj Banstola is a Deputy Government Attorney at the Office of the Attorney General, Nepal. He represents
on behalf 6the Government of Nepal in the Supreme Court.
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South Asia, with its large and young Engpsiaking population and a growing emphasis on
STEM fields, has shown remarkgotgress in terms of ICT penetration (NASSCEZIM3.

Information technology (IT) as a tool for semwonomic development is a significant issue for developing
countries (DCs) (Odedra, 1996). The use of IT is rapidly expanding across various eglitgrghénc
economy, particularly within public organizations. Developing countries face enormous challenges, such as
inadequate infrastructure, planning, and manpower, to support IT initiatives (Kirlidog, 1996). Countries are
encouraged to foster econogriowth by entering the "information age" and competing at the international
level. Therefore, many developing countries are attempting to bridge the development gap through
technology acquisition. However, the rapid diffusion of IT in these countriest redways been
accompanied by substantial developmental benefits. This does not imply that IT should be discarded as &
tool for development. There is no question of whether IT is appropriate; it is a technology that cannot be
ignored.

ICT Facts and Figuresin NEPAL.:

1 ICT Development Index:42(1TU, 2021
1 Network Readiness Indéx:4(University of Oxford2023

National Data Source:

1 72.94%0of Household has Smart Phone (CeB6a$

1 15%o0f Households own Computer/Laptop (Cerzd@)

1 37.72 % Households haaeress of Internet #021(Censug02)
1 Total mobile subscription146%of population. (NTA023

1 Total Internet Subscription Rat85.9%(NTA 2023

History of ICT policy in Nepal:

The development of modern ICT in Nepal began with the Telecommusidatioaf 1997 and the
Telecommunication Regulation of 1997, which allowed the entry of the private telecom sector. The first
policy on Information Technology was the Information Technology Policy 2000. Following demands for a
revised policy that includeafdrmation Communication Technology, the Government of Nepal
formulated the Information Communication Policy 2015. Subsequently, the Digital Nepal Framework 2019
was introduced, and more recently, the Government of Nepal enacted the National Cyb&okscurity
2023.

Digital Nepal Framework 2019:

Designed to enable Nepal to harness its potential by leveraging disruptive technologies and driving growth,
the Blue Print provides a roadmap for Digital Nepal. The Digital Nepal Framework consists of One Nation

- Eight Sectors 80 Digital Initiatives. These 80 action plans, spanningeshgrimiddléerm, and long

term goals, aim to implement the Digital Nepal Framework. The framework is seen as an ambitious
approach by the government to raise digital litaracgupport the advancement of ICT in Nepal. It has

been developed as a roadmap for how digital efforts can contribute to economic growth, while also seeking
new solutions to address important societal concerns efficiently and identifying opportiiepes tim

engage in the global economy. The DNF includes 80 activities divided into eight categories: digital
foundation, agriculture, health, education, energy, tourism, finance, and urban infrastructure (Nepal
Economic Forum, 2022).

National Cyber Secuity Policy 2023:
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The National Cyber Security Policy was enacted i
Spaceo. The Goal of the policy is to improve Gl

years,and 80 in15years. Thd g cy envi si oned forming a separate
the related work effective.

The Growing Importance of IT System in Nepal:

Nepal 6s I T |l andscape has seen significanthegr owth
expansion of internet services, and the rise of techpsdrave all contributed to an increasing reliance on

IT system. The education sector, for instance, has shifted tolearting platforms and businesses are
shifting towards digital solut®oto stay competitive. However, the rapid expansion of IT infrastructure has

not meet with an equally strong focus on sustainability and security which are cructairforgmwth.

Major ICT Related Organization in Nepal:

A Ministry of Communication amiformation Technology
A DolT (Department of Information Technology)

A OCC (Office of Controller of Certification)

ANITC (National Information Technology Center)

A Nepal Telecommunication Authority

A E-Governance Commission

A National Cyber Security Centre (Recestblished)

National Information Technology Centre:

NITC was established in 2002 A.D with the objective of developing and promoting the information
technology sector of the Government of Nepal. The NITC manages Government Data Centre at
Kathmandu and Déster Recovery Centre at Hetauda. Major government application and data are securely
hosted in GIDC.

Major IT System/projects in Nepal:

A Nagarik App

A Integrated Tax System

A e-Custom System

A Online Company Registration System

A e-Procurement System

A E-Passport Maagement System (eMRP)

A Land Records Management System

A e-Driving License Management System

A System for Biometric Based Veltist

A Public Key Infrastructure

A Government Integrated Data Centre and DR
A Treasury Single Account

A Centralized Attendance System of Guvent
A Nepal Government Integrated Office Management

ICT related Act/Regulation/Directive and Guidelines:
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A Electronic Transaction A2006

A Electronic Transaction Regulatf97

A Government Agencies Website Development and Management if&tive

A Informatian Technology System Management and Operation Digétide

A Government Integrated Office Management System Operation and Management Directive
2022

A Government @nail Management Directi2817

A Directive for Social Media 12@23

A CyberResilienc&uidelines2023 NRB

Challenges in Sustainable IT Management in Nepal:

In recent years, some investment has come from donors and various sources in information
technology in Nepal, but it remains insufficient. One major disruption is the lack of adequate
funding. Addibnally, there is a need for an integrated information technology policy from the
government. Due to the public procurement policy, the procurement processes across different
offices often do not align, hindering coordinated efforts. For example, wigl¢otgevelop a

system to integrate Nepal's citizen app with India's Aadhaar card, efforts to coordinate among the
Courts, the Attorney General's Office, and the Police system are still ongoing. Furthermore,
retaining IT experts in Nepal is a major atngglewith many government offices, including Courts

and the Attorney General's Office, relying on contract employees for IT services. In the era of
Neuralink and dedicated satellites to data centers, the IT department often focuses on basic task:
such as grchasing new computers, publishing statements, and refilling toner, rather than tackling
more complex IT needs. Sustainable IT management is not just about adopting green technologies
itds about <creating a bal aanduaction effectiviely aver ¢ha t |, é
long term. Some of the key challenges Nepal faces include:

1 Increasing investment in research and development on the use of information technology
in service delivery,

1 Msing the latest technology developed in the field of information and communication on
time,

1 BExpanding access to information and communication technology infrastructure in remote
areas,

{1 HBnhsuring economic access of citizens to technology.

KEaking electmic transactions accessible, secure and effective.

KEaking the news broadcast through mass media dignified and credible as well as to regulate
and control misleading news,

Hacing the growing cybercrime of hacking and cracking,

KEaKing illiterate and geakliterate service recipients digitally literate,

KEanaging scattered settlements for service delivery,

KEaintaining cyber security and privacy of digital information,

KEaking the speed and effectiveness of the internet competitive through the Usest the
technology.

1 Limited Awareness and ExpertiseNepal 6s | T sector stild/l I
about sustainable practices and cyber security. While there are a number of skilled IT

= =

= =4 A4 A4
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professionals in major cities, rural areas continue to fada faps infrastructure and
expertise.

Inadequate Infrastructure:While urban areas like Kathmandu have decent access to IT
infrastructure, rural and remote areas still struggle with limited internet connectivity, power
outages, and outdated hardware wtachmake sustainable IT management a daunting
task.

Cyber Security Threats:With the increasing number of online services and digital
platforms, Nepal has become more vulnerable to-atyheks including data breaches,
phishing attacks, and ransom watge Tack of cyber security policies and training
increases the risk of these threats affecting both businesses and citizens.

Environmental Impact of IT: Like most countries, the IT sector in Nepal contributes to
electronic waste-(easte) and energy constiorp As the demand for devices and data
storage increases, managing the environmental impact becomes a significant concern.

Strategies for Sustainable Management of IT System in Nepal:

To address these challenges, several sustainable practices naagleméeted at different
levels of the IT ecosystem.

1. Adopting Green IT Practices:

Green IT refers to the practice of designing, using, and disposing of technology that is

environmentally responsible. In Nepal, this can include:

1 Establishment of Energyefficient data centres Encouraging the development of

energyefficient data centres, possibly using renewable energy sources like solar power can

significantly reduce the environmental impact of IT operations.

1 Recycling and Proper Disposal of EVaste Estdlishing formal recycling systems for e

waste and promoting awareness about proper disposal techniques can help mitigate the

negative effects ofveaste which is a growing concern worldwide.
2. Promoting Cyber Security Awareness and Training:

Investing ircyber security education and awareness is crucial for tteerfosgstainability of IT
system in Nepal. This can include:

1 Government Initiatives The Nepalese government needs to develop and enforce policies

that prioritize cyber security across sedtatsonal strategies for cyber security and data

protection would ensure that both public and private organizations follow best practices.

Public Awareness CampaignsRaising awareness about common cyber security risks
such as phishing, malware, and padsprotection can help individuals and businesses
protect their sensitive data.
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Training Programs. Establishing IT security training programs for both businesses and
individuals will help build a more informed workforce, capable of preventing and
mitigatirg cyber threats.

Implement Key Performance Indicators (KPIs) for Cyber SecurityEstablishing

precise KPIs enables firms to assess the success of their cyber security awareness initiative
KPIs that give important information about an organization's sgberity readiness

include response times to security incidents and the success rate of phishing simulations
(Pudel, 2024)

Leverage External Resources and Partnership€yber security training initiatives can

be improved by arking with outside groups and making use of the tools that are available
(Associate Press of Pakisan Digital, 2@@%ess to specialist training materials, threat
intelligence, and best practices can be obtained throaporedibns with cyber security
companies, trade associations and governmental organizations

3. Building Robust IT Infrastructure in Rural Areas:

While urban canters are relatively -&eplipped, rural Nepal still faces challenges in IT
infrastructure. Tpromote sustainable management, the following measures can be taken:

1

Expanding Connectivity.: Government and private sector partnerships can help expand
internet connectivity to underserved areas, improving access to essential services and
educational resmes.

Affordable and Durable Hardware Providing affordable, durable, and ereifgyient
hardware solutions will help bridge the gap between urban and rural areas ensuring that IT
system in these regions are sustainable.

GovernmentPrivate Sector Partneship: To guarantee that rural populations have
reliable, reasonably priced, and fast internet connection, the government should collaborate
with private telecommunications providers to increase network cd@masteforidis,

2023)

Establishing infrastructure like mobile broadband towers, satellite internet, and fibre optic
cables can contribute to the development of a more resilient network, even in remote areas.
In underdeveloped rural areas, special regulations andescemdiuld be developed to
promote the growth of internet service, assisting in overcoming the obstacles presented by
challenging geographic terrain.

Affordable Internet Access: Supporting reasonably priced internet plan is important.
Everyone should beble to afford connectivity by using pricing structures that are
appropriate to the local economy. To guarantee the provision of reasonably priced services,
rural communitpased projects like local internet service providers (ISPs) should also be
encourage

Promoting Digital Literacy: Promoting digital literacy in rural communities is important

for ensuring fair access to the digital era. Particularly in impoverished regions, governments

and organizations may play a significant role in integratingedigitgtlon and increasing

access to information technology. Increasing digital literacy equips people with-the know
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how to use online resources, obtain vital services and participate in the digital economy.
Basic digital skills including using mobile égyveccessing online learning materials and
using digital financial services should be taught in training programs aimed at rural
communities. By bridging the digital gap, these programs guarantee that rural communities
can take advantage of the potemptiatented by contemporary technolo@@esdakis &

Showkat , 2024)

4. Encouraging Local Innovation in IT:

Nepal has a burgeoning tech ecosystem, and local innovation can play a pivotal role in building
sustainable IT solutianBhis includes:

1 Supporting Local Startups. Encouraging tech stams focused on sustainable IT
solutions can create home grown innovations tailored to Nepal's specific needs.

T Promoting Open-Source Solutions Opensource software can be a @dfctiveand
sustainable alternative to proprietary solutions, especially for small businesses and
government offices in Nepal. The open source solution can help companies to avoid cost
of purchase of additional licenses which can improve revenue and sustainability
Additionally open source can help border community of Nepal which can be adopted in
multiple government organizations without paying any cost in collaborative approach.

T Promoting Community-Based IT Solutions:Rural communities in Nepal can develop
strong contextrelevant platforms by promoting commudiiyen technological
solutions. These platforms might includeeath services that provide remote doctor
consultations or agricultural apps that offer farming @Qemoenunity tool box,
2025)Local talent can be gathered together through collaborative initiatives like hackathons
and innovation workshops which promote an atmosphere where people in the community
work together to jointly develop technological solutions for comnsswes

5. Disaster Preparedness and Recovery:

Nepal is one of the most disagiesne countries in the world, facing frequent natural
disasters such as earthquakes, floods, landslides, and glacial lake outburst floods (GLOFS)
These events can severgisrupt IT systems which are critical for communication,
emergency response, and economic activities. Therefore, disaster preparedness anc
recovery are essential components of sustainable IT management in Nepal.

91 DisasterResilient Systems: Design IT Systemwith Redundancy and Failover

Mechanisms:

Nepal s I T infrastructure is vulnerable t

can damage physical infrastructure like data centres and communication networks. To

ensure continuity during disastéis,system must be designed with redundancy and
failover mechanisms.

o Redundant Data CentresEstablish multiple data centres in geographically dispersed
locations to ensure that if one centre is affected, others can take over. For example, one
data centreauld be located in Kathmandu, while another is in Pokhara or Biratnagar.

o0 Cloud-Based Solutions:Use cloud computing to store data and run applications, as
cloud providers often have binitredundancy and disaster recovery capabilities.
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o Failover Mechanisns: Implement automatic failover systems that can switch to
backup servers or networks in case of a failure.
1 Develop and Deploy Early Warning Systems for Natural Disasters:
Nepal 6ds topography and <c¢limate make it
GLOFs. Early warning systems (EWS) powered by IT can save lives and reduce economic
loss by providing timely alerts to commun(iBeslimir, 2020)
o Sensor Networks:Deploy IT-based sensors in rivers, mountains, and glacal lake
to monitor water levels, rainfall, and seismic activity. For example, sensors in the
Koshi River basin can provide early warnings for floods.
0 Mobile Alerts: Use SMS and mobile apps to disseminate warnings to communities
in remote areas. The Departmenidgfirology and Meteorology (DHM) in Nepal
has already started using ®&ed alerts for flood warnings.
1 Implement Robust Backup and Recovery Solutions to Protect Critical Data:
Disasters can lead to data loss which can cripple businesses, governitams, Gueta
emergency response efforts. Robust data backup and recovery solutions are essential tc
protect critical datgOffice of the vice president for IT & ClQUniversity of Michigan,
2018)
o Offsite Backups: Store backup® geographically distant locations to ensure data
is safe even if the primary site is destroyed. For example, data from Kathmandu
based organizations can be backed up in a secure location outside the Kathmandu
Valley.
o Cloud Backup: Use clouebased backugervices to ensure data is accessible from
anywhere even if local infrastructure is damaged.
o Disaster Recovery PlansDevelop and regularly test disaster recovery plans to
ensure quick restoration of IT systems after a disaster. This includes identifying
critical systems, setting recovery time objectives (RTOs), and training staff.

The Role of Government and Policy Makers:

The Nepalese government plays a vital role in the sustainable management and protection of IT
system. The government can take the pesrhactions like:

1 Establishing National IT Security Policies: Developing and enforcing national cyber
security frameworks would help businesses and individuals comply with security best
practices.

T Incentivizing Green IT Solutions: Providing tax incentives subsidies for businesses
that adopt enereggfficient technologies or invest in-f&wendly hardware can encourage
more sustainable IT practices.

1 Collaboration with International Organizations: Nepal can collaborate with
international organizations athohor agencies to secure funding and technical expertise
for sustainable IT development.

1 Establishing National Cyber security FrameworksThe Government of Nepal can
create and implement a national cyber security plan that is specific to the nation's
requrements and difficulties. The tasks and obligations of all parties involved public sector,
commercial companies and citizens would be delineated under this framework. Setting
cyber security standards for a range of industries, including banking, healthcare
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government services as well as protecting vital infrastructure and data privacy should be the
main goals of the plan.

Key Actions:

1 To develop and enforce a national cyber security strategy in collaboration with
international cyber security organinatio

T To set policies that prioritize cyber security for national digital initiatives including
government-services,

1 To establish national cyber security standards for both public and private sectors,

1 Promoting Cyber security Education and Awarenes3here are ample opportunities in
Nepal to increase cyber security training programs for the workforce and incorporate cyber
security education in the school's curriculum. Cyber security awareness campaigns might be
started to inform the public about the valugafe online behaviours like spotting phishing
emails, protecting personal information, and creating strong pas$amssan, 2025)
The government and educational institutions can work together to guarantee that students
have a basic understanding of cyber security.

Key Actions:

T To introduce cyber security education in schools and universities as part of Science,
technology, Engineering and Mathematics (STEM) programs,

1 To launch national cyber security awareness cantpatgegucate citizens about
risks such as cybercrime and online fraud,

1 To develop online platforms and resources in Nepali to raise awareness about
digital safety,

1 Funding Cyber Security Research and Development (R&D])nitiatives focused on
funding cybe security research and development might be greatly supported by the
Government of Nepal. Nepal can encourage innovation in cyber security technologies and
solutions that cater to the nation's unique demands by funding research. Research and
developmentuinding can also help local companies, government organizations and citizens
develop technologies that solve cyber security issues.

1 Regulating Cyber Security Standards and Complianc€he government can introduce
regulations requiring businesses, particulaose in critical sectors, to comply with
cybersecurity standards. For example, the financial sector, healthcare institutions, and
government agencies could be mandated to implement robust cybersecurity practices to
protect sensitive data. Regulatoaynéworks might also require businesses to conduct
regular security audits and disclose data breaches. To improve accountability and
transparency, these frameworks can mandate companies to report any data breaches
Additionally, the government could offex advantages or subsidies to companies that
maintain secure IT environments and obtain cybersecurity certifications, thereby promoting
compliance (Federal Register USA, 2023). These actions would strengthen the cybersecurity
posture of Nepal's vital instues and enhance the overall security of the country's digital
environment.
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1 International Collaboration and Cyber Security DiplomacyNepal must understand
the value of international cooperation in preventing cybercrime and advant¢iogbgioba
security standards as a member of the Global Digital Community. By participating in
regional and international cyber security agreements that promote the exchange of threat
intelligence, assist capabityding, and align policies to handle doosder cyber threats,
the Nepalese government may bolster its efforts. Nepal would be able to safeguard its
digital infrastructure and keep ahead of new cyber threats thanks to this cooperation with
regional and international partners. Working on cyhetitysguojects with international
organizations like the UN and INTERPOL is one of Nepal's key priorities. By sharing
resources and expertise, these partnerships would help Nepal improve its cyber security
capabilities. Furthermore, communicating withhSésian neighbours will improve
regional cooperation and enable a more coordinated responseltorderssyber threats
and incidents. Another important step for Nepal would be to take part in international
cyber security events and foryiMepal Telecommunication Authority, 20T8)s would
provide Nepal a chance to embrace cutiilyge cyber security solutions that can be
customized to meet its unique needs, form partnerships, and learn from best practices
around the worldin addition to strengthening Nepal's cyber security posture, this
multinational collaboration would aid in the worldwide battle against cybercrime.

Conclusion:

The sustainable management and protection of IT systems in Nepal are crucial for the country's
growth in the digital age. While challenges like infrastructure gaps and cybersecurity vulnerabilities
exist, there are opportunities for positive change. By embracing Green IT practices, promoting

cybersecurity awareness, expanding IT infrastructuriastarihg local innovation, Nepal can

build a resilient IT ecosystem. With strong governmental support, proactive training, and global

collaborations, Nepal can ensure its IT system remains secure, efficient, and environmentally
responsible for the future.

Solution: Effective implementation of information technology laws and development of
institutional capacity:

{ 7 increase investment in research and development in the use of information technologies
in service delivery,

1 A& incorporate information technology into school curriculum and civic education
programs,

1 AdgHmake social media and mass media digmiflenteadible through effective regulation,
Adgevelop and expand information technology infrastructure nationwide,

= =

/o strengthen integrated information management system through the use of information
and communication technology,

AgEmplement theancept of integrated service flow through and integrated online portal,
Adbprioritize cyber security research and development,

Adgtestablish public access to information and communication technology,

Fe/ake electronic transactions accessibleg seclieffective,

= =4 4
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Keynote Speech: Responses to Emerging Digital Threats and Use
of Technology

- Hon. Hari PrasadPhuyaf®
[é Salutations and Gre®tlngs

First of all] would like to express my thankful gratitiadénviting meto spealon this auspicious
occasion ofnternational Conference on Crime of Digital Age: AnticipaticrgardzRddpiese
Office of Attorney General dfepal to which | share my experience too

On Responses to Emerging Digital Threats and Use of Techrnb&rygyare two maifocuses

the first, Cryptocurrency and Digital Economic Crimed #re second]nvestigating and
Prosecuting AEnabled Crimesn which separate discussions have been scheduled -after tea
break During this discussion, | shegleak on both of the thenta# as one issue

Introducing the Issue

Digitalization Information Technology, Atrtificial Intelligence are no more new terminologies,
especially after the boom of generative artificial intelligence product ChatGPT by OpenAl. These
inventions have speedepthe world s @andtbheee may evelme newer updatesomingafter

Deep Seek

Artificial Intelligence (Al) is a remarkable innovation that empowers humanity to achieve
extraordinary advancements. However, like all technological developnmentsludes a set of
inherent risks. In the wrong hands, Al poses significant criminal threats, amplifying the efficiency
and speed of cybenabled crimes. The potential for misuse is substantialraseAltools can
enhance the effectiveness of cybungal activities.

Moreover, with global interconnectivity projected to reach 41.6 billion connected devices by 2025,
the digital landscape is becoming increasingly vulnerable. As individuals and organizations conduc
more aspects of their lives onlinéadeas emerged as a critical asset, and information has become

a powerful commodity. This environment presents an ideal opportunity for the riseiamnAl

criminal enterprises.

Unlike traditional crimes, &habled offenses can be easily replicateddslaad even sold,
facilitating the commercialization of advanced criminal techniques. Additionally, Al allows
individuals to offer illicit services on digital platforms, further accelerating cybercrime outsourcing.
As a result, Abased digital crimesealbecoming more sophisticated and widespread, posing a
growing challenge to cybersecurity professionals and law enforcement agencies worldwide.

Between January and February 2023, researchers at the leddusm Albersecurity firm
Darktrace observed 5% increase in "novel social engineering" attacks, coinciding with the
widespread adoption of ChatGPT. Similarly, a survey conducted by the security services firm
BioCatch across financial institutions in the United States and ten other countrieghatveale

51% of respondents reported losses amounting to millions dueriabMd crimes in the past

year.

29The speaker anHonorableJustice at the Supreme Court of Nepal
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In Nepal, recent data from the Cyber Bureau of the Nepal Police, as of February 10, 2025,
indicates a total of 10,702 complaints related to-@ayddzd crimes within the past ten months
alone.The data further highlights a concerning trend, with 3,451, 3,856, 6,782, and 19,730
complaints recorded in the last four years, respectively. These figures underscore the alarming ris
in digital crimes Nepal

Alongside this surge, digital economic crimes have also escalated significantly. In the current yeal
the Nepal Police has already recovered NPR 40 million in proceeds from digital financial fraud.
Notably, Facebook has been the primary medium fer ¢hieses, accounting for over 60% of

total digital offenses. Additionally, statistics from the Nepal RastrshBarak63% increase in

financial frauds conducted through digital wallets. Given the current trajectory, digital crimes are
expected to rise finer in the coming years, posing significant challenges to cybersecurity and
financial security.

In Global Digital Economy Conference 2023, United Nations Department of Economic and
Social Affairs highlighted these risks of cybercrime, misinformatigurjvang concerns thus
requiring balanced regulatory measures. UN Departmentaddressed the need for a
comprehensive approach to digital transformation, balancing cybersecurity, personal privacy, anc
the protection of critical digital infrastructures.

Peculiarities of Alenabled crimes: Cryptocurrencies and Digital Economic Crimes

Althoughthesedigital risks do not necessarily require Al, its integration significantly amplifies their
scale, impact, and complexity. The use of Al enhances the capabitifibercriminals by
increasing the efficiency of Hewvel threat actors and accelerating the speed of attacks through
automated Adriven agents. Furthermore,-élabled crimes can be orchestrated from any
location with internet access, making themiyaglobal threat.

The evolving nature of Adnabled crimesan be observed the emergence of new taxonomical
classificationsuch asadversarial perturbatiofidiometrics! automated snoopifgautomated
software? cryptography’, Al blowbacks? Al-enabled phishing attacks, cryptocurrencies, among
others. Alenabled crimeend to become highdpphisticated and complex as these terminologies
sound.

Al significantly enhances the capabilities of eveskided actors, providing them with thelgoo
necessary to conduct financial fraud and other illicit activities with unprecedentddiase.
Cybercriminals are using Al to enapkaterefficieny and speeah their operationsncluding
ransomwareencrypted messagingdamany moreThey use Aland machine learningr
automated phishing email campaigns, malware distribution, credit card fraud, insurance fraud,
generating deepfake identities and money laundéoirggpver Al-bots canfind vulnerabilityof
unprotected servers thus putting sechess agreaterisk.

Cryptocurrency has been a boon for cgherinals. With its help, criminals can move untraced,
and launder proceeds of crime more conveniently. It provides them with an opportunity to use

30 Adversarial attacks on facial recognition systems to bypass security
31Using stolen biometric data for identify theft or unauthorized access

32Using Al enabled surveillance to spy on individuals or organizations
33Using Al enabled malware to infect and control computer systems

34Using Al to crack encryption codes to acasstive data
35Unintended consequences of Al systems leading to security breaches or other crimes
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illicit funds to make money by mining togprrencieslt is not just the monetary value of
cryptocurrencies, but the untraceable way in the banking system that makes money laundering
difficult to track, prevent or investigadt®n-fungible tokensgbbreviated d$FTs, serve the same

utility.

Cybercrime, like identity theft, is also increasingly used to enable money laundering. With the use
of Artificial Intelligencevoice cloningoolsand password crackene accessible easily that can
jeopardizesecurity interfacexd personal and bankiagcountsMoreover, Ecommerce serves as

an ideal platform for criminals to steal credentials and transactiowittathese data and
techniquesa criminal can easily launder their mdfesther, criminals use dark web to evade
detection and scale oatons.

Investigating and Prosecuting Alenabled crimes

Certainly, the use of Al in criminal activities has made traskesgigationand preventiomf

crimesa challenging tasBut it is also true that Diamond cuts diamoAd#l&enabled crimes

involve complex patterns and schemes that make sinisgaptible tAl-enabled solutions.
Artificial intelligence software can identify hidden links with intricate datasets and respond
promptly to ongoing threats. With speed and intelégeinAl, they can be used in investigation
techniques. For instance, through precognpi@dictive policingnd anomaly detection, Al can
predict criminal activity and detect unusual pattérbehavior to identify potential targets of Al
enabled anather crimesFurther,Machine learning models camalyze vast amount of data,
identify frauds in real time and monitor digital platforms to uncover money laundering schemes.
Reports have shownachine learning models accuracy of fraud detection up.to 95%

Use of Al for Investigation of Crimes in Nepal

ReportedlyiNepal Police Crime Investigation Department (CID) is set to 4meséd intelligence

tools for crime control. Also, plans are there to set up digital forensic labs in all provinces.
Evidencecollected throughigital forensics has already been accepted as scientific evidence in one
of the judgments related to onlim@rassment, Government of Nepal v. Aakash B.CC@®77

0001), there seems no problem in accepting techniques and evidencsddiscmg Alenabled
investigationdVith news of formulation of national policy regarding Artificial Intelligence budging
these days, positive steps indhéscan be expected.

Difficulties in Investigating and Prosecuting Al-enabled crimes

However, Imust confess that there are salisputedareas idaw that makeadministration of

criminal justicdifficult in Al-enabled and digital crimes. One of such difficulty is the attribution of
blame and responsibility of-é&habled crimes. Who should be responsidlether it ishe

person who created the Al systeine person who trained it?? tBe Al system itsé#?Who

should be held responsible for the crime conducted by -sehidle or a system that
malfunctioned? How should culpability be decided? How should anyone differentiate whether
poisoned data is fed during machine learning, or it was a systenmdlezrAl system®/hat if

the Al makesagenuine machinaistake, who should be held accountable for the conse§uences
Without a clear module and compliance stanttatibe creatortrainer,or the user must fulfill,

it would bedifficultto holdthe criminal guiltyfor their acts

These crimes transcend national boundaries, making them particularly difficult to combat. With the
rise of the dark web and cryptocurrefacifitated, untraceable-&habled crimes, investigations
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often reach a dead emMdoreover, human agents are increasingly being replacedlbyefl bots,
further complicating law enforcement efforts and reducing the risk of detection for cybercriminal
organizations.

Concerns in Alenabled investigations and prosecutions

Similarly, concerns have been raised about the investigation techniques using artificial intelligence
As the analysis and results of Ald@skbased on the datad during machine learnimge

existing biases and inequity within the datldresultin unequal treatmeiwf particular groups

As it was found in the United States,Ah#ools could not found differences in faeeognition

when it came to people of color. Such tendencies could cause wrongful detention and violation of
human rights. These of partial data and algorithms in decision making process could become a
tool for discriminationAlthough criminal investigations amestly within court guidance, the

chances of abuse of the procedures cannot be nedlattezss, due process, Hraprinciple of

equal treatment under the lesuld be jeopardized@hich are one of the sacrosaietnents of

our constitution and constitutional culture.

Conclusion

Before | conclude, | would like to emphasize heightened needs of adapting new and efficient ways
not only at the investigation and prosecution stage-efiabled crimes, but also during the
adjudication process by the courts. In the Supreme Court, #semnaevcaséovernment of

Nepal v. Mohammad Aadil Khan (87B-0338) to which | presided, a calsadvance fee fraud

adigital economic crimeut not sure if it involved use aiftificial intelligenc@ o that, we decided

it attracted provisions of oBenal Code relating to criminal fraud, despite there being absence of
law specifically relating to digital crimes. Althabhgke kind of flexibilityithin judicial
boundariegs desirable, it is not enough to address vulnerabilities poseechgbkeiddigital
crimes.A set of substantive and procedural laws relating-¢nabled crimes is an imminent
need,for instance, UK is looking forward to criminalizing creating sexually explicit deepfakes.
Moreover,transnationaland organized crime likgeculiaritiesof Al-enabled crimes call for
international support and collaboration at prevention, investigatidencdransfer, and
adjudicationstages | must thank Office of Attorney General for realizing these needs and
convening this highly relewsand important international conferemdech will cater for and
strengthen international collaboration in combattirenAbled digital crimes in the future

Thank you
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Digital technologiesin the work of prosecutors:Russianexperience

-Denis Kunev®*

In Russiathe law enforcemensystemcompriseseveraindependenbodies.Among them, a
specialleadingrole belongsto the RussianProsecutor'©ffice, which hasvery broad powers.
Foundedn 1722by EmperorPeterthe Great,the agencyasover300yearsof history,protecting
public and state interestsand fulfilling its human rights functions for over a century. The
Prosecutor'©ffice is not part of any of the branchesof governmentjt is an independent
constitutionabody and combineghe functionsof criminalprosecutiorwith the supervisiorof
compliancevith laws by all governmenbodiescommerciabrganizationgndnongovernmental
organizations everycornerof the country. Infactthe agencys at the top of the entirenational
systemof control and supervisoryactivities.In addition, the RussianProsecti o rOffise
coordinatethe work of alllawenforcemenagenciem thefight againstrime.

Whenconductingnspectionsprosecutorprovidea legalassessmeinf the complianceof legal
acts,actions,and decisionsf officialswith federallegislationWhen violationsare established,
prosecutorsakemeasuret eliminatehem,compensatéor damagesndinitiateprosecutiorof
the perpetratorgn criminalandadministrativeroceeding$rosecutorsupport thgprosecutionn
courts. Sucla comprehensge anduniversahatureof the prosecutorscompetencallowsfor the
smoothfunctioningof the entirestatemechanisnand,if necessarits timelyfine-tuning,including
in the areeof financiakecurity.

Prosecutor'snspectioncovera verywide rangeof legalrelationsin the economicsphereand,
given its global scale,the number of violationsannuallysuppressedy Russianprosecutors
amountsto hundredsof thousandsOver the pasttwo yearsalone,Russiarnprosecutordhave
supervisedhe investigabn of almost195,000economiccriminal cases;10,0000f which were
initiatedbasedn the material®f prosecutor'sispections.

In generalthe inspectionsthat Russianprosecutorsconduct outsidethe sphereof criminal
proceedingsfirst of all, have erormous preventivesignificanceThey are aimednot only at
eliminatingriolationsandtheir negativeonsequencdsit alsoat preventinghe verypossibilityof
committingoffensesand stoppingillegalcrossbordertraffickingof asset®btainedasa resut of
committingcrimes.

Key aspectsf the prosecutoriaiork relatedo financiakecuritynclude:

ensuringaccesto criticalinformationfor prosecutorso performeffectively;
combatingrimesparticularlfhosemovinginto thedigitalsphere;
recoveing criminalassetfrom abroad;
enhancingrofessionatompetencies.

= =4 =4 A

In 2017 the RussiarProsecutor'©ffice approvedhe Conceptof Digital Transformatiorof the
AgencyOneof its primarygoalswasto createsafeworkingconditiongor prosecutorthemselves
in a modern digital environment.In order for all resourcego function normally, Russian
prosecutorshave implementeda singlecomplexfor detectingpreventingand eliminatingthe

36 Deputy Director General of the General Organizational and Analytical Directorate, Director of the Information and
Analytical Department of the Prosecutor General's Office of the Russian Federati@endegbof Justice, Ph.D.
in Law.

110



Session:Responses to Emerging Digital Threats and Use of Technology
KeynoteSpeech
consequencexd computerattacksWith its help,tensof thousand of incidentsarerecordedand
preventedn the prosecutor'sffice everyyear,includingthoseinitiatedfrom abroad. Duringhe
implementatiorof the Conceptthe RussiarP r o s e ©Ofiide set séverakey tasksfor itself,
includingthe automatiorof activitieshbecausen our time, it is possibleo ensurdinanciakecurity
onlywith theuseof newdigitaltechnologies.

Webegarby creatinga systenof electronianformationinteractiorwithin the Prosecutor'©ffice,
aswell asthe instantexchangef informationwith otherbodiesjncludingfinancialcontrol, such
asRosfinmonitori@omceprosecutorsre,first andforemost,lawyerseachprosecutois provided
with acces$o an up-to-datedatabasef federal regionaland departmentadegalactsfrom their
workplace. A singleportal for the Prosecutor'©ffice has been created providing accesgo
methodologicamaterialsjnspectionreports, and other necessargocumentsjncluding those
specificallyelatedo AML/CFT.

Russiamprosecutoraise 11 departmentainformationsystemsAn electronicregisterof control
andsupervisoryneasurebasbeenput into operationandis successfullysed Work is underway
to createnewfunctionalityfor the statesystenof legalstatisticsywhichallowsnot only to receive
information on all crimes,including financialones,online, but alsoto analyzeavailabledata
accordingto specifiedparametersyhetherit is a largeregion,a remotesettlementpr evena
specificstreet. Thign turn, makest possiblgéo predictthe crimesituationandtakethe necessary
preventivemeasuresncludingthoserelatedto ensuringfinancialsecurityand preventingthe
movemenbf criminalcapital.

The automatednformation system"NadzoWEB," usedby Russianprosecutorsalso greatly
contributedo the efficiencyof supervisoryork, with about100,00@ocumentdeingregistered
daily. Itunitesmorethan3,000prosecutor'sfficesof variouslevelsthroughoutthe countryinto
onesecurenetworkandis alsointegratednto the systenof interdepartmentahteractiorwith all
governmenbodiesandpublic structures. Thigesources veryconvenienandis in highdemand
whenimplementingupervisionincludingin the field of financiakecuritylt allowsprosecutor$o
quicky receivea significantamount of data and significantlyreducesthe responsetime to
violationsof laws.

In total, Russiarprosecutorfiaveaccesso morethan80 typesof informationfrom government
agenciegregistrationcriminalrecords,property,etc) and the ability to makea comprehensive
requessimultaneousliyom all sourcesso to speakat the click of a button. Inaddition,Russian
prosecutorsisea numberof externalnformationandanalyticatesourceso whichtheyhavefree
acces$SPARK Marker GIS Housingnd Public Utilities-Gomplianc&heseresourcesllowthe
checkingof the legalityof transactionsnvolving stateparticipationjdentifyingfacts of market
manipulationmoneylaunderingterroristfinancingandcorruption.

With the help of the electroniccard index of the state automatedsystem"Justice,Russian
prosecutorsdentify legaldisputeghat havesignsof moneylaunderingor illegalseizureof state
and municipalproperty. Forexampléimely entryinto more than 2000 suchprocessefastyear
aloneallowedusto preventthelaunderingf 46 billion rubles(about4.6million dollars) blockthe
transferof assetsabroadin the amountof 7 billion rubles(70,000dollars),and preservethe
propertycomplexeof a numbe of largeindustrialenterprisesTherefore the developmenbf
opportunitiedor electronicacces$o asignificantrrayof datawithoutleavingheir office is one
of the keysto the effectivenessf work in the field of financialsecurityand we are actively
improving this area. Atthe sametime, the developmenbdf a digital societyis associateavith
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significanthreatslt is no secrehow intensivelyhe numberof criminalactsusinglT technologies
isgrowing.

The RussianProsecutor'Office, through supervisorymeansand within the framework of

coordinationof law enforcementgenciess taking measureso improve the effectivenessf

combatingnoneylaunderingn the digitalspaceincludingthroughthe implementatiomf special
powers. Onef thesemeasuresyhichhasprovenits effectivenesss ensuringhe securityof the

global network by removingillegal information, including Internet resourceshat distribute
criminalfinanciakchemes.

The mechanismis as follows: Employeesof the Russia CentralBank monitor the Internet,
identify posts offering financialservicesof a criminal nature,which also serveas methodsof
moneylaundering@ndillegaltransferof capitalabroadandprepareconclusion®n the contentof
theselnternetresourcesThesematerialsarethen sentto the ProsecutoGeneral' ©ffice, where
prosecutorprovidea legalassessmemind preparea requesto blockthe site. This documentis
mandatoryfor Roskomnadzothe agencyesponsibldéor regulatinghe Internetspacen Russia.
The requestis then sentto the employee®f this agencywho forward it to Internet service
providers.At the final stagetheseprovidersrestrictaccess$o specificsiteson the network.In
generalthe entireprocesdrom the momentanillecal resourcas identifiedto its blockingtakes
from 1to 24 hours.

For examplen accordancevith Russianlegislationtens of thousandsof websitesproviding
servicesto pseudeparticipantsin the securitiesmarket, including issuingloans, processing
depositsand offering financialproductsthat misleadconsumershavealreadybeenshut down.
In orderto preventvirtualfraud,whichis the mostcommontypeof crimethesedaysprosecutors
haveensuredhat telecomoperatorsnstallanduseantifraud systemdo preventattemptgo use
personal data for selfish purposes, as well as block calls from fraudsters.
In otherwords,Russiarprosecutorsiaveobligedtelecomoperatordo usespeciakquipmentand
softwarethat detectsuspiciousalls,suchasthose usingspoofednumbersand spoofedtraffic.
For this mechanisnto work smoothly,prosecutorshaveintroducedadministrativdiability for
telecomoperatorsin caseswherethey fail to fulfill their obligationsto block such callsand
connectionsActive useof antifraud systemsand suppressiomnf illegaltraffic allowedfor the
repellingof 34 million attemptgo performbankingiransactiongvithoutthe voluntaryconsenof
clients,preventingtheft and the subsequentaunderingof 6 trillion rublesin 2024 (60 billion
dollars).

The ProsecutoGeneral' ©ffice of the RussiarFederations the coordinatorof the fight against
crimein the country,andit is directingall law enforcementagencieto payprimaryattentionto
counteractinghe useof the shadw segmenbf the Internet,where asis known,drug salesand
launderingrom their illegalturnover most often take place.This includesthe useof software
technologiedike "VPN," "TOR," proxy serversencryptedinternet messengers§IP and IP
telephory, e.commercetools, and digital resourcedor anonymizingproviders.The aim is to
eliminatethe possibilityof fraudstercommunicatingvith victimsvia instantmessengerand IP
telephony.
On the initiativeof the ProsecutoG e n e Offick, dnsendmentareremadeto the Rulesfor the
CentralizedManagementf the CommunicationNetwork (approvedby the Decreeof the
Governmentof the RussiarFederatiorof 12.02.202M0o. 127),which classifythe possibilityof
anonymousiccesso communicatiorservicesndthe transmissioof instantelectronianessages
without their identificationasthreatsto the securityof the Internetin Russigintroducedby the
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Decree of the Government of the Russian Federation of 15.09.2023No. 1509.
This meanghat this year,meaureshavebegunto be takento eliminatethe very possibilityof
anonymous access to communication services.
Last year, mechanismdor combatingthe theft of money from citizens' bank accounts,
compensatindgor damagesand blockingfraudstersfunds were alsoimproved.Their practical
implementatioleganin July2024afterthe entryinto force of the relevantegislativerovisions
(FederaLaw No. 369FZ of July24,2023). Themendmentactuallyobligebanksto refuseto
executelients'ordersto carly out transactionsn accountsf thereis informationin the Bankof
Russiadatabaseabout the movementof funds through the detailsof suspectedraudsters.
Moreover, such transactionsare checkedsimultaneouslyy both the payer'sbank and the
recipiensbank.

In the modernworld, oneof the mostserioughreatso mostcountriess the illegaluseof crypto
assets, which are used for active  crossborder capital movement.
The growth of investmentsn this areahas naturallycausedhe rapid spreadof nevw money
launderingschemesyhich areintensivelymovingfrom the creditandbankingsectorto the non-
bankingsector,ncludingcryptocurrencgonversiorplatforms. Wearerecordingthreatsof using
virtual assetdo move illegalfinancialflows, includirg the uncontrolledwithdrawalof capital
abroad.

For exampleo-calledprofessionalaunderersorganizeschemeghat allow cashingout income
received in digital currency from trading on illegal online platforms.
In manycasespaymentsor drugsandothe goodsprohibitedfor circulationpurchasean the
Internet are transferredto electronic wallets opened in both fiat and cryptocurrency.
After that,thevirtualcurrencys carriedout throughacomplexchainof transactionsncludingthe
use of mixers and tumblers for the purpose of additionalanonymizationof transactions.
In turn, the fundsaresentto electroniowvallets(cryptocurrencyallets)which are controlledby
specifioorganizeatrimegroup$ customersf professiondinancierdaunderersl hesefundsare
then transferredo bank cards,includingthosein foreignjurisdictionsand withdrawnin cash.
In Russiajudicialandinvestigativ@racticehasnow beendevelopedo combatcrimesrelatedto
their criminal,includingcrossborder,turnower. Forexampldastyear,for the first time at the
interstatelevel, we initiated the arrestof virtual assetsbelongingto membersof a criminal
community,stolen from citizensas a result of fraud on the Binancecrypto exchange. The
introductionof specializatiorfor law enforcemenbfficers,aswellasdomesticsoftwarebasedn
blockchain,also contributesto effective investigationsOne such product is " 7ransparent
Blockchain," operatedoy Rosfinmonitorithg nationalfinancialintelligenceageny. It allowsfor
therevelatiorof schemesf illegalkcryptotransactionandchainof theirparticipants. Athe same
time, new criminal schemesre alreadybeing usedto laundercriminal proceedsand illegally
transferthem abroadCryptocurrencycrowdfunding on the blockchainplatform is becoming
popularasa methodof Internetmonetizatiorfor illegalpurposestor exampleriminalsorganize
fictitiousfundraisingcampaignsupposedlyo collectdonationsand latercashthemout. At the
samdime,outwardlythismaylook like alegitimatdransactionsincetheincomewasreceivedsa
resultof acrowdfundingpayment.

Online gameswith a mode of buyingand sellingvirtual items,e-commerceand servicedor
bookinghousingare usedto laundermoneyand llegallytransfercapitalabroad whenso-called
"launderétsook apartmentgayingwith acreditcard,andlaterthe ownerreturnsthe moneyfrom
the paymenbr cashed out, includingabroad. Alongvith digitalcurrencypthertypesof virtual
asets have also begunto be actively used around the world. These include nonfinancial
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decentralize@ssetssuchas nodungible tokens (NFJistual itemsin online video gamesand
launderingn metaverse3.heRussiaP r 0 s e Office loelieGesha thesetrendshavebecome
quite stable which allowsus to talk abouta practicallyestablishedewtype of so-calledDE-FI
crime. Butcanit be effectivelycombated®Ve believethat thereis a wayout. Newtechnologies
openup newopportunitiedor commtting suchcrimesandthesesametechnologiesffer digital
solutionsto overcomethem. Today,on the Internet,everyonecanfind relevantinstructionsfor
users,startupsoffering their servicesn this area,and eventrainingcourses. Irthe digital age
artificialintelligencas increasinglypecomingthe front line in the fight againsfinancialcrime,
includingmoneylaunderinghelpinganalystautomatehe searchprocessdisplayingand linking
suspiciouactionsof companiesr individuals. Similaechnologiebavelongbeenusedn Russian
financialintelligencagenciesuchasRosfinmonitaring

The ProsecutoGeneral'Office of Russiaecentlycreateda unit designedo introduceatrtificial
intelligenceaechnologiesnto prosecutoriahctivities in termsof predictingoffensesln March
2024, the ProsecutorGeneralof Russiaapproveda correspondinghreeyear plan for the

introductionof artificialintelligencento the work of prosecutors. This alsoone of the urgent
tasksof prosecutorin the field of ensuringinancialsecurity. Butlespitesignificaneffortsin the

areaof financialsecurityboth Russiaand other countriesare facedwith the fact that illegally
obtainedassetganbe transferrechbroadwhichraisegjuestiongboutthe needfor their prompt
return. Variouaspectsf thiswork arerelevanfor the entireglobalcommunityandhavebeenfor

morethanadecadeApproacheso it areconstantlpeingtransformedinderthe influenceof new
challengesnanyof whichdid not existjustafew yearsago,suchasthe movemenof capitalfrom

onejurisdictionto anotherusingdecentralizefinance.

In recentyearsthe topic of assetrecoveryin one aspector anotherhasbeenconsideredat
meeting®f the UN, FATF, EAG, BRICS,G20, APEC,andOECD. The G20 summitadoptedhe
High-Level Principlesto StrengthenmAsset RecoveryMechanismgo Combat Corruption and
RelatedEconomic Crimes.In particular,the Russianprosecutor'soffice took part in their
developmentwithin the framework of the G20 AntiCorruption Working Grolipe world's
continuinginterestin the problemsof internationacooperatiorin the field of assetrecoveryis
largelyexplainedy the still significantsizeof illegalcrossborderfinancialflows andthe no less
significanproblemsof combatinghemandrestoringviolatedpropertyrights. Accordingo UN

data,the amountof criminalincomelaunderedn the world hasamountedo 2 to 5% of the
world'sgrossdomestigproductannuallyfor manyyearspr in monetaryterms,from 800billion to

2 trillion US dollars. Atthe sametime, accordingo the World Bank,a significantpart of them
(approximatelyp to 80%)aretransferredo foreignjurisdictionghat areoffshorezonesor large
financialcentersfor the purpcse of concealinghem, usingthem criminally,and also further
introducing them into legal economiccirculation.In modern conditions, the processef

searchingarresting,confiscatingand returningassetsare complicatedoy the rapid spreadof

criminalturnoverof cryptocurrencieendothervirtualassetsit the samdime,the so-calledong

standingoroblemof disclosindpanksecrecyandinformationon beneficiabwnersof asseti the
processof providingmutualinternationalegalassistancen criminal casesthe lack of effective
mechanismé$or the internationalexchangef suchinformation,and refusalsto cooperateor

politicalreasonsyhichhavealreadypecomeraditionalstill do not losetheirrelevance.

The UN Convention against @or{WiiCAChasbeenthe fundamentainternationatlocument
providingspecifidegaimechanismir thereturnof criminalassetérom abroador over20years.
Its fifth chapteris actuallythe centralchapterof the convention,for the sakeof which this
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internationatreatywasdevelopedand adopted Althoughit includesonly 9 articlesdevotedto
generaprovisionspreventioranddetectiorof transfersof proceed$rom crime,measurefr the
directreturnof propertyandmechanismfor the seizureandconfiscatiorof property,in general,
theseprovisionscoverall the mainmechanismef internationalegalcooperation. Thdevelopers
of the Conventionattemptedo providecomprehensiveneasureaimed firstly, at preventinghe
withdrawalof illegalcapitalabroad.and secondlyat creatingmechanisméor its returnthrough
criminalandcivil procedures. Ithe prefaceo the first editionof the ConventionlUN Secretary
GeneraKofi A. Annancalledassetecovery'a new fundamental principle thatftaysdation for more
active cooperation between states to prevent and detect corruption, as well as to rettirn funds ob
As for the terminologyusedin the UNCAC, the originaldraft of the documentusedthe English
term"Fundsto desgnateassetsyhich,accordingo the definitionof the Oxford Law Dictionary,
is understoodas"financial resourées.examplén Russiarfinanciallaw, only public financesare
relatedo them.

As a synonymfor the term "Fundsin the samedictionay, the term "Assetsis used,whichis
employedn a broadereconomicsenselt wasthis termthatremainedn the final versionof the
conventionemphasizinthe relevancef the conventionprovisionson the returnof asset$rom
abroadequallyto both public and privatelegalrelations. Thughe institution of the return of
criminal assetsfrom abroad has an interdisciplinarynature, since the accompanyindegal
proceduresre regulatedoy criminallaw and criminal procedurecivil law and civil procedue,
financial banking,customsand administrativéaw. It is alsoregulatecdby new brancheof law
suchasdigitallawanddigitalsecurityaw.

In Russiathe keyrole in both the implementatiorof the UN Convention against Coamgthua
coordinatdn of the work of statebodiesin the field of assetecovernyfrom abroads assignedo
the ProsecutoGeneral' ©ffice of the Russiarrederation. Fahesepurposeswehaveformedan
interdepartmentalvorking group, which includesrepresentativefom 17 state bodies and
organizationsvolvedin the assetecoveryprocessleadingscientistn thisfield alsotakepartin
its meetingsWithin the group, we considerspecificcasesdevelopand improvethe necessary
regulatory framework, and prepare metlodological recommendationgor investigatorsand
prosecutorg-or exampleve havedeveloped detailednstructionon the procedurdor organizing
work on the return of assetgrom abroadobtainedasa resultof committingcrimesand other
offensesWe have alsoprepareda practicalstepby-step guideto the return of assetdor the
competentauthoritiesof foreign states,containinginformationon the legalregulationof this
processn Russiathe necessargata,andpracticabdvicefor foreignservice®n draftingrequests,
takinginto accounibur legalsystemlt is postedin RussiarandEnglishon the official websiteof
the ProsecutoiGeneral'ffice of the RussiarFederatiorand the portal of the UN Office on
DrugsandCrime.

Speakingiboutthe practicalaspect®f prosecutorialvork in the field of assetrecovery) would
like to notethatwe annuallysenddozensof request$o the competentauthoritie®f foreignstates
on criminalcasesvith arequesto seizgproperty. Ingeneralpasedn decsionsof Russiarcourts,
the competentuthoritief foreignstateshaveseized/5 realestatepropertieof the accusedas
well astheir financialassetgincludingdigitalcurrency)n the amountof 420million US dollars.
For our part,we takea respmsibleapproacho fulfilling the request$or legalassistancesceived
by our foreigncolleaguesThereis a practiceof returningassetsrom Russiao the requesting
statesHowever hationaimechanismiBavebeendevelopedh manycountriesandin our opinion,
a period is now approachingvhen the existinginternationallegalinstrumentsare no longer
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sufficient, especiallywhen the crossborder movementof assetsoccurs using decentralized
platforms.

In responseo thesechallengesye havepreparedoroposalsto improvethe internationalegal
regulatiorof assetrecoveryin the form of aresolutionof the Conference of States Parties to the UN
Convention against Corrwpicncallson allto developan AdditionalProtocolto this Convention

on asserecovery. Ilgeneratheseproposalsreasfollows:

1 First: Regulatiorof the return of virtual assetgin particularwe proposeto establisha
singlestatusandlegalregimefor virtualassetdpr examplequatinghemto property asis
done in our country; determiningcommon mechanismgor assessinghe amount of
damageausedndlegalizegbropertyin cryptocurrencygswell asits seizurestorageand
return;introducingan obligationfor persongrovidingservicesgor the turnoverof virtual
asetgo cooperateavith lawenforcemenagencies).

1 Second Detailedregulatiorof internationatooperationn thereturnof assetsbtainedas
aresultof offenseshatarenot classifieéscrimes.

T Third: The possibilityof returningassetghat havebeenseizedby a court decisionas
compensatiofor acivil claimor paymenbf afine,aswellasthe arrestconfiscationand
returnfrom abroadof assetsthe rightsto whichthe guilty persondhaveregisteredn the
nameof third parties.

1 Fourth: The inadmissibilityof politicizingcooperatiorin the areaof arrest,confiscation,
and return of assetsincludingwhen consideringequestdor legalassistancand law
enforcemenassistancdhis includeghe inadmissibilityf introducingassemanagement
ard disposalsystemsat the internationallevel that limit the sovereigntyof statesin
choosinghe methodof disposingf returnedassetattheirdiscretion.

We presentedheseproposalghis yearat meetingsof prosecutordrom the BRICSand SCO
statesandwe generallyound support.l think we will continueto work in this direction,astheir
implementatiowill be anadditionakteptowardensuringylobalfinanciakecurity.

Finally, the last aspectl would like to addressis improving the competencie®f modern
prosecutorsin orderto effectivelycounternew challenge@ the field of financialsecurity a
prosecutotodayneeddgo be acompetentigitalprosecutorasthe rapidlydevelopingrchitecture
of virtualspaceyeneratesewriskseveryday,andlegakystemsnustensureaproperandadequate
level of responsedo them. Forthis purpose,our universityof the Prosecutor'©ffice of the
RussiarFederationywhentrainingfuture specialist&and improvingthe qualificationf current
employeesudiesspeciatoursegimedatimprovingthedigitalcompetenciesf prosecutors.

Our universityis one of the leadingaw schooldn Russiawith its centraloffice in Moscow,and
branchesn sevenRussiancities. Foreign studentsalso study with us, and prosecutorsrom
different countriesalsoimprovetheir qualificationsOur universityhasa researchnstitutethat
datesbackto 1949 publisheseveratcientificjournalsandl ampleasedo invite youto sendus
articledor publicationin Russia. Aumberof monograph&avebeenpublishedor prosecutorst
the University, including on the topic of ensuringfinancial security, assetrecovery,and
investigatingligital crimes. Forexamplehe book 0 Ex peri ence and Probl en
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EM dence in R u s s i was recentypubBlisheddni which sdintistsirénT dure s 6
Universityanalyzedhe practice®f investigatinginanciakrimesn dozenf countriesThe book
waspublishedn both Russiarand Englishandis postedon the websiteof the UN Office on
Drugs and Crime. Ingeneralwe pay significantattentionto the methodologicasupport of
prosecutoriadupervisiomn thefield of financiakecurity.

Overthe pastthreeyearsthe ProsecutoGeneral' ©ffice of Russidhaspublishedmorethan100
informationlettersyeviewsandmethodologicakcommendatiorfer prosecutorgelatingonlyto
the field of financialsecurityln thesewe certainlydisseminatéhe positiveexperiencef various
subject®f the RussiarFederdabn andalsobringto the attentionof prosecutorshe mistakeshat
mayoccurin the classificatiomf crimesandlaw enforcementOne of the mainfunctionsof the
RussiarProsecutor'©ffice is to ensurehe unity of the legalspacehroughoutthe county. For
exampla 2022 we publishedmethodologicalecommendationsn combatinghe legalizatiorof
proceeddrom illegaldrug trafficking, which describeclearalgorithmsfor actionsto identify,
document,and prove crimes.They were preparedjointly by the ProsecutorGeneral'SOffice,
Rosfinmonitorangdthe bodiesconductinghe preliminaryinvestigation. LagearMethodological
Recommendatiorfer the Organizatiorof Prosecutor'Supervisiorover the Implementatiorof
Lawsat the PreTrial Stageof CriminalProceedingandin the Implementatiorof Operational
Investigativéctivitiesin the Sphereof Combatinghe Legalizatioof CriminallyObtainedFunds
werepublished.

Russiarprosecutorslsotakepartin trainingstudentsandforeignspecialistin otheruniversities
andeducationatentersFor exampléhe MGIMO UniversityMaster'sprogramhasintroduceda
courseon "InternationalCooperationn AssetRecoveryandpublisheda textbookon "Returnof
Criminal Assetsfrom Abroad: Theory and Pradice." Prosecutorsactivelycooperatewith the
InternationalEducationaland MethodologicalCenterfor FinancialMonitoring. Ingeneralby
decisiorof the ProsecutoGeneralbf Russialgor ViktorovichKrasnov,Russiarprosecutorsre
makingsignificantefforts to disseminatend popularizebest practicesn the field of financial
security. Ovethe pasttwo yearsprosecutordraveconductedrainingeventsin this areawith
prosecutorfrom morethan30countriesaaroundtheworld.

The possibilitieof crossbordercivil confiscatiorare not yet fully utilized,and thereis serious
politicizationof internationalegalcooperationwhich hasa negativampacton globalfinancial
security. Athe sametime, manyjurisdictionshaveaccumulatedignificanipracticalexperiencea
databasef casehasbeenformed,andinternationatooperatiorhasbecomemuchfasterthanks
to electronianeanf communicationgontactpersonsandpointscreatedvithin the framework
of variougnternationahssociations.

There are many expert meetingsto exchangeexperienceand best practiceswhich givesus
confidencethat all the problemsl mentionedtoday will be successfullpvercome,and the
effectivenessf internationalegalcooperationn the field of ensuringglobalfinanciakecuritywill
onlyincreaseThisiswherel seetheimportanceof our meetingoday.
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Cryptocurrency Company Hacking Incidents and Money
Laundering Activities

-Ingi Lee¥
Abstract

Cryptocurrengy tevolutionized the financial landscape, offering decentralized, secure, and borderle
However, its inherent anonymity and lack of regulation have made it an attractive target for cybe
paper explores significant hadkintg ingolving cryptocurrency exchanges, focusing onfitwo prominer
Exchange A and Exchange B. These cases highlight sophisticated hacking methods such as phis
authentication bypass, watering hole attacks, and advantatomalvidch sgidtied in the theft of
significant funds. The study delves into the role of North Korean hacking groups, including Lazaru:
in orchestrating these cyberattacks. It examines the characteristics of malwatanssdamssaling sh
multiple incidents, including similarities with attacks on Sony Pictures and Nonghyup Bank. Furi
analysis |inks these cybercriminal activitie
international s@ons. In addition to detailing the hacking techniques, the paper examines the challer
stolen cryptocurrency. Advanced tracking efforts uncovered connections between domestic and N
activities, identifying launderitiyoagte€hinese OTC traders and Korean exchanges. Collaboration v
FBI was crucial in securing robust evidence, including the identification of Bitcoin addresses d
criminal activities. Finally, the paper presents insiglasnidéoingomegzhanisms, including the use o
domestic accounts, gift card purchases, and smuggling operations to legitimize stolen assets. The:
the need for strengthened cybersecurity frameworks, international cgaméoatientoacdnmbgtildter
rising threat of cryptocteteted/crimes.

Keywords:

[cryptocurrency, cybercrime, hacking incidents, malware exploitation, North Korean hacking groups, money
laundering, FBI collaboration, and regulatory reforms]

1. Virtual Curency Hacking Case Overview

Cryptocurrency hacking investigations often originate from victim reports submitted through

platforms such as Shinmungo, Koreads officie
uncovered a breach at Exchange Arevbeer 31,000 customer records were stolen from the
CEOG6s private | aptop. The attackers demandec
stolen data if their demands were not met.

As the investigation unfolded, malicious email attachments se@t y pt ocurr ency E
CEO were linked to similar activities targeting other cryptocurrency exchanges. This discovery
expanded the investigation to include Exchange B, revealing the coordinated-laydretllti

nature of the hacking campaign.

2. Owerview of Infringement Cryptocurrency Exchanges
2.1 Exchange A: Methods of Hacking

2.1.1 Threatening Emails

7l ngi Lee is a Senior Cybercrime Investigator at the
Cyber and Technology Crime Department. With 11 years of experience in cybercrime investigations and two years
specializing in technology leakage cases, Lee plays a key role in combating digital threats and safeguarding technologi
assets. Lee can be reached at lingi@spo.go.kr.
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North Korean hackers targeted Exchange A using phishing emails containing malicious code.

‘ @ Hacker posted hacking data | e suwe «a o s o s ose e oo
On the website Elen o -
—_—
-

Hacker

@& Hacker send blackmail ———
And required Money

[& ® Sendind an email ———
wrth maware @ Stole |[customer's —
information A %

Figure 1: Overview of Threatening Email Scheme

a. Emailsih ect ed the CEOG6s computer with mal war
b. Hackers accessed 08&r00CGcustomer records.

c. Using the stolen data, they sent threatening messages to the CEO, demanding payment.

d. When the CEO refused, the hackers began posting the stolen data online.

2.1.2 Bitcon Theft Through Authentication Bypass

Hackers exploited vulnerabilities in OTP (Dimee Password) authentication systems commonly
used by Korean exchanges:

_———— @ Sell victim's CryptoCurrency

N @ victim’s account - @
\ |
. A 1 ® Purchase Bitcoin
Hacker = »

| T
Lg -% ‘,.-" @ Bitcoin Transfer

(D Log in with victim’s Account
on mobile phone company website -
(using) VPN, Proxy

-
-

® Check victim's the SPAM message box
- &x) OTP Number: 9345

Hacker's wallst

(@ Set OTP call number
as SPAM number

The Victim's Mobile Service Provider Website

Figure 2: Overview of Authentication Bypass Intrusion

a. They accessed victims' accounts on ma@boiles provider websites, leveraging commonly
reused passwords.

b. OTP messages were redirected to spam folders by registering victim numbers as spam.

c. Hackers sold victimsd cryptocurrency hol d
tcoin.

d. They retrieed OTPs from spam folders to complete unauthorised transactions, transferrin
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g Bitcoin to external wallets.

2.1.3 Bitcoin Theft Through Voice Phishing

Hackers combined stolen customer data with voice phishing tactics:

17 billion KRW

@ Pretending employee of
@ Send victim's cryptocurency Company =
info to Accomplices -
—_— ® Passing authentication code

Hacker % Voice phishing , Voice phishing victim
LN ‘
== \\ 0 /'
‘ Ay & e
AN & 7
L\ $ e’
&y \\ _ec}”l
@ Log in with victim's Account S 2
(using) VPN, Proxy \\ ,\d\u/'
@ sell all victim's CryptoCurrency 7
LY O 5
S £
\\ @ Buy the bitcoin with cash
A ) 4 ® Bitcoin Transfer
S — )

Purchase Bitcoin Hacker's wallet

Figure 3: Overview of Fund TheMdisinPhishing

Accomplices posing as cryptocurrency exchange staff contacted victims.

Claiming accounts were compromised, they requested verification codes.

Trusting the impostors, victims provided codes, enabling unauthorized Bitcoin purchases.
The schme resulted in financial losse2 df7billion KRW from62victims.

aoop

2.2 Exchange B: Advanced Malware Exploitation

2.2.1 Watering Hole Attack

This sector presents the cryptocurrency exchange B hack and the key elements involved in the
breach. A notable feme of this attack is a watering hole attack, infecting vulnerable mobile
phones with malware. The entire process of cryptocurrency theft is outlined below

L]
-

-~
-~ . . .
=4 @ Hacking website & install
watering hole code
Hacker
& Mobile phone's malware infection
~
@ Malware infected Mobile phone
receiving OTP code
@ Sending an email with malware v

® Changing authentication
phone number with

l infected Mobile phone number
b

@ Hacking Administrator accounts

=

@ Malware infection of CEO’s Notebook B Crwtocurrency Exchange Sever

Bitcoin hacker
wallet ransfer
—

Hacker's wallet
75 BTC Exortion

Figure 4: Overview of the Theft Process Through Watering Hole Attack
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Compromising a Web ServerThe hackers infiltrated a web server and implanted malicio

us watering hole code that would automatically infect mobile phones running outdated mo
bile software versions.

Mobile Device Infection: Once infected, these compromised mobile phones were later us
edto intercept OTPs (OrR€&ime Passwords) required for authentication.

HWP Malware Deployment The hackers sent a resume to the CEO of Cryptocurrency
Exchange B, disguised as an application for employment. However, the attached HWP Wor
d file contained hiddenalware.

Computer Infection: When the CEO opened the Word file, their computer was infected
with the malware.

Credential Extraction The hackers
were stored on the compromised computer.
Server Infiltration: Using the stolen credentials, the hackers logged into the Cryptocurrenc
y Exchange Bo6s server. Th e ¥ usedhfa authenticatie r e d
ni to match the numbers of infected mobile phones controlled by the hackers.

Execution of Unauthorized Transactions With the OTPs intercepted via the comprom
ised phones, the hackers successfully authenticated transactions.
Bitcoin Theft: Finally/5Bi t coi ns wer e transferred
ets.

extracted the ser\v

from

This attack highlights thsophisticated methods employed by cybercriminals to exploit

vulnerabilities in cryptocurrency exchanges, combining multiple advanced techniques to

achieve their objectives.
3. Analysis of Malware Characteristics

3.1 HWP Malware Analysis

The HWP (Hangul Wd Processor), a widely used Korean office software, was exploited in
targeted attacks on cryptocurrency exchanges. The steps involved in these malware attacks at

detailed below:

Hacker's malware
distribution and control

Process CPU Private Byt.. Working Set PID Description
*ollydbs.exs 0,02 16,128 K 8,972 K 2304 Free 32-bit Analysing D.,

F- 30T A

3 OLLYDBGEXE 313 25,960 K. 23,900 K 1140 OllyDbg, 32-bit analysin.,
5 @ Hwp.exe 12,004 K 2352 HAANSOFT HWP 2007
(2) BS2 K 3628
[Malware infected person] - . e
Additional malware downloading ‘
Remote control, key 1093ing g
l I
@ EMB000009e8126f
N MB000009e81261.ps
Buld Time: Tue Nov 06 00:5417 2007
®
C:WProgyam Fie< WCommon Fles WHnc WCommon WingFiters W Woes, 60Wbr Wb, exe
ommard ire:
TWerogan Flesi Moot Wost Moot oxe” C- WusersWEE Whoca Wreng Whnc W
Malware C&C server ‘

gAY VAL S H ] ] 2 ] 2]

Commant

W

wrt.n /o0 commen sy,
Veqwert 1NITPETN, _wa Tedl mIAN((
Jogwerd 100196, “nn Load) opLakC

Figure 5: Overview of Malicious Code Operation in Hangeul Office Format

Delivery of Malicious Files Hackers sent emails containing HWP documents embedded
with malicious code to targeted recipients.
Execution of Malware Once recipients opened the HWP document, the malware was act
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ivated, infecting their computers. The malweeedged gbb.exe, a legitimate HWP progra
m component, to execute its payload.

c. Exploitation of Vulnerabilities: Hackers exploited software vulnerabilities by cr&fgng .
(PostScript) files that served as arguments to gbb.exe, enabling the executimusftmalic
ode.

d. Injection of Malicious Code The malware injected harmful code into the memory of th
e HWP program, allowing it to operate covertly without detection.

e. Connection to Command and Control (C&C) Serverd he malware communicated wit
h a C&C server, athtified through analysis of the executable code. This server acted as a c
ontrol hub for the attackers.

f. Remote Command Execution Once connected to the C&C server, the hackers gained ¢
ontrol over the infected systems, enabling them to:

- Download and depl@additional malware.
- Remotely manage the victimds computer.
- Capture sensitive data through keylogging.

These sophisticated techniques allowed hackers to exploit HWP vulnerabilities effectively, stealing
sensitive information and maintaining persistentot@ver compromised systems. The level of
planning and execution demonstrated in these attacks highlights the advanced strategies utilized b
cybercriminals in targeting cryptocurrency exchanges.

3.2 Attributes of Malware

The malware utilized in cryptoamty exchange hacking incidents reveals sophisticated strategies

linked to advanced cyberattacks. A total of 31 distinct types of malware were collected and
analyzed during the investigation. Key similarities to prior suspected North Korean hacking

campaigs include:

1 The Sony Pictures Hacking An attack characterized by data theft and destructive tactics.
1 Malware Disguised as Samsung Messenger Softwarebreach targeting corporate sys
tems through deceptive software.
1 The Nonghyup Bank Network Attack: A soplisticated intrusion into the financial secto
r using advanced malware techniques.

The analyzed malware shared the following operational features among North Korean malware:

a. Command Execution system of Command and Control (C&C) Servefhe malware
communicad with remote C&C servers, allowing attackers to issue commands and mainta
in control over compromised systems.

b. Mal wareds Source c:od*®pedaoi fEixad osttr iFngse eLmbset
ode enabled the identification and extraction of fddriien targeted systems.

c. Custom Decoding Functions Identical decoding functions were observed across multipl
e incidents and designed to decrypt malware strings and evade antivirus software detection.

These overlapping attributes strongly indicate aatimmmbetween the cryptocurrency exchange
attacks and other North Koreelated hacking campaigns. The reuse of specialized tools and
consistent strategies underscores the advanced capabilities and coordination of the groups involve
in these incidents.

4, North Koreads Crypto Hacking Activitie
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North Korean hacking groups, including Lazarus and Kimsuky, have evolved their focus over the
years. During the early 2010s, these groups were primarily engaged in cyberterrorism, exemplifie:
by the Korea Hydro & dclear Power (KHNP) hacking incident in Korea. However, as
international sanctions tightened, their activities shifted towards hacking cryptocurrency exchanges
and financial institutions to secure funds.

Examining recent trends in cryptocurrency hacktideits involving North Korea reveals
notable statistics:

Estimated value stolen by DPRK-linked hackers
2016 - 2023

== Number of hacks [l Total value stolen

$2.08 25
$1.7B

20
$1.5B

15

$1.08 10

$0.58B / /\
$2M $29M

$0.0B

Value stolen
Number of hacks

2016 2017 2018 2019 2020 2021 2022 2023

Source: Chainalvsis 2024 Crypto Crime Report

Figure 6: Statistics on North Korea's Cryptocurrency Exchange Hacking

1 In 2022 although the number of hacking incidents was smaller ##38ithe total value
of funds stolen was higher.

1 In 2023, North Korea executed a rectareakind@20hacking incidents, marking the highest
number ever recorded.

5. Money Laundering Through Korean Cryptocurrency Exchanges

Many cryptocurrencies obtained through hacking are flowing into South Korean exchanges for
money laundering purposes. The main reason is that the price of Bitcoin is frequently traded at
higher prices on Korean cryptocurrency exchanges than in global markets. Several key factors
contribute to this phenomenon:

9 Strict Foreign Exchange Regulations Kor eads ¢l osed mar ket s
rency controls create conditions that favour price discrepancies.

1 Market Volatility: High levels of individual investor participation drive significant market
volatility, further amplifying price differesc

1 Exchange Rate Fluctuations Variations in exchange rates significantly impact cryptocurr
ency prices on domestic platforms.

On average, cryptocurrencies are traded at prices exceeding those on international exchanges |
approximately 2% annually.

5.1 Btcoin Tracking Limitations
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During the investigation of cryptocurrency exchange hacking, we monitored over 60 Bitcoin
addresses that were identified as being connected to stolen cryptocurrency funds. The tracking
process proved challenging as the stolenifid remained frozen in these addresses and were
never transferred to cryptocurrency exchanges for cashing out. This stagnation limited the ability to
trace further movements of the stolen assets.

5.2 Tracking Stolen Cryptocurrency and Laundering Routes

Tracking stolen virtual currency provides a comprehensive view of sophisticated laundering
activities. Several years ago, the U.S. Department of Justice uncovered 280 cryptocurrency
addresses |linked to North Kor eaé addresses wenesi v e
associated with the laundering of stolen Bitcoins through Chineséh®©€eunter (OTC)

traders, which significantly obscured the traceability of transactions.

Figure 7: Flowchart of North Korea's Stolen Cryptocurrency Rheds.8n&lgpedtiment of Justice

Subsequent analysis of blockchain transactions revealed that a notable portion of these illicit funds
flowed into Korean cryptocurrency exchanges. These exchanges acted as pivotal nodes in the
laundering process, facilitgtithe conversion of stolen assets into liquid currency or other
cryptocurrencies. This pattern underscores the complexities of tracking stolen funds in the
cryptocurrency ecosystem and highlights organised cybercriminal groups' strategic exploitation of
regional financial structures.

5.3 Linking Domestic Crimes to Hacked Funds

The connection between Bitcoin addresses used in domestic crimes and those associated witt
hacked cryptocurrency funds was thoroughly analyzed. In domestic hacking incidents,
cybercrninals exploited victims' personal information and vulnerabilities, demanding Bitcoin
payments to specific addresses. Through this analysis, we identified four cryptocurrency exchange
as recipients of the stolen Bitcoin.
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Figure 8: Flowchart of Noa'&étacked Cryptocurrency Funds

Notably, the analysis uncovered that Bitcoin from both domestic victims and North Korean
hacking activities converged at the same addresses within a Korean cryptocurrency exchange. Th
overlap highlights a complex netwairkaundering routes, emphasizing the strategic coordination
between domestic and international cybercriminals.

5.4 Bitcoin Tracking Results

To streamline the analysis of Bitcoin transactions, we established key criteria to guide the tracking
process. Spi#ically, transactions were considered only if Bitcoin was transferred directly from the
suspectds address or through a single inter
exchanges.

Findings

1 Exchange A: A total of 50,622 BTC, valued at appimately $515.78 million, was lin
ked to 10 addresses.

1 Exchange B: 102,791 BTC, equivalent to $883.73 million, was associated with 11 add
resses.

1 Exchange C: 36,908 BTC, amounting to $241.16 million, was connected to 25 addres
ses.

1 Exchange D: 5,226 BTC, worthpproximately $31.34 million, was traced to 2 addresses

5.5 International Cooperation with the FBI

During the investigation, securing robust evidence of criminal activities became a priority,
prompting collaboration with the FBI. This cooperation ehtafesschecking and detailed
analysis of 49 suspected Bitcoin addresses, leveraging international expertise to uncover critice
connections.

Key findings from this joint effort include:

a. Direct Criminal Links: Four Bitcoin addresses were conclusiveld liakaiminal activiti
es, providing concrete leads for enforcement actions.

b. Money Laundering Connections The remaining 45 addresses were traced to money laun
dering operations, predominantly involving ChineseT@eeCounter (OTC) traders who
facilitatedhe movement of illicit funds across borders.
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This collaboration not only revealed significant details about the scale and sophistication of the
laundering network but also emphasized the essential role djoatesscooperation in
addressing the complelallenges posed by cryptocurreal@ted crimes. The partnership with
the FBI provided valuable insights and strengthened the investigative process, showcasing the
importance of international alliances in combating cybercrime.

5.6 ldentification of Domestic Accomplices

Through Bitcoin tracking efforts, investigators identified three cryptocurrency exchanges in Korea
linked to hacking and fraud activities. Further investigation into the account holders uncovered
four suspects with the following profiles:

cryptocurrency cryptocurrency Cryptocurrency
exchange Company A exchange Company B exchange Company C

Korean A Korean B Chinese National A Chinese National B
Received Bitcoin Leaked from (Chinese International Student) (Resident of Korea with Korean Spouse)
Exchange Hack - Received Bitcoin Leaked from - Received Bitcoin from Multiple
Received Bitcoin from Multiple Exchange Hack Fraud Victims
Fraud Victims - Received Bitcoin from fraud

wirtims

Figure 9: Identification of Four Suspects Involved in Money Laundering

1 Two Korean Nationals Both were found to be directly involved in facilitating the transfer
and laundering of stolen cryptocurrency funds.

1 One Chinese International StudentThe suspé@ctively engaged in transactions connec
ted to illicit funds.

1 One Chinese National Residing in KoreaThe suspect married to a Korean woman

These findings highlight the diverse backgrounds of the suspects and their coordinated
involvement in cybercriminadtivities, underscoring the complexity of identifying and addressing
domestic accomplices in cryptocurree@ted crimes.

5.7 Linked Accounts and Coordinated Money Laundering

Access logs revealed a highly coordinated effort to launder stolen fussismadtiple
cryptocurrency exchanges. Specifically, the login history demonstrated that the same IP addres
was used to access Exchange A to initiate a withdrawal. Shortly thereafter, the same IP was used t
log in to Exchange B. This synchronized actmglighted the interconnected nature of the
accounts, providing compelling evidence that they were operated by a single, organized entity
specializing in money laundering activities.
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Figure 10: Identification of Four Suspects Involved in Mpney Launderi

These findings emphasize the critical need for enhanced monitoring systems and robust IP
tracking mechanisms to detect and prevent coordinated laundering activities in the future.

6. Money Laundering Methods

6.1 Detailed Money Laundering Techniques

One of the critical money laundering techniques employed by the suspects involved strategic
exploitation of financial systems and consumer goods. Analysis of bank transaction histories

revealed the following:
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Figure 11: Bank Transaction Records afr Sdspegtsdundering
1 Frequent Cryptocurrency SalesApproximatel800million KRW was transferred to do
mestic bank accounts through @@separate cryptocurrency sales transactions.
1 Gift Card PurchasesThe same amount of money was subsequently trahgfamehe
se accounts to dulyee shop accounts, specifically to purchase gift cards.
1 Repetitive Patterns This cyclical pattern of fund movement and gift card purchases appe
ared consistently in the transaction records, indicating a deliberate artat dgatedean
g strategy.
1 Conversion to Consumer GoodsT he gift cards were used to buy-fhéty items, such as

cosmetics, which were later smuggled abroad.
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This process allowed the criminals to effectively obscure the origins of stolen funds, dgmonstratin
their money laundering operations' sophistication and calculated nature. Such activities highlight
the critical need for enhanced scrutiny of financial transactions.

6.1 Detailed Process

The complete money laundering process employed by the crimirak netwlved a
meticulously planned sequence of actions designed to obscure the origins of stolen cryptocurrency

The process is outlined as follows:
Chinese National B
(Resident of Korea
with Korean Spouse)

I I (D

Group of Hackers

i S
/ Duty-free shop
(Purchase of Cosmetics and Other Items)

Figure 12: Bank Transaction Records of Suspects for Money Laundering

a. Transfer of Stolen CryptocurrencyHackers initially transferred stolen cryptocurrency to
domestic accounts created by Chinese nationals residing in Korea. These accounts acted a
the first layer of the laundering network.

b. Notifications and Conversion Accomplices received raale notifi@tions about crypto
currency transfers through messaging platforms such as QQ. These accomplices quickly co
nverted the cryptocurrency into cash to minimize the traceability of the funds.

c. Purchase of Gift CardsThe laundered cash was then moved into desigaounts co
ntrolled by the network. These funds were systematically used to purciiiesesihay g
ift cards, a key step in diversifying the stolen assets.

d. Acquisition of Duty-Free Goods Utilizing the purchased gift cards, the network acquire
d highvalue dutyree items, including luxury cosmetics and electronics, which are in high
demand in international markets.

e. Smuggling and SaleThe acquired goods were smuggled out of Korea usiagaveih
ated channels. These items were sold in foreignsnedkeferting them into clean cash th
at was difficult to trace back to the original theft.

f. Fund Redistribution: Finally, the proceeds from the sales were transferred to accounts sp
ecified by the hackers, completing the laundering cycle.

This sophisticatednultilayered operation highlights the advanced planning, coordination, and
exploitation of both financial systems and consumer markets by the criminal organization.

Conclusion
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This investigation provides andepth analysis of the sophisticated hackiy laundering
techniqgues employed by cybercriminal networks targeting cryptocurrency exchanges. Through
hacking cases of Exchange A and Exchange B, we uncovered advanced methodologies such &
phishing attacks, authentication bypasses, and wateringaterieest along with the exploitation
of specialised malware like HWP. These incidents highlight vulnerabilities in the cryptocurrency
ecosystem that are actively exploited by entities such as North Korean hacking groups.

The investigation also revealezldtbmplex laundering mechanisms utilized to obscure the origins

of stolen funds. Techniques ranged from the use of gift cards awdliegbonsumer goods to
smuggling networks and coordinated activities across multiple exchanges. The role oflinternationa
cooperation, exemplified by collaboration with the FBI, proved instrumental in tracing illicit funds
and identifying key players in these operations.

To combat these threats effectively, a 4fimaéited approach is required. This includes
strengtheningybersecurity measures across exchanges, implementing more robust tracking and
monitoring systems, fostering international alliances, and addressing gaps in regulatory framework:
By adopting these measures, stakeholders can significantly reducedbedisigscpbercriminals

and ensure a more secure and resilient cryptocurrency ecosystem.
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Cryptocurrency and Digital Economic Crime

- Mani Raj Shresth&

Cryptocurrency and
Digital Economic Crime

For International Conference on
Crimes of the Digital Age: Anticipation and Response
27-28 February 2025, Kathmandu, Nepal
Office of the Attorney General

Mani Raj Shrestha
Deputy Director
Nepal Rastra Bank (the Central Bank of Nepal)
Foreign Exchange Management Department
February 28, 2025

The Background (1/2)

U Fully convertible current accounts since February 12, 1993.
U Capital account is not convertible.
U Approval route for foreign investments into Nepal.

* Since June 28, 1981 with enactment of "Foreign Investment and Technology Related
Act, 1981".

= Now prevailing Foreign Investment and Technology Transfer Act, 2019.
U Statute restricting investments abroad from Nepal.
= No foreign exchange facility for such.
= However, allowed to make investments abroad from earnings during stay abroad.
= Need to bring into Nepal while returning.

= [f prefers to continue investments abroad, need to give written notice with details of
investments to Nepal Rastra Bank (NRB), the central bank, within 35 days, post
returning.

38 The Speaker is a Deputy Director at Nepal Rasta Bank (the Central Bank of Nemddsamter the Foreign
Exchange Management Department.
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Notices on Cryptocurrency

« Virtual Currency/
Cryptocurrency

» Virtual Currency/
Cryptocurrency (including
Stable coing), NFT, Digital
Assets, DeFi, Hyperfund,

. (including Stable Pyrami.d based network
o Virtual Currency/ | coins), Hyperfund, marketing
Cryptocurrency, | Pyramid based network | * EF}R:’QE" as per FERA &
 Cryptocurrency Hyperfund, rarkeins o Alnside Nepal & Nepali
e Transaction, use & |  Pyramid based [ 1\°!/%0@ citizensfinstititions mftside
— - ' twork » Allinside Nepal & Nepali
* Bitcoin mining. ne WO[F citizensfinstitutions Nepal
e NRBAct& « Punishment marketing outside Nepal y Tfa"lsac"°”£ N
FERA o Noticeas perthe | Notlegal « Transaction, use, :2:25‘;‘:”";2? Ic;:sgnrssir;’ Ip,
e FXlicense power from FERA. | Allinside Nepal ;:‘;?L;ZT;ZT; vestment | transter romitance,
and Nepali | ownership, ansfer. | €xchange, mining related
citizens outside remittance, exchange, thkSI ,
Nepal mining related tasks * FeEanSc;gl'Ln 0
. - . i
o Legalaction * Legal action
» FERA Section 12
August 13,2017 September 9, 2021 January 23 @0,22, _— August 15, 2022 April 3, 2023 ,
(Bitcoin price: $4.073) (Bitcoin price: §46,391) (Bitcoin Pﬂlﬁ&f §36,271) (Bitcoin price: $24,137) (Bitcoin price: $27,790)

T

e Statute (1/2)

UForeign Investment Restriction Act, 2021 (FIRA):

» Section 3: Restriction of investment abroad from Nepal.
UForeign Exchange Regulation Act, 2019 (FERA):

» Section 9C.: Payments from Nepalese residents to outside Nepal is prohibited,
except as specified by NRB.

" Section 10A.: Investment abroad from Nepal and foreign investment into
Nepal are to be as per notice published by NRB.

UNepal Rastra Bank Act, 2058 (NRBA):
» Section 52(1): Monopoly right of NRB to issue banknotes and coins.

UNepalese Currency Circulation Increment Act, 2014:

* Preamble: To increase circulation of Nepalese currency in Nepal.

@Mani Raj Shrestha
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The Statute (2/2)

Criminal Code, 2074: Amended on April 12. 2024 (2080/12/30 B.S.)
U Section 125A.: Restriction in use of Hundi related transaction

* A business for transfer of value or settlement or payment from Nepal to abroad or
from abroad to Nepal by use of person, instrument, or any other medium, other than
by specified institution or instrument as per prevailing laws.

* Punishment: Seizure of the assets from such act with imprisonment for one year and
fine 1n accordance to the value.

U Section 262A.: Restriction in use of virtual currency

= Prohibition 1n the creation, sales, transaction, exchange or transfer, holding, issuance
or giving of any virtual currency except the currency issued by NRB for the purpose
of usage, facilitate usage of, to obtain payment for transactions inside or outside of
Nepal or for settlement of accounts or for any other purpose whether the name of the
currency is used or not.

= Punishment: Seizure of the assets from such act with imprisonment for five years and
fine in accordance to the value. @Marl Raj Shresths '

Cost of Sending Remittances to Nepal (World Bank, 2024 Q3)

Cost of Sending | Cost of Sending | Least Cost Corridors from Sending Countries (From Lowest to
USD 200 (in | USD 500 (in %), Highest, in Terms of Cost)
%), Average Average Lowest |  Lowest2  Lowest3 Lowest 4 Lowest 5

India 3.10 1.66 Nepal Sri Lanka  Pakistan Bangladesh

Malaysia 3.68 2.92 India Nepal Philippines  Vietnam Indonesia
Oman 2.84 1.25 Pakistan India Sri Lanka  Nepal Jordon
Qatar 3.80 2.06 Pakistan ~ SriLanka Nepal Jordan India

Saudi Arabia 5.54 2.88 Yemen Sri Lanka  Pakistan Nepal Philippines
UAE 3.18 1.94 Pakistan ~ SriLanka Philippines India Nepal

UK 3.75 2.95 Pakistan India Poland Philippines  Sri Lanka
USA 4.95 3.64 India Ecuador =~ Honduras  El Salvador  South Sudan

O https://remittanceprices.worldbank.org
[ Latest data: 2024 Q3 (World Bank).

O Nepal is lowest 5 destination for sending remittances from India, Malaysia, Oman, Qatar, Saudi Arabia, and
UAE.

U Nepal is not lowest 5 destination from UK and USA (Significant diaspora of other countries than Nepal).

@Mani Raj Shrestha 9

O No data from other countries to Nepal.
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Challenging Notice on Cyptocurrency: #1

O Writ filed on March 26, 2018 (2074/12/12 B.S.).

O Challenging NRB Notice dated January 13, 2018 (2074/04/29 B.S.).

O Writ filed by M.T.

O Filed against: GoN and NRB.

U Questioning delegated legislation of NRB.

O Stating benefits of cryptocurrency.

O Verdict date: November 28, 2024 (2081/08/13 B.S.): Full texts pending.

Challenging Notice on Cyptocurrency: #2

O Writ filed on August 18, 2022 (2079/05/02 B.S.)

O Challenging NRB Notices dated January 13,2018 (2074/04/29 B.S.),
September 9, 2021 (2078/05/24 B.S.) and January 23, 2022 (2078/10/09
B.S.).

U Writ filed by S.B. and others.

 Filed against: GoN and NRB.

U Questioning delegated legislation of NRB.

( Stating benefits of cryptocurrency.

QO Verdict date: November 28, 2024 (2081/08/13 B.S.): Full texts pending.

Cyptocurrency: #1

O Case filed on January 25,2022 (2078/10/11 B.S.).
Q Claim amount: Rs. 376,411,001.

[ Case filed against: 4 persons from Kailali (2 male and 2 female: D.K.,
B.K., N.K,, and A.D.).

O Case filed by Department of Revenue Investigation (DRI).
O Case filed at Kathmandu District Court.
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Cyptocurrency: #2

O Case filed on March 15, 2022 (2078/12/01 B.S.).
O Claim amount: Rs. 97,469,983 (B.L.) and Rs.75,759,000 (P.S.).

O Case filed against: 2 persons from Morang (a female & a male: B.L. &
P.S.).

O Case filed by Department of Revenue Investigation (DRI).
O Case filed at Kathmandu District Court.

Cyptocurrency: #3

d Case filed on January 25, 2024 (2080/10/11 B.S.).

Q Claim amount: Rs. 419.4 million.

d Case filed against: 2 persons from Jhapa (two male: R.C. and S.Y.).
d Case filed by Department of Revenue Investigation (DRI).

d Case filed at Lalitpur District Court.
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Cyptocurrency: #4

Case filed on October 1, 2024 (2081/06/15 B.S.).

Claim amount: Rs. 567,541,973.

Case filed against: 4 persons (A.S., P.R., S.K., and R.L.). S.K. and R.L. are fugitive.
Case filed at Kathmandu District Court.

Persons involved in a Nepalese company.

O00D0dOo

Nepali company having similar name of a company in USA (US company owned by
PR holder of UK, Nepalese origin).

Functions of companies: Social Media Marketing, Content Creation, Graphic
Designing.

[

Outsourcing by US company to Nepali company.

OO

Payment from US company to Nepali company.

0 Proceeds used in cryptocurrency.

Cyptocurrency & Digital Economic Crime: #1

U Case filed on August 9, 2022 (2079/04/24 B.S.).

U Claim amount: Rs. 419.4 million.

U Case filed against: Kavre (B.S.).

U With help of G.B.S. (Dubai).

U Victim: J.U.

U Case filed at Kathmandu District Court.

U Fraudulent account transfer from J.U. to B.S.

U Later, B.S. found to be involved in Cryptocurrency with help of G.B.S.
U Collection of funds from migrant workers promising low cost remittances by G.B.S.
U Then, investment of such funds in cryptocurrecy.

U Later, sending into bank accounts of B.S.

U Deposit asked by court from B.S.: Rs. 600,000.
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Cyptocurrency & Digital Economic Crime: #2

O Case filed on January 21, 2024 (2080/10/07 B.S.).

O Claim amount: Rs. 286,042,508,754.

[ Case filed against 17 persons: R.S. (Kathmandu, Bagbazar) and others
(12 fugitive).

O Involvement of Nepali, Indian and U.S. residents.

O Case filed at Kathmandu District Court.

O Cross-border settlement of funds: Hundi.

O Use of such proceeds in Cryptocurrency.

Cyptocurrency & Digital Economic Crime: #3

O Case filed on May 1, 2024 (2081/01/19 B.S.).

O Claim amount: Rs. 104,078,546.

O Case filed against: P.K. (a readymade store operator at Kathmandu).
O With the help of an Indian national of New Delhi (B.M.)

O Case filed at Kathmandu District Court.

O Cross-border settlement of funds between Nepal and India: Hundi.
O Use of such proceeds in Cryptocurrency.

Key Findings & Issues (1/2)

O Exodus of Nepalese abroad: Foreign employment and higher education.
O Nepal's economic environment.

[ Increased diaspora abroad and interaction with foreigners for economic
digital crime, viz. cross-border settlement, betting etc.

O Higher returns in cryptocurrency and FOMO.

O Investment opportunities at Nepal.

O Attraction towards low cost of sending remittances to Nepal.
O Attraction towards higher exchange rates.

O Trade payments: Underinvoicing/overinvoicing. Reference prices at
Customs rather than actual price.
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Key Findings & Issues (2/2)

O Foreign exchange regime: Capital account inconvertibility.

O Taxation on formal transfers: Education taxes on foreign tuition fees
(3%), service taxes (15% and 13%), taxes on freelance income (5%).

Q Ceiling on payments: Service purchase ceiling (USD 5K, USD 12K,
INR 3M, INR 30M), natural person as applicant (USD 1.5K), living cost
for students (USD 2.5K to 8K), settlement (USD 5K), passport facility
(USD 2.5K).

O Accuate ascertainment of value and recovery of such amounts.
O Lower financial literacy.

O Public awareness program.

Q International cooperation.

References for Cases

https://www.bbc.com/nepali/news-60750653

https://ekantipur.com/news/2024/01/25/filed-a-case-with-a-demand-of-42-crores-in-the-
case-of-cryptocurrency-trading-55-17.html

OO

https://nepallive.com/story/271174
https://mepallive.com/story/275404
https://www.setopati.com/social/279184
https://shilapatra.com/detail/79959
https://baahrakhari.com/detail/344201

https://techpana.com/2024/146350/case-registered-in-the-court-against-crypto-trader-
piyush-khetana

o000 o

(.

https://nagariknews.nagariknetwork.com/economy/1417281-
1706058003.html?click from=just in

O https://kendrabindu.com/economy/83705/
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Analysis of the Patterns of Cryptocurrenekelated Financial Crimes
and the Legal Responses

- Li Pengfei*
Abstract

Cryptocurrency, characterized by decentralization, anonyrhiydemlighidhycroas been increasingly
used while also triggering financial crime risks sudeasgnbaey |lauml illegal operations, posing grea
challenges to financial supervision and judicial disposal. This paper takes several typical cases
related financial crimes as samples and entry points, such as "criryess & payongptaoareiicrimes
targeting cryptocurrency,” and "crimes using cryptocurrency as a guise." After sorting out the ex|
obstacles, and difficulties in tcuemasearch and assessment, the evidence acgedions, and
determination of such cases, this paper will summarize and analyse the patteaus fofacigiptocurren
crimes and then propose targeted and practical legal responses. It will also explore the possibilitie:
improvingse handling, promoting legal perfection, strengthening international cooperation, and jo
financial security.

Keywords:

[Cryptocurrencies; Application of law; Financial supervision; International cooperation]
Introduction

As a product of therigorous development of the information age, cryptocurrency has been
booming worldwide in the past decade alongside the maturing blockchain technology.
Cryptocurrency has created a breeding ground for various network criminal activities due to its
gradudy substantial cash value and its characteristics of anonymity, transaction convenience, rapic
crossborder transfer, and difficulty in tracking. In particular, financial crimes such as money
laundering and illegal fundraising through cryptocurrency foequently. Compared with
traditional crimes, these involve a wider range, are more harmful, and are more difficult to monitor,
prevent, and control. Undoubtedly, cryptocurregleyed crimes seriously endanger national
economic and social stability afl a& public property security. It is imperative to combat and
prevent cryptocurrencglated financial crimes.

As a member state of the Financial Action Task Force (FATF), and in pursuit of safeguarding
worldwide economic and social security as wetibad glistainable development, China remains
continuously committed to risk prevention, international cooperation, and mechanism
improvement. With the aim of effectively combating and preventing crime, this essay will
summarize China's experience and peactn handling typical cases of cryptocurretated

financial crimes and explore corresponding legal responses. Hope this essay can provide som
hints for correctly understanding the trend of cryptocurrelatgd financial crimes and the
supervision.

Legal Attributes and Regulatory Framework of Cryptocurrency

1. Distinction between Cryptocurrency, Virtual Currency, and Digital Currency
%The Author is the Permanent Member of Procuratorial
P.R.C
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It is necessary to clarify the terms involving "cryptocurrency”, which is the prerequisite for
understanding the tBfent regulatory systems of various countries and regions. Virtual currency,
cryptocurrency, and digital currency seem similar, but they are obviously different as regards with
the function, the issuing entity and the operating mechanism.

Virtual currency. any currency in a virtual pattern which is not relied on a physical entity for
existence falls within the range of virtual currency, including cryptocurrency, digital currency and
stablevalue currency.It also includes some shopping points or somealigame currencies.

Strictly speaking, it is not a currency in the real sense, but one in a quotation.

Cryptocurrency. All virtual currencies produced by the cryptographic algorithms, usually refer to
tokené' on the blockchain such as Bitcoin.

Digital currency: It includes any currency that is generated by the encryption technique and exists
in a digital form. Digital currency is generally a form of legal tender issued by a centralized country
or institution. For example, the Digital RMB of China addpts-teer operating system, which
improves the transaction efficiency and at the meantime ensure the feasibility of supervision by
conjoining the centralized management and the distributed ledger technology.

All cryptocurrencies are digital currencieghbueverse is not necessarily true. The essence of the
cryptocurrency is to use the encryption technology to protect the security of transactions and
control the generation of currency. Comparatively, the digital currency is more extensive, including
crypgocurrencies and namncrypted forms of electronic currency. Differences indeed exist
between the two when concerned with the technical foundation, the application scenarios, the
social impact and etc.

China attaches great importance to the developmém# digital economy. As a legal tender
issued by the Central Bank, the Digital RMB is equivalent to physical RMB and plays the role of
value measurement, circulation and payment. Undoubtedly, the Digital RMB plays a crucial part in
developing China's crdssrder payment system and combating money laundering crimes, and
increasingly becomes a "new engine" for promoting theUatty development of China's
economy.

2. Legal Attributes of Cryptocurrency

Currently, various countries and regions are explmnm to regulate the cryptocurrency, and they

hold different attitudes. Different understanding of cryptocurrency leads to various regulatory
frameworks and also results in different judgments of its legal status. According to relevant
research, the polsl® natures of cryptocurrency include legal tender, currency, payment method,
financial instrument, security, foreign exchange, commodity and asset. The reason for using
"possible" is because of its changeable legal status. Factors such as domestioamoradmy
investment preferences and risk tolerance, the transaction scale, the cognition of cryptocurrency
and the authoritiesd attitudes wil/l al | aff

40 Stablevalue coins are a special type of cryptocurrency of which the yelggeid or linked to one or more

reference assets to reduce price fluctuations, usually the legal trade such as the US dollar, euro or gold. It is normall;
called USTD, which is Tether. The function of the coins is to combine the instant trading apdokecurit
cryptocurrencies with the stability of traditional currencies. Their acceptability varies among countries

41 Tokens refer to a type of digital asset issued on a blockchain platform, which can represent certain rights or
commodities, such as equity tekalebt tokens, usage rights tokens and etc. Tokens are more closely associated with
specific platforms or projects. Their value often depends on the value of the rights or commodities they represent, and
their application scenarios are relatively limited
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regions, two aspects affect the determinatittmeafature of cryptocurrency. The first one is the
functions of cryptocurrency. For example, Luxembourg characterizes cryptocurrency as a currency
based on its functions. The second is the demand of the supervision. For instance, Switzerland
characterizesryptocurrency as the foreign exchange because of the tax purposes. Most countries
and regions deny the currency nature of cryptocurrency; however, they allow its existence and
incorporate it into the regulatory framework of the tax law and theoaetylaundering law.
During 2018 and 2019, The Report of the Financial Action Task Force to G20 Finance Ministers
and Central Bank Governors released by FATF articulated in expressions as "virtual currency or
crypteasset” and "virtual asset (virtual asselsfifing it as "value in digital form that can be
traded or transferred and can be used for payment or investment purposes.” In the China Financial
Stability Report 2018, the People's Bank of China defined -asyets' as a form of private
financial asets, which are not issued by the monetary authority and do not have the same legal
status as currency.

3. Whether the Cryptocurrency is a "Property" or "Funds" in Criminal Law

China's criminal law has not yet clearly defined the property attributggocticency. The
concerned judicial judgments are not uniform. Some judgments recognize the property attributes
and consider that the behavior of taking cryptocurrency as a criminal target consists a property
infringing crime which need to be cracked dMeanwhile, some do not recognize its property
attributes in criminal law, however, they make judicial judgments on limited crimes such as the
crime of illegal intrusion of computer information systems. In addition, there is no uniform
standard of the dispal of cryptocurrency assets involved in cases.

In fact, the fundamental nature of cryptocurrency is data information, which can be used as

evidence to prove the flowing of funds. This feature naturally leads to its evidential attribute so that
it is reaonable to regulate it through criminal law. Once the two parties in a transaction reach a

consensus on value exchange and then conduct transfers, transactions and obtain benefits
cryptocurrency does exhibit a real property attribute.

4. Regulatory Attitudes and Strategies towards Cryptocurrency in Different Countries
and Regions

In the early days of its emergence, many countries took a rejecting attitude because of the worry
that it might bring financial risks and trigger legal issues such as moresindauls
cryptocurrencies like Bitcoin and Ethereum have continued to gain popularity, regulatory
authorities in many countries have to strengthen the supervision.

Europe: The attitudes of European countries towards cryptocurrencies such as Bit&omeary.
countries, like Germany, publicly recognized the legitimacy of Bitcoin for the first time in 2013 and
classified it as a private currency, allowing legal transactions within the country. However, some
other countries are cautious and impose stritictieas on the trade and the use of
cryptocurrency. For example, in April 2021, the Central Bank of Turkey issued a notice banning
the use of cryptassets in payments, pointing out that the market value ofagygt® fluctuates
violently with irrevaable risks and they might be used for illegal activities.

The United States:The US holds a relatively open and tolerant attitude towards Bitcoin. The U.S.
government acknowledges the legal status of cryptocurrencies such as Bitcoin and allows them tc

be wsed in transaction within a certain limit, provided that they must comply with regulations of
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the financial crime enforcement network. Some states even allow using Bitcoin for tax payments.
However, this does not mean the United States completely a#owisctiation of digital
currencies, and relevant regulatory agencies still strictly supervise them to avoid potential risks

Japan:One of the Asian countries that recognized the legal status of Bitcoin relatively early. The
Japanese government not ofibne the trade and the use of Bitcoin but also specially revised the
"Payment Services Act of Japan” to formally establish the legal status of Bitcoin. At the same time,
Japan has also implemented a strict Know Your Customer (KYC) Policy to mairatzity theds

stability of the financial market by requiring the cryptocurrency trading platforms and financial
institutions to comprehensively verify cust
conducting transactions for ensuring the legalite d@ibds received.

5. Current Situation of China's Regulation of the Cryptocurrency

(1) From 2008 to 201&radually bringing virtual currencies under the regulatory scrutiny. In the
early days after its emergence, the focus of regulation was on wauhitige dtading risks. In
December 2013, the People's Bank of China and four other ministries and commissions jointly
issued the Notice on Preventing the Risks of Bitcoin. It defined Bitcoin as a specific virtual
commodity, which does not have the sanad $&gfus as currency, and the notice emphasized that
Bitcoin cannot and should not be circulated or used as currency in the market. All financial
institutions and payment institutions are prohibited from the Bigtaied business. The issuance

of this notice signified that China officially took virtual currencies represented by Bitcoin into
supervision.

(2) From 2014 to 201 Prohibiting Initial Coin Offerings (IC®and related transactions and
services for virtual currencies. In 2017, six departrimafitsling the People's Bank of China,
issued theAnnouncement on Preventing the Financing Risks of. Tokisnalssoancement
specifically pointed out that virtual currencies should not be circulated in the market as currency. It
reiterated that hb financial institutions and nbank payment institutions are prohibited from
engaging in business related to tad®mance fundraising. The announcement implied a blanket
ban on ICO fundraising activities in China. Subsequently, the China Intencet Aasaciation

issued a risk warning, prohibiting its member units from participating in any transactions related to
virtual currencies or providing services for such transactions.

(3) From 2018 to the presentssuing risk warnings and interviewing dwoem&s and payment
institutions. In 2018, the People's Bank of China, together with four other ministries and
commissions (including the Ministry of Public Security) jointly issued a risk alarm, showing to the
public the main characteristics of illegal rhisithg, pyramid schemes and fraud. The illegal
behaviours are mainly based on the issuance ofdhe kol ed O6vi rt ual currenc
even O0digital asset s 0-chary Tha glggm suggested thetphbkc tréab p i
blockdain rationally and effectively improve their risk prevention awareness.

42 |CO (abbreviation for Initial Coin Offering) fundraising is a way to raise funds for cryptocurrency/blockchain
projects. It is similar to the concept of an Initial Public Offering (IPO) in the stock market. In an ICO, a blockchain
project issues tokerer the first time to raise popular cryptocurrencies such as Bitcoin and Ethereum. Early
participants can receive initial cryptocurrencies as a reward. More specifically, it is a fundraising mechanism where part
of the cryptocurrencies are sold to aabrs and enthusiasts in exchange for cash. If investors are optimistic about

the prospects of a certain project, they can participate in its ICO by investing funds (such as cryptocurrencies like
Bitcoin or Ethereum) and obtain the tokens issued by tleetpithese tokens may increase in value as the project
develops, and investors also expect to achieve a good return on investment (ROI
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In May 2021, in response to the sharp fluctuations in virtual currency prices and the resurgence of
virtual currency trading activities, the China Internet Finance Associationnsh&aDking
Association and the China Payment and Clearing Association jointly issued a notice to continually
ban ICOs and prohibiting cryptocurrency trading and exchange activities. On June 21, 2021,
relevant departments of the People's Bank of Chingexdrtalks with some banks and payment
institutions, including Industrial and Commercial Bank of China, Agricultural Bank of China and
Alipay (China) Network Technology Co., Ltd. about their services for the cryptocurrency trading
and the hype. These baaksl payment institutions were required to strictly implement the above
mentioned regulations, earnestly fulfil their customer identification obligations, promptly cut off
the payment links of transaction and strengthen the supervision of funds nalated ¢carrency
trading and speculation activities.

Analysis of the Patterns of Crypteoelated Financial Crimes

Based on the currently available case samples, there are mainly three types of cryptocurrency
related criminal patterns in China: crimes wsypjocurrency as a means of payment, crimes
targeting cryptocurrency, and crimes using cryptocurrency as a pretext. The following is an
elaboration with specific cases.

1. Crimes Using Cryptocurrency as a Means of Payment

(1) Taking advantage of the chaleteristics of different cryptocurrencies, criminals
engaqge in black and gray markets in the crypto space, such as online gambling. gun
related, and drugrelated activities, elc.

Case 1Ll released a gambling Dapp (Decentralized Application, a combinsii@nt contracts

and APP) named "Biggame" on the EOS public blockchain, which became very popular in the
cryptocurrency community. This Dapp does not require downloading. Users can directly access to
and log in on the public blockchain or through vaB@S£ wallets. Users can directly bet by using

EOS tokens. After investigation, the number of participants in this gambling platform reached
73,000 and the volume of transaction reached 420 million virtual coins, equivalent to the value of
over 8 billion yan.

Case 2:ZHANG contacted with overseas drug suppliers multiple times through an internet
messaging app. He used Bitcoin and Tether (USDT) to pay for the purchase of drugs and sent the
drugs into the country via international express delivery from do8artada and Frankfurt,
Germany. The customs officers seized a total of 329.39 grams of marijuana leaves and 2.15 gramr
of the new drug LSD.

Modus Operandi: Familiar with characteristics of various cryptocurrencies, criminals can commit
different types afrimes according to the different features of crypto. For example, as EOS tokens
have features of the low unit value, instant transfer attichfigsiction speed, criminals can use
them in the online gambling crimes based on blockchain platforms. Medoywilizing the

large market capitalization, wide acceptance and strong liquidity of Bitcoin and Ethereum,
criminals apply them to black and gray market crimes such-ratatgdnand druglated
activities, which need relatively large amounts . flihdy use these cryptocurrencies instead of
legal tender for transactions and circulation. The parties of the transaction have no contact
throughout the entire process and they do not even know who is really at the other side. Criminal
methods are conded and diverse.
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(2) Taking advantage of the anonymity of cryptocurrencies, criminals mix illegal
proceeds obtained from different channels and commit money laundering crimes by
cutting off the fund flow.

Case 1PU and others together formed a money Eumgigang. They illegally obtained 95 bank
accounts which belong to 69 persons by purchase and other means, and then use these accounts
receive the upstream criminal funds. They hired others to withdraw the money from accounts and
pool the cash, whiclwas then deposited into the accounts they controlled. Threugtiets,

they exchanged the cash for Tether and transferred Tether to the upstream criminal. PU and his
gang made illegal profits in the process.

Case 2:CHEN organized several people to preétd play cards in several teahouses in Sichuan
Province. Claiming that they had no cash on hand, they deceived the teahouses into providing their
Payment QR (quick response) Codes for receiving money and then teahouse servers exchanged tt
funds into cds back for them. In fact, this process implies that the gang members sent the
payment QR codes to their upstream fraud and gambling gangs for collecting the criminal
proceeds. After pooling the cash exchanged from the teahouses, Chen and others2(¥ducted a
commission and used a cryptocurrency trading platform to buy Tether. They then transferred
Tether to the wallet addresses provided by the upstream. Finally, the transaction is completed.

Modus Operandi: First, to transfer funds involved in the caséocaccounts of traders who

are engaged in the business of exchanging cryptocurrencies and legal tender. Then, to mix fund
with a large amount of money from other cases or channels before washing them out. The identity
information provided by the-tgacer is almost about irrelevant individuals or purchased fake
identities. There is no connection of all the cemirand goingut fund, which makes it
impossible to trace the flow through the fund penetration. In general, on one hand, criminals serve
for the upstream fund providers through the meveesshing platform, and on the other hand, they
organize a large number of people downstream to receive, transfer and clean money through
various exchange methods such as "from cash to cryptocurrency" or 'fitoouicgncy A to
cryptocurrency B", and etc.

(3) Taking advantage of the characteristics of decentralization and high cress
border liquidity of cryptocurrencies, criminals engage in_illegal business operations
through straddled maitched orders.

Case 1WAN contacted clients who needed US dollars. After negotiating the exchange rate of US
dollars and the clients' receiving accounts, Wan transferred the corresponding amount of Tether to
a wallet address provided by Huang. Afterwards, Huang used an accohiongfkong

company under his control to transfer US dollars to the clients' designated receiving accounts.
After confirming the reception, the clients transferred the relevant RMB for purchase to Wan's
bank account. Thus, the whole foreign exchange tramssi¢inished. After investigation, a total

of 30.51 million Tether was found involved in this case with a trading volume of over 45.18 million
US dollars.

Case 2ZHAO organized a criminal gang to provide the foreign exchange and payment services of
UAE Dirham and RMB in the United Arab Emirates and China. The gang absorbed UAE Dirham
cash in Dubai and simultaneously transferred the corresponding amount of RMB to the designated
domestic RMB accounts of the other party. Then, they used the UAE Dighach#&se Tether

locally. Afterwards, they sold the cryptocurrencies through their domestic gang members to obtain
RMB again. Thus, a circular flow forms of the domestic and the foreign funds. Based on the
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exchange rate difference, the gang could makét afoneore than 2% in each foreign currency
trading business.

Modus Operandi: The criminals actually control two fund pools, one domestic and one overseas.
RMB as a regulated currency and a unilateral fund in the circulation only operated in one single
financial system. The criminals obscure the true flow of funds through multiple transfers and
lending among domestic accounts. They use thevstlalglecryptocurrencies such as Tether to
achieve a successful cilosgler closetbop circulation which linkkhe domestic and overseas

fund pools. It also plays an important role in balancing the domestic and overseas fund pools in
real time.

2. Crimes Targeting Cryptocurrencies

On the premise of recognizing the property nature of cryptocurrencies, crimew targeti
cryptocurrencies mainly manifest as propdrigging crimes such as theft and robbery.

Case 1:ZHANG worked as a blockchain engineer in a certain internet company. During his
participation in a project of the company, he learned that there wggenartaver of Ether coins

in the project account. Under the pretext of "code learning," he asked his colleagues for the acces:
to the program code and private keys which exceeded his work authority. Zhang stole the Ether
coins in multiple instances. He tls@hd some of them, making an illegal profit of over 38,000
yuan.

Case 21IAO and other criminals threatened the victim by beating and kicking, forcing the victim
to reveal the password of his mobile phone and the trading code of the Binance APEKIVhey qui
transferred 4 million Tether and then exchanged for Ether coins and Bitcoins. Later, they sold
some of the Ether coins to others, making a profit of over 900,000 yuan.

Modus Operandi: In cases of cryptocurrency theft, the leakage of private keyseandnic

phrases is the main cause. In addition, criminals also steal cryptocurrencies by using phishing link
for transfers or through fake wallet apps. In cases of robbery, criminals use violent means such as
beating and coercion against the victimdgailly obtain the private keys of cryptocurrencies.
Once criminals obtain the currencies, they will quickly sell the stolen goods thiolaghque
channels for cleaning, which makes it difficult to trace on the blockchain

3. Crimes Using Cryptocurrenies as a Pretext

(1) By fabricating facts related to cryptocurrencies, criminals commit crimes of
fraud and fundraising fraud.

Case 111 posted information in a WeChat group about selling Tether at a price 2 fen (Chinese
currency unit) lower than the expe rate on the trading platform, which attracted the victim
Zhu to trade. Zhu first paid Li 120,000 yuan. Li used 111,900 yuan of this amount to pay off
gambling debts and planned to buy éyd@d worth of counterfeit USDT to pass off as genuine
ones taZhu, but then his behavior was discovered.

Case 2WANG and other criminals set up multiple fake trading platforms and issued an air coin
named GUCS. They set it up so that USDT such as Tether could be used as a payment mediun
for purchasing GUCS. Wangdaathers fabricated a-salled GUCS WHITE PAPER and
instructed relevant personnel to use online and offine means to extensively spread false
propaganda to the masses, claiming that GUCS was a new type of cryptocurrency with huge
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potential for appreciatip and investment in it could make high profits. Wang and others
manipulated the trading on the platform to create an illusion of a continuously rising price of
GUCS. More than 20,000 domestic investors are tempted to buy Tether by RMB and then use

Tetherto purchase GUCS. Wang converted the defrauded USDT into RMB through overseas
investment and other means, and then owned and squandered the funds.

Modus Operandi: Taking advantage of the victims' eagerness to make profits of cryptocurrency,
criminals illegjly possess the victims' funds by selling counterfeit USDT to them. Through a series
of behaviors such as establishing fake trading platforms, glamorizing "air coins" and issuing, they
attract investors to trade and use stallee cryptocurrencies liKéether. Investors'
cryptocurrencies are transferred from one address to another or several core addresses within
certain period. Afterwards, through intermediate addresses and sink addresses, the funds ar
transferred layer by layer until they finalychrethe withdrawal. The whole process finally
facilitates the realization of cryptocurrencies.

(2) By fabricating facts related to cryptocurrencies, criminals commit organizational
crimes of pyramid schemes.

Case CHEN established an OpenChat virtuatency website platform. Under the pretext of
investing in his setfeated Openk cryptocurrency, he required investors to recharge with Tether,
which was the prerequisite for platform membership. Participants were then organized into a
hierarchical structuii@ a certain order. They would be rewarded based on their level in the
hierarchy, the number of recruits they developed, and the recharge amount of the new recruits.

Modus Operandi Criminals develop and design online pyraohiedme websites, fabricating

types of cryptocurrencies along with their investment prospects and appreciation potential. They
organize personnel to beautify, promote, and publicize the project both online and offline to
increase its popularity. Criminals ceaselessly attract neavpeseesnd join the organization. This

forms a typical hierarchical structure of pyramid schemes, where the more levels downstream anc
the more new recruits, the greater the benefits for those at the top. Tether paid by members is
converted into cash aftearious investments and trades, which is then used for the daily
management, rewards, and development of the criminal organization.

Experience and Practices in Cracking Down on Cryptocurreneielated Financial
Crimes

1. Difficulties and Chokepoints Encoutered in the Investigation

(1) Difficulties in Tracking Trades and Locking Targets

The anonymity of cryptocurrencies and the concealment of transactions make it extremely difficult
to track and identify criminals. Although cryptocurrency transactiats racorecorded on the
blockchain, they are often just transactions between digital addresses while lacking a link to
individuals in the real world. The investigation authorities are trapped in a dilemma where they
only see numbers but not the people whaweing the flow of funds. Criminals use
cryptocurrencies to transfer funds. Through multiple transactions and coin mixing, they disperse
funds to multiple addresses. Tracing the funds is like looking for a needle in a haystack. Even if the
investigationwhorities can trace some records, it is still difficult to link them to specific criminals.
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(2) Difficulty in Obtaining Evidence

Since 2017, almost all cryptocurrency trading platforms in China have been closed. The main
servers of these platforms movecerseas. However, cryptocurrencies themselves are not
restricted by the geographical space, and domestic individuals are still the targets of the crimina
activities. Due to the different login authorization and the varying data storage of overseas
platfoms, it is extremely difficult to obtain and authenticate electronic evidence from overseas if
criminal cases occur.

(3) Difficulty in Evidence Recognition

Countries have not yet reached a consensus on the legal status or the evidentiary effect of
cryptocurencies, which poses a great challenge to the recognition of evidence in transnational
cases. In some international cases, prosecution authorities from different countries may have
distinctive standards for the same evidence, which lead to disputesyarid thed cooperation.
Additionally, a time lag of cryptocurrency transactions and RMB transactions exist among different
entities in some specific cases, making it challenging to achieve a match. For example, in the cros:
border cases concerned with wgd®ind banks, the banks will mostly transfer the funds received

on the same day to the next link without delay due to the fluctuations of the exchange rate. Rarely
will they hold the funds overnight. However, the received cryptocurrencies usuatiytteghive i

wallet one or two days later, which makes hard to match precisely with the previous RMB
transactions. This poses an obstacle to the identification of criminal funds flow.

(4) Difficulty in Recovering Stolen Assets and Mitigating Losses

Cryptocurreaies have the characteristic of ebmsder transactions, which brings many
challenges to the recovery of stolen assets in crimes. On the one hand, different countries have
varied regulations, which may trigger legal conflicts and disputes ovepjuiisdicissorder
prosecutions. On the other hand, the anonymity and decentralization of cryptocurrencies make it
more difficult to trace and seize the funds involved in the cases.

2. Investigation Approaches and Practices

(1) To summarize key features tim massive clues by the existing technical means,
screen out individuals and accounts closefyelated to the flow of funds, and find a
breakthrough in case investigation

Cryptocurrencyelated financial crimes often involve a large number of capitatsaadtthem the
clues of suspicious transactions are not clear, investigations can be carried out repeatedly on th
exposed transit accounts. Specially, assessment can first be carried out on the characteristics
three types of transactions: sHiglesinge-out and tweway transactions. Conduct background
checks on the individuals who open the sing@d the singleut accounts and carry out key
screening on related peopleds accounts and
transaction couatparts, and then the active receiving accounts can be identified. Secondly, with
the help of the data from the monitoring platforms, the bank statement recognition systems, the
entryandexit information systems and the delivery logistics data and.poler@et systems, an
imitative portrait can be drawn to show the relationship between cardholders and the mission of
their transactions. Finally, through the transaction IP addresses, life consumption tracks,
movement tracks and facial recognition systeis probable to define the activity scope and
lifestyle preferences of key individuals. Then, the suspects can be identified and the obstacle can b
broken through.
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(2) Based on individual cases, to analyze and study the characteristics of criminal
behaviors and the traits of the involved groups. to summarize abnormal transaction
Indijcators and to provide a monitoring reference for similar cask is a good way to improve
the effectiveness of crackdowns. By studying numerous successful cases foumdnhae
although these cases are concerned with different crimes and involved with diverse criminal
methods, they also expose some common features. For example: in crimes of illegal busines:
operations of underground banks, the payment of RMB alwassfast, followed by the receipt
of cryptocurrencies. Moreover, the criminals nearly ignore the price fluctuations of
cryptocurrencies and the exchange rates. They almost receive cryptocurrencies every day with
huge amount of funds. Each bank card ge®es transactions close to the-liaily transfer
amount, which is obviously different from the capital turnover of a normal trade. In crimes of
organizing the cryptocurrency mining, the registration ID of the perpetrators demonstrates that
they mostlyome from places where is rich in energy resources. The involved company are almost
shell corporations in the fields of technology, the Internet and trading. The account revenues come
from all over the country, and the electricity bills paid by thesata@®uextremely high, far
exceeding the normal consumption demand. In the crimes involving cryptocurrency transactions,
criminals must exchange through legal tender when they want to obtain or sell cryptocurrencies.
When the exchange amount in a cectastomer's transaction reaches the exchange rate or several
times of the rate, the early warning should be initiated immediately. In the crimes involving the use
of moneyy aundering platfor ms, the transaction s
who provide a large number of bank cards for fund transfers is relatively large. Transactions occur
around the clock, with the frequent transactions at night and in the early morning. The
transactional nature of these accounts is obvious. Some aceogitisedr immediately after
being used for a short period. The transaction notes or remarks involve keywords related to
cryptocurrencies, such as O0XX coindé or obuyi

(9 Intensifying Inter-Departmental Coordination and Strengthening Cohesioio
Combat CryptocurrencyRelated Financial Crimes.China's antnoney laundering system
consists of four levels: regulatory authorities, judicial departments, supervised institutions and
industry selfegulatory organizations. This system operates athkotfational and provincial
levels. A coordination mechanism for-amuney laundering work has been established, for which
the People's Bank of China takes the lead and multiple departments participate. This mechanisir
has enhanced the enthusiasm anghtiné of various departments and society as a whole in
preventing and combating moiteyndering crimes, providing a strong organizational guarantee
for fighting against such crimes. Under the -jo@dting role of this mechanism, judicial
authorities togther with the People's Bank of China, the State Administration of Foreign
Exchange and other regulatory departments, conjointly monitor, prevent and combat various new
types of crimes by leveraging their resources and their respective professiogaisadveayta
also together study and assess issues such as the nature of new types of crytiatedrency
crimes and the involved amounts, effectively safeguarding the financial market.

Implications for Punishment and Prevention

Addressing the issue ofmiigcurrencyelated financial crimes requires global efforts. In response
to the complex challenges currently faced, international organizations (such as FATF),
governments and their financial regulatory authorities as well as judicial enforcemerdragencies
actively seeking countermeasures. They energetically make targeted regulations and legal rule
establish cooperation frameworks, share information and provide mutual assistance in
investigations. The consensus on cracking down on such crimesgaasddbe effectiveness is
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becoming more prominent. In order to effectively defuse or mitigate the risks of cryptocurrency
related financial crimes, the Chinese procuratorial organs also keep working hard. After

systematically sorting out and summarittiegprocuratorial work experience, the folipw
insights are concluded below:

1. To establish a MultiDepartment Cooperation System and form a Joint Force in
Combating CryptocurrencyRelated Financial Crimes

Strengthening the monitoring of suspiciousséetions and promptly and effectively cracking
down on related crimes are concerned with many aspects, including the improvement of
legislation, financial regulation, and judicial enforcement. This requires a joint effort and a
cooperation and coordinati@f multiple departments and entities. Currently, in the foreground
supervision in China, the main departments involved are the People's Bank of China, the Ministry
of Public Security, the National Financial Regulatory Administration, the Ministrgtof brctl
Information Technology, the China Securities Regulatory Commission and the Cyberspace
Administration of China. As a member of the FATF, China is actively learning from international
standards and the successful experience of other member stdegsanimprove the legislation

and clarify the regulatory authorities for cryptocurrencies, customer identification, transaction
record keeping, suspicious transaction reporting and disclosure, and their legal responsibilities a
well. China is continusly engaged to the improvement of the-namtiey laundering legal
regulatory framework.

2. To strengthen technological research and innovation to enhance the ability to monitor
and analyze cryptocurrency transactions from a technical perspective.

Currenty, the cryptocurrency transactions in the world, mainly those of Bitcoin, largely use
blockchain technology and distributed ledger technology, the nature of which is the
decentralization. For effectively implementing regulations of the transactioas;dadsemrawn

from the experience of the European Union. Regulatory authorities can jointly design monitoring
tools that are similar to the EU's investigation tools targeting at the underground market
transaction and meanwhile corresponding to realitiés. necessary to make full use of
technol ogies such as big dat a, cloud comput
underground transactions and the flow of funds. On this basis, to further promote the intelligent
level of risk identifation, suspicious transaction warnings and reporting of suspicious transactions,
and finally to achieve an early identification, early warning, early detection and early handling.
Simultaneously, pay close attention to blockchain information servicerprokim are intently

related to cryptocurrencies, especially the cryptocurrency "miners" and blockchain browser service
providers. While further clarifying the -ambney laundering obligations of providers, it is more
important to emphasize their obligatof promptly reporting to the relevant authorities and the

law enforcement agencies when discovering cryptocusianey illegal activities, especially the
money laundering and terrorist financing activities.

3. To strengthen the capacity building oprofessional teams and deepen cooperation with
entities in fields such as technology companies.

Cryptocurrencyelated financial crimes are different from traditional bank transfers. When a
cryptocurrency is transferred from one address to another, & ahstring of characters
composed of numerous letters and numbers. Therefore, tracing thiekrddta of criminals'
cryptocurrencies, obtaining transaction records and accurately interpreting the data are all crucia
for combating these kinds of crim@#us, it is first necessary to improve the professional
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capabilities of relevant judicial personnel, especially the investigators. This applicable capability
should include the ability to trackaain addresses, use blockchain technology to invesithate
recover data and identify criminals. For this accomplishment, outstanding "Internet finance + law"
composite talents should be specifically cultivated and talent teams should be strongly shaped tc
enhance the ability of dealing with the cryptocurrefated criminal cases in the financial field.
Second, it is essential to strengthen cooperation witte¢ligbompanies. To ask for help and
make use of the technical personnel, technical platforms-emairotracking technologies of the
professionatechnology companies, and to purchase services such as cryptocurrency transaction
monitoring, cryptocurrency origin tracingscbain address anonymity penetration echam
data analysis and identification. In addition, new technologies relateddoroeppies and latest
potential risks can be updated in a timely manner through the communication and cooperation of
these highech companies.

4. To build consensus, strengthen international cooperation and exchanges, and jointly
safeguard currency andihancial security.

Issues such as créxsder money laundering and terrorist financing by using cryptocurrencies are
prevalent in countries around the world, and they are not problems for only one country alone.
Tracing and cracking down on the crimeg poactical challenges to international cooperation
among countries because of their different legal systems. To jointly safeguard global currency anc
financial security, countries and regions should enhance mutual trust. On the basis of equality,
fairnessand rationality, right approaches should be found in line with each other's domestic
conditions, sufficiently respecting the judicial sovereignty and balancing the individual privacy
rights. Strategies should also consist of continuously improvingal baaigr multilateral
cooperation mechanisms, coordinating and cooperating well with the United Nations and the
International Criminal Police Organization, breaking down information barriers and jointly
preventing and combating criminal activities of cuypey underground transactions and
money laundering. Currently, the People's Bank of China together with Chineynti
Laundering Monitoring and Analysis Center have established cooperation relationships with 63
countries and regions overseas ,haveé signed financial intelligence exchange and cooperation
agreements on amtioney laundering and courtiEnrorist financing with countries such as South
Korea, Russia, Georgia and etc. Countries should further strengthen cooperation in multiple fields.
In addition to traditional judicial case cooperation, they should continuously enhance exchanges on
cryptocurrency regulatory technologies andrmamigy laundering technologies, share advanced
technologies, organize technical forums, provide techamicathgtrand jointly improve the
technical level of cracking down on cryptocurreriated financial crimes.
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Cryptocurrenciesand Digital Economic Crimes:

Challengesand Solutions
Abdulaziz Falad A Algorouny?®

Abstract

Cryptocurrencies have becemrstoneaf the contemporary digital economy, attracting the attentior
governments, financial institutions, and individuals alike due to the opportunities they offer in 1
investment. However, significant legal, regulatory, and senegignor@éshdeading to digital
economic crimes such as money laundering, tax evasion, and fraud.At the dawn of the 21st c
world witnessed a significant transformation across various sectors, one of the most notabl
emergence ofracatigital currencies regulated and controlled by government systems, alo
decentralized digital currencies traded outside regulatory frameworks. While central digital cur
characterized by security, transparency, and the bsclecpofraksedvdigital currencies possess
distinct features that have sparked legal and economic debates. These debates revolve
ambiguous classificaienthey considered money, assets, commodities, or benefits?Further
decentralizfidital currencies exist solely in virtual form with no physical presence, allowing ow
transfer and trade without regulations, boundaries, or oversight by central banks. This lack of
introduces high risks, as these currenciekecrenstallgdire encrypted wallets, making them
untraceable, uncontrollable, and anonymous in terms of ownership.The fundamental changes
monetary system due to digital currencies have triggered international reactioms and raised cc
the financial system, monetary policies, and economies. These concerns stem from the extrem
instability in digital currency values, as well as the lack of transparency and governance
management, compounded by the anonyssitgref Mwreover, their use has revealed significant
risks that threaten the interests of individuals, investors, and nations alike. Nevertheless, ti
gradually begun to gain the trust of some users.The situation in the regiamatsatithArab arenas r
of the international stage. Some countries have adopted a neutral stance while monitoring de
others have prohibited dealings in decentralized digital currencies, and a few have allowec
However, the use of such cyrirtividsdls iretArab region remains limited.

Keywords

[Cryptocurrencies, digital economic crimes, money laundering, tax evasioyhdratithes, regulatory
systems.

Introduction

Over the past decade, the world has witnessed remarkable gcoyptiodurrencies
as a tool for digital trading and investment. This rapid development has prompted
academic institutions, regulatory bodies, and governments to intensify research efforts

43 Abdulaziz Falad A Algorouisa prosecutor a the Public Prosecution Office of the Kingdom of Saudi
Arabia

150



Theme: Cryptocurrency and Digital Economic Crime
Sessio®

to understand the implications of these currencies on the econaveyl, a&s on

social and political security (Nakamoto, 2008). With their increasing adoption, the
scope of digital economic crimes associated with cryptocurrencies has expanded,
necessitating the development of stringent policies and legislation to gliotect n

and individuals from the impacts of organized crime.

Cryptocurrencies are distinguished by unique features, most notably decentralization,
transaction transparency, and reduced direct government intervention, making them
attractive to businesses amdividuals. However, these advantages come with significant
challenges, as cryptocurrencies are sometimes exploited for illicit activities such as money
laundering, fraud, and the trade of prohibited goods (Foley et al., 2019). In this context,
there isa pressing need for andepth analysis of these issues and an exploration of
practical solutions.

Some countries, particularly Arab nations, have recognized the necessity of drafting a legal
framework or regulatory system for digital currencies. Tiasvaiaims to address the
various risks that unregulated dealings in decentralized digital currencies may pose to the
economy and financial systems. Additionally, it seeks to mitigate security threats stemming
from the criminal use of cryptocurrencieshsas financing terrorism and laundering illicit
funds. Furthermore, cryptocurrencies impact security and the economy through their direct
and indirect effects on central banks' monetary policies. They undermine the stability and
sovereignty of local cencies, as inflation can arise from the shift toward replacing
national currencies with decentralized digital currencies. This shift has significant
repercussions on currency markets and investments, particularly in financial markets.
Additionally, cryptagrencies pose structural disruptions that threaten financial and
banking institutions due to their instability.

Given the high risks associated with decentralized digital currencies, most countries and
international financial organizations have emphésizeded to combat these risks at the
national level while intensifying international cooperation to protect the economy and the
global financial system. For instance, the European Union, through the European Banking
Authority, issued a recommendatiorAirgust 2014 advising against dealing in digital
currencies like Bitcoin until a comprehensive legislative and regulatory framework is
established. In the Arab region, most countries have adopted a cautious approach or
imposed a ban on the use of cryptetagtirough their financial and banking supervisory
authorities. In this context, central monetary authorities have issued numerous regulatory
directives warning against the risks of dealing with such assets, with some even
criminalizing their use. Thesedtives include prohibiting financial institutions, banks, and
individuals from using crypto assets and denying their recognition as legally valid
currencies.

Among the measures taken to address these risks is the encouragement of issuing central
bank dgital currencies (CBDCs) under the supervision of central banks. The Kingdom of
Saudi Arabia is particularly concerned with the risks posed by decentralized digital
currencies, as its economy is classified as a rising economy according to the International
Monetary Fund'¥/orld Economic Outiep@rt issued in Auguab21
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This paper aims to explore the concept of cryptocurrencies, analyze the types of digital
economic crimes associated with them, and shed light on the challenges faced by legal and
reguladry systems worldwide. Additionally, it proposes innovative and practical solutions to
combat these crimes in light of omgaechnological advancements.

Definition, Nature, Significance, and Economic Impact ofCryptocurrencies:

Cryptocurrenciesre decetralized digital units of exchange that rely on advanced
encryption technologies and blockchaystems. Thepperate on the principlef
decentralization, meaning théseno central authority governingtheir issuanceor
managemen{Dahlberg et al., 201Spme of the most wéthown examples include
Bitcoin, Ethereum, and Rippl€ryptocurrencieare often defined as digital money
exchangedaver the internet using a peerpeer (P2P) network. Users can stone and
trade them throughfreeonlineapplicatio withoutthe needfor intermediariesr trusted
external entities, such as banks.

Cryptocurrencies represent a new form of digital assets thateetyyptiornto secure
financiakransactionslhefirst cryptocurrencyBitcoin,wasintroduced in 2008ybSatoshi
Nakamoto to establish a decentralized payment system (Nakamoto,
2008).Cryptocurrencies can be described as digital payment instruments that operate
independently of traditionblnking system3ransactions areerified by a distributed

network & computers through blockchain technologydecentralized database that
maintains a record of all transactions conducted using a specific cryptocurrency. This
system enables direct payments between parties without the need for a financial
intermediary.

Cryptocurrencies are built on blockchain technology, a distributed digital ledger that
records all transactions in a transpanedtsecure manner. Today, there are over 23,000
cryptocurrencies in existence, with a total market value exceeding $leftditngr
their widespread adoption and significance (CoinMarketCap, 2025).

Cryptocurrencies possess several distinct characteristics, the most notable of which
include:

1- Theydo not haveseriahumbers.
2- Theyarenotgovernmenbackedikefiatcurrencies.

3- Theydonothaveseriahumbers.

4- Theyarenotgovernmenbackedikefiat currencies.

5 They are intangible and have no physical presence, as they are traded exclusively
online.

6- They operate outside legal frameworks and cannot be controlled by the
government

Importance of Cryptocurrencies:Cryptocurrencies offer innovative solutions for low
cost electronic payment, providing faster transaction times congdraditional
methods.Theyalsoenableindividualsto acces$inancial servicesithout the needfor
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intermediaries, thereleyhancinghe conceptof financial inclusion (European Central
Bank, 2019).

Impact on the Global Economy:With the growing size of the cryptocurrency market,
its effects on thglobaleconomy havieecome increasingly significartiuding:

1- Attracting Investments: Substantial investment has flowed into FinTech
companies specializing in cryptocurrencies.

2- Monetary Policy Development: Centralbanks have been compelledto
revisit their monetary policies and explore the issuance asfahdtgital
currencies.

3- Impact on Financial Stability: Cryptocurrencies pose challenges to
regulatorybodies in managingfinancial markets and addressingrisks
stemming from sharp price volatility (Bohme eéCdl5.

The kingdom of SaudiArabia's stanceon cryptocurrencies:

The Kingdom of Saudi Arabia is among the first Arab countries to show earlyrinterest
cryptocurrenciesndblockchairtechnologyDespitewarningsssued byhe SaudiCentral
Bank(SAMA)aboutthe associatedsks,the authoritiesre activelyvorkingto developa
regulatoryframeworkthat ensuresuser protection while leveraging the technology's
potential. The kingdom is also studying a proposed digital currency system aimed at
enhancing the efficiency of both domestic and inamahfinancial transactions (SAMA,
2021).

With the advancement of technology and the growing adoption of cryptocurrencies,
Saudi Arabia has become one of the leading countries in cryptocurrency investment across
the Arab world and the Middle East. In Saptr 2023, blockchain analytics firm Chain
analysis ranked the Kingdom asdbentrywith the highestgrowthin cryptocurrency
transactionsverthepast 12 months.

It is worth notingthat during SaudiArabia'spresidencyf the G20in October 2020,
the goup agreed on a roadmap to enhance-bovder payments. The initiataiensto
makepaymentprocessefaster,moreeffectivejnclusiveand transparenthe roadmap
calledfor an evaluationof proposedlocal designsfor central bank digital currencies
(CBDCs) and conducting experiments to assespdtegitialusein settingcrossborder
payments.The goal is to ensureproper oversight, regulation, and coordination of
cryptocurrency activities while addressing the risks they pose to financial stability

As part of Saudi Arabia's efforts to assess the feasibility of digital currencies, the
Kingdom, representethy SAMA, joined a major crossborderdigitalcurrency initiative
known as the "mBridge" project. This initiative focuses on testing the munatolem
product (MVP) for CBDCs.

The mBridge project, launched in 2021, represents a collaboration between central
banks aimed at making crbssder payments faster, more ceftective, and better
equipped to serve regions that are notomehected tdhe global financial system. It is
the first cros®order payment system us@igDCsfor financiainstitutionso reachsuch
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anadvancedtagef development.

The mBridge project began in 2021 through collaboration between BIS, th@&&wdatral

of the United Arab Emiratesthe people'sBank of China,the Hong Kong Monetary
Authority, and the Bank of Thailand. In addition to these key partners, the project
includes 26 observer members.

The Saudi Central Bank's decision to join the mBridge project bgaatitigantbuilds

on previougnitiativesn thisareaaimingto contributeto the evaluatioof the feasibility
andrisksof this typeof digitalcurrencyon monetary and financial stability. The central
bank seeks to explore and study the paiggldndtechnicathallengefacedby central

and commerciabanksin the use of CBDCs for financial institutions in clumsler
payments. The upcoming phase of the project will focus on assessing the viability of
CBDCs for financial institutions in amcing the efficiency of crdssrder payments
between commercial banks.

BIS stated that the mBridge platform is now compatible with the Ethereum Virtual
Maching EVM), aprogranthatservessthe backbonef the networkit utilizesin 2023,

the Kingdomhosted a major conference on cryptocurrencies and financial technology,
bringing together investors, experts, and international sp&nisgsentreflectedthe
government'sscommitmentto engagingn this field and fostering dialogue on the
challenges dn opportunities it presents. In June 2024, the Kingdom joined an
international pilot project for CBDCs underghensorship oBIS. This initiative marks

a significant milestone in the Kingdom's efforts to explore the potential of this financial
sector.

The Executive Committee of the Saudi Emirati Coordination Council announced the
launch of seven key initiatives, including a pilot project for a digital cryptocurrency. This
initiative leverages blockchain technology to createyptocurrency foruse in
transactiondetween théwo countries specifically withitthe operationof the banks
participatingn project.t relieson distributed databases shared between the central banks
of both nations and the participating banks. The Kingdom is moving tostarthdo
financial innovation in line with the objectives of vision 2030, aligning with global trends
in technology adoption. Sauttiabiaaimsto increasanvestmentsn technologyand
innovationrelated sectors, with a particufacus on digital industs, including
cryptocurrencies. The kingdom aims to establish regulatory policies that govern the use of
cryptocurrencies in a manner that protects investors and promotes the advancement of
the financial market. This demonstrates the authorities' reddirsaspt to global
developments in this field.

Saudi Arabia's experience with cryptocurrencies serves as a model for the transition
toward regulating this sector amidst the growing interest in fitezirialogy.
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Crimes Associatedwith Cryptocurrencies

Cryptocurrencies represent a significant advancement in the realm of financial technology.
However, their characteristics such as decentralizatiergntglobal nature,anonymity,and

initial lack of regulatory frameworksave madethem particularlyettractiveto organizeccrime
groups,moneylaunderers, and terrorism financiers. According to the 2015 Europol reports,
cryptocurrencies were used in more then 40% of crimes within the European Union. Global
criminal networks recognized their advantaggeting to their adoption in illegal activities. They

are now frequently used in cybercrimes involving hacking tools, forged documents, drugs, and
weapons on dark wefarketplaces.

Althoughcryptocurrencidsavecreatech mediumcapabl@f supportinghe dgital economy, they
have also been employed to facilitate various forms of crime using highly innovative methods,
yielding substantial benefits for perpetrators

Ascryptocurrencidsavebecomeawidespreadndeasymeandgor investors tanakequickprofits

and earn significantreturns,they have becomean effective tool enabling criminals to omit
numerous economic financial crimes. The proliferation of cryptocurrencies has thus been linked
to several prominent crimes including:

A. Money Laundering Cryptocurencies have become a primary tool for money laundering
due to their ability to transfer digital assets quickly and across borders, making it difficult to
trace transactions (FATF, 2020). Criminals manipulate user identities by utilizing trading
platforms hat do not adhere to "Know Your Customer" (KYC) procedures. Estimate
suggest that over 10% of cryptocurreetated transactions are linked to money laundering
activities (Chain analysis, 2021). For example, in a notable 2020 case, hackers used
cryptocurencies to hide the profits from a cyberattack on a cryptocurrency exchange. The
stolen funds were converted into Hartrace currencies such as "Monero". Technique like
Tumbling or Mixing Service are often employed to obscure the origin of futhelsngen
their traceability nearly impossible (Foley 20aD).

@

Tax Evasion The lackof governmenbversightfor certaindigital transactions hasised
concernsamonggovernmentsvorldwide.Tax evaderaise cryptowalletdo transferfunds

without the knowledgeof official authoritiegKronfol & Shihadeh, 2020). In 2021, a study
revealed that over 50% of cryptocurrency investors in the United States failed to report their
taxable earnings (IRS, 2021).

©

Financial Fraud The prevalence of fraudulent cryptoency schemes has increased,
often promising exaggerated returns on investments. Among these schemes are Initial Coin
Offering (ICO) Scams, where fund is collected from investors under the guise of developing
a new cryptocurrency or product, only fordiganizers to disappear without delivering any

real product.

For example, investors often fall victim to online scams, such as fraudulent investment
advertisements and fake software promising high returns. These scams are frequently promoted
on social med platforms or forums relateddyptocurrencies.

1- BitConnect:is considered one of the largest cryptocurrency schisory.
Launchedn 2016 the platformpromisedusers extraordinarily high returns on
their investments in its cryptocurreddier anassing significanemountof
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funds,the platform abruptly shut down in 2018, resulting in millions of dollars
in lossedor its investorsSeveraBitConnecteadersvere prosecuted on fraud
charges.

2- ICO Fraud in the Centra Tech projectin 2017, the fonders of Centra
Tech claimed to be collaborating with-wedwn financial institutions to offer
a cryptocurrency debit card. They radgguioximatel25million throughan
initial Coin Offering (ICO).However the claimswerelaterprovento be false,
andthe founders were arrested on charges of securities fraud.

3 Fraud: OneCoin: OneCoinwasintroducedasa cryptocurrencyut waslater
revealedto be a pyramid scheme.ts foundersclaimed to offer lucrative
investment opportunities, but the funds wenedlednto theirownaccounts.
ReportsndicatehatOneCoin amassed an estim&#dbillion from investors
before being exposed and facing legal action.

4- Payroll Fraud using Cryptocurrenciesin certain cases, criminal grinaye
usedcryptocurrenciess a tool to defraudemployees by convincing them to
invest in fake cryptocurrencies. Many victims fell prey to enticing investment
offers, only for the scammers to disappear with the funds shortly after.

These examples illustrate that the world of cypecies is not without risks and highlight
the importance of exercising caution when investing or engaging with any cryptoslatezhcy
projects. Authorities continue to intensify their efforts to track these illegal activities and recover
funds forvictims.

D. Cybercrimes:Cybercrimes associated with cryptocurrencies encompass ransomware attacks
and cyber hacking aimed at stealing digital wallets or breaching trading platforms (Chain
analysis, 2021). Cryptocurrencies are also used as a payment noetiimpuidimised data
on the dark web.

A notable example is the 2021 attack on Colonial Pipeline, where the company paid $4.4
million in Bitcoin to regain access to its encrypted systems (Elliptic, 2021).
Associatedwith Cryptocurrency:

Cryptocurrencyaisesa numberof concernsand challengeshat countriesare striving to
overcome. These challenges can be summarized as follows:

1 SecurityConcerns:Cryptocurrenciegreassociated witkeveratisksin officialdiscourse,
including money laundering, terrorismaricing, and the circumvention of international
sanctions.

fLack of Unified Legislative Framework: Despite regional alliances and organizations,
suchasthe Gulf Co-operation€ouncil(GCC)andthe ArabLeague, there is no unified
system that establishetesufor cryptocurrency trading or usage. Regulatory framework
for cryptocurrencies varies significantly fromoon@tryto anotherWhilesomenations
havemplementedtrict legameasuresithers remain lenient. This legislative inconsistency
creates gportunities for criminals to exploit legal loopholes.

1 Ambiguity in Legal Stance:Legal positions on cryptocurrencies vary widely, ranging
from outright bans to risks, warning and conditional licensing. This inconsistency creates
disparities that allow pt#éioners to engage in "regulatory shopping" across borders.

91 Limited Technical Expertise: Tracking digital crimes requires advanced technical
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expertisén areasuchasencryptioranddataanalysidloweversome security and judicial
agencies in variouwsuntries face challenges due to insufficient training and qualified
personnel to effectively handle these tasks.

1 Lack of Public Awareness:Many citizensremainunawareof the naturerisks of
cryptocurrencies, making them easy targets for digital fingudlighlights the need for
widespread awareness campaigns to educate the public about safe practices in
cryptocurrency usage.

1 Sharing and International Cooperation:Criminal organizations exploit legislative
discrepancies and geographic borders to exddi@h. Security agencies face significant
challenges in exchanging information and trackingbomags financial transactions,
particularly in transnational crimes (Euiza).

Measures to Address Challenges of Cryptocurrencies

With the continuousise in the use of various cryptocurrencies, primarily driven by speculative
trading for profit, the most significant risks remain their potential use in criminal activities, leading
to severe economic losses. Therefore, it is imperative to proposeeheasg framework to

address these risks through an integrated approach, ensuring a robust plan for mitigation. The ke
measures can be summarized as follows:

A- Leveraging Technology

Countries cannot effectively combat the risks associated with crgptoesimvithout optimizing
the use of modern technology. Key measures include:

1. Artificial Intelligence (Al): Developing Al technology to detect suspicious transaction
patterns, identify money laundering activities, and uncover fraudulent transfeml3hese t
can significantly contribute to protecting users and preventing crimes.

2. Private Blockchain Networks: Establishing private blockchain networks under
governmental management to securely track cryptocurrency movements and facilitate
regulatory oversight.

3. National Blockchain Strategy:With the anticipated ftdcale digital transformation, it is
crucial to develop a strategy centered on the creation of-gpeti#te blockchain
network. This network would serve as the backbone for issuing natiohalidigiteies,
operating within blockchain systems hosted on servers located within the country, ensuring
enhanced security, transparency, and sovereignty over financial transactions.

As part of these efforts, tBxecutive Committee of the SaudEmirati Coordination Council
announced the launch of a pilot project for a digital cryptocurrency. This project leverages
blockchain technology to create a digital currency for transactions between the two countries,
specifically within the operations of partioigabianks. It relies on distributed databases shared
between the central banks and financial institutions of both nations.

B- Developing National Legislation Aligned with International Frameworks
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To ensure oversight of cryptocurrency activities and addsessated challenges, there is an
urgent need for nations to establish comprehensive legislative frameworks that align with global
standards. Such regulations would protect the use and trading of cryptocurrencies while facilitating
data exchange, enhagctransaction oversight, and expediting procedures for asset confiscation
and fund tracing in cases of suspected criminal activities.

This includes enacting specific laws and regulations for cryptocurrencies aimed at:

1. Legalization and Specification:Estabishing a legal framework for digital currencies,
defining their specific characteristics, and identifying authorized entities responsible for
their issuance, along with the required operational standards.

2. Comprehensive RegulationOutlining all aspects agtd to the production and trading
of cryptocurrencies to ensure proper governance.

3. Crime Definition and Penalties:Clearly defining violations related to the cryptocurrency
system and stipulating appropriate penalties. These provisions can eitheedeanrelu
dedicated cryptocurrency legal framework or integrated into existing cybercrime legislation,
tailored to address the unique nature of digital currencies.

C- Enhancing International Cooperation

It is essential to establish international platfamsafbrmation exchange between regulatory and

law enforcement authorities. Additionally, adopting unified standards for combating money
laundering and terrorism financing (IMF, 2020) is critical. Such measures would enable the tracking
of criminal activiés conducted on the dark web and facilitate coordinated efforts with relevant
parties to monitor and intercept funding operations for terrorist groups, as well as the transfer and
laundering of money for organized crime syndicates. This approach atigateothe negative

security impacts of cryptocurrencies.

D- Regulating Trading Platforms

Trading platforms must be required to implement strict "Know Your Customer" (KYC)
procedures and ensure transaction traceability. Governments should issuexdicesnssy ®
platforms that comply with these standards to maintain effective oversight of cryptocurrency
activities. Additionally, stringent penalties should be imposed-conmaliant platforms to deter
violations and enhance accountability in thaldigset ecosystem.

E- Enhancing Public Awareness

Combating digital economic crimes requires raising awareness among users and investors abot
risks, manipulation, and fraud. Awareness programs can be implemented through various media
outlets and partndrps with the private sector to educate the public about safe practices when
engaging with cryptocurrencies, while promoting a deeper understanding of potential risks and
preventive measures.

It is also necessary to provide specialized training for #spemgible for combating crimes
related to digital currencies. This can be achieved by incorporating training programs focused on
understanding the workings of cryptocurrency systems and their associated blockchain
technologies into professional developrmprgrams for officers working in this field.
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Conclusion:

The rise of cryptocurrencies has revolutionized the global financial landscape, offering both
opportunities and challenges. While digital currencies provide new avenues for trade and
investment, ty also pose significant risks related to financial security, regulatory oversight, and
economic stability. The potential misuse of cryptocurrencies for illicit activities such as money
laundering, fraud, and terrorism financing underscores the urgerforneethprehensive
measures to address these challenges.

A multi-faceted approach is essential to mitigating these risks. Leveraging advanced technologie:
such as Al and blockchain can enhance security and monitoring capabilities. The development of
clearlegal frameworks aligned with international standards will ensure proper regulation and
accountability. Additionally, strengthening international cooperation, enforcing strict compliance
on trading platforms, and enhancing public awareness will plagplag®&aon combating digital
economic crimes.

As nations move toward digital transformation, the adoption aegudlted central bank digital
currencies (CBDCs) can provide a secure alternative while maintaining financial stability and
sovereignty. Bynplementing these measures, governments and financial institutions can strike a
balance between innovation and security, ensuring that the benefits of cryptocurrencies are
harnessed while minimizing their potential threats. A proactive and coordibategggonse

will be crucial in shaping the future of digital currencies in a way that promotes economic growth,
protects financial systems, and safeguards national security.

References:

Bohme,R., Christin,N., Edelman,B., & Moore, T. (2015).Bitcoin: Economics, Technology,
andGovernancelournabf EconomidPerspective29(2)213238.

Chainalysis. (2021). Crypto Crime Report 2021.
https://blog.chainalysis.com/reports/202dyptacrimereportintro/

Dahlberg, T., Mallat, N., Ondrus, J., & Zmijewsk&045). Past, Present and Fubfitdobile
PaymentResearclA LiteratureReviewElectronicCommerce Research and Applications, 14(5),
165181.

EuropeanCentral Bank. (2019).CrypteAssets:Implicationsfor FinancialStability, Monetary
Policy, and Paynts and Market Infrastructures. ECB Occasrapsr.

Europol.  (2021). Internet Organized Crime Threat Assessment (IOCTA).
https:// www.europol.europa.eu

FATF. (2020)12-Month Reviewof the Revised=ATF Standardson Virtual Assets and VASPSs.
https://www.fatf-gafi.org

Fol ey, S. , Karl sen, J., & PutnizG, T. J. (2C
Is Financed through Cryptocurrencies? The Refiieéwancial Studies, 32(5), 11883.
IMF. (2020)TheRiseof DigitalMoneyIMF PolicyPapershttps:// www.imf.org

Kronfol, H. M., & Shihadeh, F. (2020). The Implications of CryptocuReguiatiom theArab
CountriesInternationallournabf EconomicandFinancialssues, 10(3), 1-469.

Nakamoto, S. (2008). Bitcoin: A RedPeer Electronic Cash  System.
159


http://www.europol.europa.eu/
http://www.fatf-gafi.org/
http://www.imf.org/

Theme: Cryptocurrency and Digital Economic Crime
Sessio®

https://bitcoin.org/bitcoin.pdf
SAMA. (2021). Saudi Central Bank Updates on Digital Payment Regulations.

https:// www.sama.gov.sa

UAE CentralBank. (2020).Regulatoryrrameworkfor StoredValuesand Electronic Payment
Systems. https:ww.centralbank.ae

Elliptic. (2021). Crypto Compliance Insights. Retrieved frdmttps://www.elliptic.co

160


http://www.sama.gov.sa/
http://www.centralbank.ae/

Theme 4: Investigating and Prosecutingnabled Crimes
Session 10

When Pixels Break the Law: Rethinking Criminal Jurisprudence for the
Metaverse Crime

-Ranjita Pokhrel, Subash Bhattrai and Sagar Bat4l
Abstract

The Metaverse, a rapidly expandingivdicgl hies transformed how people interact, work, and socialize, b
introduced new forms of crime that challenge traditional criminal jurisprudence and legal framédyavkerénlike
crimes are defined by tangiblaciciaiesis) and intent (mens rea), the Metaverse operates in an anonymou
technologically complex environment. This article explores the complexities of addressing Melsieatiey crime
but cause significantnanartio psychological harm. Key challenges in investigating, prosecuting and adjudice
include the anonymity of avatars, jurisdictional ambiguities, and the difficulty of gathering ascauthieisticat
articlecove@vor | d examples, such as the virtual rape o
jurisprudence in addressing these issues. It discusses whether the Metaverse can be regulaifenb impialyentic
new "metacriminal jurisprudence” is required.. The article also emphasizes the urgency of interndtional
harmonize uniform laws on regulating the virtual world. In order to guarantee a secure aper joshdigitas floyur
arguing that the Metaverse necessitates a transformative approach to justice and the law, striligral balar
accountability.

Keywords:

[Metaverse, digital evidence, metacriminal jurisprudence, Blockchainhdiggaicie]
Context

The future is poised to transcend our current thought and imagination, but whether this change will be posit
negative remains a pressing question. As the world increasingly embraces ICT, the nature, inclination, tenc
and modus operandi of crime are evolving in tandem. A recent instance of this transformation is the

investigated by British investigating agencies involving the virtual rapeyedva 16d gi r | 6 s av a
real ity. I n tsHigital persona iwasesextially agsduked loy ithe Bvatars of young men within
Metaverse. British prosecutors reported that the victim suffered emotional and psychological trauma comp
to that of a physical rape, despite the absence of physiadbedhta case highlights significant lacunas, gaps

and limitations in the current understanding of criminal jurisprudence, which traditionally defines sexual ass
non-consensual physical touch. The necessity to redefine crime frontramimetstystandpoint, especially in

the Metaverse, has been the subject of a global debate triggered by this incidence. This changing c
environment emphasizes how urgent it is for legal and jurisprudential systems to adjust to the intricacies of
interactions, where decisions made in virtual environments can have signiioand reglercussions.

The Metaversan artificially created thidienensional virtual world, derives its name fronsthekv o r rdetad®
meani ng 0beeysedn dmapa raim w46 Ehyenolsgeallyd it represents a world beyond our physical
reality, where users interact through digital @vaBrsepresentations of themselves or objects. This immersive
digital realm has gained immense popularity, with people buyisgjliagdvirtual land and property worth
millions of dol | ar s, attending event s, and f or mi
with it a distinct criminal potential that diverges from physical reality. Crimes in this eetualdpas identity
theft, money laundering, financial fraud, harassment, and even virtual assault, pose unique challenc
investigator, prosecutor, court and legal systems as a whole. The lack of physicality in the Metaverse d«

44The Authors are Assistant Attorneys at the Office of the Attorney General of Nepal.

45 Kira Grant,The metavergeisf e wi t h sexual a s s aul,Guardian (Ias. 520240 &:15t 0 g ¢
AM), https://www.theguardian.cao/commentisfree/2024/jan/05/metaversexuahssawuvr-gameonlinesafety

meta The Online Safety Act 20@Be Act) of the UK even does not cover the ambeit of metaverse crime.

46 hitps://www.cambridgescholars.com/resources/pdfs/@086417352-sample.pdf
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lessen the sufiag done to victims, as the case of the virtual rape illustrates. Nina Jane Patel, who is victil
sexual assault in Metaverse, has described her feeling

0éThe intensity of experiences i nudthe Met ave
the immersive nature of these environments. This can lead to real trauma and psychological distre
to those experienced in physical assaultsé

creating a very disorienting astdrbieq plnysical experience during a virtdal assault

In this milieu, investigator, prosecutor, adjudicator, and lawmakers must act swiftly to address these em
threats, rethinking traditional notions of crime and justice to ensure that the detavarss a safe and
equitable space for all users.

Understanding the Metaverse

The concept of the Metaverse, o0f i r SrowCragsthdescribedae d
dystopian future where individuals lived much of their ligegriual world. Due to developments in augmented
reality (AR), virtual reality (VR), and mixed reality (MR) technologies, what was once only found in science |
is now a reality. A new digital world where data turns imagination into reality dext &snarresult of these
advancements. The term "Metaverse" describes-dithemsional, persistent, and immersive virtual environment
that is shared by numerous individuals on different digital platforms.. It is a spatial computing platform
provides digital experiences as an alternative to or a replica of the real world, along with its key civiliza
aspects like social interactions, currency, trade, economy, and property @wfoenstigg on bedrock of
Blockchaiechnologys

Metaverse searsy merges with the physical world, allowing people to shop, work, play, and socialize in
time, transcending the limitations of the physical world. In essence, the Metaverse is essentially a con
generated synthetic world in which actual peopleepresented by digital avatars interacting in a synthetic
environment that mimics the complete human ecosystem.. This virtual world is not just a futuristic idea |
rapidly expanding reality, with companieMita, Microsoft Inc., Euphoria XRyktandAetsofehding the
charge in its developmént

Because of its popularity, the Metaverse has developed into a parallel digital reality where users can do thi
were previously only possible in the real world. In addition to shoppmligitébitems, attending virtual concerts,

setting up trade exhibits, and even taking part in educational programs, users are increasingly purchas
selling virtual land. In this shadow world, people are creating communities, attending virtgs] amdidin

developing friendships, giving social interactions a new dimension. With a degree of this type of immersio
interaction that was previously unthinkable, the Metaverse has completely changed how people in
communicate, and amuse them. Ading to the Gartner, 25% of people will spend at least an hour every day
the Metaverse in 20®dn addition, an estimation was announced in a report that the Metaverse might gene
the commercial opportunity as high as 13 trillion $ by22Di88. energing medium indeed has the potential to

reshape how we live, work, play, and interacts; much like the Internet does today. However, despite its

47 Huddleston, THow the 1992 -&ti Novel 'Snow Crash' Predicted Facebook's GMNBiverldéov. 3,
2021) https://www.cnbe.com/2021/11/03/howthe-1992scifi-novetsnowcrashpredictedfacebooks
metaverse.html

4 What Is MetaverseBpiceworks (October 10, 2022ps://www.spiceworks.com/tech/artifictal
intelligence/articles/whas-metaverse/

49 Metaverse Comp&@voessera (June 7, 2028)s://www.coursera.org/articles/metaversampanies

Gartner, Gartner Predicts 25% of People Will Spend A
https://www. gartner.com/en/newsroom/pressleass’202202-07-gartnespredicts25-percentof-peoplewill-
spendatleastonehourper dayin-themetaverséy-2026

51 Citi Global Perspectives and Solutions, Metaverse and Money: Decrypting the Future, 2022,
https://www.citifirst.com.hk/home/ upload/citiresearch/AZRC7.pdf
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benefits, the Metaverse also has a darker side that remains largely unexplored, particularlgriméeend of
ethical concerns. As the human ecosystem is mirrored in this virtual space, so too are the vulnerabilities ar
associated with human behavior, raising questions about safety, privacy, and accountability in this new
frontier. Realizng the rapid occurrence crime in M#ahtoagher s
in-depth analysis of various dimensions of the Metaverse from the law enforcement perspective.

Defining crime in the physical world v. Metaverse

Traditional cririmal jurisprudence is built on two foundational pilatss refie guilty act) andens réhe

guilty mind), wheractus retefers to the physical act or conduct deemed unlawful by lamerendeefers to

the intention or knowledge of wrongdp In the physical world, this framework has proven effective in
identifying, prosecuting, and deterring criminal behavior, as law enforcement agencies rely on tangible ev
witness testimony, and jurisdictional authority to investigate and prodgewsg. However, with the rise of the
Metaverseg a virtual, immersive, and interconnected digital eca$ystses significant challenges to this
traditional model . The Metaverseds i mmersi ve ca|
atypical offence which lack physical harm but could activate the nervous system much like a conveiitional ¢
In the Metaverse, the absence of physicality and the anonymity of users complicate the apuiication c
reusindmens regaising quésns about how to define and address virtual crimes. Realizing the complexity
define crime in the Metaverse, Elena Martellozzo has released the following Particulars:

0 él dondét think we have the answer highdt . We h;
think is a massive step forward. [ But ] cri me
we need to work collaboratively with those tech companies that create wonderful platforms

before theyodre public. Letds sit down and r e

Existing legal frameworks do not specifically or solely handle the Metaverse's distinct ecosystems, despite
that it may feel and look like the real world. This leaves a regulatory gap that encourages virtual crimes.
Metaverse, users may pa¢y to crimes that range from financial fraud, identity theft, and hacking to more seric
offences including sexual harassment, intellectual property infringement, and disruptive conduct.

The lack of a corporeattus reiss one of the main obstackesapplying conventional jurisprudence to the
Metaverse. Since actions in the Metaverse are virtual and devoid of physicality, it is challenging to cat
behaviors like stealing a virtual object using conventional concepts of theft. Furthernsmreiseesfequently

use pseudonyms or anonymous identities, the anonymity of avatars makes it more difficult to identify offe
and provemens reBecause the Metaverse crosses national and geographic borders, jurisdictional uncer
makes mattersonse by raising questions about which the law should be applied and who has the right to ¢
even challenging the Westphalian notion of state sovereignty. The technological complexity of the Metavers
on advanced technologies such as Al, compiséon, Blockchain technology, ffangible tokens,
cryptocurrency, cloud computing, 5G, and Big Data, adds layers of difficulty to investigating, prosecutinc
adjudicating crimes. Furthermore, even if crimes in the Metaverse might not causenjphysitelyi can
nevertheless cause victims great psychological and emotional suffering, which is something that traditional

52 Interpol,Metaverse - A Law Enforcement Pers(ltive
18,2024 https://www.interpol.int/content/dowinad/20828/file/Metaverse %20
%20a%20law%20enforcement%20perspective.pdf

53 Haber, Eldar. (2024). The Criminal Metaverdmna Law Journal, (399 84391. Available
at: https://www.repository.law.indiana.edu/ilj/vol99/iss3/4

54 Elena Martellozz#y WakeUp Call After Alleged Metaverse Rape Calls to Protect Women BoteGPojecow
(Feb. 21, 202itps://fullerproject.org/story/awakeup-caltafterallegeemetaverseapecallsto-protectwomen

andaqirlsgrow/.
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systems are not prepared to handle. Such mental harm can be measured by clinical questions, victim's st
and tool us# by psychiatrist.

Philosopher JS Mill has tried to observe the occurrence of crime from harm principle and immoral behe
which can be relevant to Metaver se cr ihame princge.
which advocatagstricting personal freedom when an individual's activities cause harm to others. Joel Fein
however, argued that even in cases when there is no harm; the state ought to make morally reprehensible
unlawfuk?

Crimes in the Metaverse

Idenity theft and impersonation are two instances of Metaverse crimes, in which malevolent actors tal
duplicate a user's avatar or personal data, resulting in fraud and abuse. Since the use of cryptocurrency an
assets in the Metaverse opens the tdoscams, Ponzi schemes, and illegal transactions, financial fraud is anot
common problem. Even while there may not be any physical repercussions for sexual harassment, s
inappropriate exchanges or virtual groping, victims may suffer setierabdamage. The rights of creators are
violated by intellectual property infringement, which includes the unapproved use or duplication of digital v
such as virtual artwork or designs. Cyber stalking and harassment, involving persistent wntianted att
threats in the Metaverse, mirror-reatld stalking behaviors and can have severe psychological, neurological :
emotional impacts. Without explicit laws targeting Metaverse ecosystems, users are left vulnerable, and of
can operate witimpunity. It is also to be noted that some crimes are simply crimes irrespective of where the
conducted. For example, illegal crime whether done in physical world or virtual world is itself crime, and
applies to the fraud and financial crime.

POTENTIAL
HARMS IN AND

Sexual exploitation

m THROUGH THE
METAVERSE

2
o

Fig: INTERPOL typology of Metaverse crime.

55Elisa Fiselier, Thomas Gruijters, & Max Louw¥ig@ial emotions andigél law: can immersive virtual reality induce fear
or trigger criminal behaiardd Ethics (2023)itps://pmc.ncbi.nim.nih.gov/articles/PMC10643869/

56 FutureLearnyhat is Humiamp?Introducing Humanismitps://www.futurelearn.com/info/courses/introducing
humanism/0/steps/37114

57 Bernard E. Harcourdpel Feinberg on Crime andn@umigtxploring the Relationship Between The Moral Limits of the
Criminal Law and The Expressive Function of ,PubishBuwfit Crim. L. Rev. 145172
(2001)https://scholarskp.law.columbia.edu/faculty _scholarship/647
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Avatar: The new face of crime

Avatarar e userso6 digital representations in the Me
engage in activities in a virtual setting. In the digital age, thésee®ieis which are frequently customizable
and anonymoiishave emerged as the new face of criminality. Avatars give users a feeling of autonomy
creativity, but they can create serious problems with regard to criminal responsibility. Unlike therthysical
where individuals are easily identifiable and their actions are traceable, the Metaverse allows users to opere
pseudonyms or entirely anonymous iderffitiiace avatars may be made, altered, or deleted at any time, leav
little to no eidence of the user behind them, the anonymity makes it challenging to investigate crimes.
example, the person in the real world who controls the avatar may be concealed behind layers of anonym
encryption, and the perpetrator's avatar may legueysical proof in cases of virtual harassment, fraud, or ever
assault. Given that existing legal frameworks mainly rely on tangible evidence and recognizable individue
poses important concerns regarding how to estaisist réariminal intentand actus re(sriminal act) in a
virtual setting. The idea of holding avatars accountable for crimes committed in the Metaverse has sy
intriguing debates. Some propose that avatars invomethorimgg®uld be tried, jailed, and placednatgails

as a form of virtual punishment. This concept necessitates the creation of a parallel legal system, inc
"metalays'metainvestigagncies," andnktadjudicaiastitutions," to regulate and adjudicate virtual offenses.
However, this @proach presents a paradox: while avatars may commit acts that are harmful or criminal ir
virtual world, they lackens réacause they are controlled by individuals in the physical world. An avatar, bein
digital construct, cannot possess interdoosciousness; it is merely a tool operated by a hum@nThsser.
paradox underscores the complexity of applying traditional legal principles to the Metaverse, where the
between virtual actions and-+featld accountability are blurred.

The transni#onal nature of the Metaverse further complicates accountability. Avatars can interact across bo
making it unclear which jurisdictionds | aws appl
an avatar to commit fraud againgicéim in another country, while the platform hosting the interaction is basec
in a third jurisdiction. Moreover, research has shown that expressions of emotionslikehavasars can be
perceived similarly to human emotions, with correspondingdbehahysiological, and neuronal activaions.
This suggests that-Ativen avatars can effectively mimic emotional behaviors associated with humans, blur
the line between human and machine accountability. These technological intricacies ddineth#rspstadge

and tools for investigation, prosecution and adjudication.

Jurisdictional Complexity in Investigating and Prosecuting Metaverse Crime

One of the most significant challenges in addressing crime in the Metaverse is the issue ofljurisdic
complexity, which arises from the interplay of three key locations: the server location, the user (defer
location, and the victim (impact) locatiofhese three points of reference make it exceptionally difficult to trace
investigate, and prosexutrimes in the virtual realm. For instance, a crime may involve a server hosted in
country, a perpetrator operating from another and a victim residing in a third. Flageradtiscenario creates
ambiguity about whi ¢ hwhp has ihe althaity to @nfoice thdmalw sontrasp tp the
physical world, which has well defined political and territorial boundaries and laws governing behaviol
Met averse is devoid of talpditca and gesgtdiphicahdlléngen the applicability
any singl e count régThisjurigdictionalsachbigaity oftemresults ia legaltdéadlocka all@ming
offenders to evade accountability and leaving victims without recourse.

The distinct charaatistics of crimes in the Metaverse, such as the theft and illicit sale of digital assets
cryptocurrency and virtual objects, further compound the jurisdictional complexity. In the virtual world, where

58\World Economic ForunMetaverse Identity: Defining the Self in a Bleh@ZPReality

591d. At pp. 2735

60 Gesine PauBrigull et al.Perception of Virtual Characters in Social and Affectevevidelutatioighactors and Neural
Correlatel) Front. Behav. Neurosci. 73 (2016).

61 Julia Schulmey&uardians of the Metaverse: Expert Assessment of Emerging Privacy Challenges 881 Mitigation Si
(Association for Information Systems 2023).

621d. Id.
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lines separating the actual and virtual svarkel blurred, these crimes bring up important issues of ownership ar
theft. Does stealing a virtual item, for instance, qualify as theft under current legislation, or does it need
defined differently? Criminals can take advantage of the gapsuledtelar legislation in some areas of the
Metaverse, making it much harder for investigators, prosecutors, and adjudicators to deal with these prc
successfully. Furthermore, the declaration of virtual currency (e.g. Cryptocurrency) as iligiirisdmbion

(e.g. Nepal) even challenges the operation of the Mepaves&e

Complexity of Evidence in Metaverse Crime

The difficulty of obtaining and presenting evidence is one of the most difficult problems in the investiga
prosecution anddgaudication of crimes in the Metaverse. Virtual crimes leave behind digital traces that
frequently challenging to track down, authenticate, and interpret, in contrast to crimes in the real world v
evidence like fingerprints, DNA, or surveillaroe ¢an be gathered and examined. For instance, Blockchait
transactions, server logs, or records-ghine activities could be used as evidence in a case of virtual theft
which a user's avatar steals digital assets like cryptocurrency or virttebraahiés these digital footprints
exist, they are often encrypted, decentralized, or spread across multiple platforms, making it challengi
investigators to piece together a coherent naffaEivghermore, the anonymity of avatars and the usage o
pseudonyms make the procedure even more difficult because it takes advanced digital forensics and p
providers' cooperatiinwhich isn't always forthcomingo connect a virtual action to a +waltld person.

The dynamic and transient nature of airtworlds adds another level of complication. Interactions in the
Metaverse are frequently fleeting, and information can be readily changed or removed. For example, unle
victim or the platform specifically records it, the offending behavior inoh\das@l harassment or assault may
take place in rediine and leave no lasting record. Because digital data can be falsified or altered, the legitim
evidence can be called into doubt even when it is maintained. To cast doubt on their tgsparsgbitian, for
instance, assert that their avatar was hacked or controlled by someone else. Many law enforcement orgar
now lack the specialized equipment and knowledge necessary for gathering and analyzing evidence due
technical compkities. The intricacy of evidence in Metaverse crimes will continue to impede investigations
prosecutions in the absence of strong systems to handle these issues, depriving victims of justice and a
offenders to take advantage of the system

Legal Frameworks: Adapting Existing Laws or Creating New Ones?

The issue of how to control virtual crimes has grown more urgent as the Metaverse expands. Should currel
frameworks be modified to handle these novel issues, or are completely new davsspkaific to the
Metaverse's characteristics required? Because it avoids the difficulties of creating new legislation and dr
accepted legal concepts, proponents of amending current laws contend that this strategy is more effecti
practical. Br instance, rules pertaining to intellectual property, cybercrime, and harassment can be enlarg
include offences committed virtually. While harassment laws could be expanded to cover virtual abuse, €
property rules could be reinterpreted tooerpass digital assets in circumstances of virtual theft or fraud. Thi
approach leverages the familiarity and stability of existing legal systems, allowing for quicker implementati
enforcementThe Criminal Division of the Supreme Court damddaketbdowed this approach and stated that
ovirtual goods are to be consi der ed Sindiaidits purpasadd  t
Digital India Bill, 20B83a s i nrighit ta digitad inheridégio®licitly recognizintpe property as digital property
too. It can regulate the transaction in Metaverse unidersever, detractors contend that because the Metaverse
functions on essentially different principles than the real world, attempting to apply outdated laealitesnew

63 Dipti Ghimire,Cryptocurrency in Nepal: Regulation, Not ,Pr&abitiddhi Found. (Jan. 31,
2024)https://samriddhi.org/blog/cryptocurrendp-nepalregulatiomot-prohibition/.

64 nteroperability of the Metaverse: A Digital Ecosystem Perspective Review (2024).

65 TechnoLlam&)utch Supreme Court Declares Virtual Goods Are (Pebperfy, 2012, 4:43
PM), https://www.technollama.co.uk/dutefupremecourtdeclaresirtuatgoodsareproperty

66 Dezan Shira & AssociatBsgital India Bill 2023: Key Provisions, Stakeholder Pelisp8itifreg (Feb. 19,
2025) https://www.indiabriefing.com/news/digitahdiabill-2023keyprovisionsstakeholdeperspectives
28755.html/.

166


https://samriddhi.org/blog/cryptocurrency-in-nepal-regulation-not-prohibition/
https://www.technollama.co.uk/dutch-supreme-court-declares-virtual-goods-are-property
https://www.india-briefing.com/news/digital-india-bill-2023-key-provisions-stakeholder-perspectives-28755.html/
https://www.india-briefing.com/news/digital-india-bill-2023-key-provisions-stakeholder-perspectives-28755.html/

Theme 4: Investigating and Prosecutingnabled Crimes
Session 10

runs the risk of introducing contradictions and gaps. For example, traditional legal ideas such as jurisdiction,
and purpose are challenged by the anonymity of avatars, the absence of materiality in virtual actions, and th
natureof the Metaverse.

On the other hand, advocates for creating new legal frameworks argue that the Metaverse represents a p:
shift that demands a similarly transformative approach to regul@tienunique characteristics of virtual
environment$ such a the use of Blockchain for transactions, the role-dfividn avatars, and the immersive
nature of virtual interactidhnsequire laws specifically designed to address these complexities. For instance,
law could define virtual crimes such as digietl #eft, avatdrased harassment, and virtual identity fraud, while
also establishing new norms for digital evidence ardbardssinvestigations. Moreover, specialized tribunals or
courts could be established to handle Metaverse crime relateeshsasag, that investigator, prosecutor and
judges have the expertise needed to navigate this new legal landscape. Although this method provides
specialized address, it also has several drawbacks, such as the time and money needed to createvand ex
legislation and the requirement for international collaboration to guarantee uniformity throughout jurisdicti
Further more, s 0ome e x phylbrid 4egah Branework rfoo Metaverse Dispate Reé:
(HLFMDR)é8

Meta Criminal Jurisprudence: Urgency or Just Academic Romanticism?

A significant discussion has been triggered by the Metaverse's rapid progress and the rise in virtual crimes
establishment of meta criminal law an academic exercise or an urgent necessity? On ththemtstiaod
characteristics of crimes in the Metafiefiwam online fraud and theft to assault and harasSmshotwcase a
glaring weakness in established criminal law. The complexity of virtual settings, where activities lack |
identities are fregatly anonymous, and jurisdictional boundaries are muddled, is difficult for existing laws, wt
were created for the real world. Cases like as the theft of digital assets valued at millions of dollars or the
rape of a minor's avatar, for examgdeonstrate how inadequate the current legal systems are to handle he
that takes place in virtual environments. These incidents underscore the urgent need for a specialized bre
jurisprudence that can effectively regulate and adjudicate criraddetaierse, ensuring justice for victims and
accountability for perpetrators. Tools like Blockchain, which provide transparent and immutable record
transactions, can be invaluable in investigating metacrifdiHalitgver, even with such advancetnelogies,

the traditional criminal justice system remairguipped to address the nuances of metacrimes and mets
criminality.

However, others contend that the need for wrétanal jurisprudence is exaggerated or premature, verging ol
academic romicism. The Metaverse is still in its infancy, according to critics, and its ethical and le
ramifications are not entirely known. EMamk Zuckerberga i d i n announcing his Me
way to understand the Metaverse is to erperie yourself, but it's a little tough because it doesn't fully exis
yet."0 There is also argument that existing laws, with some amendment, could be adapted to address virtual
without the need for an entirely new jurisprudential and legal franfesvaexample, digital evidence standards

and cybercrime laws could be expanded to cover Metalatess# offenses. However, this approach overlooks
the substantial distinction between traditional cybercrimes and the immersive, decentralized heature «
Metaverse. Avatar anonymity, the transnational scope of virtual interaction and the psychological effects of
crimes are all issues that cannot be sufficiently resolved by simply making minor changes to the existing leg
Furthermore, thevorld is still struggling to comprehend and control Web 2.0 crimes like cyber bullying, d

67 Clifford Chance LLPThe metaverse: what are the legal ienydidaitiens?
athttps://www.cliffordchance.com/content/dam/cliffordchance/briefings/2022/02Afmetaversevhatarethe-
legalimplications.pd(last visited [insert date]).

68 AlLouzi & AlomariHybrid Legal Framework for Metaverse DisputelriReégolutiobata & Network Sci., Val
(2023).

69 Dr. Giannis Tziakouriset. alDigital Forensics for Investigating the, M&tneerdlogs (Feb. 20,
2025) https://blogs.cisco.com/security/digitidrensicdor-investigatindhe-metaverse

70 Clifford Chance LLPThe Metaverse: What Are The Legal Im@licati@@2)
https://www.cliffordchance.com/content/dam/cliffordchance/briefings/2022/02Ahetaversevhatarethe-legal

implications.pdf
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breaches, and online fraud, not to mention the intricacies of the Metaverse. How can we expect to succe
govern the much more complex and changing envirorohdvietaverse if we are unable to completely
understand and handle the crimes of Web 2.0? Nonetheless, while the development of meta cri
jurisprudence may seem like a theoretical endeavor to some, the realities of virtual crime make it an
nee@ssity! Furthermore, there is a growing need for jeidiction” that specifically addresses crimes within
virtual environments focusing on crbesder collaboration and mdtakeholder engagement due to its global
nature’2 Without internationalooperation, jurisdictional conflicts and legal gaps will continue to hinder efforts t
combat virtual crimes, leaving victims without justice and perpetrators free to exploit the system.

Conclusion

The Metaverse creates a new frontier for illegal cahductefies established legal structures, even as it offer:
revolutionary prospects for creativity and connection. Determining, looking into, and prosecuting crimes is |
much more difficult by the lack of physicality, the anonymity of avatars, auwernldidnal nature of virtual
interactions. Even in the absence of physical touch, the harm inflicted in the Metaverse can be just as seve
the real world, as evidenced by incidents such as the virtual rape of a minor's avatar. The Metagerse r
possibility of turning into a "no man's land" for criminals without adequate regulation, where victims are
without justice and accountability is elusive. Investigating, prosecuting, and adjudicating authorities must a
forwardthinking strategsince crimes in the Metaverse constitute a complex junction of ethics, technology,
the law. These authorities must understand that depending on frameworks from the 19th and 20th centurit
not suffice to face the difficulties of the 21st cenamd, that modernizing institutions and mechanisms is
necessary to combat virtual crimes.

Establishing a strong legal framework that safeguards users, advances safety and justice, and creates
environment where everyone may engage in safe arlgt imarasential as the Metaverse grows. In order to
guarantee that the Metaverse develops into a place that respects the rule of law while embracing its poter
creativity and connection, this framework must strike a balance between innovatiaouatabikity.
Furthermore, following way forward are also recommended:

1. Review, reengineer, and restructure the core values, principles, and theories of traditional cri
jurisprudence to adapt them to the unigue challenges of Metaverse crimes.

2. Link avaars to realorld individuals using biometric and other verification methods to ensure
accountability and facilitate prosecution.

3. Redefine criminal acts in the Metaverse by focusing on the harm caused, rather than physicali
address virtual crimegeetively.

4. Develop specific legal frameworks for the Metaverse that address problems like digital asset fraud,
theft, and harassment based on avatars.

5. Address the transnational aspect of Metaverse crimes by harmonizing laws across states th
international treaties and agreements.

6. Create procedures for gathering, storing, and verifying digital evidence in order to aid in enquiries
legal actions.

7. Create tribunals or courts with experience in Metaetatsl matters to guarantee impartid a
knowledgeable decisioraking.

8. To reduce criminal potential, encourage Metaverse platforms to put in place safeguards measure
strong reporting systems and user protections.

9. Make use of technologies like Blockchain and artificial intelligeack tutrillegal activity and improve
accountability in online settings.

10. Equip law enforcement organizations the information and resources they need to successfully inves
and punish cybercrimes.

1PwC,The Future of Crigt24)https://www.pwc.com/ml/en/publications/documents/2024/tHatureof-crime

eng.pdf
72 The Hill, Why We Need Matasdiction for the Metaversg2/02/21

3:30, https://thehill.com/opinion/technology/58352&hywe-needmetajurisdictionfor-the-metaverse/
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BeyondTechno-Determinism: A Socice Technological Approachto Al -
Driven Financial Crimes

SudhamshuDahal, PhD"”

Abstract

The swift incorporation of artificial intelligence (Al) into financial systems has transformed extentioric transaction
and cybersecWMibnetheless, it has also givem msaumef digitakconontimesuctasAl -assistdaud,
algorithmitarkemanipulation, and automated money laundering (Kreissl von Laufenberg, 2024). While prevalen
depicAl aseithea sigificanthreabranindependsptutiorsuchechrdeterministiews disreghedomplesocio
technologityadamics/olvé@chuleét023) Thigpapearontests tloesesimplifietispectiwegilizingininterdisciplinary
framewotkatplaceAl -driven financial crime within wider political, economic, and social contexts (Semenzin, 2
examinirgassetudiesfAl -enablddauddeefakefinancialcamandpredictiypmlicing within financial regulation, this
research explbeeselationship between human agency, institutional structures, and regulatory measures (Marc
By incorporating-geclinologpeEspectiviemrticldemonstratesAl isnotaselsufficieantityputatool integrated

into exi;lg power structures, influenced by corporate interests, governanegofitivaéwoviisnanense ¢koohl,

2021). The paper critically assesses the shoricentiingsegtilAtory strategies, advocating for a transition towal
adaptiveumanentered governance models that balance technological advancements with ethical and legal ovel
De Gregorio, 2021). Mortnisgapeinvestigatesmanoverdependamikein financiarim@reventioray reinforce
biases,témsify regulatory gaps, and overlook wider economic disparities (Whitehead & Collier, 2022). By de
techAgeterministic narratives, this article advocates for a collaborative approach to Al governance involving mul
(Bruss, 23). It proposes atsotioological framework that ackhéwiedgesp ot ent i al whi |l e ad
within financial systems.

Keywords
[Artificial Intelligence, Financial Crime, Al Assisted Fraud, Techno Determinism, Ethical Ovassigi#|]B

Introduction

Artificial intelligence (Al) has been heralded as a transformative force in financial systems,
improvingfrauddetectionpptimizingriskassessmerndstreamliningransactionsdoweverijt has

also introduced new vulnerabilitias Alpowered technologies facilitate sophisticated financial
crimes, such as identity fraud, algorithmic trading manipulation;garerdted deception (Kreissl

& von Laufenberg, 2024). The prevailing discourse surrounding Al and financial cradepifien

a techneadeterministic approach, which assumes that Al develops independently and that it has
predetermined impdcteither as an existential threat or aausal solution (Schuler, 2023).

This perspectiveversimplifieghe interactionbetweenAl andfinancialcrimeby ignoringhuman

73Dr. Sudhamshu Dahal is an Associate Profesbtedifi Studies and Digital Development at Kathmandu University.
He is also a qualified social scientist with teaching and research experience on digital media, ICT for development
(ICT4D), Sociology and Technology, Internet Governance and Data Analysis.

171



Theme 4:Investigating and ProsecutingEiabled Crimes
Session 10

agency, regulatory frameworks, and institutional factors (SemenziAl 2@2%)not function in
isolation; rather, corporate interests, governance structures, apdlisicaiocontexts shape and
effect its deplayent (Kohl, 2021). The failure to recognize these dynamics can lead to ineffective
regulatory measures, biases in crime detection, and an overrelianakivem Agbvernance
solutions (Pollicino & De Gregorio, 2021).

This paper seeks to challenge tedeterministic narratives by analyzinglMen financial crime
throughasocictechnologicdéenslt investigatesasestudieof Al-enabledraud,deepfake financial
scams, and predictive policing in financial regulation to illustrate the interpéay teetwelogy,
human decisiomaking, and institutional governance. It further critiglieentric regulatory
approaches, arguing for more adaptive and heengered models Af governance.

Ethical Integration in Al-Driven Financial Crime Detection

A fundamental challenge in-éiven financial fraud detection is to ensure the integration of ethical
principlesnto governancérameworksAl-basedraud detectionsystemsely on machine learning
algorithms that process vast amounts of financial datantdyiduspicious patterns. However,
thesesystemften function as "black boxes,"meaningtheir decisioamakingprocesses amgot
transparentThis lack of explainabilitcanundermineregulatoryoversightand public trust (Kohl,

2021). Therefore, it essential to incorporate explainability and transparency into Al governance
frameworks, ensuring that financial fraud detection models provide interpretable outcomes that
regulators and financial professionals can scrutinize.

Moreover, critiques argue tidtbased fraud detection systems reinforce biases present in their
training data. If historical financial crime data disproportionately associates fraudulesitfactivity
specific demographic groups,models risk perpetuating discriminatory outconuiio & De

Gregorio, 2021). Studies have shown that predictive algorithms can unfairly target marginalized
populations, exacerbating inequalities rather than addressing systemic issues in financial crime
(Bruss, 2023). To counteract this, Al governamust include bias mitigation strategies, such as

using diverse training datasets, implementing algorithmic fairness techniques, and conducting
independent audits to ensure equitable outcomes.

Anothercriticalethicalconcernis accountabilityn Al-drivenfraud detectionWhenan Al system

flags a transaction as fraudulent, the responsibility for verifying and acting on this information
typically falls on financial institutions and regulators. However, without clear accountability
structures, organizatiomsay overely on Al, leading to potential wrongful accusations or
enforcemengapsEthical Al governancshouldestablishndependenauditmechanismi assess

the accuracyndfairnesof Al fraud detectionrmodels(Whitehead Collier,2022) A humanrAl

hybrid model, wheral-driven fraud detection tools are complemented by human oversight, can
enhance ethical governance by balancing efficiency with accountability.

The Role of Global Al Regulationin Financial Crime Mitigation

Financial crime is inhetBntransnational, requiring harmonized Al regulations to address Al
drivenfraud on a globalscaleThe absencef unifiedregulationgllowscybercriminalgo exploit
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regulatory arbitrage, where they conduct financial crimes in jurisdictions withfoxeskent
mechanismg.o counteracthis, internationaframeworksuchasthe EU Al Act providea model

for establishing globa&l governance standards in financial crime detection (S2028)The EU

Al Act classifies Al applications by risk lenegjuiring greater transparency and accountability for
highrisk financial applications.

Furthermore, crodsorder Al governance mechanisms are crucial for tracking and preventing
financial crime. Organizations such as Interpol, the Finactaisl Task Foce (FATF), and the

OECD havecalledfor globalAl-basedrauddetectiometworksthat facilitateinformationsharing

among financial institutions and law enforcement agencies (Whitehead & Collier, 2022). These
networks can leverage Al for sii@le frauddetection while ensuring compliance with international
financial regulations.

However, globa\l regulation must balance financial crime prevention with data privacy rights. Al
driven fraud detectionoften requireslargescaledata analysisraisingconcens about consumer
privacy and financial surveillance (Bruss, 2023). Striking a balance betkigen #&aud
preventionand privacyprotectionrequiresstrongdatagovernancérameworkghat limit excessive

data collection while enabling effective fdmtelction mechanisms.

DecentralizedAl Oversight: An Alternativeto State Centric Governance?

Traditional Al governancemodels rely on centralizedcontrol, where governmentsor
corporations regulate Al systems. However, the rise of decentralized teshpi@sgnts an
alternative approach £d oversight. One promising model is the use of blockbhaedAl

audits, which ensure transparency and accountabilitgiiveXl fraud detection (Ressi et al.,
2024) . Bl ockchai nds i1 msed toa&rbdteeveriliabled rgoprdsAd y st e m
decisions, reducing the risk of fraud or manipulat®dhibased financial crime detection.

Additionally, decentralizéd ethical review boards offer alternative governance approach by
involving independent stdladders in Al oversight. Unlike statetrolled regulatory bodies,
decentralizedhl review boards consistof academicsfinancial experts,and civil society

representatives, who asgddsaud detectiormodeldor fairnesand complianc@russ, 2023).
By incorporatingnultistakeholdegovernanceheséroardsensurghatAl-drivenfinanciatrime
detection remains transparent and ethically grounded.

Another emerging model is crowdsourgedraud detection, where opsourceAl monitoring

tools allowfinancial institutions to collaboratively detect fraud. -Smamce Al governance enables
transparency, as financial institutions can collectively improve fraud detection models while ensuring
ethical compliance (Pollicino & De Gregorio, 2021). HowewentaddizedAl governance
mechanismsequire strong regulatorysafeguardso preventmisuse,ensuringthat Al- driven

financial oversight remains secure and trustworthy.

Al Explainability in Enhancing Fraud Detection Transparency
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Al explainabilityplaysa crucialrole in enhancingransparencin fraud detection ExplainableAl

(XAl refers to methods and techniques that make the dewaiorg processes Af systems
understandable to humans. In the context of financial fraud detection, XAl helpsdstakehol
including regulators, financial institutions, and customers, understand how and why certain
transactions are flagged as fraudulent (Rane, Choudhary, & Rane, 2023). This transparency is
essential for building trust in Al systems and ensuring tisamkecan be justified asatutinized.

Explainability also aids in identifying and mitigating biases within Al models. By making the
decisiormaking process transparent, stakeholders can detecAlifsysem disproportionately
targets specific demognapgroups or exhibits other forms of bias (Min, 2023). This allows for the
implementation of corrective measures to ensure fair and equitable outcomes.

Furthermoregxplainabl@l enhancesegulatorycompliancédy providingclearand interpretable
explanaons for Akdriven decisions. This is particularly important in financial systems, where
regulatory bodies require transparency to ensure that Al systems adhere to legal and ethical
standards (Psychoula et al., 2021). By improving the interpretatlitymofiels, financial
institutionscanbetterdemonstrateompliancevith regulationsandbuild confidencen their fraud

detection systems.

Balancing Transparencyand Securityin DecentralizedAl Governance

Decentralizedl governance offers a promisingrach to balancing transparency and security in
financiakystemdecentralizedovernancenodeldeveragéechnologiesuchasblockchain, smart
contracts, and decentralized autonomous organizations (DAOs) to create transparent and
accountable Al ovegtit mechanisms (Chaffer et al., 2024). These technologies enable the creation
of immutable records of Al decisions, ensuring that the deunskimg process is transparent and

can be audited.

However, decentralized governance also presents challengastamimg security. While
transparencis essentiafor accountabilityit mustbe balancedvith the needto protectsensitive

financial data and prevent misuse. Decentralized Al governance frameworks must incorporate
robustsecuritymeasuresuchasencyption andaccessontrols,to safeguardatawhile ensuring
trangparency (Chaffer et al., 2024).

Decentralized governance also promotes participatory oversight by involving multiple stakeholders
in the governance process. This rstdkkeholder approa@msures that diverse perspectives are
considered, enhancing the fairness and inclusivigyl afovernance (ibid.). By balancing
transparency and security, decentrafizgdvernance can create a more trustworthy and resilient
financial system.

Geopolitical Implications of Al-Driven Financial Crime Governance

The governancef Al-driven financialcrime hassignificantgeopoliticaimplicationsjnfluencing
international relations, economic stability, and global power dynamics. Different countries and
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regions adoptvaryingapproaches Al regulationreflectingtheir uniquepolitical,economicand
cultural context3.hese differences can léatboth cooperation and conflict on the global stage.

The three major Al powédrghe European Union (EU), the Unit&dates (US), and China

employ distinct regulatory approaches to Al governance. The EU emphasizesiraverghts
approachprioritizinghumanrightsandethicalconsiderations Al developmenanddeployment.

The US adopts a mardtven approach, fosing on innovation and economic growth, while
China follows a stativen approach, emphasizing social stability and state control. These differing
priorities can lead to tensions and challenges in establishing a unified global Al governance
framework (Wagetal.,2024).

Geopolitical competition is a major factor shaping nafibgsvernance strategidhe US and

China are often seen as the primary competitors in the race for Al dominance. The US has
implemented measures such as export controls onorsgmetor chips and economic
protectionism policies to consolidate its dominance in Al technologies and contain China's Al
development. This intensifies technology rivalry, disrupts Al supply chains, and hinders global
cooperation on Al governance (lbid.).

Despitedifferencesn regulatoryapproachegherearecommonalitiesn the valuesand principles
underlyingAl governance, such as hureentered values. Emphasizing these shared values can
facilitateglobalcollaboratioron Al developmenand governanceHowever,geopoliticatensions
andcompetitioncanundermineeffortsto establista centralizedjlobalAl governancé&ramework.

The concentration of power in Al technologies among a few major players can exacerbate the divide
betweerAl technology havesnd havenots, leaving the Global South at a disadva(tibadyg

Al-drivenfinancialcrimegovernancealsointersectwith nationalsecurityconcernsAdvancedAl
technologies can be used for both defensive and offensive purposes, including cykmrdwarfare
economicespionageNationsmayprioritizethe developmenandregulatiorof Al technologieso
protecttheir economicandsecurityinterestsleadingo increasednilitarizationof Al andpotential
conflicts. The strategic maneuvers of major posugh, as the expansion of conflicts like the
RussidUkraine war, further complicate the geopolitical landscape (Gerlich, 2024).

The rapidevolutionof Al technologiesanoutpaceexistinggovernancéameworksexacerbating
economic inequalities and sadidtagmentationAl-induced unemployment, predicted to reach
significantevelscanleadto socialunrestand politicalinstability.The lack of preparednesamong
governments and societies to manage the complex risks pAsekkuBlopmentsighlightsthe

need for proactive governance and international cooperation (lbid.).

While the US and China dominate Alhdandscape, middle powers also play a crucial wle in
development and governance. Countries such as Japan, South Korea, and Germafigdmve signi
technological capabilities and influence in shaping global Al policies. These nations can act as
mediators, promoting cooperation and bridging gaps betweedhpgosers. Their involvement

is essential for creating a balanced and inclusive Ajlgmiernance framework (Wang, et al.,
2024).
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Expertsdisagreen the potentialof variousormsof globalAl governancéameworkshut there is
increasinggreemerdn thenecessitfor acentralizeglobalframeworko tackletheexistential risks

of Al. Potential pathways forward include establishing international agreements and standards,
promoting crossector collaboration, and creating robust regulatory frameworks that balance
innovationwith ethicalconsiderationgEEmphasizingharedvaluesand principlescanhelp build a
foundation for global cooperation, ensuring that the benefisl @fe harnessed without
compromising global stability or societatvestig (Ibid.).

The geopolitical implications of -édiven financial crime governance are prafoand
multifaceted. Navigating these complexities requires a nuanced understanding of the diverse
regulatory approaches, geopolitical competition, national security concerns, economic inequalities,
and the role of middle powers. By fostering internhtioaperation and proactive governance, the

global community can address the risks and opportunities associated with Al, ensuring a stable and
inclusive future (Wamgal.,2024; Gerlich, 2024).

The opportunities of Al in the financial sector

Al has revaltionized the finance industry, offering innovative solutions across various domains.
One notable application is in fraud detection and prevention. For example, JPMorgan Chase uses Al
to detect and prevent fraud by analyzing transaction patterns afdniglemtomalieg heir Al

system, COIN (Contract Intelligence), reviews legal documents and extracts critical data, significantly
reducing the time and effort required for manual reviews (Peranzo, 2023).

In the realmof creditrisk assessmerdestFinancéeveragesl to improvecreditrisk evaluation.

Their Al modelsanalyzea wide rangeof datapoints,includingnontraditionaldatasuchasutility

payments and social media activity, to provide more accurate credit scores for individuals with
limited cred histories (Schroer, 2024).

Algorithmic trading is another area where Al has made a significant impact. Goldman Sachs
employsAl algorithmgo analyzenarketdataandexecutdradesat optimaltimes.TheseAl-driven
tradingstrategiebelpthe firm achevehigherreturnsandbetterrisk managemery continuously

learning from new data and adapting to market conditions (Sharmail282#goenhancing
customerservicein the financeindustry.Bank of Americausesan Al-poweredvirtual assistant
namedErica to assist customers with transactions, account information, and financial advice
through natural language processing (NLP). This Al assistant has significantly reduced wait times
and improved customer satisfaction (Ibid.JntastmentmanagemenBlackRoclutilizesAl to

manageits investmentportfolio and improve financial wdbeing. Their Al-driven platform,

Aladdin, analyzes vast amounts of market data to optimize asset allocations and identify
investment opportunities, leading to better dartperformance (Peranzo, 2023).

Personalized financial services have also benefitedl faodvancementsVealthfront useAl to
provide personalized financial planning and investment advicélThaien platform assesses
individualfinancialgoalsard risk toleranceto createcustomizednvestmentstrategies, helping
clients achieve their financial objectives (Sharma, 2025). Dquoeesging anotherdomain
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whereAl hasprovenvaluableOcrolusoffers Al-powered document processing software that
combines machine learning with human verification. This technology automates the extraction and
analysis of data from financial documents, improving accuracy and efficiency in processing loan
applications and other financial transactions (Ibid.).

Predictie analytics in finance is enhancedlbgs well. Kensho Technologies, a subsidiary of
S&PGlobal,usesAl for predictiveanalyticsTheir Al platformanalyzehistoricabdataandmarket
trends to forecast future market movements, helping financialionstitmake informed
investment decisions (Peranzo, 2023lséplaysacrucialrolein anttmoneylaunderindAML)

efforts. HSBCemploy4Al to enhance its AML programs by analyzing transaction data to identify
suspicious activities and potential mas@ydering schemes, improving the effectiveness of their
compliance programs (Schr@é24).

Al is also transforming financial advisory services. Bettermemtl ueeprovide automated
financialadvisoryservicesTheir Al-driven platform offers personafied investmentadviceand

portfolio management, helping clients optintliegr investments based on their financial goals

and risk tolerance (Sharma, 2025). These examples demonstrate the transformative impact of Al
across various financial services seciocluding fraud detection, credit risk assessment,
algorithmic trading, customer service, investment management, personalized financial services,
document processing, predictive analydiggmoney laundering,and financial advisory.By
leveragingAl, financial institutionscan enhance accuracy, efficiency can enhance accuracy,
efficiency, and profitability while addressing specific challenges and improving overall
performance.

Casestudieson the useof Al in financial sector

Financial institutions @rincreasingly turning to artificial intelligence (Al) to enhance efficiency,
improve decisiemaking, and mitigate risks. Al has proven as transformative across various
domains, including fraud detection, investment management, credit risk asseswmnmt, cus
service, and algorithmic trading. Several leading financial firms have successfullyAintegrated
driven solutions to address specific challenges and improve overall performance. The following
cases studies are of interest.

CaseStudy1:Al-Driven Fraud Detection at FinSecureBank

FinSecure Bank faced significant challenges with financial fraud, leading to substantial annual losses
and diminished customer trust. The conventionabaskd systems were inefficient, struggling with

high false positivates and failing to adapt to evolving fraudulent tactics. To #udfEBsSecure
Bankimplementedin advanced\I-drivensolutionusingmachindearning models to enhance its

fraud detection capabilities. Thlesystem analyzed vast amounts of tiaé transactiordata,

identifying patternsand anomaliesndicativeof potential fraud. It utilized a combination of
supervised and unsupervised learning techniques, continuously updating the models with new
transaction data and fraud trends. The implat@mntof the Addriven fraud detection system

resulted in a 60% reduction in fraudulent activities within the first year (Team DigitalDefynd,
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20243).

CaseStudy2: Al Optimization in Investment Strategliesat Quantum Capital

Quantum Capital, a leading itwes1t management firm, faced challenges in optimizing investment
strategies to manage over $50 billion in assets effectively. To enhance its investment strategies,
Quantum Capital adopted Al and machine learning. The Al system analyzed market data, economi
indicators, and historical performance to optimize asset allocations and identify investment
opportunitiesThe systenmalsoincorporatedeattime datato adaptto marketchanges dynamically.

The Akdriven investment strategies led to improved porgeli@rmance, increased returns, and

better risk management (Team DigitalDefynd, 2024b).

CaseStudy 3:Al-Driven Credit Risk Assessmenat FinScoreGlobal

FinScoreGlobal, a financialservicedirm, facedchallenges accuratelassessingreditrisk for a

diverse global client base. Traditional models often failed to account for unique financial behaviors
andrisk factorsacrosdifferentgeographi@and demographisegmentsto addresshis, FinScore

Global adopted a generative Al model to simulate varaiis scenarios based on extertave
inputs,includingunconventionadatasourcesike utility paymentandsociaimedia activity. The Al

system generated predictive credit scoring models that adapted to regionabénavioieshnd

trends, incomorating realtime economic data and customer transaction patterns. The
implementation of generatikin credit risk assessment led to a 25% reduction in default rates and

a 40% increase in credit issuance to previously underserved segments (TBafgridigh@P4b).

CaseStudy4:Al in CustomerServiceat Bank of America

Bank of America aimed to improve customer service efficiency and satisfaction while reducing
operationatosts.The bankimplementedin Al-poweredvirtual assistanhamedErica. Ericauses

natural language processing (NLP) to understand and respond to customer inquiries, aiding with
transactions, account information, and financial advice. Erica handled millions of customer
interactionssignificantlyreducingwaitingtimesand improving customersatisfactionThe virtual

assistant also helped the bank save on operational costs by automating routine inquiries (Sharma,
2025).

Goldman Sachs sought to enhance its trading strategies and improve market prediction accuracy.
Thefirm implementedhl andmachindearningalgorithmgo analyzerastamountof marketdata,

identify tradingpatternsand executdradesat optimaltimes.The Al systencontinuouslyearned

from new data, adapting its strategies to changing market conditions-dfikenAtrading

strategies led to increased trading efficiency, higher returns, and better risk management (Team
DigitalDefynd, 2024b).

These case studies demonstrate the transformative impacicabss various financial services
sectors, including fraud éetion, investment management, credit risk assessment, customer service,
and algorithmic trading. By leveradihdinancial institutions can enhance accuracy, efficiency, and
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profitability while addressing specific challenges and improvingpeviemlance.

Societall mpactsof Al

Artificial intelligence (Al) has a profound impact on society, influencing various aspects of our daily
lives, economic systems, and global interactions. Here are some key areas where Al is making a
significant impact:

Al is driving economidransformatiorby enhancingroductivity,creatinghew job opportunities,

and enabling innovative business modelspowered automation improves efficiency in
manufacturing, logistics, and customer service, reducing operational costeasiogi output

(Roser, 2022). For example-dAven robots and automated systems streamline production
processes, leading to faster and moreeffestive manufacturing. However, the ris@ladlso

poses challenges, sashjobdisplacemerdueto aubmation.WhileAl creates newolesin tech
development, data analysis, and Al maintenance, it can also render certain jobs obsolete. Addressing
thisrequiresnvestmenin reskillingandupskillingorogramso prepargheworkforce forAl-driven

economies

Al isrevolutionizingnealthcarbyimprovingdiagnosticqersonalizethedicineandpatientcare. Al

algorithms analyze medical data to detect diseases early, predict patient outcomes, and recommenc
personalized treatment plans. For instangeovérel imaging tools can identify tumors in medical

scans with high accuracy, aiding in detection of cancer in early stage. Ad4itidriaéy,
wearablelevicegnonitor patientshealthin realtime,providingvaluable data for managing chronic
conditions ad preventing medical emergencies. These advancements tbelwqraliyof care
andreducehealthcareosts,makingmedicalservicesnore accessible and efficient (West & Allen,

2018).

Al is transforming education by personalizing learning experiedcaspesving educational
outcomes. Apowered platforms adapt to individual learning styles and paces, providing customized
content and feedback. This personalized approach helps students grasp complex concepts more
effectively and enhances their oveaathieg experience. Moreoverdhiven tools assist educators

in administrative tasks, such as grading and attendance tracking, allowing them to focus more on
teaching and student engagement. Al also facilitates remote learningdoaingccessibl®
abroaderudiencancludinghosein remoteor underservedreas (Bryson, 2024).

Al enhances decisionaking processes across various sectors by provididgwatansights and
predictiveanalyticsin finance,Al algorithmsanalyzemarkettrendsand economicindicators to

inform investment strategies and risk management. In agriéuHpoeiered tools optimize crop

yields and resource management by analyzing soil conditions and weather patterns. Governments
and policymakers also leverage Alakemnformed decisions on public policy, urban planning, and
disaster respons&l.-driven simulations and models help predict the impact of policy changes and
identify the most effective strategies for addressing societal challenges (Roser, 2022).

Al enharces customer experience by providing personalized and efficient serpoesred
chatbots and virtual assistants manage customer inquiries, process transactions, and offer
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recommendations based on user preferences. This improves customer satisfaetthrces

waiting times. In retail, Al analyzes consumer behavior and preferences to offer personalized
shopping experiences, optimize inventory management, and enhance marketingTéteggegies.
advancements lead to increased customer loyalty anddlggh@nest &llen, 2018).

The widespreaddoptionof Al raisego addres&thicalandsocialimplicationsissuesuchasdata
privacy, algorithmic bias, and the ethical uaé teChnologies are critical concerns. Ensuring that

Al systems are transpat, fair, and accountable is essential to building public trust and preventing
misuse (Bryson, 2024). Al governance frameworks and regulations are necessaryhesaddress
ethicalchallengeandto ensuraesponsiblyleployedAl technologiesThisincludes implementing
guidelines for data protection, bias mitigation, and éthpraictices.

Al hassignificantgeopoliticaimplicationsnfluencingglobal power dynamicsand international
relations.Countriesthat leadin Al developmenand innovationgan a competitiveadvantagén
economicandmilitary capabilitiesThis canshift the balanceof powerandcreatenewgeopolitical

tensions. International cooperation and collaboration are crucial to addressing the global challenges
posedby Al (West& Allen, 2018).Establishingnternationalstandardsand agreements oAl
governanceanhelpensurghatuseof Al technologiess for the benefitof allhumanityand prevent

conflicts arising from Al advancements (Bryson, 2024).

Al contributes to environmemtaustainability by optimizing resource management and reducing
waste. Ajpowered systems monitor and manage energy consumption, water usage, and waste
production, promoting more sustainable practices. For example, Al algorithms optimize energy
grids, redce energy waste and lower carbon emissions. In agriédlHldiieen tools enhance
precision farming, minimizing the use of wéeti)izers, and pesticides while maximizing crop
yields.These advancements supmustainablagriculture and helpddres globalfood searity
challenges (Roser, 2022).

Al's impact on society is multifaceted, offering benefits while also posing significant challenges. By
leveraging\l responsiblandaddressingthicalsocialandgeopoliticaimplicationsywecan harness
its potentiako drivepositivechangendimprovethe qualityof life for peopleworldwide.

Ethical Concernsand Biases

Artificial Intelligence (Al) brings up ethical issues that need attention to ensure responsible and fair
usage. A key issue is bia$ discrimination. Al systems can reinforce and even heighten existing
biases found in their training data. If the data used téknaiadels includes historical prejudices

or doesnot representliversegroupsthe outputof the Al systenis likelyto mirror and perpetuate
thosebiasesThis canleadto discriminatoryesultan importantsectorsuchashiring, lending, law
enforcement, and healthcare. For instanc&l| aystem used for recruitment might favor certain
demographic groups over others basebiased training data (Garnett, 2024). To address bias, it is
important to utilize diverse and representative training datasets, apply mathestietosid
identifyandreducebiasesgreatdransparenandexplainablalgorithms, and perform regudardits
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on the systems to monitor and minimize bias over time.

Privacy and security of data are also crucial ethical considédasigstems often need access to

vast amounts of data, leading to concerns regarding data privacy and security. Stanagiagd

large data sets increases the chances of data breaches and unauthorized access to sensitiv
information. Furthermore, usig in surveillance and data collection can infringe on individuals'
privacyrights.Implementingstrongdatagovernancérameworksthat emphasizelata privacy and

security, utilizing encryption and anonymization techniques to safeguard sensitive data, and ensuring
compliance with applicable data protection laws can help mitigate these concerns (Pazzanese, 2020).

Transparencynd explainability are essential for the governanke ©he intricate and opaque
nature of Al models makes it challenging to understand the d@eiking processes, complicating
accountabilityandregulatoryneasureshislackof transparencgandiminishtrustin Al systems,
especially when utilized in critical decisiaking scenarios such as criminal justice or healthcare.
Encouraging the development and use of explamlaPté\l) techniques that clarify Al decision
making processes for humanslmaost trust and accountability in Al systems (Dilmegani, 2024).

Establishing accountability and liability Abrdecisions can be complicated, especially shen
operateautonomouslywWhenanAl systemmakesanerror,it is often uncleamwho is respongilei

the developers, the users, orAhétself. Defining clear accountability structures that outline the

roles and responsibilities of developers, users, and regulators is vital. Introducing independent audit
mechanisms to evaluate the accuracy andskiof Al systems can ensure that accountability is
maintained throughout the Al lifecycle (Garnett, 2024).

Automation driven bl can lead to job loss, as machines and algorithms take over human roles in
various industries. This can result in signifecamomic and social disruption, particularly affecting
workers in lowskilled positions. It is essential to invest in reskilling and upskilling irtiiates
theworkforcefor economiedrivenbyAl. Promotingpolicieghatsupportob transitionsind create

new opportunities in emerging fields related #nd technology can help alleviate the effects of
job displacement.

The use oAl in military contexts, such as autonomous weapon systems, raises important ethical
concernsAutonomous weaponsar make critical decisions without human intervention, which
could result in breaches of international humanitarian laws and ethical guidelines (Dilmegani, 2024).
Establishing international agreements and regulations overseeing the development amdl deployme
of Al in military applicationgs vital. Ensuringthat humanoversightremainsintegral incrucial
decisiommakingprocesseandthatAl systemadherdo ethicabndlegaktandardsan help alleviate

these concerns.

Al can also be utilized to create disseminate misinformation, including deepfakes and fake news,
which can swaypublic opinion and erodetrust in mediaand institutions.This posesrisks to
democratiprocesseasndsociaunity (Pazzanes2020) CreatingAl toolscapabl®f recognizingnd

countering misinformation, enhancing media literacy and public awareness regarding the potential of
Al-generated content to be misleading, and implementing regulations that hold platforms

181



Theme 4:Investigating and ProsecutingEiabled Crimes
Session 10

accountable for misinformation spread are vital actionslethaskssue (Garne2)24).

Addressing these ethical challenges calls for a comprehensive and collaborative approach, involving
various stakeholdergrom sectorslike government,industry, academiaand civil society. By
proactivelyacklingthesessus, wecanensureghatAl technologiearedevelopedndutilized in an

ethical, transparent, and beneficial manner for society.

Al biasin variousapplications

Artificial Intelligence (Al) systems have exhibited pronounced biases across multiple sectors,
resultingn unjustanddiscriminatoryutcomesA prominentinstancas the CorrectionaDffender
Management Profiling for Alternative Sanctions (COMPAS), an Al tool utilized in the United States
to estimate the likelihood of criminal recidivism. A 2®agstigation by ProPublica uncovered
significant racial bias within COMPAS's predictions. The research indicated that tlveasystem
more likely to erroneouslycategorizeBlack defendantsas highrisk comparedto their white
counterparts.

Specifically, CORIAS misidentified 45% of Black defendants as substantial risk, while only 23% of
white defendants faced the same misclassification. Furthermore, the system inaccurately classified &
greater number of white defendants as minimal risk, who subsegadietigled.This bias
remainedapparentevenafter accountingor additionalfactors such as prior offenses, age, and
genderThe racial bias highlighted by COMPAS underscores thiAisystemperpetuatingnd
intensifyingexistingsocietabrejudicesgonsequentlyielding unfair and discriminatory outcomes

within the criminal justice framework (Denison, 2023).

In the healthcaresectoranAl algorithmemployedoy hospitalsacrosghe United Statedo assess

which patientsrequiredadditionaimedicakttention exhibitednoticeableacialbias.The algorithm

evaluated patients' healthcare cost histories, operating under the assumption that higher expenses
correlated with increased medical needs. However, this presumption disregarded the varying
methodsthrough which Blackandwhite patientsfinancetheir healthcareBlack patientswho are
statistically more likely to incur costs for emergency interventions despite presenting symptoms of
unmanaged illnesses, received lower risk assessments comparegatientateConsequently,
Blackpatientswerelesslikely to qualifyfor supplementargarecomparedo white patientsvith
analogoukealthrequirements hisbiaswithinthe healthcaralgorithmemphasizes the necessity of
incorporating socieconomic conderations and ensuring Al systems do not inadveranttyrce
pre-existinglisparitietn healthcaraccesandtreatmen{Denison2023).

Another illustrative example is MicrosoM'schatbot named Tay, launched on Twitter in 2016.
Programmers desigph Tay to interact with users and learn from their dialogues. Unfortunately,
within a mere 24 hours, Tay began disseminating offensive and discriminatory tweets, mirroring the
biasesand prejudicegresentedy the usersit engagedvith. This incidentexenplifies how Al

systems can swiftly adopt and replicate harmful behaviors from their surroundings, particularly when
exposedo unfilteredandbiasednformation.The caseof Tayaccentuatese necessitfor stringent
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content moderation and ethical gumdalito prevent Al systems from embracing and propagating
detrimental content (Prolific, 2023).

Gender bias in recruitment algorithms represents another pressing concern. Numerous
organizations have adopted Al algorithms to enhance their hiring prooesses; these systems
frequently demonstrate gender bias. For instAn@zon developed ak recruitment tool to

assess job applicants' resumes. The tool exhibited a preference for male candidates over female
applicants, as it was trained on resumesitgedbrio the company over a decade, predominantly
authored by men. The Al system penalized resumes that contained the term "anden's"
downgradedgraduatedrom allwomen'scolleges.This genderbiasin recruitment algorithms

highlights the importance wafilizing diverse and representative training datasets and implementing
strategies to identify and mitigate biases Witlsiystems (IBM, 2023).

Facial recognition technology has also faced significant criticism for its racial bias. Research has
indicate that facial recognition systems are less accurate in identifying individuals with darker skin
tonesForexampleastudyconductedy the Nationallnstituteof StandardandTechnology (NIST)
discoverethatfacialrecognitioralgorithmsexhibitechighe errorratedor Black Asian, and Native

American faces compared to white faces. This bias can result in false identifications and wrongful
accusations, especially within law enforcement applications. The racial bias observed in facial
recognition techrogy underscores the imperative for thorough testing and vabfAti@ystems

to ensureequityandprecisioracrossliverselemographigroupq1BM, 2023).

These instances underscore the pervasive nature of biag\Wétystems and the potential for
thesebiasego inflict harmacrosssariousdomainsTacklingAl biasnecessitatescomprehensive
approach, incorporating the utilization of diverse and representative training datasets, the
formulationof transparenaind explainablelgorithmsand the establishmenbf ethicalguidelines

and regulatory frameworks to uphold fairness and accountability.

Challengesfor and by Al

The integration of artificial intelligence (Al) in financial systems and various sectors involves
numerous challenges, includingadquality concerns, infrastructure limitations, and ethical
consideration# primarychallengés the presencef inadequater low-qualitydata Al systems rely

on extensive datasets to yield accurate predictions; however, acquiungityigind p&nent
datacanbe a complextask.Biasedor insufficientdataset&anresultin inaccuratenodels and
discriminatory outcomeBo mitigate this issue, organizations must secure access to diverse, high
guality datasetsjmplement data cleaningand preprocssing techniques,and update datasets
consistently to align with current trends (Papas, 2023).

Another significantobstaclas outdatedinfrastructureNumerousorganizationsack the requisite
computingpowerandstorageapabilitiefor successflll implementationLegacysystemsften do

not support contemporary Al applications, thus hindering performance and scalability. To address
this challenge, businesses should consider investingperfogimance computing resources and
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adopting cloudased sotions in collaboration with technology providers to modetinée
system$or enhancedl integrationA relatecconcerris theintegratiorof Al into existing systems.
The adoption of Al can be intricate and tooesuming, as it necessitates comjigtviaith current
technologieandbusinesprocessed.o facilitatea seamlesgansition, companiesustformulatea
comprehensivetegrationstrategygcollaboratewith experiencedl vendors, and offer employee
training to effectively utilize and tragblootAl tools (ibid).

The shortage of Al talent presents another urgent challenge. The demand for experts in Al and
machine learning significantly surpasses the available workforce, creating a talent gap that obstructs
implementation efforts. Organizasacan address this challenge by investing in upskilling programs,
collaborating with universities to develop educational initiatils amd engagingxternal
consultantor specialistso temporarilyfill skill shortagesin conjunctionwith talent isues, data

privacy and security remain substantial challenges. Al systems frequently require access to sensitive
information, raising concerns regarding privacy, security, and compliance with regulations. To
alleviate these risks, organizations shouldligstaobust data governance frameworks, utilize
encryption anénonymization techniques, and adhere to applicable data protection laws (Expert
Panel, 2024).

In addition to technical hurdles, ethical and bias issues present significAhtsyisieans ma
unintentionally reinforce biases found in training data, resulting in unjust and discriminatory
outcomes. Ethical considerations also emerge concerning transparency and accoukltability in
driven decisiomaking. To confront these challenges, orgamganust embed ethical guidelines

within Al development processes, use diverse datasets for model training, and implement techniques
for bias detection and mitigation. Furthermore, the excessive costs associated with
implementation can be prohibititgagrading infrastructure, acquiring datuitingAl talent, and
maintaining systems ciacur substantial expens&spragmatic approadhvolves initiating pilot

projects to demonstrate value, exploring funding opportunities such as grants astdgsaramer
concentrating on scalable Al solutions that can be expanded incrementally over time (Prescience
Team, 2024).

The Way Forward: Moving from Techno-determinism to Techo-SocialApproach

A prevalent misunderstanding concerning artificial intelligdhde the tendency to overstate its
capabilities. Numerous organizations form unrealistic expectations regarding Al's potential, which
often results in disappointment when actual outcomes do not meet these expectations. To mitigate
thisissuepusinesseshouldestablistattainablebjectiveseffectivelycommunicatéhe capabilities

and limitations of Al, and concentrate on incremental advancements. Furthermore, navigating
regulatory compliance poses a complex challenge, as Al governance diffeasi@ecsasgions.
Organizations must remain vigilant about the dynamic regulatory landscape, collaborate with legal
experts to ensure compliance, and desiggovernance frameworks that align with industry
standards.

Moreoveryesistancto changeontinue to be a significanbbstaclé¢o adoptionof Al. Employees
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andstakeholdersayharborconcernsaboutjob displacementr questiorthe effectivenessf Al.

To counterthis, organizationshouldcultivatea cultureof innovation articulatehe benefitsof Al

clearlyandactivelyinvolveemployeem theimplementatioprocessProvidingadequaté&ainingand
support can facilitate a smoother transition and promote acceptance.

Effectively addressing these challenges necessitates a strategic approaskiegdcovgstments

in infrastructure, development of talent, consideration of ethical implications, and adherence to
regulatory compliance. By proactively tackling these barriers, organizations can harness the full
potential of Al to drive innovation, emica efficiency, and achieve Hergnsuccess.

Guaranteeing fairnegsAl systemss imperative to avebiases and discriminataytcomesA

crucial strategy itis regardis to employ diverse amdpresentativdata.Al systems camherit

biases embleled in their training data; insufficient diversity or representation of the training data
may lead to biased Al outcomes. To remedy this, it is vital to utilize datasets that reflect the
demographics and tradgbthe entire population. Regular updatésaanlits of datasets to ensure

their continued relevance and inclusivity are also essential (Denison, 2023).

Detecting and mitigating biases are critical steps toward achieving fairness. Bias cah infiltrate
systems at multiple stages, spanning fromcd#déxtion to model training and deployment.
Implementing bias detection methodologies to identify potential biases in Al models and employing
fairness metrics to evaluate the impaétl gfystems on various demographic groups are effective
strategies (ith.). Utilizing bias mitigation techniques, such as reweighting data, modifying
algorithms, and implementing fairness constraints during model training, can also address these
challenges.

Transparencgnd explainabilityare vital component®f Al governane. The intricateand opaque

nature ofAl models can complicate understanding of how we make decisions, thereby hindering
accountability and regulatory efforts. Promoting the development of explainable Al (XAl)
techniques that clarifd decisioamaking proesses will enhance trust and accountabily in
systems (Forbes, 2025). Providing comprehensive documentation and elucidations of Al model
functionality and the factors that influence their decisions is also crucial.

Ethical guidelines and governan@méworks are essential to ensure that development and
deployment oAl systems are in an ethically sound manner. Establishing such frameworks that
prioritize fairnessfransparencyand accountability is of utmost importance. Implementing policies

that madate regular audits and evaluations of Al systems to maintain compliance with ethical
standards is necessary. Encouraging collaboration between stakeholders, including developers,
regulators, and the civil society sector, will contribute to the developm@mprehensive and

inclusive governance structures (WEF, 2021).

Inclusive design and development practices are critical to preventing inadvertent biases in Al
systemdAl systems are frequently created by teams that may not encompass the fulifdhersity
population,potentiallyresultingin unintendedbiasesn designand executionlt is essentiato

prioritize inclusivedesignand developmenby involving diverseteamsthroughoutthe Al system
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creation process. Soliciting input from a wide afrayakeholders, including underrepresented
groups.ensureshat Al system@&adequatelyeflectthe needsand concernsof all usersPromoting

diversity and inclusion within Al development teams introduces varied perspectives and experiences
into the overajprocess (Forbes, 2025).

Ongoing audits and monitoring of Al systems are imperative to identify and rectify emerging biases.
Al systems can evolve over time, and biases may surface as they interactvaoritth detd.

Regular audits and monitoring enshese systems remain equitable and accurate. Implementing
continuous feedback loops to refine Al models and establishingindependentauditing
mechanisms to evaluate the performance and fairness of Al systems are effective measures (ibid).

Regulatory comphce is another crucial element in ensuring equalitgyistems. Navigating the
intricate regulatory environment for Al can be difficult, as different regions have diverse standards
and regulations (WEF, 2021). Keeping abreast of relevant reguidtiensuaing adherence to

legal and ethical standards is vital. Collaborating with legal specialists to manage regulatory demands
and creating Al governance frameworks that correspond with regulatory stanthetgsackle
thesassuegibid.).Encouragiginternationatollaboratiorio establish uniform and harmonizdd
governance practices is also essential.

Publicinvolvementand educatiorarevital for cultivatingtrustin Al systemsConcerngegarding

privacy, security, and ethical dilemmas cda eomfidence in Al technologies. Engaging the public
through transparent communication and education @bdethnologies aids in building trust.
Proactively addressing concerns and highlighting the advantslgesit# ensuring that ethical

and privag issues are given priority is crucial. Fostering media literacy and public atvaneness
thepotentiafor Al-generatedontento bemisleadings alsonecessariForbes2025).

Byapplyinghesestrategiesyecanensurehedesigrandimplementationf Al systems away that

is just transparent, and beneficial to all members of society. Addressing fairness in Al necessitates a
comprehensive and collaborative approach involving stakeholders from various sectors, including
government, industry, acadggnand civil society.
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Al Enabled Crimes of Today andthe Future
-Suyash Nepd!'

Abstract

Theexplosiyaroliferatiaaf LLMs andotheAl technolodieseopenea pandorhoxin termof theirsecurity
implicationBheapplicatiafsucliechologi@s offensia@d defensive security while being a topic of active research
largely an unknown. In thisnsepplortheusagefAl technolagyariousyberattacksdscanthathave been

happening in the recent days with scese speatidie and discuss howvdespfpkesnatiargbeingsetb
causessesmountinghundredd millions of dollars. We also present various attack techniques that Al can poten
facilitatimn thecomingayncludingracticdenonstratiofhowcriminalsarabuse legitimate Al/LLM models for ill

intent by bypassing security controls. Our projection of these attack technologies are based on the current
technology, the capahdisirforecastedcquirandheaoolgechniguaasdroceduhatwe have seen cybercriminals

use along with the goals and motivations of \anusigpkswhg the outlining of how attackers are and will be
using Al to commit a range of cybeatsmtiesistheflipsidenhowAl carbeleveragedightcybercrimes. We

exploral powersdcuritgolshathavbeedevelopathecurrertaysindhe trends we are seeing with them. We will
also be presenting ways how Al can be harnasstdtie fighjeated Al enabled crimes.

Keywords
[Artificial Intelligence Security, Scams, Deepfakes, Voice Impersonation, Al abuse, Cybercrime, Threat Projection,
Defensive security]

Introduction

Sincethe recentdevelopments the field of generativédl andthe ubiquityof LLMs, we have

entered into a new frontier of computing where computers have started to depict some
intelligenceHeretofore computersverelimitedin their reasoningapabilitybut nowLLMs have

madethem ableto emulateintelligencean limited but swiftly improving form. We haveseen
increasinglyovelandcleverwaysin whichgenerativél is beingput to use. Understanding the
implications from a cybersecurity standpoint is crucial as the many generative Al models, such as
ChatGPT,Copilot, Gemini, and LLaMA, continue to develop in complexity and capabilities.
Recent examples have shown how generative Atdobksusedn both offensiveanddefensive
cybersecurityscenarioswith an emphasis on the technology's social, ethicdl, pawacy
consequences. On one hand, these technologies have empowered organizations to be more
resilient to evolving threat landscape through the use-pmiwe&red detection and defense
technologies. On the other hawglbercriminalsre leveragingAl and LLMs to launchmore
sophisticated andcalable attacksuch as Al-generateghishingemails,deepfakescamsand
automatedsocial engineering campaigns. Theatlggdd nature of these tools has magnified the
catandmousegamethat cybersecuritihasalwas been whereattackerdry to find new way®f
exploitingexistingechnologieandthe defendersry to fortify againssuchnew and sophisticated

74The Author is a senior security engineer at Threat Nix and parttime lecturer at Softwarica College @bfiinaect&
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attack vectors. In this paper we will examine how attackers are usirgeribesie/eAl
technologieghe securitybarricadeshat Al tools haveadoptedtheir bypasses, and the use of
generative Al in ensuring security.

Cybercriminalsadoption of GenerativeAl

We have seencybercriminalsncreasinglyadopt generativeéAl as a powerful additionto their

toolkit. In recentimes manycasesiavedepictedhe powerof Al asadangerousool in the hands

of sophisticated threat actors. Al has also democratized complex attackspesoteahnically
sophisticatedttackerscan leveragehe power of Al to laundt complexattacks.Crowdstrike
reportedthat when attackergyot accesso a cloud serverof a specific organization, facing an
unfamiliar environment the attackers used chatgpt to understand how to navigate the system and
how to exfiltrate credentials[Erom various forms of phishing, use of deepfake images in
extortion to Al developed malwares and exptbiggechnicabkpplicatiorof malwarenhasbeen
verydiversan range.

Phishing

One of the majorindicatorsof phishingthat mostcybersecuritytrainng materialpresentedavas

the grammaticadrrorsandweirduseof languageBut, sincethe adventof GenAl and LLMs that

has been all but moot. Now with the use of LLMs, an attacker cacrafagdysonalizedmails

by feeding publicly availableinformation of the targeted person or organization. This
democratization of powerful computing and content genethgoghasbeenanoticeablddoom

in phishingscamsin 2023 afterthe release of chatgpt, 138% increase in the number of detected
phishing sds was observed[2]. The numiifephishingin the sameyearincreasedyy 58% [3]
whichcanin-partbe attributed to the rise of LLMs. r&portfrom 2025showedhatin 2024 the

numberof peopleclickingon a phishingink almost tripled [4], this was daean overall increase

in the number of phishing attempts that a user now gets and due to the increase in believability as
well [5]. Due to the development of LLMs it has been easier for cyber criminals to target people all
around the globe using theirimatlanguage. A significant spike has been observed in the number
of phishing attemptasinglanguages othénan EnglishThis can beattributedto the fact that

now anyonecaneasilycraft a believablend grammaticallgonsistenemailin any languageitiv

the use of generative Al.

Vishing

The special form of phishing which uses voice to trick unsuspecting people and takeadidvantage
themis knownasvishing.Vishinggenerallyhappen®veracall. Weare focusingnoreon the use

of voicefor phishingasjusta coupleof yearsagovoicecallingwas a way of ensuring authenticity

and was recommended to protect against phishinfitstiseof Al in suchavishingattackwas
reportedin 2019,whereAl wasusedto clonethe voice of the bossto dupean exeutiveinto
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transferringa hugesumto scammerds perthereports attackersisedAl to clonethe voiceof a

CEO of a Germanparentcompanyand calledthe CEO of their subsidiaryin the UK. The
scammerwvereableto make such a perfect copy of the Ger@&hO t hat t he ot her
doubt the authenticity at allhescammergstructedhe UK CEO to transfer$243,00@0 abank

accountin Hungary which he did unsuspectingly. The scammers then again attempted to get the
CEO to makea secondransferbut thistime he hadsomemisgivingandd i dnmakethe second

transfer [6].

This casevasa eyeopenetbackin 2019whentherewasbarelyanypresencef generative Al and
deepfake technology was in its infancy. With the technology that attackers pessigyssecaim
imaginehow sophisticatetheir capabilitiesnight havebecomeandtrue to our assumption, the
attackers are getting more and more advanced in their pdtismmog.

A similarattemptat vishingreportedby the CEO of w o r lladgéstadvertisng group WPP,

attackers created a Whatsapp account impersonating him and used it to set up an online meeting
with a seniorexecutiveThe attackerglonedhisvoiceandusedpubliclyavailable video footage as

well. But, due to timely diligence the attethpcam was foiled [7].

Vishing+

An extremelyintricateand evolvedform of a vishingscamwasmadepublic by the HongKong

policein early2024.This scamdepictsthe truly scarycapabilitythat currentday Al technologies

possess. A Hong Kong based faeamworker of UK based multinational engineering firm Arup
received an email claiming to be from the company's CFO from the UK, the email looked
suspiciousindthe employeénitiallyregardedt assuch.But thenthe emailsendersetupa group

video confer@ce with multiple employeesnd in the video conferenceahe employee saw his
colleagues present along with the CFO. The CFO then said the same thing as the email and
presented the need for secrecy, he instructed the worker to transfer 200 million Hiligikang

When he saw his colleagues and CFO over video, he had no suspicion and transferred the amount
as discussed in the video conference. It was only revealed solatetithesall the people

presentin the video conferencencludingthe CFO wasa depfakeimpersonationand the
scammerbadsuccessfulliyickedthe employeénto sending $25.6 million [8] Thlaboratescam

goedo showtheabsoluteeomplexitywith whichAl poweredieepfake tools can now operate.

Generalpublic and Al

Asidefrom the® high profilecasef criminalstargetingorganizationsscammersdoptingAl

tools are going after individualpersonsat an explosiverate. One of the notable usages of Al
targeting individuals is being seen in scam calls to old people with closeaf Wo&e loved
ones. Dubbed the grandparent scam, this method of scamming has evolved to a nemitextreme
the advent of Al voice cloning technology, making it more convianth@motionally
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manipulativg9]. In this scamscammersiseAl toolsto clore the voiceof av i ¢ tlovethdns
usingustafewsecondsf audio,oftensourcedrom social media or voicemails. The cloned voice
calls the victim, often sounding panicked or distressrlaimso bein urgentiroublél suchas
beingin jail, involved in a caraccidentpr needingoail money.The scammecreatesa senseof
urgencyto pressurehe victim into acting quickly. Theeof Al is not only limitedto financial
scamstheir usein misinformationcampaigns is also growing. Al generated ¢ategsigned to
influence public opinion is being seen worldwidehcontentwasobserveaspeciallguringthe
2024US presidentiaklection. Algeneratedmagesandvideosof the candidatenaderoundsin
socialmedia,fakevideos of celebrity endorsensegenerating increased concerns regarding the
risks of deepfake videos [10]. Similarly in Slovakia's 2023 elections, deepfake audio of one of the
candidate discussiwgteriggingwassharecindwasintendedo manipulat@ublicperceptiordays
before theelection [11]. These fake images and videos possess a great power to sadfeéicantly
variousdomainsA viral pictureof anexplosiomearthe pentagon caused a brief crash of the US
stock market [12]. Thesaseshowhow in the handsof cybercrimirals,generativé\l hasbeen
usedto significantlyncreasehe capabilitie®f variouspre-existingconcernof cybersecuritgnd

has helped in expanding their scope.

Abusing Al and circumventing restrictions

We havediscussethe useof Al in a barelytechnicalwayandhow threatactorsare leveraging
existingserviceso aidtheir criminalenterprisedNow let'sdiscus$iow criminals can abuse Al by
bypassing various cybersecurity controls that intend to restrintlythaestructivetechnical
capabiligs of GenerativeAl tools, especially.LMs. For such purposes, attackers resort to Al
jailbreaking and prompt engineering techniques. Al jailbreakangto the processof
manipulatingan Al model to overrideits built-in safeguardssuch as contentfilters, ethical
guidelinesyr usageestrictionsThisis often achieved through carefully crafted prompts or inputs
that trick the Al into generating outpittezouldnormallyrefuse[13].For examplean Al model
designedo rejectrequests fomaliciouscodemight be coercednto providingsuchcodeif the
requests disguise@sa hypothetical scenario or educational exercise. Jailbreaking an Al involves
bypassing the ethi@ldsafetyconstraintembeddedn Al systemsenablingattackerso exploit

these models for harmful purposes. Al models like ChatGPT, GitHub Copilot, or other code
generatiomoolscanbemanipulatetb producemaliciousode suchasransomware, keyloggers, or
exploit scripts [14]. Cybersecurity researchers have repeatedlyatedimvsAl canbeusedo
generat@mewmalwareaddsophisticatedapabilities to simple malwares and create exploit codes
[15].
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