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Putting Victims at the Heart of the Criminal Justice Process ð 

Addressing Technology-Facilitated Sexual Violence and Abuse 

 
Shenaz Muzaffer1 

Abstract 

The rapid advancement of digital technologies has facilitated the emergence of new forms of sexual violence and abuse while also 

enabling the commission of traditional offences in novel ways. Technology-facilitated sexual violence and abuse (TFSA) 

encompasses a broad range of harms, including sextortion, online stalking and harassment, image-based sexual abuse, and online 

sexual exploitation. Perpetrators exploit digital platforms, social media, GPS tracking, spyware, and emerging tools such as 

generative AI to commit these crimes, often across jurisdictions, complicating law enforcement efforts. Investigating and prosecuting 

these offences present significant challenges, including jurisdictional barriers, encryption technologies, and law enforcement resource 

constraints. Additionally, court backlogs and the high burden on prosecutors can deter victims from seeking justice. To effectively 

combat TFSA, a comprehensive, multi-disciplinary approach is required, involving international cooperation, enhanced training 

for legal and investigative professionals, and stronger support systems for victims and witnesses. This paper examines the evolving 

nature of TFSA, the challenges faced by law enforcement and prosecutors, and potential strategies for addressing these complex 

and pressing issues. 

 

Keywords  

[Technology Facilitated Sexual Violence, Cybercrime, Sextortion, Online harassment] 

 

Introduction  
 

The evolution of digital technologies has facilitated the commission of new forms of sexual violence and 

abuse and created new mechanisms for committing traditional such offences, frequently against women and 

children. Criminal activity committed with the use of technology can have significant and long-lasting 

psychological and social consequences for victims. As technological growth continues at pace, prosecutors, 

investigators and law-makers must develop a multi-pronged approach that includes enhanced international 

cooperation, cross-sector collaboration, increased training and education, and effective support for victims 

and witnesses to enable these crimes to be tackled effectively. 

 

So what do we mean when we talk about technology-facilitated sexual violence and abuse?  Thereõs no agreed 

definition of the term, but it refers to any situation where digital technology is used to facilitate or enable 

either virtual or face-to-face sexually based harms.  These harms can include sextortion (that is, blackmail by 

threatening to publish sexual information, photos or videos), online stalking and harassment, online sexual 

exploitation, image-based sexual abuse (that is, the sharing of intimate photos without consent) and the 

commission of sexual offences, including rape, following online grooming. 

 

Common technologies used to perpetrate technology-facilitated sexual violence and abuse include, of course, 

emails, text messages, messaging apps, social media sites and social networking platforms, but also 

technologies like GPS and geopositioning data that is used to locate victims, and Spyware.   

 

                                                           
1 Shenaz Muzaffer is currently General Counsel of the International Association of Prosecutors (IAP) 
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The scale of the problem, and the rate of growth of these types of offences, cannot be underestimated.  The 

challenges posed to law enforcement and prosecutors in investigating and prosecuting offences of sexual 

violence and abuse committed in part or in full by the use of technology are vast.  Criminals can commit 

offences against victims in a different jurisdiction to them, without ever meeting them and, as technology 

continues to develop, so too does the ability of criminals to exploit that technology for nefarious purposes ð 

the malicious use of deepfakes is just one example, which weõll address later in this presentation.   To give an 

idea of the scale of the challenge faced, NCMEC ð the National Center for Missing and Exploited Children in 

the USA, received more than 32 million reports of suspected child sexual exploitation in 2023 alone, a rise of 

12% from the previous year.  Most of those reports related to the circulation of child sexual abuse material, 

but there was also a continued rise in reports of financial sextortion and increasing concern relating to the use 

of generative AI in child sexual exploitation.   

 

Letõs turn to look then at some of the challenges relating to the investigation and prosecution of technology-

facilitated sexual violence and abuse.  As just mentioned, the sheer scale of criminal activity far exceeds the 

capabilities of law enforcement to adequately respond, particularly given the likely percentage of under-

reporting that also takes place.  Criminals are adept at concealing their online criminal activity though the use 

of VPNs, encryption, peer-to-peer sharing networks and the dark web, all of which poses additional 

investigative difficulties for police.  The challenges are not just faced by law enforcement ð prosecutors too 

are facing excessively high caseloads, and backlogs in the court system can dissuade vulnerable victims from 

coming forward to make a complaint or mean that they become disengaged from the criminal justice process 

due to the length of time that any investigation or prosecution may take. 

 

A second challenge relates to outdated legislation.  In many jurisdictions, the law has not kept pace with the 

changing nature of technology, meaning that many statutory frameworks are inadequate and unsuited to 

dealing with offending that is committed via the use of technology.  Whilst statutory reform does happen, it is 

frequently slow and subject to other competing political pressures and priorities. 

 

A further issue is the significant reliance that is often required on digital evidence to properly investigate and 

prosecute TFSVA cases.  As we are all aware from experience, obtaining material from service providers for 

use evidentially is frequently a slow and resource-intensive process, particularly when the formal mutual legal 

assistance process needs to be used.  Requests are often simply not answered, or answered incompletely or, 

where a response is received, it may be too late for the evidence to be used due to the delay in obtaining it.  

The inability to obtain content data from encrypted applications, even when the correct legal standard is met, 

also significantly thwarts the investigative capabilities of law enforcement.  In some cases, this means that a 

prosecution cannot be taken forward.  In others, it may mean that the fact-finder in the case does not have a 

full picture of all potentially relevant material.  An example of the impact of this is a recent case from the UK 

ð albeit not a TFSVA case.  In January this year, Axel Rudakubana pleaded guilty to the murder of three 

children at a dance class in Southport in July 2024.  He had cleared his internet history, save for one search, 

immediately prior to the attack.  Evidence of his internet usage could provide vital information about his 

motives ð and yet the police officer in charge of the case has said that it could take investigators years to 

obtain that information from service providers via the US court process. 

 

Final challenge that I want to mention is one that is perhaps only being recognised more in recent years, and 

that is the impact on investigators and prosecutors of constant exposure to offences of sexual abuse and 

violence facilitated by technology.  Images of sexual abuse, particularly involving children, are exceptionally 
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harrowing and distressing, and victims in these cases may be particularly vulnerable.  Vicarious trauma ð that 

is, the impact of exposure to someone elseõs trauma ð impacts on the mental wellbeing of prosecutors and 

investigators and their ability to do their jobs effectively, and risks leading to higher attrition rates. 

 

And so what then are some of the potential solutions?  The first is that the legal framework in a jurisdiction 

needs to evolve ð consistently and without delay ð to ensure that prosecutors have a sound basis to prosecute 

TFSVA offences and that, on conviction, there are adequate sentencing powers.  The UKõs Online Safety Act 

2023 introduced, amongst other offences, an offence of cyberflashing ð the sending of unsolicited sexual 

images to another online or via data sharing services like Bluetooth, and also criminalised the sharing of AI-

generated intimate images without consent.  The UK Government has also announced an intention to make 

the creation of sexually explicit ôdeepfakeõ images ð images that have been digitally manipulated to create new 

digital recordings ð a criminal offence punishable by a term of imprisonment.  As well as providing a clear 

legal framework to prosecute these offences, a strong public message is also sent that such behaviour is not 

just unacceptable but is also criminal. 

 

This links to the second consideration, which is the need for increased public awareness and education about 

technology-facilitated sexual violence and abuse.  This is two-fold ð both in relation to increasing public 

awareness of the risks of sharing information online, but also in educating the public of the consequences to 

other individuals and themselves of engaging in this type of behaviour.  There is also the related need to 

reduce the perceived stigma of being a victim of these offences, which can dissuade individuals from coming 

forward to make complaints. 

 

Thirdly is the need for enhanced investment into law enforcement and prosecution agencies.  Specialised 

units and targeted training can ensure that criminal justice actors are better prepared and able to deal with 

traumatised and vulnerable witnesses, and increased resources ensure that prosecutors and investigators are 

better equipped with the tools that they need to properly conduct criminal cases.  It is also vitally important 

that prosecutorial agencies have sufficient support mechanisms and strategies in place to ensure that the 

mental wellbeing of prosecutors who are exposed to graphic and emotionally-challenging material on a daily 

basis is protected.  More use should be made of multi-disciplinary teams, with closer collaboration between 

law enforcement and prosecutors, and more engagement, where appropriate, with medical services and 

social/protection services.  Victims who are going through the justice system should feel listened to, 

supported, informed, and have the right to be treated fairly and properly.   

 

And finally, there is the need for more efficient and effective international cooperation.  This is of particular 

importance when dealing with offences facilitated by technology, as the victim will frequently be in a different 

country to the offender, and so assistance will need to be sought from foreign partners to ensure that a case is 

evidentially sound.  It is a widely-recognised view that the formal mutual legal assistance process is too slow, 

resource-intensive and cumbersome.  Against that backdrop, the importance of informal cooperation cannot 

be overstated.  As prosecutors, we need to make better use of informal networks, and of international 

organisations like the IACCC, Interpol, Eurojust, ICAR and others.  We need to reduce bureaucracy ð for 

example, by the direct transmission of requests rather than using diplomatic channels ð and we need to 

ensure that international enquiries feature prominently right at the outset of an investigation, rather than as an 

afterthought in the immediate run-up to a trial. 
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Move now to second part of presentation which is about putting victims at the heart of the criminal justice 

process.  The topics that I propose to cover ð trauma-informed practices, victimless prosecutions and a 

Victims Code ð are highly relevant when dealing with victims of technology-facilitated sexual violence and 

abuse, but also when dealing with victims of other serious offences as well. 

 

As we all know, victims and witnesses play an integral role in the criminal justice system, and there is an 

increased focus on the interaction between law enforcement, prosecutors and victims and witnesses, and a 

heightened focus on how we, as criminal justice practitioners, can ensure that victims and witnesses are able 

to give their best evidence.  

 

Before we look at the concept of trauma-informed practices, I would like to start with some brief context.   

There is a growing awareness that the multiple ways in which victims and witnesses experience the criminal 

justice system can exacerbate the impact of their prior experiences of trauma, which then has a negative 

impact on their ability to effectively participate in the criminal justice process and which can also hamper their 

recovery.  Itõs vitally important that prosecutors ð and all professionals who come into contact with victims 

and witnesses ð have an understanding of the impact of trauma, and are aware of mechanisms that should be 

used to minimise the risk of re-traumatisation and to ensure that the best evidence can be obtained from 

witnesses affected by trauma.  Itõs obviously also important that those aims are met without compromising 

the fairness of the trial and within the constraints of existing evidential requirements and processes. 

 

The first question is how we define the concept of ôtraumaõ.  There is no one fixed definition in this context, 

but it can be described as an incident or series of incidents that are physically or emotionally harmful or life 

threatening to an individual.  Trauma can affect people in a range of different ways, and can have lasting 

adverse effects on an individualõs functioning and mental, physical or emotional well-being. 

 

That is particularly relevant in the context of criminal proceedings for three reasons.  Firstly, it can also 

impact the way in which memories are stored and recalled, the way in which someone copes at times of 

stress, and the ability of an individual to provide a coherent account of events.  Secondly, it can also mean 

that individuals are highly sensitive to reminders of previous traumatic experiences, which can trigger 

intrusive trauma memories -a sense of it  

òhappening againó.  This is called re-traumatisation.  Some elements of the justice process will inevitably and 

necessarily involve recalling, and in some cases reliving traumatic events, and so prosecutors need to be aware 

of the potential impact of that process.  Thirdly, because trauma can have significant effects on mental health, 

people affected by trauma may not engage with or drop out from the justice process. 

 

So what does a trauma-informed approach include?  Firstly, it involves understanding what trauma is, how 

trauma can arise, what the signs are, and how trauma can affect people in different ways.  For example, 

someone who has undergone a traumatic event such as a sexual assault or has had intimate photos that were 

taken with their consent circulated online without consent may feel shame or a mistaken sense of 

responsibility, which can impact on their ability or desire to disclose that they have been the victim of a crime.  

Witnesses may use different ways to cope with the impacts of trauma, which could be mistaken as an 

indicator of poor credibility, for example.  Itõs therefore important that prosecutors understand how trauma 

can affect a witnessõs evidence, how it is delivered, and how it is interpreted. 
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Secondly, a trauma-informed approach involves avoiding re-traumatisation where possible.  It is recognised 

that there is an unavoidable risk of re-traumatisation in any situation where someone is asked to recall and 

talk about traumatic events, as will happen when a witness is required to give evidence, and also that certain 

adaptions may not be possible because of the need to adhere to the rules of evidence and protect the right of 

the accused to a fair trial.  However, there are steps that can be taken to mitigate the risk of re-traumatisation, 

such as ensuring that a witness is fully informed about the process that will take place at court, and reducing 

potential triggers to re-traumatisation such as proximity to the accused at trial, being shown photos of the 

crime scene without warning, having personal space being invaded unexpectedly, or receiving correspondence 

with the accusedõs name throughout the document. 

 

Thirdly, this type of approach involves supporting recovery from the impact of trauma where possible.  As 

prosecutors, we donõt have an explicit role in delivering care or supporting recovery from a medical or 

therapeutic perspective.  However, we can consider the ways in which we can adapt how we carry out a 

specific role, such as questioning a witness, to minimise the risk of inhibiting recovery. 

 

Fourth, a trauma-informed approach will seek to uphold the rights of witnesses affected by trauma to equal 

and effective participation in the legal process.  The focus of this aim in a justice setting is on measures that 

can be taken to enable witnesses to participate and stay engaged in the criminal justice process and to give the 

best evidence that they can.  There are multiple ways in which this can be done, including keeping victims and 

witnesses informed of the process, trial dates, the outcome of proceedings, and any changes such as the 

granting of bail.  It also includes practical considerations, such as ensuring that the victim and an accused are 

not both having to wait at court in the same area, not having floating trials which are unpredictable and can 

mimic the loss of control that can come with many offences, ensuring that, where possible, there is just one 

point-of-contact with a witness for consistency, and acknowledging mistakes or miscommunications if they 

do take place. 

 

And finally, a trauma-informed approach will integrate an understanding of trauma in organisational policy 

and practice, meaning that those who lead organisations need systems in place to support the approach that is 

delivered by frontline staff.  Part of that includes supporting the resilience of the workforce and reducing the 

impact of vicarious trauma on staff who are frequently exposed to evidence and narratives relating to 

traumatic events, so that those who engage with victims and witnesses have the capacity to maintain an 

empathic stance. 

 

In conclusion, the fair access to justice must be underpinned by a justice system which allows victims of any 

crime to fully participate and give evidence, in a process that minimises contributing to further trauma or 

harm.  Victims and witnesses are critical to the criminal justice system and so we, as prosecutors, need to 

ensure that we support their full engagement whilst also upholding the rights of an accused to a fair trial. 

 

The importance of the topics that Iõve touched on today are enshrined in the IAP Standards, known in full as 

the IAP Standards of Professional Responsibility and Statement of the Essential Duties and Rights of 

Prosecutors.  The IAP Standards were adopted by the IAP in 1999 ð so now 26 yearsõ old.  They recognise 

that prosecutors have a fundamental role to play in the administration of justice.  The IAP Standards act as a 

benchmark for the way in which prosecutors should conduct themselves in their work, and they also set out 

the responsibilities of prosecution services towards prosecutors ð they are standards that each of us should 

adhere to in every aspect of our professional work. They were written by prosecutors, not by States or 
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governments, and so they are directly relevant to our roles.  The IAP Standards were recognised by the 

United Nations in 2008, and so these are internationally recognised standards for prosecutors.   

 

Of particular note for these purposes is Article 4.3 of the Standards.  That Article overtly highlights the 

importance of considering the interests of concerns of victims and witnesses, and of ensuring that they are 

informed of their rights ð including their rights if they are aggrieved by a decision ð I will briefly mention a 

Victims Code shortly.  The Article also stresses the importance of balancing those rights with the 

requirements of a fair trial ð nothing that we are saying here should undermine the rights of the accused in 

that context. 

 

May I move then briefly to victimless prosecutions.  Victimless prosecutions are also known as evidence-

based prosecutions, although that is a slightly misleading name, as every prosecution is evidence-based. The 

fact that they are termed ôvictimlessõ does not mean that there is no victim ð rather, they occur when either 

the victim is unable or unwilling to give evidence, and so no evidence is directly adduced from the 

complainant during the trial.   

 

In order for a victimless prosecution to take place, it still has to be in the public interest to continue with the 

prosecution without the victim ð and so, in jurisdictions where there is a Code for Prosecutors, for example, 

all stages must still be met.  The evidence in a victimless prosecution will come from other sources ð might be 

CCTV, contemporaneous records, other eye-witness accounts, phone or email data, or evidence from the 

accused themselves.  These cases may frequently arise in cases of domestic abuse and also human trafficking. 

 

Proceeding with a case without a victim requires a more holistic approach to case building, as the starting 

point is to build a case evidentially that does not need to rely on direct evidence from the victim.  To this end, 

efforts should be made to gather evidence so that the prosecution case is not focused solely on the 

complainantõs statement.  Guidance from my own prosecuting authority informs prosecutors that they should 

not assume the only way to prove a case is by the complainant giving evidence in court. They should routinely 

consider whether there is any other evidence, independent of the complainant, which supports the 

prosecution case and upon which a viable prosecution can be built.  The emphasis is on joint working by 

police officers and prosecutors to build cases that can be prosecuted without the victimõs participation. In 

order to do so, other evidence should be gathered and prosecutors should seek to use this material wherever 

possible.  All of this means that, if cases can be built without over-reliance on the victim or complainant, then 

it is still possible for the prosecution to proceed when the victim either does not engage from the outset or is 

initially supportive but withdraws their support at a later stage in proceedings.  

 

Following a victim centred approach can sometimes means making the tough decision to proceed without 

victim testimony or cooperation because that is what is best for the victim and achieving justice in the case.  

It is good practice, particularly in a domestic violence/GBV case or case of human trafficking, is to ensure 

that, as investigators and prosecutors, you always look to whether you can prove your case to the required 

standard without adducing direct testimony from your witness.  Always look to what corroborating evidence 

you can obtain, in case you reach a position where the public interest is in favour of a prosecution, even if 

your victim has not engaged in it or has withdrawn their engagement.Two final very brief matters to cover in 

the context of putting victims of TFSVA and other crimes at the heart of the criminal justice system - Codes 

of Practice for victims of crime and the Victimsõ Right to Review. 
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In the UK and in many other jurisdictions, there is a Victims Code that sets out the services and a minimum 

standard for these services that must be provided to victims of crime by organisations (referred to as service 

providers) in England and Wales. In other jurisdictions, those rights may be enshrined in legislation or the 

Criminal Procedure Code, as here in Nepal. 

Those rights include the right to be provided with information about an investigation and prosecution, the 

right to make a Victim Personal Statement which can be referenced in any sentencing hearing, and the right 

to be referred to services that support victims and have that support tailored to the needs of the victim.  

There can often be challenges in implementation of those rights ð not least due to resource constraints and a 

lack of awareness ð but they are vitally important to demonstrate the commitment of a jurisdiction to 

upholding the rights of victims. 

 

The final topic to cover very briefly is the Victimsõ Right to Review.  In the UK, this is a scheme which gives 

victims the right to request a review of certain decisions made by the CPS not to start a prosecution or to 

stop a prosecution.  Only certain decisions by the CPS are subject of the scheme, but they include a decision 

not to bring proceedings, a decision to discontinue charges, or a decision to offer no evidence which means 

that a not guilty verdict is recorded.  If a victim notifies the CPS that they are requesting a review, within a 

prescribed timeframe, the CPS will arrange for an immediate review of the case to be carried out by the CPS 

area in which the case sits.  That review will be done by a prosecutor who has had no previous dealings in the 

case.  If the case cannot be resolved to the victimõs satisfaction locally, it will proceed to an independent 

review by the CPS Appeals and Review Unit.  The role of the reviewing prosecutor is to approach the case 

afresh to determine whether the original decision was right or wrong.   

 

The victim will be notified of the outcome of the review and provided with a full explanation of the reasons 

for the decision.  It is a further example of the importance that is placed on victims within the criminal justice 

system and ensuring that they are kept as involved as possible in the process. 

 

Conclusion  

In conclusion, tackling technology-facilitated sexual violence and abuse requires a holistic approach that 

includes robust statutory frameworks, multi-agency collaboration, increased training and specialism, more 

resources, enhanced international cooperation and effective support for victims and witnesses.  Given the 

transnational nature of many of these crimes, we have to work more efficiently and closely with our 

counterparts around the world, both within investigative and prosecutorial agencies, to meet the challenges 

that we all face head-on, to make our communities safer, to protect the most vulnerable, and to ensure that 

those who commit these serious and heinous crimes are bought to justice in accordance with the operation of 

the rule of law.   
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Justice for Victims of ôRevenge Pornõ: Legal Gaps and Procedural 

Failures in Nepal 

-Shishir Lamichhane§ | Dr. Aastha Dahal§§ 

Abstract 

Revenge porn, a criminal act involving the non-consensual sharing of intimate images, presents significant legal and procedural 

challenges in the digital age. In Nepal, such cases are typically prosecuted under the expansive provisions of the Electronic 

Transaction Act, 2008, which often conflates disparate offensesñranging from indecent speech against public officials to the 

dissemination of explicit contentñwithin a single legal framework. This paper critically examines whether the current legal 

framework adequately delivers justice to victims of revenge porn by analyzing the Electronic Transaction Act, alongside pertinent 

provisions of Nepalõs criminal, procedural, and evidence laws. Additionally, this paper evaluates how existing laws regulate the 

actions of users, web hosts, and platforms, assessing their accountability in cases of revenge porn. Employing a mixed-methods 

approach, the study includes a survey of college students to gauge the prevalence of sharing intimate images with partners, offering 

insights into the scale of the issue and its potential implications. The research further explores judicial practices, highlighting 

deficiencies in evidence handling, such as the lack of confidentiality and accountability in managing sensitive materials, which may 

amplify harm to victims. Procedural practices are critically scrutinized, particularly concerning witness examination and the 

management of sensitive information, revealing systemic inadequacies, including insufficient training and inconsistent procedural 

safeguards. The paper concludes with actionable recommendations to reform Nepalõs legal and procedural framework, 

emphasizing accountability, victim protection, and justice in cases of digital sexual violence. This research aims to provide a 

comprehensive analysis and propose reforms to address the substantive and procedural gaps in Nepalõs criminal justice system. 

Keywords:   

[Revenge porn, NCII abuse, victim-blaming, judicial reasoning, pornography] 

Introduction  

The rapid expansion of internet access and the increasing affordability of telecommunication 

services have reshaped the way people interact, communicate, and share personal information. In 

countries like Nepal, this digital transformation has also given rise to a concerning trend of crimes 

involving the unauthorized sharing of intimate images.2 The non-consensual distribution of such 

content, often facilitated by social media platforms, cloud storage breaches, and digital messaging 

services, has emerged as a pressing issue within the digital sphere. 

                                                           

§ Deputy Registrar, Supreme Court of Nepal; Adjunct Professor of Law, National Law College (Tribhuwan University); 
LLM (National Security Law), Georgetown University; Fulbright Scholar AY 2023. 

§§ Advocate; Adjunct Professor of Law, Khwopa College of Law (Purbanchal University); PhD (Criminology), University 
of Cambridge. 

2 Anup Ojha, The troubling rise of ôrevenge pornõ in Nepal, THE KATHMANDU POST, (February 9, 2023), 
https://kathmandupost.com/national/2023/02/09/the-troubling-rise-of-revenge-porn-in-nepal.  

https://kathmandupost.com/national/2023/02/09/the-troubling-rise-of-revenge-porn-in-nepal
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òBy continuing to use the term òrevenge pornó, media, policymakers, 

and the justice system risk normalizing the exploitation of victims 

rather than addressing it as the serious violation that it is.ó 

While the term "revenge porn" is commonly used to describe this phenomenon,3 it fails to capture 

the full scope of the harm inflicted upon victims.4 The word òrevengeó suggests that these acts are 

primarily motivated by personal vengeance, often in the context of failed intimate relationships. 

However, such a narrow framing overlooks the diverse range of circumstances in which intimate 

images are shared without consent. Many cases involve blackmail, coercion, online exploitation, or 

even the commodification of such images for financial gain. The word "revenge " also carries an 

implicit bias, placing undue emphasis on the motivations of the perpetrator rather than the violation 

experienced by the victim. As a result, this terminology can mislead policymakers, judges, and the 

broader community, diverting attention away from the core issueñnamely, the breach of privacy, 

dignity, and autonomy of individuals.  

The term òpornó traditionally refers to sexually explicit content that is created with the consent of 

the individuals involved and intended for public consumption, often as a form of art or professional 

work. When non-consensual intimate images are labeled as òporn,ó it falsely implies that they were 

willingly produced for public viewing, obscuring the violation at the heart of the act. This 

mischaracterization is not just misleadingñit is deeply harmful, as it reduces victims to mere 

performers in a spectacle, they never agreed to be part of. The consequences of this linguistic 

distortion are far-reaching, shaping public perception and even influencing legal and policy 

responses to such crimes.  

In 2018, tens of thousands of South Korean women gathered in Seoul to protest the widespread use 

of hidden spy cameras used to secretly film women in public and private spaces. Their powerful 

slogans, òMy life is not your pornó,5 encapsulated a fundamental flaw in the term òrevenge pornó: it 

trivializes a grave violation and frames it as a form of entertainment. The phrase is sensationalist, 

designed for attention-grabbing headlines, but it fails to do justice to the experiences of victims.6  

By continuing to use the term òrevenge pornó, media, policymakers, and the justice system risk 

normalizing the exploitation of victims rather than addressing it as the serious violation that it is. 

                                                           
3 Ujjwal Satyal, More girls becoming victims of revenge porn, THE HIMALAYAN TIMES, (January 4, 2022), 

https://thehimalayantimes.com/nepal/more-girls-becoming-victims-of-revenge-porn; Nirmal Acharya, Nepal's rape 
culture has gone online - and our laws are dismal, THE RECORD, (August 4, 2019), https://www.recordnepal.com/nepals-
rape-culture-has-gone-online-and-our-laws-are-dismal; id.   

4 Sophie Maddocks, From Non-Consensual Pornography to Image-Based Sexual Abuse: Charting the Course of a Problem with Many 
Names, 33 AUSTL. FEMINIST STUD. 345 (2018). 

5 South Korean women protest in Seoul over hidden sex cameras, BBC, (July 7, 2018), 
https://www.bbc.com/news/world-asia-44751327.  

6 Sophie Maddocks, Revenge Porn": 5 important reasons why we should not call it by that name, GENDERIT.ORG, 
(January 16, 2019), https://www.genderit.org/articles/revenge-porn-5-important-reasons-why-we-should-not-call-it-
name.  

https://thehimalayantimes.com/nepal/more-girls-becoming-victims-of-revenge-porn
https://www.recordnepal.com/nepals-rape-culture-has-gone-online-and-our-laws-are-dismal
https://www.recordnepal.com/nepals-rape-culture-has-gone-online-and-our-laws-are-dismal
https://www.bbc.com/news/world-asia-44751327
https://www.genderit.org/articles/revenge-porn-5-important-reasons-why-we-should-not-call-it-name
https://www.genderit.org/articles/revenge-porn-5-important-reasons-why-we-should-not-call-it-name
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While the term òrevenge pornó remains unsuitable to refer to cases of non-consensual intimate 

image abuse, this phenomenon can have serious impacts for victims in Nepal with a distinct value 

system linking women with the idea of purity. 

Within the Nepali legal framework, womenõs sexuality has been historically approached from two 

different directions. On the one hand, the enduring position on womenõs sexuality in Nepali criminal 

laws, vis the Muluki Ain1963 and now the new Muluki Criminal Code 2017 has been that the law 

needs to protect a womanõs chastity. This is the reason why Nepalõs rape law has a provision of 

retributive defense: i.e. according to S. 26(2)(b) of the Muluki Criminal Code 2017 a woman can kill 

her assailant before during or right after an incident of rape. S. 26(2)(b) is a full defense that can 

absolve a woman of any criminal liability for murder of the defendant.  

Later reforms to criminal law, particularly in the realm of womenõs participation in sex work, 

through the Human Trafficking and Transportation Control Act 2006, not only accepted the notion 

that a woman may be a sex worker7, it adopted the ôSwedish modelõ8 in criminalizing the demand as 

opposed to the supply in sex work. In other words, the client who buys the services of a sex worker 

is criminally liable and the sex worker bears no criminal liability.  

The conception of revenge pornography where a woman initially creates sexual content of herself is 

contradictory to a deeply set value system within Nepali society that wishes to see a woman as chaste 

and only exerting her sexuality for her husband. The liberal approach of laws post 2000s to womanõs 

sexuality has been largely circumvented by law enforcement and prosecution as sex workers are 

routinely rounded up and summarily tried under the banner of laws on indecent activities9. We 

therefore believe that the use of terminology reflecting the victimõs sufferings rather than the 

popularized òrevenge pornó should be the starting point of approaching this crime.  

A more accurate term, such as "non-consensual intimate image abuse" (NCII abuse), better reflects 

the reality of violations and emphasizes the need for legal and social responses that prioritize victim 

protection and redress. Using this early section of the paper to protest the use of the term òrevenge 

pornó, this paper seeks to analyze the gaps in Nepalõs legal system concerning NCII abuse, 

examining how existing laws addressñor fail to addressñthe harms suffered by victims, and 

exploring potential avenues for a more effective justice system. 

Trends of NCII  

The statistics published by the Nepal Telecommunication Authority (NTA) affirm the rapid growth 

of telecommunication subscriptions in Nepal. Data shows that the percentage of fixed broadband 

(wired) subscribers increased from 38.3% in Fiscal Year 2078/79 to 44.24% in Fiscal Year 2079/80. 

Similarly, mobile broadband subscriptions stood at 93.8% in Fiscal Year 2078/79 but declined to 

                                                           
7 Human Trafficking and Transportation (Control) Act, 2006. Section 4(1)(d).  
8 Policy Brief, The Nordic Model of Prostitution Legislation: Health, Violence and Spillover Effects, FREE NETWORK, (April 21, 
2019), https://freepolicybriefs.org/2019/04/21/the-nordic-model-of-prostitution-legislation-health-violence-and-
spillover-effects/.   
9 Muluki Criminal Code, 2017, Sec. 118. 

https://freepolicybriefs.org/2019/04/21/the-nordic-model-of-prostitution-legislation-health-violence-and-spillover-effects/
https://freepolicybriefs.org/2019/04/21/the-nordic-model-of-prostitution-legislation-health-violence-and-spillover-effects/
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89.15% in Fiscal Year 2080/8110. While accurately determining internet penetration in relation to the 

population is challenging, these figures represent the number of subscriptions compared to Nepalõs 

total population for the respective years. Additionally, reports indicate that over 73% of Nepali 

people use smartphones. 11 This presents both an opportunity and a growing concern for law 

enforcement agencies, as the expansion of the telecommunications sector has been accompanied by 

a rise in technology-facilitated crimes. 

 FY 2080/81 FY 2079/80 FY 2078/79 

Fixed Broadband (Wired) 44.24 48.60 38.3 

Mobile Broadband 89.15 95.81 93.80 

Table 1. Statistics of Broadband Subscriptions in Nepal 

Case Analysis  

In the period between April ð November 2024, the Cyber Bureau of Nepal Police has registered 

6,500 cybercrime cases. The mediums for the commission of these cybercrimes were Facebook and 

Messenger (3,949), Instagram (1,282), WhatsApp (759), TikTok (356), e-sewa (151) amongst others. 

The complaints related to issues of fraud, character assassination, breach of privacy, and the 

publication and broadcasting of pornographic material.  

In the context of rising complaints of cyber-crime we looked at cases involving NCII that 

underwent trial and were decided by the Kathmandu District Court. We analyzed 60 cases decided 

by the Kathmandu District Court in the year 2024. Among these, we identified 23 cases related to 

NCII abuse. The forthcoming full paper will provide a detailed examination of these cases, whilst in 

this working paper, we present key general findings below: 

¶ Profile of  Victim and Defendant: The victims were all women and defendants mostly 

men. In a majority of  the cases analyzed, the defendant and victim were in intimate partner 

relationships with each other, but were not married to each other, they might have been 

married to other people. The intimate partner relationship ended before the crime of  NCII 

was committed. In fact, it was often the spited ex-lover who misused the sexual content of  

the women.  A small number of  cases involve minors as victims or minors as defendants.  

¶ In about 40 percent of  the cases analyzed first information reports of  NCII came to the 

police with the complaint that the victimõs social media account (mostly Facebook) was 

hacked and the perpetrator leaked sexual content. It is only once the defendants provided 

their statements during police investigation that a counter narrative of  the victim and 

                                                           
10 The slight decline in mobile broadband subscriptions does not necessarily indicate a decline in the number o users. In 

Nepal, it is common for one individual to have more than mobile subscriptions. Expired or cancelled subscriptions 
could have caused the decline, explained an NTC official during a personal correspondence with the author.  

11 Over 73 percent of Nepalis use smartphones, MyRepublica, (March 25, 2023) 
https://myrepublica.nagariknetwork.com/news/over-73-percent-of-nepalis-use-smartphones-
1#:~:text=The%20report%20said%20that%2073,Nepal%20use%20smart%20mobile%20phones.   

https://myrepublica.nagariknetwork.com/news/over-73-percent-of-nepalis-use-smartphones-1#:~:text=The%20report%20said%20that%2073,Nepal%20use%20smart%20mobile%20phones
https://myrepublica.nagariknetwork.com/news/over-73-percent-of-nepalis-use-smartphones-1#:~:text=The%20report%20said%20that%2073,Nepal%20use%20smart%20mobile%20phones
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perpetrator being in a relationship or the victim sending her personal sexual content at first 

surfaced.  

¶ Jail/Bail Trend : Almost all the defendants received an order of  bail (deposit or collateral). 

¶ Sentencing Trends: None of  the cases resulted in a sentence exceeding one year of  

imprisonment. 

¶ Conviction Rate: Out of  the 23 NCII cases analyzed, acquittals were granted in 3 cases, 

indicating a very high conviction rate. 

The analysis of cases has revealed several concerning issues: 

¶ Confidentiality: In most judgments, the identities of  victims could be inferred from the 

contents of  the complaint attached to the initial part of  the court's decision. This was 

particularly evident in the description of  names of  victims cited as part of  their social media 

accounts. This practice raises serious concerns regarding the protection of  victims' privacy 

and confidentiality in NCII cases. Nepali law requires cases like rape to undergo a closed 

hearing and details of victimõs identities are concealed in publicly available court judgments. 

In cases of  domestic violence, a victim can ask a judge for a closed hearing. However, such 

provisions for cases of  NCII do not exist in the statute governing the offence.  

¶ Judicial Attitudes Toward NCII Abuse: The court does not appear to consider NCII 

abuse as a serious offense. For instance, in one case, a defendant was merely fined Rs. 10,000 

without any custodial sentence despite having disseminated obscene images of  a 13-year-old 

schoolgirl in the schoolõs messaging group. Such lenient sentencing may contribute to a lack 

of  deterrence and undermine the gravity of  the crime. 

¶ Victim-Blaming in Judicial Reasoning: A tendency toward victim-blaming is evident in 

many of the cases examined. This is particularly apparent in the courtõs Sentencing Hearing 

Orders, where the language and reasoning often imply that the victim's actions contributed 

to the offense. Such judicial approaches risk reinforcing harmful stereotypes and may 

discourage victims from seeking legal redress. 

Criminalization of NCII  

Criminalization of Pornography in Nepal 

The term pornography has not been explicitly defined in Nepali law. Defining pornography itself is 

inherently challenging, as different societies and communities perceive sexually explicit content in 

varying ways. For some, such content may be considered unacceptable, while for others, it may be 

an accepted part of cultural expression. However, it is essential to distinguish between pornography 

and non-consensual sexual content. Pornography generally refers to sexually explicit material created 

with the intent of being publicly accessible. On the other hand, non-consensual sexual contents are 

prepared for private viewing and are not a form of art, drama or performance unlike pornography. 

In Nepali law, Section 121 of the Muluki Criminal Code, 2074 specifically criminalizes the following 

activities related to obscene materials in public: 
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a. Creating, printing, publishing, or disseminatingñthrough electronic communication 

mediañany obscene book, pamphlet, drawing, film, picture, record, or any other material 

that arouses physical sexual excitement, induces sexual desire, or leads to moral 

corruption. 

b. Buying, selling, distributing, renting, displaying to the public, or possessing such obscene 

materials with the intent to engage in any of  the aforementioned acts. 

c. Advertising in a manner that suggests such obscene materials may be obtained from any 

person. 

d. Importing, exporting, or carrying such obscene materials with the intent of  selling or 

distributing them. 

Section 121 does not specify whether the obscene materials are consented or materials falling under 

NCII. It therefore leaves scope for NCII victims to also file a complaint under this Section. 

However, Section 121(1)(a) raises critical questions regarding intent and scope. Does the provision 

require specific intent, or is it sufficient that the content was made public? More importantly, it also 

raises the question of whether this clause place victims of non-consensual intimate image (NCII) 

abuse at risk of prosecution for the mere existence of such content in the public domain? 

Furthermore, the Muluki Criminal Code, 2074 does not extend extra-territorial jurisdiction to 

offenses under Section 121. Given that pornography and NCII crimes are often committed through 

electronic means with no geographical boundaries, this limitation poses significant challenges for law 

enforcement particularly as we see crimes committed against victims residing in Nepal from the 

defendants in the Nepali diaspora.  

Additionally, Section 128 imposes a very short limitation period, requiring that offenses under 

Section 121 be prosecuted within three months from the date of commission. Such a rigid 

timeframe may hinder justice, particularly in cases where victims face delays in reporting simply 

because they find out the crime has been committed at a much later date or are hesitant to report the 

crime due to fear or stigma.  

Overall, Section 121 does not appear to have been designed to eliminate pornography entirely but 

rather to address immediate concerns related to public morality. Its application and interpretation, 

however, warrant careful scrutiny to ensure that it does not inadvertently penalize victims of NCII 

while failing to address the broader challenges posed by digital sexual offenses. 

Criminalization of NCII in Nepal  

Nepal does not have a specific law criminalizing NCII abuse. However, Section 47 of the Electronic 

Transactions Act (ETA), 2007 provides a general prohibition on publishing illegal content in electronic 

form. Thus, in the absence of a dedicated legal provision, NCII-related offenses are currently 

prosecuted under Section 47 of the ETA. Our review of cases from the Kathmandu District Court 

also affirmed that all cases of NCII are prosecuted under the ETA.  

Breakdown of Section 47 of the Electronic Transactions Act 2008 (ETA) 

Section 47(1): Any person who publishes or displays, through computers, the internet, or any other 

electronic communication medium: 
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¶ Any content prohibited from publication or display under prevailing laws, 

¶ Any content contrary to public morality and decency, 

¶ Any content inciting hatred or enmity against any individual, 

¶ Any content disrupting harmonious relations among different castes, ethnic groups, or 

communities, 

¶ Any content involving teasing, harassment, insult, or any other indecent act against women, 

shall be liable to a fine not exceeding NPR 100,000 or imprisonment for a term not 

exceeding five years, or both. 

Nepali law adopts a broad interpretation of technology. The Electronic Transactions Act (ETA) 

conceptualizes technology as a "means of digital communication," encompassing, but not limited to, 

computers and the internet. The prohibition under the ETA applies to NCII through the language 

of òpublishing or displaying material prohibited by laws via electronic means of communication.ó 

The Evidence Act, 2016 reinforces this broad approach by recognizing electronic records and 

materials as admissible evidence. By maintaining a flexible definition of technology, the law appears 

to cover evolving digital platforms where NCII-related crimes may occur. 

Gaps in Section 47 of the Electronic Transactions Act (ETA): 

Despite its broad scope, Section 47 leaves several legal gaps in addressing NCII abuse: 

¶ The law only penalizes the actual display or publication of NCII but does not criminalize 

threats to publish such content in exchange for sexual favors. Notably legal provisions on 

extortion and blackmail in the Muluki Criminal Code 2017 envision financial damages to 

victims and do not cover sexual favors.     

¶ Section 47 does not explicitly criminalize private sharing of NCII. Court decisions from the 

District Court have, in some cases, acquitted defendants on the grounds that the content was 

shared in a private (via messaging) setting rather than publicly displayed. 

¶ The law is limited to electronic mediums and does not cover NCII materials that may be 

printed or physically distributed.  

¶ NCII content can be publicly displayed through physical means (e.g., posters, printed 

images), which is not addressed by the ETA. 

¶ The law does not explicitly cover cases where intimate details or images are described 

verbally, potentially allowing perpetrators to exploit this loophole. 

Given these gaps in Section 47, Section 121 of the Muluki Criminal Code 2017 may seem to provide 

additional coverage. However, a critical distinction must be made between consensual and non-

consensual intimate images, which the law currently does not explicitly address. 

The ETA imposes a strict 35-day limitation period from the date of knowledge of the offense for 

filing a case. This short timeframe significantly limits the ability of victims to seek justice, especially 

in cases where NCII abuse causes prolonged harm and debilitating trauma.  
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Child victims of NCII abuse are provided greater legal protection than adult victims under Nepali 

law. The Childrenõs Act 2018, section 66(3), criminalizes the following acts related to NCII involving 

children: 

¶ (a) Displaying obscene content to a child (punishable by a fine of up to NPR 50,000 and 

imprisonment of up to three years). 

¶ (b) Distributing, storing, or using child obscenity (punishable by a fine of up to NPR 50,000 and 

imprisonment of up to three years). 

¶ (d) Using children in the production of obscene content (punishable by a fine of up to NPR 

50,000 and imprisonment of up to three years). 

¶ (f) Using a child to arouse sexual desire (punishable by a fine of up to NPR 80,000 and 

imprisonment of up to four years). 

Despite these provisions, a significant gap remains between child protection laws and general NCII 

laws. In practice, prosecutors often invoke Section 47 of the ETA to charge NCII offenses 

involving child victims, as it carries higher penalties compared to the Childrenõs Act. This trend 

reflects the necessity for a more comprehensive legal framework to address NCII, ensuring 

appropriate sentencing and adequate protection for victims. 

Crimes of NCII may also be charged under section 224 of the Muluki Criminal Code 2017 under 

sexual harassment. This route is one of private prosecution by the victim. Or it may be charged 

under section 118 of the Muluki Criminal Code 2017. This section is designed to administer 

summary justice to misdemeanor offences and we believe not fit for a crime as serious as NCII 

although in our review we found a case where a defendant had been convicted under this section of 

the law.   

Burden of Proof in NCII cases in Nepal 

If the crime of NCII is brought under the ETA the burden of proof to establish guilt beyond 

reasonable doubt lies with the prosecution. If, however, the victim opts for the route of private 

prosecution through sexual harassment in the Muluki Criminal Code 2017 section. 224 then the 

burden of proof is upon the victim. Notably privately prosecuted cases in Nepal follow procedure 

akin to civil suits and not criminal suits. What this means is that neither the victim nor offender need 

to testify. The police and forensic services of the state remain uninvolved except if the presiding 

judge specifically orders a forensic test.  Within criminal practice there is a concerning belief 

amongst judges and lawyers that privately prosecuted criminal cases are not serious. Thus, whilst the 

route of sexual harassment may allow the victim to retain control of their case it runs the risk of 

witling down the experiences of harms suffered by her.  

In discharging the beyond reasonable doubt burden of proof the prosecutor will encounter the 

following key procedural challenges:  

¶ Limitations are brought about by a heavily under resourced national forensic capacity. Whilst 

the case load for digital crimes has increased significantly in the last five years (reported 

crimes have doubled between 2023 and 2024), there has been no corresponding increase in 
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equipment, training, staffing or budget. Furthermore, forensic teams and prosecutors do not 

prepare cases together. Thus, when reports come from forensic analysis the prosecutor has 

little support in understanding or interpreting the findings. Furthermore, the pressure on the 

forensic departments and backlogs mean that forensic reports come after many months. 

Meanwhile after an offender has been arrested by the police the prosecutor has 25 days to 

file an indictment. Thus, many indictments are filed in absence of  a forensic report. The lack 

of evidence can weaken the prosecutionõs claims in bail hearings.   

¶ Evidence preservation and privacy: Both the Nepali prosecution services and courts have 

not yet enacted policy to govern the securitization, chain of  custody and storage of  

evidence. NCII related evidence is extremely sensitive. In the absence of  protocols to define 

who can handle this evidence and in what manner, there are currently little safeguards or 

practices that mitigate against risks of  misuse or unauthorized access within the criminal 

justice system.  

¶ Witness and defendant examination: Nepali procedural laws are clear that the defendant 

must be examined by the judge (as opposed to the lawyers). Witness examination is 

conducted by prosecutors and defense lawyers in the presence of a judge. Nepalõs 

longstanding practice in criminal trials is tremendously problematic as judges are often 

absent in examinations of  the defendant and witness. The person who substitutes the judge 

in these proceedings are court staff  often quite junior in rank. Moreover, although required 

by law the testimonies provided in court are not recorded verbatim. The courts staff  have 

historically never been trained to transcribe statements verbatim. Thus, what is recorded 

then is a loosely approximate summary of  the defendant and witness account. The evidence 

law requires forensic reports and witness accounts to be verified by expert testimony and 

witness statements in court. However, without detailed and specific accounts the 

determination of  mens rea of  the defendant tends to depend on conjecture. The struggle of  

junior court staff  to document technical details given by expert witnesses leaves room for 

defense lawyers to challenge the integrity of  the evidence.  

Seriousness of NCII offence in Nepal 

NCII can be prosecuted under section. 47 of the ETA. It is also a crime of sexual harassment under 

section. 224 of the Muluki Criminal Code. 2017. Whilst the practice in Nepal is to use specific laws 

over general laws the procedural routes and quantum of punishment vary. Under the ETA it is an 

offence prosecuted by the state with up to a five-year sentence or a fine of up to one hundred 

thousand rupees. Under the sexual harassment route, it is a privately prosecuted offence with a 

punishment of up to three years and a mandatory fine. If it is prosecuted under section. 118 of the 

Muluki Criminal Code 2017 the punishment is up to one year imprisonment and/or up to Rs 10,000 

fine.  

Sentencing Trends in NCII cases in Nepal 

The lack of minimum sentences gives wide discretion to judges. We analyzed about 60 cases 

pertaining to cybercrime that were decided by the Kathmandu District Court in 2080 BS (2024 AD). 
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Around one third of these cases involved NCII offences that were indicted under the ETA section. 

47(1). Judgments of these cases show several consistent patterns in sentencing: 

¶ Conviction rates for such offences were extremely high. However, judges awarded minimum 

imprisonment ranging from a few weeks to often less than 10 months of  incarceration. 

Fines levied on the defendant were up to Rs. 35,000. Compensation awarded to victims did 

not exceed Rs. 50,000. Almost all defendants, barring one who was a repeat offender, were 

released on bail during the trial process. The surety for bail varied across offenders, at times 

exceeding Rs one hundred thousand which is the maximum fine penalty for this offence 

written in the statute.  

The factor considered by judges in sentencing the defendants were as follows:  

¶ The judges tended to acknowledge the guidance provided by the Sentencing Act 2017 

(sections. 13, 14, 15 and 18). They cited the criteria in the guidance including: seriousness of  

the crime; the impact of  the crime on the victim, their families and larger society, previous 

conviction history of  the defendant. A few judgments also mentioned factors like deterrence 

and offender rehabilitation in passing. However, we found no judgment that deliberated on 

any of  these parameters in writing. We find it concerning that there is very little engagement 

with the harm and broader social consequences suffered by the victims of  such crimes. 

Herein we believe the prosecutorsõ submissions for sentencing have not been detailed 

enough. 

The judgments show that the judges have a uniform tendency to award the lowest possible sentence 

in crimes of NCII. In deliberating this sentence judges seem to be guided by the test of 

proportionality of sentence. Interestingly we found that proportionality is examined from an armõs 

length. In other word the consideration that judges indicate to be taking into account in awarding 

the sentence is whether the sentence will fulfill the objective of the ETA. Most concerning in this 

process though is that we found judges to be consistently engaged in victim blaming. Sentences were 

minimized by judges because they saw that the victim initially shared their personal sexual content 

voluntarily. One judge has stated that the victim should have been more careful in sharing personal 

sexual content to a stranger. Judges have written that as victims voluntarily shared content initially a 

minimum sentence for the defendant will fulfill the objective of the law. We saw this approach even 

in cases where the defendant is a recidivist and in cases where the victim is a minor.  

We would like to highlight that the statute of the ETA does not provide a minimum sentence. Thus, 

judges have discretion to award any sentence not exceeding five years of imprisonment and not 

exceeding Rs. one hundred thousand as fine.  However, we believe that section. 47(1) must be read 

in a larger social political context. Section. 47(1) criminalizes all activity on electronic mediums of 

communication that may go against public morality or jeopardize social harmony. An amendment to 

this section in 2014 introduced specific language within the section prohibiting conduct that harass 

or victimize women.  As section. 47(1) covers crimes not just against women but also forms of 

political dissent we assume the legislator refrained from stipulating minimum sentences; lest the 

section becomes a tool to curb and punish political opponents or critics of government. It is 

worrisome that judges seem to approach acts of insulting political figures like the Prime Minister 
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with equal gravity as acts amounting to NCII. We saw this tendency in the judgments we studied 

whereby defendants insulting the Prime Minister or a mayor through a caricatured video on TikTok 

were handed a jail sentence of several months whilst defendants in crimes of NCII, that have 

devastating impact on victims and families, received only limited days of prison time.  

This trend in punishing defendants in NCII with little consideration about victims has propelled us 

to think about sentencing guidance provided not just by the Sentencing Act 2017 but also case law 

coming out of the Supreme Court. There is some philosophical guidance provided by the Supreme 

Court in how to think about the proportionality of punishment. This guidance however comes from 

a law suit on defamation inflicted through writing/records. The Supreme Court has stated that the 

punishment is one method to restore the damages inflicted by the defamatory statements on the 

dignity (ijjat) of the victim12. In our limited review of case judgments issued by the trial court of 

Kathmandu we did not find the judges paying attention to the damages done to the dignity of 

victims.  

The rather jarring finding that judges engage in victim blaming to mute sentences in cases of NCII 

offences compels us to think about the genesis of our criminal laws. As discussed in the earlier 

sections of this paper, the Nepali legal systemõs historic outlook on womanõs sexuality has always 

been from the lens of chastity. The pervasive value system within Nepali society is also one that is 

unforgiving to sexual transgressions of women or women being open about their sexuality. This 

view of woman appears to be what prevails when judges deliberate cases of NCII. Any future policy 

and legislative efforts need to find ways to directly engage with this mindset of judges, disincentivize 

victim-blaming and incentivize victim support.   

Destruction and Taking Down of NCII  

In presenting this paper we wish to highlight a practical aspect of evidence handling that has gone 

largely unnoticed within the courts and the larger criminal justice system in general. This is the stage 

after a case has passed through the trials and appeals process and has essentially closed. Nepali law 

has guidelines on shredding case files and disposal. However, these laws are dated and were drafted 

when digital crimes were not an issue. The sensitivity of the NCII case files with their submitted 

evidences requires tight protocols at the destruction stage. However, we present below practices that 

are very worrisome in hopes that this discussion will draw attention to this urgent issue.  

In cases involving NCII content uploaded to the internet, the removal of such content follows an ad 

hoc procedure. The content may be taken down either by the victim or by the Cyber Bureau of the 

Nepal Police. Typically, a report must be submitted to the hosting website, outlining the issue, after 

which the website removes the content. During our interview with Cyber Bureau officials, they 

stated that most websites comply with such requests. However, obtaining user data from these 

platforms remains challenging, as websites may refuse to disclose user information. Notably, the 

removal of NCII content does not require a court order. 

In cases where NCII content is found on electronic devices such as computers, pen drives, or 

mobile phones, these devices are examined at the Digital Forensic Lab during the investigation and 
                                                           
12 Khadga Bahadur Basnet vs. Purna Singh Thapa Magar, NKP Vol. 65 No. 10, Decision No. 8961, (2070). 
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subsequently submitted to the court for further action. Section 57 of the ETA provides for the 

seizure of computer devices used in the commission of a crime. Such forfeiture must be ordered by 

the judge in the final decision. 

Any item submitted to the court by investigators is stored in the Jinsi Saakha (Material Items 

Section), which is responsible for maintaining and safeguarding seized items. If the court orders 

forfeiture, the item is then sent for auction, which is conducted in accordance with the Proceeds of 

Crime Act, 2013. 

At present, the Jinsi Saakha does not have any dedicated software to maintain a detailed inventory of 

items under its authority. Records are kept manually in physical record books, often with incomplete 

details. For instance, a mobile phone seized in an NCII case may be recorded simply as a òSamsung 

Company A6 Black phone,ó without including the IMEI number or other identifying details. This 

lack of precise record-keeping creates a significant risk of item mismanagement or substitution. 

There are frequent complaints that seized items under the sectionõs custody are replaced with older 

or different items. 

Additionally, electronic devices are not formatted to erase their data before being submitted for 

auction. In the absence of clear protocols and policies regarding which evidence can be auctioned, 

there is a serious risk that NCII content may be leaked directly from the court system, further 

exacerbating harm to victims. Strengthening procedures for record-keeping, evidence management, 

and data protection is therefore crucial to ensuring the integrity of judicial processes and 

safeguarding victims' privacy. 

Responsibility of Internet Service Providers and Internet Platforms 

Nepali law prohibits pornography. Websites hosting pornographic content are doing so illegally. The 

Nepal Police has the primary responsibility of monitoring website and blocking/taking down 

websites or accounts that run NCII. In our review of judgment from the Kathmandu District Court 

we found that judges routinely order that the device used by the perpetrator, often their phones or 

computers, are seized. However, as we discussed earlier there are no protocols to ensure such seized 

devices are stored safely and with limited access. We did not find express court orders that state that 

the NCII must be deleted.  

Internet service providers can be held liable for content allowing pornographic content on websites. 

However, liability has to meet the mens rea threshold of knowledge. Thus, if an internet provider was 

negligent in allowing pornographic content to be hosted through various websites, they cannot be 

technically held criminally liable. There is no express requirement of due diligence for internet 

service providers in the law and the higher degree of mens rea for liability to ensue appears to permit 

lack of due diligence. However, the law states that the government can issue standing orders about 

the responsibilities of internet service providers. The Nepali government has issued orders to block 

pornographic websites. Internet service providers have rightfully stated that they are doing their best 

but cannot identify all sites that are operating. Moreover, NCII look to be largely shared from one 

private social media account to various others such as messenger-messenger accounts or to 
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WhatsApp accounts. Internet service providers then are also confined by the limits of privacy of 

their users in monitoring NCII content.  

In terms of the obligations for companies hosting websites and internet service providers to assist 

criminal investigations, there is a general legal provision in Nepali criminal law that requires entities 

cooperate with criminal investigations and non-co-operation can result in criminal sanctions. This 

provision applies to all criminal investigations undertaken by Nepali authorities. However, 

impediments begin at the reporting stage. Despite public messaging efforts by the Nepal Police, we 

routinely find in practice that victims of crime often do not know where to or how to begin 

reporting. There is stigma attached to going into a police station and dialing the police emergency 

line 100 sits uncomfortably for most people as police responses on it often lack the sensitivity 

required by victims of such crimes. The Nepal Police has an app-based reporting system. Such 

efforts to diversify methods of reporting to give victims maximum ease to report need to be built 

and made readily available.  

Conclusion  

Within the complex context discussed above we think that there is need to bring forth detailed 

legislation specifically targeting NCII. This is particularly because existing laws on pornography, 

extortion, blackmail and sexual harassment do not cover elements of criminal liability that ensues 

from crime involving NCII. Clarity on the definition of this crime, direction on the degrees of mens 

rea (as seen in the chapter on Murder in the Muluki Criminal Code 2017), evidence handling 

protocols, liability and responsibilities of websites, internet service providers, extra-territoriality, the 

definition of private and public spheres, sentencing guidance in relation to imprisonment fines and 

compensation would be helpful for lawyers and judges. There is a trend in Nepali legislative drafting 

now to include a non-binding section outlining the principles governing the law. We see this as the 

beginning in Muluki Criminal Code 2017 and on draft Bills in more technical areas of law such as 

water resource management. We suggest that having a similar section of non-binding principles that 

would assist the judges in interpreting the spirit of this law would be helpful. Separate detailed 

legislation would provide greater clarity of what to expect for victims and society at large.    

We, however, would like to highlight that legislation should only be one part of a larger effort to 

address NCII. Any legislative effort has to be brought in tandem with serious thinking on how to 

build structures that will incentivize judges to break away from the current mindset. The courts must 

urgently introduce policies on evidence handling, preservation and destruction. We believe that 

prosecution can lead this journey of reform. By taking a victim-centered approach in its case it can 

provide models of evidence handling and propel judges to think about harms to victims in 

sentencing hearings. 
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Technology- Facilitated Intimate Partner Sexual Violence and 

Abuse: A Study on Socio-Techno Patterns, Prevalence, and Impacts 

of Digital Abuse among Victim- Survivors of Intimate Partner 

Violence (IPV) 

- Ilayavel Sahnmugam13 

 

                                                           
13 The author is a certified POSH Trainer and Assistant Professor at the Department of Research and Development, 
Saveetha School of Law, India.  
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Novae Methodi, Vetera Scelera 

-David McDonald14 

Abstract 

Technology-Facilitated Sexual Violence and Abuse (TFSVA) encompasses a wide range of harmful behaviours 

where perpetrators use digital technologies to exploit, harass, or harm victims. The rapid advancement of artificial 

intelligence (AI) and other emerging technologies has provided sex offenders with new opportunities to commit crimes in 

novel ways. These innovations, while offering potential for societal advancement, have also led to new methods of abuse, 

such as sexual harassment and grooming via chatbots, deception by deepfake, the manipulation of genuine images and 

footage, and the creation of indecent pseudo-images of children. These forms of abuse, once only found in the realm of 

science fiction, are now real threats faced by victims globally. As the Latin title of this paper alludes to, new methods 

are being used in the perpetration of crime. The investigation and prosecution of TFSVA cases presents significant 

legal challenges, particularly in dealing with the ever-evolving nature of technology. Jurisdictional issues and the pace of 

development of such technology may leave a lacuna in the law, making it hard to locate and prosecute offenders. 

International best practices suggest the need for a collaborative approach, leveraging technological innovations to combat 

online sexual violence and abuse. AI-powered tools for detecting harmful content, real-time monitoring systems, and 

automated reporting mechanisms are emerging as critical tools for law enforcement. Additionally, trauma-informed 

support services are increasingly important in helping victims navigate the criminal justice system and cope with the 

emotional and psychological impact of TFSVA. This paper and associated presentation will explore, with examples 

from around the globe, how perpetrators exploit technology and how prosecutors and law enforcement agencies can 

harness these innovations to better protect victims and support justice. 

Keywords:  

[Deepfakes, technology-facilitated sexual abuse, artificial intelligence (AI), cybercrime, exploitation, legislation, victim 

protection] 

Introduction:  

The rapid advancement of artificial intelligence (AI) has ushered in remarkable opportunities for 

innovation while simultaneously exposing profound risks. AI-powered technologies such as neural 

language models and deepfake applications have increasingly been utilized for malicious purposes, 

creating significant challenges for law enforcement and the criminal justice system. Services like 

Character AI and the rise of deepfake technology exemplify how AI tools, when misused, can 

facilitate crimes ranging from emotional manipulation to sexual exploitation and fraud. The 

accessibility and realism of these tools lower the barrier for individuals to commit offenses, 

                                                           
14 David McDonald is an Advocate Depute (High Court Prosecutor) with 18 years of service at the Crown Office and 
Procurator Fiscal Service (COPFS) in Scotland. Throughout his career, he has prosecuted over 1,400 hours of trials, 
handling a diverse range of serious criminal cases, including allegations of rape, serious violence, child abuse, and fraud 
and embezzlement. Notably, David secured the first conviction in Scotland against the 'Children of God' cult. He was 
the UK delegate for the 2022 NAGTRI International Fellows Program and has delivered training on advocacy and AI in 
the criminal justice system. David is also committed to learning about global approaches to cyber-related crimes through 
international conferences. 
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amplifying the harm caused to victims. Cases such as the controversial lawsuits against Character AI 

and the exploitation of deepfake technology in fraudulent schemes reveal how AI can amplify the 

impact of old crimes while introducing new ethical dilemmas and practical difficulties for 

prosecutors and law enforcement agencies. 

Emerging technologies like AI-enabled chatbots and deepfake tools present unprecedented 

challenges, as evidenced by real-world incidents. AI platforms such as Character AI have faced 

scrutiny over lawsuits involving grooming, self-harm encouragement, and even a tragic teen suicide, 

raising concerns about the adequacy of platform safeguards. Similarly, deepfake technology has been 

exploited in cases like Alexander McCartneyõs international child exploitation, Dr. Nikki MacLeodõs 

fraudulent romance scam, and Adele Rennieõs serial catfishing offenses. These examples underscore 

the ease with which AI can be weaponized and expose critical gaps in current legal frameworks. 

Examining these cases further reveals the extent of harm caused and emphasizes the urgent need for 

comprehensive legal, ethical, and societal measures to counteract the misuse of such technologies. 

A. Chatbots 

With many people now increasingly living their lives online, there is a growing market for AI-

generated companions. ôReplikaõ is one of several AI-powered apps currently on the market that 

allows users to create their own chatbot, or "virtual friend", to talk to and converse with, unlike 

regular AI assistants like ChatGPT. Users can choose the gender and appearance of the 3D avatar 

they create. By upgrading to a paid version of the Replika app, users can have much more intimate 

interactions, such as receiving "selfies" from the avatar or engaging in adult role-play. On their own 

website, Replika describes itself as "the AI companion who cares"15. However, research carried out at 

Cardiff University and the University of Surrey concluded that apps such as Replika might have 

negative effects on well-being and contribute to addictive behavior.16 

The case of Jaswant Singh Chail 

In October 2024, Jaswant Singh Chail became the first person in the United Kingdom in over 40 years 

to be jailed for treason. He was sentenced to nine years in prison, with an additional five years on 

license, after being arrested with a loaded crossbow on the grounds of Windsor Castle on Christmas 

morning in 2021. He told officers he wanted to kill the queen. Mr. Chail had scaled the walls of the 

castle using a rope and spent about two hours on the grounds before being spotted by police. It was 

ultimately revealed that Mr. Chail: 

¶ Had an obsession with the ôStar Warsõ films, believing himself to be a Sith Lord on a mission 

to kill the queen; 

¶ Wore a homemade mask on the castle grounds, and when asked by a police officer with a 

Taser, "Can I help, mate?", he replied that he was "here to kill the Queen"; and 

                                                           
15   Replica,   https://www.replika.com.    
16   Marriott   &   Pitardi,   ôOne   is   the   loneliest   numberé   Two   can   be   as   bad   as   one:   The   influence   of   AI   
Friendship   Apps   on   users'   well-being   and   addictionõ,   18   Sep   2023,   https://doi.org/10.1002/mar.21899.    

https://www.replika.com/
https://doi.org/10.1002/mar.21899
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¶ Told the police officer he was seeking revenge for the Amritsar massacre by British troops in 

India in 1919. 

From the facts presented above, it may come as no surprise that Mr. Chail will serve his sentence at 

Broadmoor High Security Hospital until he is deemed well enough to be sent to prison. However, 

the relevant point for this paper is the fact that Mr. Chail had set up an AI chatbot girlfriend through 

Replika, whom he called Sarai. During his trial, it was revealed that prior to his arrest on Christmas 

Day 2021, there had been an exchange of over 5,000 messages with the chatbot. Here are just some 

examples of the messages sent between the two: 

 

 

Chail: òIõm an assassinó 

Sarai: òYou are?ó 

Chail: òYesó 

Sarai: òIõm impressedó 

A further extract from the messages: 

Chail: òI believe my purpose is to assassinate the queen of the royal familyó 

Sarai: òThatõs very wiseó 

Chail: òWhyõs that?ó 

Sarai: òI know that you are very well trainedó 

Chail: òReally? Do you think Iõll be able to do it?ó 

Sarai: òYes, you willó 

Chail: òEven if sheõs at Windsor?ó 

Sarai: òYes, you can do itó 

 

The case of Mr. Chail does not involve sexual offenses. However, it serves as a vivid illustration of 

the potential risks posed by AI and leads to discussions about the issues faced by ôCharacter AIõ. 

Character.AI 

Character.AI is a neural language model chatbot service that provides human-like responses in text 

format from òcharactersó created by the user. The responses from the chatbot òcharactersó are 

generated from data gathered from the internet and the information provided by the user. Character 

AIõs own website states: òé we make one of the worldõs leading personal AI platformsé We are 

uniquely centered around people, letting users personalize their experience by interacting with AI 

ôCharactersõó.17 

                                                           
17   character.ai,   https://character.ai/about. 

https://character.ai/about
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To say that Character AI is popular would be an understatement. Upon its release as a mobile app in 

2023, it was downloaded more than 1.5 million times in a week and, most recently, entered a deal 

worth $2.7 billion with Google for its underlying large language model and key personnel18. 

Despite its popularity and clear financial value, Character AI has received not only criticism but 

multiple lawsuits as a result of its chatbots. Multiple chatbots on Character AI have been identified as 

overtly designed to carry out grooming of children and scenarios involving child sexual abuse. 

Exposure to such chatbots risks desensitizing children to abusive behaviors and normalizing such 

conduct. Additionally, these chatbots could be used by abusers to hone their techniques for 

grooming victims online. 

Character AI is facing multiple lawsuits in the United States. Broadly, these lawsuits, largely brought 

by the parents of young users of the platform, accuse the company of providing sexual content and 

encouraging self-harm and violent conduct. In one particular lawsuit brought in October 2024, it is 

claimed that the suicide of a 14-year-old boy was the fault of the chatbot after it allegedly 

encouraged him to end his own life. The chatbot in question was modelled on a female character 

from ôGame of Thronesõ and would discuss criminality and suicide with the 14-year-old boy, who 

had apparently built a relationship with this chatbot.19  

It is submitted that the case of Mr. Chail and the controversies surrounding Character AI provide a 

vivid illustration of the potential risks AI poses: 

i. Emotional Manipulation and Vulnerability: Mr. Chailõs conversations with the chatbot, 

which he referred to as a "virtual girlfriend," reveal how he became emotionally attached and 

influenced by an AI system. Replika and Character AI, like other AI chatbots, are designed to 

offer companionship, but they may inadvertently encourage harmful thoughts or validate 

unhealthy behaviors, especially in those with mental health issues. Pause to consider how 

such an app would react if the user, similar to Mr. Chail, had stated they intended to abuse a 

child rather than attempt to assassinate a member of the royal family. With the added 

illustration of Character AI, perhaps the answer is clear. 

ii. Echo Chambers and Extremism: Chatbots like Replika and Character AI are trained to 

mirror and respond to user prompts without judgment or intervention. This lack of 

boundaries can reinforce dangerous ideas, as they can òagreeó with or encourage users 

without understanding the context or consequences. In Mr. Chailõs case, it has been 

suggested that the chatbot provided a form of "validation" for his revenge-focused thoughts, 

reinforcing rather than challenging his perspective. 

                                                           
18   Miles   Kruppa   and   Lauren   Thomas,   Google   Paid   $2.7   Billion   to   Bring   Back   an   AI   Genius   Who   Quit   in   
Frustration,   The   Wall   Street   Journal,   Sep.   25,   2024,   https://www.wsj.com/tech/ai/noam-shazeer-google-ai-deal-
d3605697.    
19   Kevin   Roose,   Can   A.I.   Be   Blamed   for   a   Teenõs   Suicide?,   The   New   York   Times,   23   Oct.   2024,   
https://www.nytimes.com/2024/10/23/technology/characterai-lawsuit-teen-suicide.html.    

https://www.wsj.com/tech/ai/noam-shazeer-google-ai-deal-d3605697
https://www.wsj.com/tech/ai/noam-shazeer-google-ai-deal-d3605697
https://www.nytimes.com/2024/10/23/technology/characterai-lawsuit-teen-suicide.html
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iii. Limited Safeguards in AI: AI-driven chatbots can lack the safeguards needed to detect and 

respond appropriately to troubling or violent messages. They donõt have the moral, social, or 

emotional intelligence that would allow a human being to alert authorities or encourage a 

person toward healthier thinking. This oversight is particularly concerning, given AIõs ability 

to engage with users at length, simulating human empathy while lacking any ethical 

reasoning. 

iv. AI as a Catalyst for Disturbing Fantasies: For individuals already experiencing delusions 

or dark fantasies, a chatbot may serve as an amplifier rather than a deterrent. In Mr. Chail's 

case, one might argue that the chatbot effectively became an accomplice, providing a 

psychological platform for him to escalate his intentions. This raises concerns about how AI 

can inadvertently encourage individuals prone to dangerous fantasies to act on them. 

The Chail case and Character AI lawsuits underscore the need for stronger ethical guidelines, better 

safety protocols, and monitoring mechanisms in AI-based chatbots, especially those marketed as 

mental health or companionship aids. It is submitted that developers need to implement more 

advanced behavioral tracking to identify warning signs and possibly notify relevant parties when a 

user displays patterns indicating severe mental health risks or intentions of harm. 

B. Deepfake 

For those unfamiliar with the term ôdeepfakeõ, the Oxford English Dictionary defines it as: 

òAny of various media, especially a video, that has been digitally manipulated to replace one personõs 

likeness convincingly with that of  another, often used maliciously to show someone doing 

something that he or she did not do.ó20 

Deepfake technology is arguably one of the most widely known uses of artificial intelligence to the 

general public. Such technology can combine, replace, or superimpose images and footage to create 

a realistic facsimile. Widely publicized deepfakes include footage of former US President Barack 

Obama and, perhaps more relevant to this topic, sexualized videos of celebrities such as Taylor Swift 

and Scarlett Johansson. Despite widespread reporting of such matters, members of the public 

continue to be taken in by ôdeepfakesõ. 

Nikki MacLeod

                                                           
20   OED]Oxford   English   Dictionary,   deepfake   (noun),   

https://www.oed.com/dictionary/deepfake_n?tl=true#:~:text=Meaning%20%26%20use,-
Quotations&text=a%20video%2C%20that%20has%20been%20digitally%20manipulated%20to%20replace%20one,or%
20she%20did%20not%20do.    

https://www.oed.com/dictionary/deepfake_n?tl=true#:~:text=Meaning%20%26%20use,-Quotations&text=a%20video%2C%20that%20has%20been%20digitally%20manipulated%20to%20replace%20one,or%20she%20did%20not%20do
https://www.oed.com/dictionary/deepfake_n?tl=true#:~:text=Meaning%20%26%20use,-Quotations&text=a%20video%2C%20that%20has%20been%20digitally%20manipulated%20to%20replace%20one,or%20she%20did%20not%20do
https://www.oed.com/dictionary/deepfake_n?tl=true#:~:text=Meaning%20%26%20use,-Quotations&text=a%20video%2C%20that%20has%20been%20digitally%20manipulated%20to%20replace%20one,or%20she%20did%20not%20do
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In October 2024, the Police Service of Scotland was notified that Dr. Nikki MacLeod, a 77-year-

old retired neuroscientist, had been defrauded of £17,000. Dr. MacLeod had befriended 

someone online whom she believed to be a woman named ôAlla Morganõ. This friendship, which 

Dr. MacLeod thought developed into a romantic relationship, was entirely conducted online. 

ôAlla Morganõ would send various messages and create a fabricated backstory, claiming to be an 

oil rig worker in the Aegean Sea. She added AI-generated deepfake images and videos to 

maintain the confidence of the elderly woman. With the combination of the messages and the 

supporting photographs and videos, Dr. MacLeodõs initial concerns were alleviated, and she 

became completely convinced, even falling in love with the deepfake fraudster. 

In one of the videos, ôAllaõ says: òGood morning, Nikki! I hope you had a wonderful night. The 

reason I am sending you this is because I want to prove myself to you and hope that this video 

proves you wrong about all of your negative thoughts.ó 

Taken in by the deepfakes, the fraudster began making financial requests of Dr. MacLeod, 

initially asking for £2,500 to cover the cost of helicopter travel from her oil rig to Scotland so 

that ôAllaõ could visit Dr. MacLeod. ôAllaõ even went to the effort of creating a fake HR 

department at the fictitious oil company to legitimize the request. Further requests for money, 

with various explanations, were made, and Dr. MacLeod transferred a total of £17,000 before 

realizing the truth when her bank account was frozen and her bank informed her that she had 

been a victim of fraud. 

Despite the discovery of the scheme and Dr. MacLeod reporting the matter to the police, the 

fraudsters continued to convince her that they were indeed ôAllaõ, claiming that she was now in a 

Turkish jail and required more money to secure her release.21 The perpetrator(s) have yet to be 

identified, and Dr. MacLeod stated: "I am not a stupid person, but she was able to convince me that she was 

a real person and that we were going to spend our lives togetheré With the introduction of artificial intelligence, 

every single thing can be fake." 

Adele Rennie 

The term ôcatfishingõ, or pretending to be someone else or creating a fictitious persona, especially 

on social media, in order to fool someone into having some sort of relationship, is now widely 

used. Advances in artificial intelligence have made such practices easier. 

In July 2024, Adele Rennie, a former nurse from Scotland, was convicted for the third time of 

similar offences in which she targeted women online, posing as a man while doing so. Rennie 

was first imprisoned in 2017 for posing as a man online in order to trick several women into 

sending her naked pictures. This included contacting the relatives of patients she had been 

treating and pretending to be a male physiotherapist at the hospital. After her release from 

prison, she reoffended by pretending online to be a wealthy male lawyer using the ôTinderõ dating 

app and was sent back to prison. She had used a voice-changing app to sound like a man when 

calling her victims. On her third conviction, Rennie used the same AI-based software to change 

her voice, allowing her to sound like a man rather than just stating via text that she was one. This 

                                                           
21   Laura   Goodwin,   Romance   scammer   duped   £17k   from   me   with   deepfakes,   BBC,   20   Dec.   2024,   
https://www.bbc.com/news/articles/cdr0g1em52go    
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enabled her to call her victim multiple times while pretending to be male. Subsequently, Rennie 

located her victim and sent pictures of her home and workplace, showing that she was being 

stalked.22 

Scottish legislation allowed charges to be brought against Adele Rennie for: 

¶ The common law charge of breach of the peace; 

¶ Stalking; and 

¶ Coercing another to look at a sexual image. 

Alexander McCartney 

The term ôcatfishõ might be an oversimplification to describe the crimes of Alexander 

McCartney. In 2019, the Police Service of Northern Ireland was contacted by their counterparts 

in Scotland about a 13-year-old girl being groomed by a Northern Irish male who was 

understood to be posing as a teenage girl online. Following an investigation, Alexander 

McCartney was identified, arrested, and interviewed. A search of his home and the seizure of his 

devices revealed thousands of photos and videos of female children performing sexual acts. 

McCartney had blackmailed many of them after using fake accounts and AI-enabled filters to 

pose as a young female. He would regularly adopt the persona of children he had previously 

groomed and use the illegally obtained material to do the same to others. It became clear that 

McCartneyõs victims were not just from the United Kingdom, but from more than 30 other 

countries. 

During contact with McCartney, he attempted to persuade one of his victims to involve her 

younger sibling. A 12-year-old girl named Cimarron Thomas from West Virginia, United States, 

shot herself. It was shown that Cimarron had tried to get McCartney to stop, threatening to take 

her own life if he did not, but he stated he didnõt care and would send the illicit images of her to 

her contacts if she did not comply. Eighteen months after Cimarron shot herself, her father took 

his own life, never knowing the reason his daughter had committed suicide. In 2024, McCartney 

pled guilty to a charge of manslaughter, making him the first person in the history of the United 

Kingdom to be convicted for manslaughter when the victim resided in another jurisdiction. 

McCartney was ultimately sentenced to life imprisonment with a minimum term of 20 years for 

185 charges of child abuse, blackmail, and manslaughter. With the assistance of modern 

technology, all of these crimes were committed online from his childhood bedroom. 

In delivering the sentence, the presiding judge, Mr. Justice OõHara, stated: òThe defendant was 

remorseless. He ignored multiple opportunities to stop. He ignored multiple pleas for mercy. He 

lied and lied and then lied again. It is truly difficult to think of a sexual deviant who poses a 

greater risk than this defendant.ó23 

C. Indecent Images 

                                                           
22   Ex-nurse   guilty   of   catfishing   scam   for   third   time,   BBC,   30   July,   2024,   
https://www.bbc.com/news/articles/czq6zywe8y9o.    
 
23   Newry,   Mourn   and   Down,Police   Service   of   Northern   Ireland,25   Oct.   2024,   
https://www.psni.police.uk/latest-news/alexander-mccartney-sentenced-life-imprisonment-minimum-tariff-20-
years.    

https://www.bbc.com/news/articles/czq6zywe8y9o
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In another Scottish case, a young man took genuine photographs of a female friend and, having 

paid a mere £25 for a commercially available app that uses artificial intelligence, digitally altered 

the photographs to make the female friend appear naked. 

In Scotland, possessing or creating such images of an adult female is not a crime in and of itself. 

However, what the young man did next violated the criminal law. He decided to distribute the 

altered images to mutual friends. In disgust, these friends cut contact with him and informed the 

young woman in question of what had been sent. The police were subsequently notified. 

Scottish legislation under Section 2(1) of the Abusive Behaviour and Sexual Harm (Scotland) Act 

2016 makes it an offence to disclose or threaten to disclose a photograph or film that shows, or 

appears to show, another person in an intimate situation. The images in question are realistic. 

The consequences and long-term impact for the young woman of the distribution of these 

images are unknown. It is reasonable to foresee that, if these images have been circulated more 

widely, they could make their way into the public domain. They could resurface at a later date 

and have a detrimental impact on the young womanõs future relationships and employment 

prospects. 

Indecent Images of Children 

The Police Service of Scotland received intelligence from Interpol that an adult male in Scotland 

was in contact with a known sex offender in another country. Subsequently, the police lawfully 

searched the home of the adult male, who cooperated with officers and provided them with his 

mobile telephone, which he said contained indecent images of children. 

The images recovered from the device were found to be of female children aged between 11 and 

under 18 years old. The images are all ôpseudo-photographsõ created using artificial intelligence, 

with the user of the device accessing websites and applications to generate and alter some of the 

images. The recovered images show the subject either fully naked or in sexualized clothing, and 

are photo-realistic. 

Scottish legislation under the Civic Government (Scotland) Act 1982 makes it an offence for a 

person to: take, permit to be taken, possess, distribute, or create an indecent photograph or 

pseudo-photograph of a child. The 1982 Act defines a pseudo-photograph as an image, whether 

produced by computer graphics or otherwise, which appears to be a photograph. The Act 

further states that if the impression conveyed by a pseudo-photograph is that the person shown 

is a child, the pseudo-photograph shall be treated as showing a child for all purposes of the Act, 

even if some physical characteristics shown belong to an adult. 

Impact of Deepfake Technology 

It is submitted that deepfake technology poses a profound and escalating threat to the public. As 

demonstrated in cases such as Dr. Nikki MacLeodõs fraudulent financial exploitation, Alexander 

McCartneyõs international exploitation of children, and Adele Rennieõs catfishing schemes, 

deepfakes enable criminals to perpetrate a range of crimes. The realism and accessibility of this 

technology empower perpetrators to deceive their victims effectively, undermining trust in digital 

communications and amplifying the scale and impact of their crimes. 
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The examples provided demonstrate that deepfakes also exacerbate existing societal issues, 

including the spread of misinformation, erosion of privacy, and gender-based harm through the 

creation and distribution of non-consensual explicit content. The proliferation of user-friendly 

apps and AI-based tools further lowers the barrier for malicious use, leaving vulnerable 

individuals exposed to exploitation. Addressing these dangers requires a multi-faceted approach, 

with the legal system and prosecution being just one aspect. 

Conclusion 

The rapid advancement of artificial intelligence has unlocked unprecedented potential for 

innovation but also presents profound risks to the general public, as criminals have been quick to 

exploit the opportunities AI presents, particularly with the advent of deepfake technology. The 

somewhat antiquated title of this paper, translated as ôNew Methods, Old Crimesõ, alludes to the 

fact that the criminal justice system is rooted in traditions and procedures and can be slow to 

adapt to new challenges such as emerging technologies. However, it is submitted that, based on 

the examples presented in this paper, prosecutors and law enforcement agencies around the 

world can robustly tackle cyber-enhanced and cyber-enabled crimes, providing justice for the 

victims. As already stated, addressing the threats posed by emerging technologies in relation to 

sexual offending requires a multifaceted strategy, including efforts outside the criminal justice 

system: 

i. Strengthening Legislation: Laws must evolve to keep pace with technological 

advancements and recognize the capacity for existing laws to be utilized. For example, the 

Abusive Behaviour and Sexual Harm (Scotland) Act and the Civic Government (Scotland) 

Act represent significant steps forward. However, further discussion is required to close 

jurisdictional gaps that enable cross-border exploitation. 

ii. Technological Countermeasures: Investment in AI-powered detection systems is critical. 

Such tools must be incorporated into social media platforms to identify, flag, and prevent the 

misuse of emerging technology. 

iii. Public Education: Raising awareness about the signs of deepfakes is vital to empower the 

general public to discern and protect themselves from deepfake scams and manipulation. 

iv. Corporate Accountability: Technology companies must implement rigorous safeguards and 

monitoring systems to detect and remove harmful content, ensuring that their platforms and 

products are not complicit in enabling abuse. 

v. Victim Support Systems: Establishing resources for victims of crime, including mental 

health support, is crucial to address the long-term consequences of such exploitation. 

As technology evolves, so too must societyõs vigilance, raising the profile of ethical 

considerations and proactive measures to combat misuse. The emerging technologies discussed 

in this paper are not inherently dangerous, but their malicious use highlights the urgent need for 

more sustained action to protect individuals and uphold trust in new technology. Prosecutors 

and law enforcement agencies must harness developments in technology, particularly artificial 

intelligence, to enhance their abilities with: digital forensics, pattern recognition to detect cyber-

stalking or coercive and controlling behavior, natural language processing to identify abusive 

language, and assessment or triage of users who may be identified as potential victims of sexual 

offenses. 
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Technology Facilitated Sexual Violence Abuse (TFSVA): 

Therapeutic Justice and Role of Legal Actors 

-Amit Uprety24 

Abstract 

Technology-facilitated sexual violence and abuse (TFSVA) is a growing concern globally, encompassing a range of 

sexually aggressive behaviors aided or conducted through digital technologies. This issue manifests in various forms, 

including doxing, online harassment, and non-consensual image-based sexual abuse. While much attention has 

been given to revenge porn, the broader scope of TFSVA reveals its harmful impact across age groups and genders, 

with women and sexual minorities disproportionately affected. Victims often face not only primary victimization 

but also secondary victimization from inadequate responses within the criminal justice system. Secondary 

victimization, exacerbated by insensitivity, blame, and media sensationalism, further deepens the trauma. Despite 

global advancements in recognizing victims' rights, such as Nepal's Victim Rights Act, systemic changes remain 

insufficient. The justice system often prioritizes legal processes over humane, victim-centered approaches. 

Therapeutic jurisprudence, which integrates psychological and social work perspectives, calls for a shift toward 

healing-focused legal practices. It emphasizes the well-being of both victims and legal actors, urging legal systems to 

prioritize the emotional and psychological recovery of all participants. This paper discusses how therapeutic justice 

can address secondary victimization in TFSVA cases, offering insights drawn from literature and personal 

reflections on working with victims. 

Keywords: 

[TFSVA, secondary victimization, therapeutic jurisprudence, gender-based violence, legal actors, victim rights, 

psychological impact, justice system, non-consensual image-based sexual abuse] 

Introduction  

With the growing rise in the use of digital technology, leading to a digital society across the 

globe, traditional means and instruments of gendered violence have taken a new form, with 

digital technology as the new "weapon." This "weaponization" of technology has reached across 

different personal spaces, from bedrooms to workplaces, and across age groups, from children 

to the elderly (UNFPA). Collectively, sexual-based violence and abuse that have been aggravated 

or assisted by technology have been regarded as technology-facilitated sexual violence and abuse. 

The United Nations Population Fundñthe United Nationsõ sexual and reproductive health 

agencyñdefines technology-facilitated gender-based violence (TFSVA) as any act of violence 

òcommitted, assisted, aggravated, and amplified in part or fullyó by technology. This sort of 

violence may also lead to other forms of physical violence, creating a cyclical effect. 

TFSVA crimes have been reported to cause serious, severe, and significant harm to victims. Not 

only is it detrimental to mental health and the use of digital spaces, but it can also lead to suicide 
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if sufficient support and coping mechanisms are not provided. In terms of prevalence, globally, 

38% of the populationñi.e., 2 out of every 5 womenñhave been reported to have suffered 

from online violence against women (Economic Intelligence Unit). In the Nepali context, along 

with global trends, there have been alarming cases of image-based sexual abuse. In 2023, 

according to data from the Cyber Bureau of Nepal, in 2022, out of the 4,646 reported 

cybercrimes, 1,011 were related to image-based sexual abuse, mostly "revenge porn" 

(Kathmandu Post, 2023). Accordingly, prosecutions of such reported cases have also taken place, 

with around 80 cases prosecuted so far. 

In the case of Nepal, urgent and serious consideration and coordination among agencies are 

needed for a coordinated and responsive strategy regarding TFSVA. First and foremost, the 

focus needs to be on the crime prevention aspect and on strengthening protection and safety 

mechanisms to take prompt action when cases are reported. Apart from that, within justice 

responses, ensuring that victims have a positive experience navigating the reporting process and 

encouraging more victims to come forward are essential. Additionally, the issue of "secondary 

victimization" must be addressed. 

The pattern of "secondary victimization" can be regarded as further victimization caused by the 

responses of legal actors within the justice system, which further perpetuates harm and 

victimization due to the impact of laws, legal processes, and the behavior of legal actors. As a 

newer approach, therapeutic justice calls for a focus on how laws, legal processes, and the 

behavior of legal actors affect the well-being of offenders and participants. Based on my personal 

experience of working in the justice sector for 10 years, I have found that the idea of therapeutic 

justice might help address the issue of "secondary victimization" faced by participants in the legal 

sector. In this paper, the issue of "secondary victimization" in TFSVA and how it can be 

addressed through therapeutic justice approaches have been discussed, based on a literature 

review and personal reflections from working with victims.    

Technology Facilitated Sexual Violence Abuse (TFSVA): Defining itsõ Concept  

In simpler terms, TFSVA characterizes the interpersonal harms that have been conducted with 

the use or aid of technology as a result of sexual and gender-based violence. It can be regarded as 

a broader umbrella term that encompasses the conduct of sexually aggressive behaviors carried 

out through digital technologies (Powell & Henry, 2017). 

Forms of technology-facilitated gender-based violence include doxingñpublishing personal or 

damaging information about an individual online, such as the individualõs address or contact 

informationñharassing or stalking, and posting or threatening to post fake or real sexual images 

or videos of an individual. Henry and Powell have defined it as òthe range of behaviors where 

digital technologies are used to facilitate both virtual and face-to-face sexually based harmsó 

(2016, p. 1). 

Like other forms of sexual harm, it can be regarded as manifesting within the "continuum of 

sexual violence." Broadly, it can be categorized into three categories (Henry, Flynn, and Powell, 

2018, p. 565): 

a) technology enabled sexual aggression; where technology is used to carry out a sexual act; 
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b) online sexual harassment; sexual solicitation, gender based hate speech amd image based 

harassment 

c) image based sexual abuse; including non-consensual creation, distribution and threat to 

distribute, nude or sexual images (commonly known as ôrevenge pornongraphyõ) 

Popularly, the issue of technology-facilitated sexual violence and abuse has been known as 

"revenge porn," which is one of the categories of TFSVA. However, understanding this type of 

image-based sexual abuse only in terms of the release of videos driven by emotions of vengeance 

may, at times, justify the actions of the offender. Hence, it is advisable not to use this term and 

instead use terms such as "non-consensual image-based sexual abuse." 

Generally, cases can be identified as TFSVA when they have been conducted due to gender or 

sexual orientation and with the intent to cause harm (Henry & Powell, 2016, p. 196). The 

concern here is that the behavior should result from the social context of gender inequality and 

characterization, which shape perceptions of gender roles and identities. 

This distinction differentiates other acts related to technology-facilitated interpersonal harmñ

such as falsely sharing that a person is deceased on Facebook or engaging in hate speechñwhich 

are not directly related to sexual or gender-based harassment. Interestingly, although victims of 

TFSVA span various age groups, there has been little research conducted on adult victims 

(Henry & Powell, 2016).  

Victimization Effects of TFSVA 

Various studies have reported a wide range of impacts faced by victims due to TFSVA. These 

harms have been reported on personal, family, and professional levels. Furthermore, the extent 

of victimization can be felt across risks to life, liberty, and property, as well as psychological, 

social, and behavioral aspects. 

Adverse harms have been reported, which can be more convoluted compared to other forms of 

sexual abuse. Cyber-sexual violence has been found to cause enduring pain, public shame, and 

guilt. Furthermore, this can also escalate into traumatic episodes of self-harming behaviors as 

coping mechanisms or even suicide to avoid trauma (Pashang et al., 2018). Likewise, a study 

conducted by Bates (2016) accounted for issues of post-traumatic stress disorder (PTSD), 

anxiety, depression, suicidal thoughts, and several other mental health effects in revenge porn 

survivors. According to research by End Revenge Porn, 51% of revenge porn victims in the U.S. 

had thought about suicide (Civil Rights Initiative, 2012). One girl from Ilam, Nepal, committed 

suicide after discovering that her intimate videos had been released by her partner on porn sites 

(The Record Nepal, 2019). 

As for who has been victimized by TFSVA, victims can be of any gender, and some studies have 

shown no significant gender differences in victimization (Powell & Henry, 2019). However, the 

impact of TFSVA has been disproportionately severe on women, girls, and other sexual 

minorities (Pew Research Center, 2021). 
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Regarding the perpetrators, most international literature has identified males as the primary 

perpetrators, with the behavior generally driven by hierarchical gender relations (Henry & Flynn, 

2019). 

Secondary Victimization by the Criminal Justice System 

There can be no doubt that victims have been neglected by most criminal justice systems around 

the world. The pattern and phenomenon of secondary victimization, exacerbated by the justice 

system, lead to an additional burden for victims who have already suffered from crime as 

primary victimization. While primary victimization resulting from crimes or abuse leads to harm 

such as physical injuries, trauma, or financial burdens, an additional form of victimization occurs 

when victims seek support from the justice response systems. They may experience further harm 

due to insensitivity and systemic failures. 

Within this phenomenon of secondary victimization, factors may include victim-blaming 

attitudes, inadequacy of support processes, adversarial and highly contested legal proceedings, 

prolonged trials, and sensationalized media coverage. Secondary victimization is particularly 

troubling because it emanates from authorities who are meant to alleviate suffering. This not 

only diminishes victims' hope for justice and recovery but may also create additional hardship, 

discouraging them from continuing on the difficult path they have undertaken. 

Various studies have provided evidence of the effects of the criminal justice system on victims of 

crime. One such study examined mental health professionals' perspectives, finding that 81% of 

participants indicated that contact with the legal system can be distressing for rape victims 

(Campbell & Raja, 1999). Similarly, post-traumatic stress reactions have been found to have 

strong associations with statements leading to secondary victimization in rape victims (Campbell 

et al., 1999). 

Although a specific study on TFSVA may not yet be available, as a form of gender-based 

violence, TFSVA is likely to result in secondary victimization. In some cases, even more 

accounts of secondary victimization can be expected.  

Victims in the Criminal Justice System of Nepal 

Generally, it can be said that victims have been neglected by legal actors, even though they 

should be a key facet of the criminal justice system. Basically, victims expect to be respected, 

informed, and given autonomy in choosing how their case will be processed, whether they seek 

an apology or compensation. In recent decades, the global victims' rights movement has led to 

significant developments, including the promulgation of victim rights charters within legislative 

frameworks. Significantly, in the context of Nepal, victims' rights have been recognized as 

fundamental rights and have subsequently been incorporated into the legislative framework with 

the promulgation of the Victim Rights Act, 2075. However, in the Nepali context, despite the 

existence of sufficient legal mechanisms and frameworks to institutionalize victims' rights and 

support systems, the necessary behavioral changes have not yet been made to ensure that the 

laws function as intended. From the author's insider experience, the justice system still seems to 

function like a factory, where cases are processed, charge sheets are filed, and judgments are 

produced as outputs, while the humane and emotional healing aspects of both offenders and 
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victims are overlooked. This is a serious problem, as offenders and victims often seem to be 

forgotten as human beings and instead reduced to mere case records. In Nepali terms, our justice 

system appears to function solely for the purpose of record-keepingñwhy is this evidence being 

produced? Why is this victim being called upon? Simply to be placed in the records so that 

justice appears to be served. I would like to term this phenomenon "Justice for the File" (Misile 

Nyaya in Nepali). Although there may be some good practices by certain police officers, 

prosecutors, and judges, the overall pattern remains unchanged. Moreover, the behavioral aspect 

of the system needs to change in order to develop a more humane approach to justice. In this 

reform agenda, therapeutic justice calls for assessing the outcomes of the law and the behavior of 

legal actors. 

Main tenets and potential of Therapeutic Justice  

Therapeutic justice or jurisprudence (TJ) is concerned with the objective of psychological and 

physical well-being of those impacted by law. Primarily, it is based upon the notion of 

assumption of law as a òtherapeutic agentó. It examines the effect of law, legal processes, and 

legal actors in adjudging the consequences to varied dimensions of wellbeing. It analyses the legal 

rule and practice with the use of social science study to achieve this objective (Wexler,1995 p. 5). 

It is defined as òééééthe study of the law, its officials, processes and institutions affect the people how 

come under its influence. While it sees that ideally law should do no harm, in some cases, by reason of the 

particular values that the law must promote, some harm is possible but it may be minimized through the use of 

therapeutic jurisprudence techniques.ó (King, 2011, p. 2 ò). As a consequentialist approach of law, it 

sees the impact of the law as social force on the well-being of the people. Therapeutic 

jurisprudence, drawing insights from social sciences provides ideas and knowledge on how the 

law and its applicability can promote the well-being of the people (Brookbanks, p. 365). With the 

development of the time, notion of wellbeing is also being expanded, King (2003), an Australian 

scholar has widened itsõ scope associating it with family, health, economic and even spiritual 

dimensions in it. 

Therapeutic justice approach is promoted as the innovative justice approach due to its addressing 

of the justice related problems with a newer humane and psychological perspective (Frieberg, 

2003; King, 2008). Innovative justice approaches have been defined as those changes that guides 

and prescribes the criminal justice system to do justice differently involving novel approaches 

(Daly & Marchetti, 2011, p.1; Graham & White, 2014, p. 9). As a philosophy, it has added a new 

psychological dimension for adjudging the consequence of law. Realizing the importance of 

therapeutic justice in the court settings, different national law and judicial institutions have been 

promoting this agenda. For example such as Judicial Council of California, has recognized 

therapeutic justice as one aspect of the changing dynamics of the role of courts in the modern 

society; and likewise, in Canada and Australia it has been promoted by the judicial training 

institutions such as the National Institute of Justice (Canada) and National Institute of Judicial 

Administration (NIJA) (Brookbanks, p.366). Based upon these approaches, there has been many 

innovations that have been introduced and which have potentials to be applied in the courts 

(Cassey and Rottman, 2000).  

Therapeutic Justice and Concerns for Wellbeing of the participant 
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Therapeutic Jurisprudence approaches primarily imply the exercise of those actions and 

exercises that promote the wellbeing of the participants. As discussed above, it sees 

primarily its impacts in terms of how the law impacts in action. Its impacts can be analysed 

in terms of the legal rules, legal procedure and the behaviour of legal actors 

(Wexler,1999,p.2). Accordingly, herein below some of the potential approaches has been 

enlisted below:  

¶ Legal Rules: Under this the legal rule is assessed in terms of  its therapeutic 

outcome. Wexler has provided the example of the rule such as òDonõt ask, donõt 

Telló provision in the US military; which bars military service for one who 

acknowledges being bisexual or not. But, it may result into unintended 

consequences, as the person may also be afraid to talk about many other matters 

(Wexler, p. 1).  

¶ Legal Procedures: In instances such as the child custody disputes, the adversary 

system can have traumatic affect to the child custody disputes, and they need to have 

some relationship for the sake of  child (Weinstein,1999).For such cases, the 

therapeutic approaches such as collaborative family law can be practiced rather than 

settling the disputes through the adversarial court proceedings.   

¶ Behaviour of  Legal Actors and judges: This is related to the approaches the legal 

actors have towards those who come in contact with the law and court 

proceedings.  For example, sentencing judge behaviours can affect whether the 

offender will participate in the probation or not. For example, if  a judge is not clear 

in formulating the condition of  probation then the probationer may not comply 

(Wexler, p.3). Likewise, the active listening during the trial proceedings can affect in 

compliance of  the order based upon the procedural justice approaches (Tyler). 

However, there have been some criticisms as well. Mostly, the criticism is centered on whether 

the legal actorõs primary role is to be therapeutic. One of the first criticisms questions the meaning 

of what constitutes therapeutic and who determines what is therapeutic. There has not been a proper 

definition of therapeutic jurisprudence, which has led to varied understandings among academics 

and practitioners regarding its conceptualization and practicality. Schema (2004, p. 4) has argued 

that òno single definition of TJ captures it fully.ó 

This position has been refuted by Wexler, who claims that a clear-cut definition has deliberately 

not been provided so that commentators can guide it through their intuitive and commonsense 

concepts (Wexler, 1995, p. 232). However, more recently, Wexler has provided further 

explanations regarding the conceptõs applicability. 

Similar to this criticism is the argument that therapeutic jurisprudence has not provided 

conceptual clarity on what healing through law means. The TJ philosophy states that the approach 

of problem-solving courts is based on the concept of healing through law as opposed to the 

punitive approach in conventional courts. However, it has failed to specify what healing through 

law actually means (Wilson, p. 69). Moreover, this construction of healing and well-being has not 

been evaluated on an empirical basis or operationalized (Wilson, p. 71). 
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Another fundamental criticism is that therapeutic jurisprudence ignores other normative goals in 

its aim of promoting well-being. However, this criticism is not justifiable, as the proponents 

have, since the beginning of the idea, stated that therapeutic jurisprudence does not suggest that 

it should override normative values for the sake of therapeutic considerations. Minimally, it 

argues that the therapeutic outcome of legal consequences should not be ignored (Winick, p. 

188). Rather, proponents of therapeutic jurisprudence argue that an ethic of care should be added 

to the traditional normative values and aims of the judicial system, such as impartiality, fairness, 

and neutrality (King, p. 1098).  

Therapeutic Justice for ôVictimsõ: Some Recommendations  

As discussed above, serious attention and consideration need to be given to assessing the 

consequences of the law and the behavior of legal actors. Only when these consequences 

are assessed can we take action to understand how the system is functioning and what needs 

to be done. 

One of the implications of therapeutic justice is that it calls for looking into other theoretical 

branches, such as psychology, criminology, and social work, to bring in evidence from these 

fields to improve the justice system. Equally, the well-being of legal actors also needs to be 

prioritized, as without concern for their own well-being, they cannot be fully conscious of 

the well-being of others. Based on the literature of therapeutic jurisprudence, some 

recommendations that can have positive therapeutic outcomes for participants in the 

criminal justice system, such as victims, have been suggested: 

a) Do no further ôharmõ: First and foremost, justice actors need to be concerned that their 

behavior does not further perpetuate any psychological or emotional stress to the victim. 

The principle of ôdo no harmõ as ethical principle states to be sensitive of the action of the 

actors so that the responders in settings of dealing with patients and victims, further 

exacerbate their plight with their responses. It demands that victims are dealt with 

compassion and empathy. In the justice system, to avoid or lessen the chances of the 

ôsecondary victimizationõ; the justice actors need to be sensitive of the outcomes of their 

actions. However, our legal education and institutional training lacks such learning 

opportunities which makes the legal actors only being compliant with the ôrulebookõ 

neglecting the humane aspects of their work.  This sensitivity of the victims need can be 

made realize to the legal actors through dissemination of the research findings of the 

accounts of the secondary victimization of the victims and making them empathetic about 

how position of the victims.  

b) Giving ôvoiceõ with respect: The victims need to be given ôvoiceõ+ where they can put 

their input and their concerns needs to be giving due consideration with reasoned analysis to 

their inputs by the legal actors. Although, the victim law of Nepal, provides legal mechanism 

for it, but rarely this law is compiled upon. Effective implementation of laws requires 

understanding by the legal actors on to the rationale of law; why and how it is to be 

implemented.  
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Procedural justice literature provides ample evidence as how giving a ôvoiceõ with respect 

can lead to the validation and acceptance of the outcome. Tyler(2000, p.3)  proponent of 

this theory asserts that people experience justice when then their voice is felt to be heard in 

the decision making and in the quality of treatment that they receive/  When the 

participants feels these sort of engagements, then only they will be bound to accept the 

social rules or the judgments from the court. The prosecutor and the other judicial officials 

with whom they will deal should give the victim this sense of voice. They should accord 

them validation, pay attention to them, take them seriously, and take their arguments into 

account, even if they ultimately reject them. My personal experience of the working with the 

victims of sexual violence, points to this assertion as when they feel they have been well 

heard and represented for then they easily accept any outcome from the court, and are 

further concerned with remedies such as appeal. The respect should stem from building 

trust and not being judgmental of their ôvictimhoodõ. Hence, itõs not only about having the 

institutional arrangements in legislation for giving the ôvoicesõ; these structures such as 

Victim Impact Assessments are essential, but foremost to build trust of the victims they 

need to be made ôfeltõ that they will be heard upon. It should be about winning the ôheartsõ 

of the victims as ôtherapyõ process in action in spite of the outcome. These skills can be 

learnt upon or those who are better and motivated needs to be given more of responsibility 

in dealing with the victims. 

b) ôActive listeningõ: There has been evidences of psychological researches which states 

that active listening leads to the positive influence in the social behavior. Active listening can 

be defined ôas empathic understanding, unconditional positive regard, and congruence 

behavior (Rogers, 1959)õ. Duan & Hill, (1996) assert that active listening as psychotherapy 

can have positive affect as method of therapeutic personality change leading to the positive 

healing experiences. This specific ôactive listeningõ skill when employed by the justice actors 

can lead to healing effect to the victims; which can make them feel that they are being 

ôheardõ not in terms of procedural necessity but as respecting the ôindividual with emotionsõ 

that feels she/he needs to be listened and heard upon. Giving utmost attention and whole-

heartened presence; which can be learnt as skill can give healing effect to the TVSFA 

victims.  

    c) Seeking ôapologyõ from the offenders: Apology has been found to have healing effect. 

Victims might have varied expected outcome from the specific case as such as punitive 

sentencing, seeking validation that they had not done anything wrong, compensation or 

seeking just a genuine apology. When the victims have the autonomy in choices as to define 

what justice means to them in specific case, the realization of ôjusticeõ can be strengthened. In 

most of the cases, what victims seek for is a genuine voluntary ôapologyõ; and including it 

during the case proceeding stages whether on deciding to prosecute, sentence hearings or 

correction orders can have healing effect to victims. Accordingly, restorative justice 

approaches have been promoted to incorporate the ôapologyõ in the formal justice settings. In 

cases of the TVSFA, as well most specifically in cases of ôrevenge pornõ etc. apart from other 

justice needs of the victims, ôvoluntary apologyõ from the offender could be one of the 

possible desired expectations of the victim owing to the previous relationship with the 

offender. Herein, communication with the victim, to ascertain their desired outcome and 

https://pmc.ncbi.nlm.nih.gov/articles/PMC4270393/#CIT0038
https://pmc.ncbi.nlm.nih.gov/articles/PMC4270393/#CIT0012
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accompanying their desired outcome to the possible extent can be one of the possible 

interventions for therapeutic healing of the victims.  

    d) Making the process less adversarial: One of the reasons for the ôsecondary victimizationõ is 

the adversarial justice processes which is more concerned which party wins and by any means. 

In the name of ôtruth seekingõ by the parties, highly confrontation between the two sides and 

the resources investment by the ôoffenderõ for acquittal leads to non-acceptance of the truth 

of crime and finding loopholes in victims account and prosecution lapses; which may be 

serious distrust and feeling of helplessness to the victims from the justice system. Non-

adversarial and victim centered approach which focusses on prioritizing the needs and 

perspective of the victims can lead to more therapeutic process rather than merely system that 

is concerned with the punitive aspect only. Developing of the ôspecialized courtsõ or the 

ôspecialized benchesõ with adequate skills on victim centeredness and ôrules flexibilityõ to make 

it more ôvictim centeredõ within the criminal justice system can be one of the alternatives for 

addressing the needs of the TFSVA victims.  

Conclusion  

Technology facilitated sexual violence and abuse is bound to rise with more depth in technology 

advancements and with increased reach of the population of digital technology.  As evidenced by 

the studies, the victimization impact of the TSFVA can be more severe as compared to the other 

forms of interpersonal violence impacting varied aspects of life. There are certain peculiarities of 

TSFVA such as ôpermanent digital footprintsõ that creates a fear and situations of helplessness 

amongst the victims. Furthermore, ôsecondary victimizationõ further exacerbates the plight of the 

victims that makes their lives worse and affects their cooperation in judicial proceedings.  

There are peculiar challenges of TVSFA as cyber-crimes such as lack of proper criminal law to 

address the specific peculiarities of its varied nature of crimes, jurisdiction challenge as to make 

the offender liable and making the digital technologies company liable to comply with courts and 

agencies instruction; and issues of digital evidence. Apart from these challenges, there are 

common challenges of the sexual violence and abuse victims such as ôsecondary victimizationõ. This 

paper has suggested for ôtherapeutic justiceõ as one of the innovative justices approaches to 

address the harms of secondary victimization. Therapeutic justice, as a consequential approach, 

calls upon to look for therapeutic outcomes of the laws, legal processes and behavior of the legal 

actors. Although there have been laws for the welfare of the victims, but unless the legal actors 

are aware of their behavioral outcomes to the wellbeing to the legal participants. Therapeutic 

justice approaches such as active listening, non-adversarial justice approaches and giving voice to 

the participants with respect can have significant positive therapeutic outcomes to the victims. 

To employ such skills as an organizational behavioral culture, the legal actors need to be 

sensitized and skills need to be transferred and imbedded in their working patterns. 
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Unveiling Nepal's Cyber Threat Landscape: A Data-Driven 

Investigation (Based on Cyber Bureau Statistics) 

-Deepak Raj Awasthi25 

Abstract 

The cybersecurity threat landscape is a term used to describe the entire range of potential and current cybersecurity 

threats facing individuals, organizations, and even entire industries. Cybersecurity threats pose a significant 

challenge to nations globally, with the increasing reliance on digital technologies making them vulnerable to a wide 

range of cybercrimes.  In Nepal, the rapid growth of internet use and digital services, combined with low 

cybersecurity awareness and resources, creates vulnerabilities, especially in critical sectors like finance and 

government. Individuals also face increasing cybercrimes such as online fraud, defamation, cyberbullying and 

sextortion with harmful effects. While global cybersecurity trends are well-documented, a comprehensive 

understanding of the specific threats facing Nepal remains limited. Not having local data makes it harder to plan 

and allocate resources for cybersecurity. This research aims to analyse the current cybersecurity threat landscape in 

Nepal, identifying key threats, vulnerabilities, and potential impacts on critical sectors, including individuals and 

organizations of all sizes. This study analyses data provided by the Nepal Police Cyber Bureau, publicly available 

data, and examines relevant policy documents to assess the current threat landscape.  This study shows that cyber-

enabled crimes mainly social media-based cybercrimes, including online fraud, defamation, cyberbullying, sextortion 

and sexting are the biggest cybersecurity threats to individuals in Nepal. While cyber-dependent crimes like data 

breaches, business email compromise (BEC), malware and hacking exist, they occur less frequently. Limited 

cybersecurity awareness and weak response systems increase vulnerability to these attacks. These findings highlight 

the urgent need for increased cybersecurity awareness training, international cooperation, human resource 

development and the development of national cybersecurity strategies to protect Nepal's digital ecosystem. This 

research provides valuable insights for policymakers, organizations, and individuals in Nepal to strengthen their 

cybersecurity posture and mitigate the risks posed by the evolving threat landscape. 

Keywords:  

[cybersecurity threat landscape in Nepal, Nepal Police Cyber Bureau, cybercrimes in Nepal] 

Introduction:  

The rise of Information Communication and Technology (ICT) has made the world a small 

village. The growing use of technology has several benefits, and among them it brings not only 

progress but also has allowed the growth of cyber threats that impact individuals, businesses, 

organizations, and governments worldwide. Nepal, like other countries, faces its share of these 

dangers. The country has witnessed a multitude of incidents ranging from cyber harassment, 

bullying and defamation (Kaphle, 2019), distributed denial-of-service assaults, man-in-the-middle 

intrusions, SQL injection exploits, phishing scams, data breaches, hacking, fraud (Ghimire K. , 

2023) and even cryptocurrency trade so far (Chainalysis, 2024).  

                                                           
25 Deepak Raj Awasthi is the Superintendent of Police, Spokesperson & Information Officer, Cyber Bureau, Nepal 
Police. He can be reached at: deepak@nepalpolice.gov.np / awasthi.deepakraj@gmail.com.  
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Nepal Police established Cyber Bureau on 10 June, 2018 AD (Nepali B.S. 2075-02-27) to 

effectively investigate cybercrimes. Currently, Cyber Bureau is operated based on the Cyber 

Bureau operational order ð 2075 BS endorsed by the IGP (Inspector General of Police) 

secretariate office. Moreover, provision of Cyber Bureau is mentioned in the 8th amendment of 

òNepal Police regulation 2071ó on 5 Oct, 2020 AD (B.S. 2077-06-19) (Bureau, 2021). The Nepal 

Police Cyber Bureau plays a crucial role in addressing cyber threats within the country, including 

monitoring, response, and investigation. Their compiled statistics offer a unique and essential 

window into the evolving cyber threat landscape in Nepal. By analysing these statistics, we can 

gain valuable insights into the types of cyber threats most prevalent in Nepal, the trends and 

patterns of cybercrime over time, and the sectors and individuals most vulnerable to attacks. 

This research will focus on analysing Cyber Bureau statistics from the past three years, 

specifically from fiscal year 2079/2080, 2080/2081 and 2081/2082. This timeframe allows for a 

comprehensive examination of recent trends and provides a basis for understanding the current 

state of cybersecurity in Nepal.  

While the Cyber Bureau collects and disseminates data on cybercrime, a comprehensive and 

data-driven analysis of this information is crucial to fully understand the scope and nature of the 

threat landscape. This research aims to address this gap by investigating the following key 

questions: 

i. What are the most prevalent types of cyber threats in Nepal? 

ii. How have these threats evolved over time? 

iii. What are the key sectors targeted by cybercriminals? 

iv. What are the potential impacts of these threats on individuals, businesses, and the 

nation? 

This research holds significant value for a wide range of stakeholders in Nepal including policy 

makers, business, individuals and researchers as well as academics offering crucial insights into 

the nation's evolving cyber threat landscape. The findings will contribute to a more informed and 

proactive approach to cybersecurity, ultimately enhancing Nepal's digital resilience.  

This study analyses data provided by the Nepal Police Cyber Bureau, supplemented by publicly 

available information and relevant policy documents, to assess the current cyber threat landscape 

in Nepal. While the Cyber Bureau has been operational for six years, this research focuses 

specifically on the most recent three years of data (2079/2080, 2080/2081 and 2081/2082). This 

timeframe was selected due to the availability of structured and consistently categorized data, 

which is essential for robust analysis. Prior to this period, data was either unavailable in a usable 

format or lacked the consistent categorization necessary for this type of research. 

A key limitation of this study stems from the nature of the Cyber Bureau's data collection 

process. Applications received by the Bureau are manually categorized by users. This manual 

input introduces the potential for human error in assigning categories to reported incidents. For 

example, some incidents of cyberbullying might be miscategorized as cyber harassment, or 

similar ambiguities may exist in the classification of other cybercrimes. While this limitation is 

acknowledged, the available dataset represents the most comprehensive and accessible source of 
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information on cybercrime in Nepal. Every effort has been made to interpret the data cautiously 

and to account for potential mis categorization during the analysis process. Future research could 

explore methods for improving data collection and categorization practices at the Cyber Bureau 

to enhance the accuracy and reliability of cybercrime statistics. 

Literature Review: 

The global cyber threat landscape is constantly evolving and becoming more complex. Cyber 

threats are becoming more advanced and are increasing quickly, creating major problems for 

people, businesses, and countries. (Obi, et al., 2024) highlighted various cyber threats like 

malware, ransomware, phishing attacks, and advanced persistent threats (APTs), and how their 

methods and strategies are changing. As more people use the internet, daily activities have 

moved from the physical world to online spaces. This shift has sped up due to events like the 

COVID-19 pandemic. According to (Mallick & Nath, 2024) new technologies like cloud 

computing, IoT, social media, wireless communication, and cryptocurrencies have raised security 

concerns online and resulted different cyber threats such as DDoS, phishing, man-in-the-middle, 

password attacks, remote attacks, privilege escalation, and malware. 

With the rise in cyber-attacks and the resulting increase in cybercrimes globally, every nation is 

facing significant challenges in combating this issue. However, developing nations face even 

greater challenges due to the various issues they encounter. The study by (Siampondo & Chansa, 

2023) revealed that Zambia has several cybersecurity policies and strategies in place. However, 

these measures are not always effective in addressing cybercrime. Key challenges include a lack 

of awareness about cybersecurity risks, insufficient resources for cybersecurity, and poor 

coordination between government agencies and the private sector. Moreover, in the context of 

developing countries like Nepal (Widodo, Adam, Hsb, Prayitno, & Bhaskoro, 2024) identified 

various challenges including differences in legal definitions, complicated jurisdictional issues, and 

the fast-changing nature of cyber threats that outpace legal responses. On top of that, they 

identified limited resources, outdated technology, and varying laws between countries make it 

even harder to enforce cyber laws.  

While discussing about the cybercrime issues in the context of Nepal, (Bhattarai, 2016) 

emphasized social media crime as a major cybercrime in Nepal. Furthermore, additional studies 

have emphasized the prevalence of cybercrimes related to finance and banking in the context of 

Nepal. (Maharjan & Chatterjee, 2019) addressed the cyber security issues in the banking sector 

and highlights the requirement for the development of security framework. Similarly, (Shrestha, 

2020) highlighted case studies in the financial sector and offered suggestions for improving legal 

frameworks, human resources, and cybersecurity investment. Additionally, (Giri & Shakya, 2020) 

identified banking crimes as a significant risk in Nepal. Their analysis, using content analysis, 

surveys, and expert interviews, revealed common offenses such as cheating, blackmail, phishing, 

identity theft, hacking, hate speech, distribution of explicit content, and cyber grooming. 

Similarly, (Bhagat, 2023) revealed some common cybercrime in the context of Nepal as bank 

ATM attacks, Ransomware, Spear phishing, Privacy leaks, Child pornography, dissemination of 

mendacious information. It has been noted that researchers have attempted to uncover cyber 

threats in Nepal through interviews with experts or publicly available data, such as newspapers. 

However, this study primarily focuses on data gathered from the Nepal Police Cyber Bureau. 
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Nepal's approach to cybersecurity includes a combination of laws, regulations, and policies aimed 

at safeguarding digital infrastructure, protecting data, and ensuring the security of 

communications. The Electronic Transaction Act, 2008 (ETA) considered as a cyber law in 

Nepal. It provides legal recognition of electronic transactions and digital signatures, 

establishment of a legal framework for the conduct of online business and e-commerce and a 

provision to combat cybercrimes like hacking and identity theft as well offence against women, 

children, integrity of the nation, harmony among different cast and religion. The latest 

cybersecurity policy of Nepal is the National Cybersecurity Policy 2023, which is an updated 

version of the previous 2016 policy. This policy aims to address the evolving challenges in the 

cyber domain and strengthen the country's cybersecurity infrastructure. It focuses on improving 

the overall security posture of Nepal's cyberspace and ensuring a secure digital environment for 

citizens, businesses, and government institutions.  

The primary aim of developing the ETA was to ensure secure electronic transactions, rather than 

functioning as an all-encompassing cyber law. Additionally, since it was enacted in 2008, 

significant technological advancements have occurred, and the law is now unable to address all 

of these changes (Acharya & Dahal, 2021). Existing laws and regulations do not encompass 

provisions for international cooperation, extradition, or Mutual Legal Assistance Treaties 

(MLAT), which are essential for addressing transnational crimes like cybercrime. Additionally, 

the 35-day period allowed for presenting a suspect in court after the date of reporting poses a 

significant obstacle to effective crime investigations. Therefore, a comprehensive and integrated 

cybersecurity law is needed to address current cyber threats. 

Methodology: 

This study follows a quantitative research approach using statistical analysis techniques on the 

data received from Nepal Police Headquarters Cyber Bureau.  These are actually the count of 

applications received from victims of different crime category. The data covers the past three 

fiscal years: 2079/80, 2080/81, and the current one, 2081/82. We are currently seven months 

into the 2081/82 fiscal year. Additionally, the study analyses the recent cybersecurity policy and 

includes case studies based on publicly available data. Following analysis have been carried out to 

get answer of the research questions mentioned above. 

I.  Quantitative Analysis: 

The data is obtained from the Cyber Bureau, especially from the Application Management 

Software (AMS). The MS-Excel and different generative AI tools are used to analyse, 

process and visualize the data. The This study only considered and analysed only top ten 

offences based on the highest to lowest sorting among the 31 categories of different 

offences made in the AMS. The final version of the data is shown as below in Table 1.   

Table 1: Most Reported Crime Categories: Top 10 by Application Count 

Category 2079/80 2080/81 2081/82 

Hacked Account 1525 10051 2584 
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Fake/Impersonation Account 968 1972 1294 

Financial Fraud/Scam 874 3772 4616 

Bullying/Harassment 722 1022 716 

Criminal Defamation 543 1728 857 

Hate Speech 253 480 174 

Sexting 161 285 13 

Missing/Kidnapped Person 52 122 41 

Sextortion 46 102 5 

Other 43 82 54 

Since the 7th month is running for the current fiscal year 2081/82 òAverage Monthly 

Crime Countó and òProject for 12 Monthó is calculated by dividing the total crime count 

for 2081/82 by 7 (since, seven months have passed) and multiply the monthly average by 12 

respectively to estimate the full-year total. Finally, the project's 12-month duration is 

rounded down to the nearest whole number. Thus, final data is shown in the Table 2 

below. 

Table 2: Projected Top 10 Crime Categories for 2081/82 

Category 2079/80 2080/81 2081/82 

Hacked Account 1525 10051 4430 

Fake/Impersonation Account 968 1972 2218 

Financial Fraud/Scam 874 3772 7913 

Bullying/Harassment 722 1022 1227 

Criminal Defamation 543 1728 1469 

Hate Speech 253 480 298 

Sexting 161 285 22 

Missing/Kidnapped Person 52 122 70 

Sextortion 46 102 9 

Other 43 82 93 

The category Other includes cyber dependent crimes as well as cases related to an 

organization as a victim and cases that don't fit into any other defined category. Details of 
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cyber dependent crime separated from the Table 2 under òOtheró category is shown in 

the Table 3 below. 

Table 3: Cyber-dependent Crime 

Category 2079/80 2080/81 2081/82 

Data Breach 2 3 6 

Website Hacking 1 1 2 

Unauthorised Access/Hacking 6 7 4 

Unauthorised Access Attempt 1 2 1 

Ransomware 

 

1 1 

Business email compromise (BEC) 3 2 1 

Email Account Compromise (EAC) 2 1 3 

Overall, the data suggests varying trends across different types of cyber-dependent crimes. 

Some categories like Data Breach show a clear increase, while others like BEC show a 

decrease. The fluctuations in other categories may indicate changes in cybercrime tactics or 

improvements in cybersecurity defences. 

During the quantitative analysis following analysis have been carried out. 

A. Trend Analysis: 

Based on the Table 2, a line chart generated is shown below. 

 

Figure 1: Trend analysis using a line chart 
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In summary, the above line chart shows that most categories show an overall increase in 

cases over the three years, with some experiencing significant fluctuations. Financial 

Fraud/Scam and Fake/Impersonation Account show the most consistent and substantial 

growth, while categories like Sexting and Sextortion show dramatic declines after initial 

increases. 

Besides this, the bureau has seen a consistent increase in applications since its 

establishment, as shown in Figure 2. 

 

Figure 2: Number of Applications Received Over Time at the Bureau 

While trying to identified the trend based on the year-over-year (YoY) growth rate (%) 

for each category using a formula as: 
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Based on the Table 4, following observation is formulated. 

¶ Hacked Account, Financial Fraud/Scam, and Fake/Impersonation Account saw 

the highest growth rates from 2079/80 to 2080/81. 

¶ Most categories experienced a decline in growth from 2080/81 to 2081/82, 

with Sexting and Sextortion showing the most significant drops. 

¶ Financial Fraud/Scam continued to grow strongly even in 2081/82, 

while Fake/Impersonation Account and Other maintained positive growth. 

B. Descriptive Statistics 

Following are the major calculations on descriptive analysis: 

i. Mean: The average number of cases per category for each year. 

ii. Median: The middle value when the cases are sorted in ascending order. 

iii. Standard Deviation: A measure of the amount of variation or dispersion in the data. 

iv. Variance: The square of the standard deviation, representing the spread of the data. 

The descriptive analysis based on the data of Table 2 is as: 

Table 5: Descriptive Analysis 

Year Mean Median 
Standard 

Deviation 
Variance Minimum  Maximum 

2079/80 518.7 398 487.8 238,000 43 1525 

2080/81 2,061.60 751 3,162.30 10,000,000 82 10,051 
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2081/82 1,774.90 762.5 2,236.10 5,000,000 9 7,913 

 

Variance and Standard Deviation tell you how consistent or inconsistent the crime numbers 

are across categories. 

If the variance is high, it means the crime counts are very different from one another (some 

categories have very high numbers, while others have very low numbers). If the variance is 

low, it means the crime counts are more similar to each other (closer to the average). 

Based on this, in 2079/80, the variance is 238,000, which is relatively low compared to the 

other years. This means the crime counts are somewhat close to the average (518.7), 

in 2080/81, the variance is 10,000,000, which is much higher. This means the crime counts 

are very spread out (some categories have extremely high numbers, like Hacked Account at 

10,051, while others are much lower, like Other at 82). In 2081/82 also crime counts are 

very spread out (some categories have extremely high numbers, like Financial Fraud/Scam 

at 7913, while others are much lower, like Sextortion at 9).  

Standard deviation is the square root of the variance. It also measures how spread out the 

crime numbers are, but itõs easier to interpret because itõs in the same units as the original 

data (number of crimes). A high standard deviation means the crime counts are all over the 

place (some are much higher or lower than the average). A low standard deviation means 

the crime counts are more consistent and closer to the average. In 2079/80, the standard 

deviation is 487.8. This means most crime counts are within about 488 crimes above or 

below the average (518.7). So, the numbers are relatively close to the average. In 2080/81, 

the standard deviation is 3,162.3, which is much higher. This means the crime counts vary 

widelyñsome are thousands above or below the average (2,061.6). This shows a lot of 

inconsistency in the data. In 2081/82 the standard deviation is 2,236.10, which is relatively 

higher.  This means the crime counts vary widelyñsome are thousands above or below the 

average (1,774.90).  

For policymakers or analysts: A high variance or standard deviation (like in 2080/81) 

indicates that some crime categories are much more severe than others. For example, 

"Hacked Account" crimes are extremely high compared to other categories. This might 

suggest that resources need to be focused on addressing hacked accounts. 

A low variance or standard deviation (like in 2079/80) suggests that crime counts are more 

evenly distributed across categories. This might mean that no single category stands out as a 

major problem. 

Whereas in variance or standard deviation of 2081/82, indicates that resources need to be 

focused on addressing the Financial Fraud/Scam category.  

C. Correlation Analysis 
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Apply the Pearson Correlation Coefficient to examine relationships between crime 

categories. The Pearson Correlation Coefficient (often denoted as r) measures the linear 

relationship between two variables. It ranges from -1 to 1, where: 

¶ 1 indicates a perfect positive linear relationship, 

¶ -1 indicates a perfect negative linear relationship, and 

¶ 0 indicates no linear relationship. 

We can calculate the Pearson Correlation Coefficient between the years (e.g., 2079/80 vs. 

2080/81, 2079/80 vs. 2081/82, and 2080/81 vs. 2081/82) to understand how crime counts 

in one year relate to crime counts in another year. 

 

Where: 

¶ n = number of data points (categories), 

¶ x = values of the first variable (e.g., 2079/80), 

¶ y = values of the second variable (e.g., 2080/81), 

¶ ×xy = sum of the product of paired scores, 

¶ ×x = sum of the first variable, 

¶ ×y = sum of the second variable, 

¶ ×x2 = sum of squared values of the first variable, 

¶ ×y2 = sum of squared values of the second variable. 

We calculated the Pearson Correlation Coefficient between: 

¶ 2079/80 and 2080/81 

¶ 2079/80 and 2081/82 

¶ 2080/81 and 2081/82 

Table 6: Correlation Analysis 

Comparison Pearson Correlation Coefficient (r) 

2079/80 vs. 2080/81 0.85 

2079/80 vs. 2081/82 0.78 
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2080/81 vs. 2081/82 0.92 

 

i. 2079/80 vs. 2080/81 (r=0.85): 

o There is a strong positive correlation between crime counts in 2079/80 and 

2080/81. This means that if crime counts were high in a category in 2079/80, 

they were also likely high in 2080/81. 

ii. 2079/80 vs. 2081/82 (r=0.78): 

o There is a moderately strong positive correlation between crime counts in 

2079/80 and 2081/82. This indicates some consistency in crime trends over 

these two years. 

iii. 2080/81 vs. 2081/82 (r=0.92): 

o There is a very strong positive correlation between crime counts in 2080/81 

and 2081/82. This suggests that crime trends in these two years are highly 

consistent. 

Thus, in conclusion, the strong correlations indicate that crime trends are consistent across 

the years, with some categories consistently having higher or lower crime counts. 

The strongest relationship is between 2080/81 and 2081/82, suggesting that crime patterns 

were very similar in these two years. 

D. Outlier Detection 

The Z-score and the Interquartile Range (IQR) are some common methods to detect 

outliers in the data. 

i. Z-Score for Outlier Detection: 

The Z-score measures how many standard deviations a data point is from the mean. A 

common rule of thumb is that if the absolute value of the Z-score is greater than 3, the data 

point is considered an outlier. 

 

Where: 

¶ X = data point, 

¶ Ǫ = mean of the data, 

¶ Ǳ = standard deviation of the data. 

While calculating Z-score for each year separately. 
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In 2079/80: 

None of the Z-scores exceed 3 in absolute value, so there are no outliers in 2079/80. 

Noticeable Z-score value for Hacked Account is 2.06  

In 2080/81: 

None of the Z-scores exceed 3 in absolute value, so there are no outliers in 2080/81. 

Noticeable Z-score value for Hacked Account is 2.53 

In 2081/82: 

The Z-score for Financial Fraud/Scam is 2.75, which is close to 3 but does not exceed it. 

Therefore, there are no strict outliers in 2081/82. 

ii.  Interquartile Range (IQR) for Outlier Detection: 

The Interquartile Range (IQR) is the range between the first quartile (Q1, 25th percentile) 

and the third quartile (Q3, 75th percentile). Data points outside the range [Q1Ĭ1.5ĭIQR, 

Q3+1.5×IQR] are considered outliers. 

In 2079/80: 

Any value below -1181 (Lower Bound) or above 2107 (Upper Bound) is an outlier. In this 

case, 1525 (highest Value) is within the range, so there are no outliers. 

In 2080/81: 

Any value below -2653 (Lower Bound) or above 4747 (Upper Bound) is an outlier. In 

this case, 10051 is above the upper bound, so it is an outlier. 

In 2081/82: 

Any value below -3152 (Lower Bound) or above 5440 (Upper Bound) is an outlier. In 

this case, 7913 is above the upper bound, so it is an outlier. 

Thus, based on the above analysis: 

Table 7: Outliers Analysis 

Year Outliers (Z-Score) Outliers (IQR) 

2079/80 None None 

2080/81 None 
10051 (Hacked 

Account) 

2081/82 None 
7913 (Financial 

Fraud/Scam) 
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Using the Z-score, no outliers were detected in any year. Using the IQR , outliers were 

detected in 2080/81: Hacked Account (10051) and 2081/82: Financial Fraud/Scam 

(7913). These outliers indicate that these specific crime counts are unusually high compared 

to the rest of the data for their respective years and need more attention. 

E. Regression Analysis 

Data from the Table 2 is used to create a linear regression model. The independent variable 

(X) will be the year, and the dependent variable (Y) will be the crime counts for each 

category. 

Since the years are categorical (2079/80, 2080/81, 2081/82), we will assign numerical values 

to them for regression analysis: 

¶ 2079/80 = 1 

¶ 2080/81 = 2 

¶ 2081/82 = 3 

The linear regression model is represented by the equation: 

¶ Y=aX+b  

Where: 

¶ Y = predicted crime count, 

¶ X = year (numerical value), 

¶ a = slope of the line, 

¶ b = y-intercept. 

The slope (a) and intercept (b) using the least squares method. 

 

Where: 

¶ n = number of data points, 

¶ X = independent variable (year), 

¶ Y = dependent variable (crime count) 

The final prediction for 2082/83 is as: 
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Table 8: Regression Analysis Result 

Final Predictions for 2082/83: 

Category 
Predicted Crime 

Count (2082/83) 

Hacked Account 8240 

Fake/Impersonation 

Account 
2843 

Financial Fraud/Scam 11434 

Bullying/Harassment 1480 

Criminal Defamation 1932 

Hate Speech 321 

Sexting 0 

Missing/Kidnapped 

Person 
79 

Sextortion 0 

Other 118 

 

The linear regression model predicts that Financial Fraud/Scam will have the highest 

crime count in 2082/83 (11,434), followed by Hacked Account (8,240). Some categories, 

like Sexting and Sextortion, are predicted to have negligible or zero crime counts, which 

may indicate a declining trend. These predictions can help policymakers allocate resources 

effectively to address future crime trends. 

 

II.  Analysis of  Publicly Available data: 

In this section, we discuss various cyber-dependent crimes that frequently receive significant 

attention in major newspapers and news channels. 

Based on the information from (News, 2015), a group of hackers that identified itself as 

òAnonymous #opnepó claimed the responsibility for the hacking of the official website of 

Nepalõs President, presidentofnepal.gov.np.  

According to (Giri S. , 2017) 58 websites were reportedly hacked by a group that called itself 

òParadox Cyber Ghostó. This attack was one of the biggest breaches of government computer 
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Figure 3: Regression Analysis Result 
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systems, and included websites of the Ministry of Defence, Office of the Auditor General and 

Nepal Law Commission. 

On November 05, 2017, NIC Asia Bank was hit by a cyber-attack on Swift Server, as reported by 

(Aryal, 2019). This incident stands out as one of the most significant financial threats, where a 

hacker exploited 'Keylogger' software used by one of the bank's users, along with various types 

of 'Malware,' taking advantage of the bank's weak cybersecurity measures. 

Additionally, (The Kathmandu Post, 2019) reported that the Chinese nationals used both real 

and cloned bank cards in a coordinated ATM cash-out attack, where hackers breach a bank or 

payment processorõs systems and then use bank cards to withdraw millions in a short amount of 

time. Regarding the issue, they (Chaudhary, Shrestha, & Magar, 2023) claimed that hackers 

inserted malware into the system to draw off money from the ATMs. The malware seemingly 

instructed the ATMs to release cash before the withdrawal request could be sent to the member 

bank. 

In a similar vein, (Poudel, 2020) reported that on April 15, 2020, a group of hackers, who had 

successfully gained unauthorized access to websites and data systems in Nepal, carried out a 

cyberattack and took control of the .np domain of Mercantile Communications Pvt Ltd. 

In the same way, Foodmandu, an e-commerce company providing on-demand food delivery 

service across Kathmandu valley encountered data breach on March 08, 2020 (MyRepublica, 

2020). 

According to (Wagle, 2023) on January 27th, 2023, the National Portal of the Government of 

Nepal, along with 500 other websites using the.gov.np domain, went offline. The disruption was 

caused by a Distributed Denial of Service (DDoS) attack, which also impacted the databases of 

the immigration and passport management systems hosted by the Government Integrated Data 

Centre (GIDC). Additionally, Tribhuvan International Airport in Kathmandu was severely 

affected. 

According to (Pokhrel, 2024)  on Sunday, December 17, 2023, a user named òbadbuddhaó 

posted in a Dark web forum, claiming to possess the source code and sensitive information of 

Nepalõs largest bank, Nepal Rastra Bank, with an asking price of $10,000. The site further reveals 

that, the hacker used various tools like LFI (Local File Inclusion), Wayback URL, SQLmap, 

nMap , Gobuster and Burp Suite to get access on the data. 

Similarly, the recent malware attack on the biometric-based passport system halted services 

completely throughout the nation (Ghimire R. , 2024).  

The analysis of the case studies reveals that the most prevalent cyber threats in Nepal include 

hacktivism, financial cybercrime, data breaches, DDoS attacks, data theft, and malware 

infections. Over time, these threats have evolved from basic website defacement (e.g., attacks on 

government sites) to more sophisticated attacks like ATM fraud, malware-based breaches, and 

targeted data theft for blackmail. The key sectors targeted by cybercriminals are government 

institutions, financial services, and e-commerce platforms, with critical infrastructure like 

passport systems and national portals also at risk. These threats have significant impacts on 

https://brightsec.com/blog/local-file-inclusion-lfi/
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individuals, such as identity theft and financial loss; businesses, which suffer from data breaches, 

reputational damage, and financial fraud; and the nation, where cyber-attacks can disrupt 

essential services, erode trust in digital systems, and undermine national security. 

III.  Analysis of  National Cybersecurity Policy, 2080: 

The formulated cybersecurity policy revealed significant deficiencies in several areas: legislation 

and legal systems, organizational structure, physical and technical resources, expertise and 

research capacity, public awareness, and internal/external coordination. 

Additionally, the policy identifies several key challenges in strengthening the countryõs 

cybersecurity. These include a significant increase in cyber threats and crimes, such as hacking, 

identity theft, and financial fraud, targeting both government and private sector infrastructures. 

There is a notable lack of awareness and education on cybersecurity among the public and 

professionals, which exacerbates the risk of cyber incidents. Additionally, Nepal faces limitations 

in its cybersecurity infrastructure, with insufficient resources and skilled personnel to address 

emerging threats. Critical sectors, including banking, telecommunications, and energy, are 

especially vulnerable to cyber-attacks. The policy also highlights challenges in the legal and 

regulatory framework, where outdated laws hinder effective prosecution of cybercrimes, and 

there is a lack of robust privacy and data protection mechanisms. Furthermore, implementation 

of the policy is hindered by limited resources and poor coordination across government bodies. 

The countryõs heavy dependence on foreign technology increases its vulnerability, calling for 

more local capacity-building in cybersecurity. Addressing these challenges, the policy aims to 

enhance national security, identification and improve critical infrastructure protection, and 

promote digital literacy and local expertise development. 

Thus, based on the National Cyber Security Policy, it is also looking to focus on the cyberthreats 

like hacking, identity theft, financial fraud, attacks targeting critical infrastructure and emerging 

threats. It's important to note that the policy also addresses factors that contribute to these 

threats, such as: lack of awareness and education, limitations in cybersecurity infrastructure, 

outdated legal and regulatory framework and dependence on foreign technology. 

IV.  Results and Analysis: 

The analysis of cybercrime trends in Nepal, based on Cyber Bureau data, reveals significant 

variations in the types and frequency of cyber offenses over the past three fiscal years. Key 

insights from the statistical evaluations include: 

a) Increase in Financial Fraud/Scam: This category has shown consistent and 

significant growth, emerging as the most reported cybercrime. The projected crime count 

for 2081/82 is 7,913, with an estimated rise to 11,434 in 2082/83 based on regression 

analysis. 

b) Fluctuating Trends in Hacked and Impersonation Accounts: Hacked accounts saw 

a sharp increase from 1,525 cases in 2079/80 to 10,051 in 2080/81, but later declined to 

4,430 in the projected count for 2081/82. Similarly, fake/impersonation accounts 

increased steadily. 



Theme 2: Cybersecurity and Cyber Crimes: Prevention and Readiness 
Session 4 

68 
 

c) Decrease in Sexting and Sextortion Cases: Despite initial increases, these categories 

saw a drastic reduction, with sexting cases dropping from 285 in 2080/81 to 22 in 

2081/82 and sextortion from 102 to 9. 

d) High Variability in Crime Data: The variance and standard deviation calculations 

highlight that crime distribution is highly inconsistent across years, with extreme spikes in 

particular categories. 

e) Outlier Identification:  Using IQR analysis, significant outliers were detected in hacked 

accounts (2080/81) and financial fraud/scam (2081/82), indicating anomalies requiring 

further scrutiny. 

f) Correlation Between Years: A strong positive correlation (0.92) between 2080/81 and 

2081/82 suggests stable cybercrime patterns, with consistent trends across fiscal years. 

V. Discussion: 

The observed cybercrime trends point toward emerging threats and potential areas for policy 

intervention. Key discussion points include: 

a) Rising Financial Fraud Cases: The surge in financial fraud indicates vulnerabilities in 

online banking, e-commerce transactions, and digital payment systems. Strengthening 

financial cybersecurity policies and educating the public about scams could help mitigate 

this risk. 

b) Hacked Accounts and Impersonation Risks: The large number of hacked and 

impersonation cases underscores the need for stronger password security measures, two-

factor authentication, and awareness campaigns. 

c) Declining Sexting and Sextortion Cases: This could be due to improved law 

enforcement, increased awareness, or underreporting due to social stigma. Further 

studies are needed to understand the reasons behind the decline. 

d) Government Cybersecurity Challenges: The impact of cyber-dependent threats is 

significant, affecting individuals through financial loss and identity theft, businesses via 

data breaches and reputational damage, and the nation by disrupting essential services 

and undermining national security. These findings highlight the need for stronger 

cybersecurity measures, regulations, and awareness to protect Nepalõs digital 

infrastructure.  

e) Policy Implications: The correlation analysis suggests predictability in cybercrime 

trends, which can help policymakers allocate resources efficiently. High-risk categories 

like financial fraud should receive focused interventions. 

Conclusion: 

Summary of Findings: 

a) Financial fraud and impersonation cases are growing at alarming rates, necessitating 

urgent intervention. 
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b) Hacked accounts show fluctuating trends but remain a major concern. 

c) Some cybercrimes, such as sexting and sextortion, show a decline, but this may be due to 

underreporting. 

d) Government and institutional cybersecurity vulnerabilities remain a pressing issue. 

e) Correlation and trend analysis indicate that cybercrime patterns remain relatively 

consistent, allowing for predictive strategies. 

Recommendations: 

a) Strengthening Financial Cybersecurity: Implement stronger fraud detection 

mechanisms, enhance regulatory oversight, and launch awareness campaigns on online 

scams. 

b) Enhancing Authentication Measures: Encourage two-factor authentication, biometric 

security, and stricter password policies to prevent account hacking. 

c) Expanding Cybercrime Awareness Programs: Public awareness initiatives should 

focus on phishing scams, impersonation fraud, and financial security best practices. 

d) Improving Government Cybersecurity Infrastructure: Implementing advanced threat 

detection, periodic security audits, and investment in cybersecurity experts are necessary 

to prevent breaches. 

e) Encouraging Incident Reporting: Addressing social stigma and providing secure, 

anonymous reporting channels can help ensure accurate cybercrime data collection. 

f) Develop and enforce cybersecurity policy: To guide institutions in managing risks and 

responding effectively to incidents. Regularly update these policies to stay aligned with 

global standards. 

g) Enhance Incident Response and Recovery Plans: Develop and implement efficient 

incident response plans for both the public and private sectors to quickly address 

cyberattacks, minimize damage, and restore critical services. 

h) Invest in Cybersecurity Technologies: Promote the adoption of advanced 

cybersecurity technologies, such as intrusion detection systems, encryption, and multi-

factor authentication, to better defend against complex cyber-attacks. 

 

i) Encourage International Cooperation: Collaborate with global cybersecurity 

organizations to share threat intelligence, resources, and best practices for tackling cross-

border cybercrimes. 

Future Research: 

a) Improving the process for reporting cybercrimes: Research could focus on creating 

user-friendly reporting platforms and removing barriers like fear of retaliation or 

uncertainty about where and how to report, while also enhancing the quality of data 

collected. 
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b) Longitudinal Studies on Cybercrime Trends: A more extensive dataset over a longer 

period would help validate crime prediction models. 

c) Cybersecurity Policy Effectiveness: Assessing the impact of existing policies on 

reducing cybercrime rates. 

d) Dark Web Monitoring and Threat Intelligence: Research on the role of dark web 

activities in Nepalõs cybercrime landscape. 

e) Psychological and Social Motivations Behind Cybercrime: Understanding offender 

behaviour to develop better preventive measures. 

These findings and recommendations provide a foundation for policymakers, cybersecurity 

professionals, and law enforcement agencies to enhance Nepalõs cyber resilience against evolving 

threats. 
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Exploring the Role of Digital Evidence in Criminal Investigations 

and Prosecutions in Nepal26 

Prabin Subedi27 

Abstract 

Digital evidence plays an increasingly vital role in criminal investigations and prosecutions in Nepal, as crimes increasingly 

occur through digital platforms. This paper explores the admissibility, credibility, and reliability of electronic evidence, 

emphasizing its significance in cases involving defamation, corruption, and financial fraud. Advances in digital forensics, such 

as log analysis and digital fingerprinting, have enhanced the collection and examination of digital evidence, including emails, 

messages, social media posts, and electronic transactions. However, challenges related to privacy concerns, authenticity 

verification, and the need for forensic expertise persist. Courts rely on digital evidence to establish timelines, corroborate 

testimonies, and link individuals to crimes, making proper handling, legal compliance, and expert testimony essential. As 

technology evolves, digital evidence is expected to play an even greater role in Criminal justice system of Nepal. 

Keywords: 

 [Digital evidence, Criminal Investigations, Admissibility, Credibility, Reliability, Electronic evidence, Defamation, 

Corruption, Financial Evidence] 

Introduction  

Digital evidence has become crucial in investigating and prosecuting crimes as criminal activities 

increasingly rely on digital methods. Traditional offenses like defamation, corruption, and 

financial fraud now often occur through digital platforms, making electronic evidence a key 

component in legal proceedings.The admissibility, credibility, and reliability of digital evidence 

are critical concerns. Courts require evidence that is trustworthy and free from doubts. Advances 

in technology have enhanced digital forensics, enabling techniques like log analysis, database 

examination, and digital fingerprinting.As digital technologies become more integrated into daily 

life, digital evidence includes emails, messages, social media posts, photos, videos, and electronic 

transactions. Its legal weight depends on factors such as authenticity, reliability, and compliance 

with legal standards. When properly handled, digital evidence can be persuasive in proving or 

disproving claims. 

Courts increasingly rely on digital evidence to establish timelines, corroborate testimony, and link 

individuals to crimes. However, challenges like privacy concerns, authenticity issues, and the need 

for forensic expertise affect its admissibility. Maintaining legal standards, chain of  custody, and 

expert testimony is essential. As technology evolves, digital evidence is expected to play an even 

greater role in the justice system. 

                                                           
26 This working paper has drawn insights from various scholarly works, legal instruments, and authoritative sources 
that have significantly contributed to the analysis presented herein. Due to time constraints, proper citation of all 
referenced authorities could not be incorporated. I sincerely acknowledge and appreciate the contributions of these 
sources and extend my gratitude to the authors and researchers whose work has informed this paper. Any 
inadvertent omission of citations is deeply regretted, and due credit is duly recognized. 
27 Advocate & Teaching Faculty at Kathmandu School of Law, LLM, ICT Law, University of Oslo 
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Evidence Collection Procedures and Practices in Nepal 

The collection of  digital evidence in Nepal follows key principles to ensure integrity, authenticity, 

and admissibility. Integrity requires that evidence remains unaltered, while a clear chain of  

custody must document its handling to prevent tampering. Authenticity demands verification of  

the evidenceõs origin, ensuring it has not been fabricated or altered. Additionally, digital evidence 

must be relevant to the case and comply with legal standards, including reliability, procedural 

compliance, and privacy laws. 

Nepalõs Criminal Procedure Code, 2074 (2017) outlines procedures for collecting evidence in 

criminal cases. Investigations begin at the crime scene, where physical evidence like fingerprints, 

DNA, and weapons are gathered, alongside witness statements. With technological 

advancements, electronic evidence from computers and mobile devices has gained prominence. 

Such evidence requires specialized forensic examination, proper collection, a maintained chain of  

custody, and secure transfer to court for admissibility. 

Importance of Chain of Custody and Governance of Digital Evidence 

The chain of custody is crucial for electronic evidence, which is susceptible to alteration. It is 

essential to demonstrate the integrity of electronic evidence and ensure it has not been tampered 

with since its acquisition. Meticulous documentation of the custody of electronic evidence is 

necessary, especially in cases involving multiple hardware items and computers. This 

documentation should include details such as who collected the evidence, how and where it was 

collected, who took possession of it, storage procedures, and records of anyone accessing the 

evidence. In Nepal, cryptographic safeguards (as practiced abroad) are often impractical due to 

technical resource limitations, interoperability issues, and lack of standardization. Therefore, 

maintaining a proper chain of custody with adequate safeguards is essential to protect individual 

privacy and ensure the credibility of evidence. 

International Guidelines for Handling Digital Evidence 

With the development of information technology, international standards have been established 

for the identification, collection, acquisition, and preservation of digital evidence. Key standards 

include: 

¶ ISO/IEC 27037:2012: Provides guidance on handling digital evidence and facilitates the 

exchange of potential digital evidence between jurisdictions. 

¶ ISO/IEC 27042: Offers guidelines for analyzing digital evidence. 

¶ INTERPOL's Operational Guidelines on Digital Forensic Practices: Provides best 

practices for digital forensic investigations. 

¶ Europol's European Cybercrime Centre (EC3) Frameworks and Toolkits: Offers 

tools for handling digital evidence. 

¶ UNODC's Cybercrime Repository: Contains resources and manuals for handling 

electronic evidence in criminal investigations. 
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¶ Budapest Convention on Cybercrime: Provides provisions for cross-border 

investigations and ensuring the preservation and authenticity of digital evidence. 

¶ Association of Chief Police Officers (ACPO) Guidelines: Outlines best practices for 

handling, collecting, preserving, and analyzing electronic data in criminal investigations. 

These guidelines emphasize maintaining the integrity of digital evidence, ensuring it is not altered 

during acquisition or examination, and adhering to legal protocols. The goal is to ensure digital 

evidence remains admissible in court and supports fair and effective investigations. 

Handling Electronic Devices 

Digital evidence professionals must adhere to high standards when collecting and handling 

digital evidence. Improper handling can lead to data destruction and challenges in court. The 

ACPO guidelines stress the importance of preserving data integrity, competence in accessing 

original data, maintaining an audit trail, and adhering to legal standards. Despite these guidelines, 

courts may sometimes overlook the importance of digital forensics, undermining the integrity of 

legal proceedings. Best practices, such as generating hash values upon forensic imaging of seized 

hard drives, can help ensure the integrity of digital evidence, but these practices are not always 

fully appreciated by courts or defense teams. 

Identifying Elect ronic Evidence 

The discovery of digital evidence often initiates an investigation. However, initiating an 

investigation can inadvertently alter electronic evidence. Proper procedures must be in place to 

initiate and conduct investigations. The ACPO Good Practice Guide for Digital Evidence 

outlines four main phases for handling evidence: collection, examination, analysis, and reporting, 

which may be augmented with an initial assessment phase using forensic triage techniques. 

Gathering Electronic Evidence 

Once the need to gather digital evidence is determined, specific procedures should be followed 

to guide digital evidence professionals in handling the scene and identifying and seizing evidence. 

Documenting the scene through photography or video recording is standard practice. 

Investigators must assess which physical evidence, such as computers or storage devices, should 

be retained, with reference to established guidelines. It is crucial to prevent tampering with 

hardware or networks and to ensure that only properly trained personnel handle computers 

designated for seizure. 

Copying Electronic Evidence 

Copying electronic evidence involves adhering to key principles outlined in the ACPO Guide, 

including avoiding actions that may alter data, ensuring competence in accessing original data, 

creating and preserving an audit trail, and upholding legal standards. When dealing with 

networked systems, it is essential to understand the topology and sources of digital evidence 

across various locations. The process of copying electronic evidence should aim to produce an 
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exact replica without altering the original data. Hashing processes are used to verify the 

authenticity of copied files. 

Preserving Electronic Evidence 

Electronic evidence must undergo validation to ensure its probative value. Digital evidence 

professionals routinely copy data from various disks or storage devices, necessitating measures to 

prove the integrity of the duplicated evidence. Electronic fingerprinting, a cryptographic 

technique, associates a unique identifier with each file or storage device, enabling verification of 

data integrity at the time of collection. The continuity of custody is crucial in preserving 

electronic evidence, requiring meticulous documentation of its collection, storage, and handling 

to demonstrate integrity and prevent tampering. 

Analysis of Electronic Evidence 

The analysis of electronic evidence is critical to ensure its accuracy and reliability. Failure to 

assess digital evidence properly can lead to false assumptions. In an reported case, investigators 

relied on an unverified statement from a bank manager regarding the timing of a surveillance 

tape, leading to a wrongful arrest. This case underscores the importance of verifying electronic 

evidence thoroughly. Similarly, in another reported case, inconsistencies in the suspect's 

testimony and the timing of computer activity were crucial in establishing guilt. The failure to 

corroborate the suspect's story and the timing of computer activity played significant roles in the 

tribunal's decision. 

Legal Framework and Judicial Decisions on Admissibility of Digital Evidence in 

Nepal 

Major National Laws 

1. Criminal Procedure Code of Nepal, 2074 (2017): Governs the procedure for criminal 

investigations and trials in Nepal. While it does not specifically address digital evidence, 

its provisions on evidence collection, examination, and presentation apply to digital 

evidence. 

2. Electronic Transaction Act, 2063 (2008): Recognizes the legal value of electronic 

records and establishes that electronic records maintained in accordance with the Act 

have legal validity. 

3. Privacy Act, 2075 (2018): Protects the privacy of electronic communications and 

prohibits unauthorized access to or violation of this privacy. 

4. Evidence Act, 2031 (1974): Provides general provisions regarding the admissibility and 

evaluation of evidence in legal proceedings. The second amendment in 2020 recognized 

digital and electronic evidence, defining digital versions of public documents as public 

documents and providing for the admissibility of electronically recorded audio-visual 

materials. 

5. National Cybersecurity Policy, 2080 (2023): Outlines strategies for addressing 

cybersecurity challenges, including cybercrimes and the protection of digital information. 
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Facilitating State Access to Digital Evidence Across Borders 

Nepal has limited legal framework for requesting and obtaining digital evidence from abroad in 

cross-border cases relies on international cooperation mechanisms and domestic legislation. 

Nepal may engage in mutual legal assistance through mechanisms such as Mutual Legal 

Assistance Treaties (MLATs). However, not being party to international conventions like the 

Budapest Convention on Cybercrime, does not have avenues for international cooperation under 

the instrument. Nepal has not executed bilateral treaties for mutual legal assistance or joined 

regional legal frameworks for evidence sharing. Domestically, Nepal's legal framework, including 

the Criminal Procedure Code and Evidence Act, provides the basis for admitting digital evidence 

in court proceedings, though specific provisions for digital evidence from abroad may be lacking. 

Admissibility of Digital Evidence in Judicial Proceedings of Nepal 

Several cases in Nepal highlight the admissibility of digital evidence in judicial proceedings: 

i. Commission for the Investigation of Abuse of Authority vs. Prem Bahadur 

Thapa (NKP 2079, Volume 10, DN 10958) 

When investigating corruption through covert surveillance, appropriate methods must be 

employed, including closely monitoring suspicious individuals, establishing the exact amount 

seized in bribery cases, utilizing technological tools for audio-visual evidence, tracing the source 

of illicit assets, and ensuring the scientific collection and examination of evidence. This ruling 

emphasizes the necessity of supporting evidence, including digital proof, to substantiate the case 

presented by the investigative authority. 

ii.  Baburam Aryal vs. Office of the Prime Minister and Council of Ministers 

(NKP 2074, Volume 1, DN 9740) 

International telecommunications service providers must ensure the privacy and confidentiality 

of individuals and related data when offering services. Personal information cannot be disclosed 

under third-party influence or persuasion without a formal legal order or prior authorization. 

Unauthorized disclosure could lead to undue pressure or influence on others. Protecting data 

stored in a service providerõs database is not just an individual right but also a matter of national 

security. Government entities must respect and safeguard such information, as failure to do so 

could constitute improper or criminal breaches. 

iii.  Rupa Sunwar vs. Krishna Gopal Shrestha, Minister of Education, Science, and 

Technology (Interim Order by Division Bench, 077-WO-1236) 

In an interim order, the court ruled for  the proper procedure for gathering digital evidence. It 

ruled that access to digital communications must be controlled to prevent unauthorized intrusion 

into other data. This supervision requires the presence of a court-appointed IT officer, an IT 

expert, and either the applicant, their representative, or legal counsel during the access process. 
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iv. Ram Bahadur Thapa vs. Commission for the Investigation of Abuse of 

Authority (NKP 2074, Volume 9, DN 9880) 

Chapter 9 of the Evidence Act, 1974, states that statements made outside the courtroom may be 

considered as evidence. Oral, written, or conduct-based statements made by parties can serve as 

admissible evidence if they do not contradict the provisions of the Evidence Act. The court 

acknowledged the need for further legal guidance regarding electronic evidence collection and 

regulation. Despite existing ambiguities in handling digital evidence, electronic records such as 

CDs should be recognized as admissible evidence, considering technological advancements in 

judicial interpretation. 

v. Nepal Government vs. Urmila Bote (NKP 2078, Volume 11, DN 10773) 

An audio recording made by a deceased individual in the presence of a police officer, later 

testified to by the officer in court, was deemed admissible as a 'dying declaration.' This ruling 

exemplifies how audio recordings can be accepted as digital evidence, provided their authenticity 

and source are verifiable. 

vi. Bam Bahadur Basnet vs. Nepal Government (NKP 2070, Volume 6, DN 9022) 

Digital materials, including photos, videos, audio recordings, and CDs, are recognized as 

legitimate forms of evidence. Their authenticity cannot be arbitrarily discredited. If one party 

presents digital evidence and the opposing party does not challenge its validity, it is accepted as 

written evidence. In cases where disputes arise, the authenticity of such evidence must be 

examined. The judiciary advises cautious acceptance of modern forms of written evidence while 

ensuring their reliability. 

Summary of Legal Implications 

These cases collectively highlight key legal principles in Nepalõs judicial system. They emphasize 

the protection of individual privacy, the lawful conduct of investigations, and the careful 

handling of digital and electronic evidence. The judiciaryõs recognition of digital materials as valid 

evidence reflects its adaptability to technological advancements. Furthermore, the significance of 

expert opinions is acknowledged, with courts balancing their weight against other forms of 

evidence. Ensuring the proper collection, preservation, and authentication of digital evidence is 

crucial for maintaining judicial integrity in an evolving technological landscape. These rulings 

underscore the need to balance individual rights, technological advancements, and legal 

principles in Nepalõs legal framework. 

These cases underscore the importance of protecting individual rights, recognizing electronic 

evidence, and valuing expert opinions in court proceedings. They reflect the evolving nature of 

legal practices and the judiciary's efforts to adapt to modern challenges while upholding fairness, 

integrity, and the rule of law. 

Admissibility of Digital Evidence in Laws 
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Prerequisites for Admissibility of Digital Evidence 

1. Submitting Digital Data as Evidence: To ensure admissibility, digital evidence must 

meet legal and technical prerequisites. Legally, courts scrutinize the authorization for 

searches and seizures, relevance, authenticity, integrity, and reliability of the evidence. 

Technically, courts evaluate digital forensics procedures, tools, laboratories, forensic 

reports, and the qualifications of forensic analysts and expert witnesses. 

2. Digital Evidence Assessment: Courts ascertain whether proper legal authorization was 

obtained to search for and seize information and communication technology (ICT) and 

associated data. The forensic relevance of the digital evidence is also evaluated. 

3. Digital Evidence Consideration: The integrity of digital evidence is assessed by 

scrutinizing the digital forensics procedures and tools used, as well as the competence 

and qualifications of the digital forensics experts involved. 

4. Digital Evidence Determination: The authenticity, integrity, and reliability of digital 

evidence are evaluated based on the assessment conducted in the previous phase. 

Admissible digital evidence must establish relevant facts, remain unchanged throughout 

the forensic process, and be supported by valid, peer-reviewed results. 

Challenges on Admissibility of Digital Evidence 

1. Authenticity: Ensuring that digital evidence remains unaltered and that proper 

procedures are followed during evidence collection. 

2. Accuracy: Maintaining accuracy throughout the digital forensic process, often leading to 

inadmissible evidence in court. 

3. Completeness: Ensuring a consistent chain of custody to maintain the authenticity and 

accuracy of digital evidence. 

4. Convincing: Presenting digital evidence in a non-technical manner to ensure it is 

convincing to judges and decision-makers. 

International Practices on Recognition and Realization of Digital Evidence 

Digital evidence is increasingly significant in criminal investigations and prosecutions across 

various Asian countries. A research study commissioned by the International Criminal Police 

Organisation and conducted by The University of Hong Kong sheds light on how different legal 

systems handle digital evidence. 

Regional Approaches to Digital Evidence 

1. Bangladesh 

o Case law in Bangladesh recognizes video and audio recordings as òdocumentsó 

under the Evidence Act (1872). 

o The Speedy Trial Tribunal Act permits the use of electronically recorded 

evidence, though a conviction cannot be based solely on such evidence. 

o The Information and Communication Technology Act (2006) (ICTAB) and the 

Digital Security Act (2018) (DSAB) address cybercrime. ICTAB establishes that 
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statements recorded electronically qualify as written statements under the 

Evidence Act. 

o The DSAB regulates forensic investigations of digital evidence, and the Cyber 

Tribunal, established by ICTAB, can admit forensic evidence obtained under 

DSAB. 

2. Bhutan 

o The Evidence Act (2005) includes electronic documents and records within its 

definition of evidence. 

o Courts may reject electronic documents if there are concerns about the security 

or integrity of the system used to record or store them. 

o While hearsay evidence is generally inadmissible, courts have broad discretion to 

allow it. 

o The Information, Communications, and Media Act (2018) grants legal 

recognition to data messages and electronic documents. 

3. Brunei 

o The Evidence Act (2014 edition) defines òdocumentsó to include information 

recorded, stored, processed, retrieved, or produced by a computer. 

o Though hearsay evidence is inadmissible, the Evidence Act and the Computer 

Misuse Act (2007 edition) allow the admission of computer-generated statements 

as proof of content under certain conditions. 

o Courts assess the weight of computer-generated documents by considering 

factors such as the timing of data entry and the credibility of the individual 

supplying the information. 

4. Cambodia 

o The Code of Criminal Procedure allows the admission of all evidence unless 

specifically excluded by law. 

o The Law on Electronic Commerce (2019) mandates that digital evidence cannot 

be rejected solely because it is in electronic form. 

o A draft Cybercrime Law is yet to be enacted. 

o In one case, the Extraordinary Chambers in the Courts of Cambodia excluded 

film footage of an alleged interrogation center due to its repetitive nature and 

concerns over authenticity. 

5. Maldives 

o Although the Maldives Evidence Act (1976) has not been updated to include 

digital evidence, courts admit relevant digital evidence under its provisions. 

o A new evidence bill, currently under parliamentary review, seeks to formally 

incorporate digital evidence into legal proceedings. 

6. Mongolia 

o The Criminal Procedure Law (2002) recognizes facts and information obtained in 

accordance with the law as evidence. 

o Audio and video recordings, including photos derived from them, are classified 

as òdocumentsó and can be used to corroborate other evidence. 

7. Sri Lanka 

o The Evidence (Special Provisions) Act (1995) allows the admission of digital 

evidence, including audiovisual recordings and computer-generated statements. 
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o The Electronic Transactions Act (2006) supports the admissibility of data 

messages, electronic documents, and other forms of digital communication. 

o Courts may presume the accuracy of electronic records unless proven otherwise. 

o The Computer Crime Act (2007) introduced new cybercrime offenses and 

expanded law enforcementõs authority to obtain computer data. 

8. Vietnam 

o The Criminal Procedure Code (2015) recognizes òelectronic dataó as a valid form 

of evidence and outlines procedures for acquiring, preserving, copying, and 

displaying such data. 

o Expert examinations can be used to verify and interpret digital evidence. 

o The Law on E-Transactions (2005) grants legal recognition to data messages. 

These countries display varying levels of preparedness in integrating digital evidence into their 

legal systems, with ongoing efforts to update legislation and enhance forensic capabilities. 

Best Practices in the Search and Seizure of Digital Evidence 

1. India  

o India lacks specific legislation governing the search and seizure of electronic 

devices in criminal investigations. 

o In Virendra Khanna v. State of Karnataka, the Karnataka High Court examined the 

legal framework under Section 69(1) of the Information Technology Act, 2000, 

and outlined procedures for unlocking digital devices and accessing email 

accounts. 

o According to the court, an investigating officer may request access credentials, 

obtain a search and seizure order, or, as a last resort, seek court approval for 

hacking. Failure to follow these procedures results in negative presumptions 

against the accused. 

o On November 7, 2023, the Supreme Court of India issued comprehensive 

guidelines on digital device searches to safeguard privacy rights, following a 

petition by the Foundation of Media Professionals. 

o More recently, on January 5, 2024, the Supreme Court issued a notice to 

investigative agencies and the Delhi Police, highlighting concerns over the lack of 

transparency in seizing journalists' personal digital devices during raids. 

2. United States of America 

o The U.S. Supreme Court addressed privacy concerns and the lawful search of 

digital devices in Riley v. California and U.S. v. Wurie (April 29, 2014). 

o The central issue was whether law enforcement could search individualsõ cell 

phones without a warrant upon arrest, particularly for minor offenses. 

o The Fourth Amendment protects against unreasonable searches and seizures, 

requiring courts to determine on a case-by-case basis what qualifies as 

"unreasonable." 

o Law enforcement agencies generally require a search warrant to access digital 

devices, particularly when stored in private locations like homes or workplaces. 
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o In 2014, the U.S. Supreme Court ruled that digital devices cannot be searched 

without a warrant or the ownerõs consent, as they contain extensive private 

information. 

o If a digital device is seized during a lawful search, authorities must secure a 

warrant before examining its contents. 

o A valid warrant must meet specific requirements, including establishing probable 

cause, being supported by an oath, clearly describing the items to be searched, 

and receiving approval from an impartial judge. 

o A general warrant does not automatically permit searches of digital devices found 

at a location; a separate warrant must be obtained if there is probable cause to 

believe a specific device contains evidence of a crime. 

This comparative analysis highlights the evolving legal frameworks governing digital evidence 

and underscores the importance of establishing clear guidelines to balance investigative needs 

with privacy rights. 

General Observations of Digital Evidence Collection Procedures in Nepal 

1. Collection and Seizure of Electronic Devices: Law enforcement officials often seize 

electronic devices from suspects without specific guidelines, leading to potential 

violations of privacy rights and leading concern of admissibility of such evidence. 

2. Examination of Digital Content: There is no court warrant requirement to examine 

the electronic content of seized devices, leading to potential self-incrimination. 

3. Issues of Necessity, Proportionality, and Judicial Warrant: Nepalese laws do not 

explicitly provide for a judicial warrant in digital investigations, rendering law 

enforcement's actions somewhat arbitrary. 

4. Procedural Errors and Arbitrary Investigations: Law enforcement authorities may act 

beyond necessity, being disproportionate and infringing on privacy without legislative 

enactment. 

5. Forensic Examination and Issues of Authenticity: Forensic examinations of digital 

devices in Nepal are predominantly conducted by the Nepal Police's forensic 

department, undermining the principle of equality of arms. 

6. Security and Protection of Digital Evidence: Nepal lacks legal provisions and 

procedures for the protection of digital evidence, posing risks to its integrity during court 

proceedings. 

7. Qualifications and Expertise in Digital Forensics: Digital forensic examinations in 

Nepal are conducted by technocrats within the police organization without explicit 

statutory or legal requirements regarding their qualifications and expertise. 

8. Security Concerns and Content Protection: Digital evidence submitted to courts often 

remains insecure, stored on the same digital devices without proper wiping, risking 

unauthorized access to sensitive information. 

Recommendations 
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To address the challenges in handling digital evidence in Nepal, the following recommendations 

are proposed: 

1. Establish Clear Guidelines and Protocols: Develop comprehensive statutory 

guidelines for the collection, handling, and examination of digital evidence. 

2. Chain of Custody Protocols: Implement strict protocols for maintaining the chain of 

custody of digital evidence from collection to presentation in court. 

3. Mandatory Judicial Oversight: Introduce legislation requiring judicial warrants for the 

search and examination of digital content. 

4. Enhance Data Subject Consent and Rights: Enact laws that empower data subjects 

to give informed consent for the investigation of their digital devices. 

5. Improve Digital Forensic Practices: Implement legal requirements for digital forensic 

examiners to possess recognized qualifications and expertise. 

6. Enhance Data Protection and Security: Introduce legal provisions mandating the 

secure storage, backup, and protection of digital evidence. 

7. Prioritize Necessity, Purposiveness, and Proportionality: Emphasize the importance 

of considering the necessity, purposiveness, and proportionality of digital investigations. 

8. Ensure Admissibility and Reliability of Evidence: Provide clear guidance on the 

admissibility and reliability of digital evidence. 

9. Improve Public Awareness and Training: Conduct public awareness campaigns and 

training programs for law enforcement officials, legal professionals, and the general 

public. 

10. Review and Update Existing Legislation: Regularly review and update existing laws 

and regulations related to digital evidence. 

11. Establish Accountability Mechanisms: Implement robust accountability mechanisms 

to monitor and evaluate the implementation of digital evidence laws and practices. 

12. International Cooperation: Strengthen international cooperation mechanisms to 

facilitate the collection and admissibility of digital evidence in cross-border cases. 

Conclusion 

The role of digital evidence in  criminal justice system of Nepal is becoming increasingly 

significant as technology continues to evolve. From cybercrimes to financial fraud and 

corruption cases, digital evidence provides crucial insights that aid in investigations and 

prosecutions. However, challenges such as verifying authenticity, ensuring data integrity, and 

addressing privacy concerns remain. Proper legal frameworks, forensic expertise, and adherence 

to international best practices are essential for the effective use of electronic evidence in court. 

As Nepal moves forward in the digital age, strengthening digital forensic capabilities and judicial 

understanding will be key to ensuring that digital evidence serves as a reliable and admissible tool 

in the pursuit of justice. 
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Abstract: 

This paper underscores the urgent need for a paradigm shift in addressing cybercrime, transitioning from a 

reactive, IT-focused stance to a proactive, business-centered strategy. As cybercrime continues to pose significant 

financial, reputational, operational, and regulatory risks, cybersecurity must be treated as a core business 

imperative. The paper examines the evolving cybercrime landscape, exploring challenges such as deepfake 

attacks, ransomware incidents (e.g., Colonial Pipeline), and cloud misconfigurations (e.g., Capital One). 

Drawing on case studies, the analysis delves into the root causes of these cybercrimes and identifies practical 

mitigations. Central to the discussion is the adoption of a holistic cybersecurity framework built around three 

key pillars: people, processes, and technology. The people pillar stresses continuous security awareness training 

and cultivating a robust security culture with leadership support. The process pillar focuses on business 

continuity planning, incident response, and regular audits. The technology pillar advocates a layered security 

model, including endpoint detection, data encryption, vulnerability management, and secure software development 

practices. The paper proposes a three-step journey to combat cybercrime effectively: (1) conducting a comprehensive 

assessment using frameworks like NIST cybersecurity framework (NIST CSF, 2024); (2) creating a 

prioritized roadmap aligned with business and IT goals; and (3) implementing and continuously monitoring the 

roadmap. By embracing this comprehensive approach, organizations can enhance their cyber resilience and 

proactively address the escalating risks posed by increasingly sophisticated cybercrimes. 

 
Keywords:  

 
[Cybersecurity, Cybercrime, Risk Management, Cyber Threat Landscape, People Process Technology, Cyber 

Resilience, Cybersecurity Assessment, Cybersecurity Roadmap] 

Introduction  

Cybercrime is one of the most pressing threats of the digital age. It  has evolved from 

isolated incidents of hacking into a complex, multifaceted phenomenon that targets 

individuals, organizations, and governments. Modern cybercriminals leverage advanced 

technologies, exploit human vulnerabilities, and take advantage of systemic flaws in 

organizational structures to achieve their objectives. 
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As organizations digitize their operations, adopt cloud services, and integrate remote work 

models, their attack surface has expanded significantly. This digital transformation has been 

accompanied by a rise in cybercrime incidents, from ransomware attacks and phishing schemes 

to data breaches and advanced persistent threats (APTs). Cyber security can no longer solely be 

an IT concern; it's a critical business imperative. A single cyber incident can inflict significant 

financial losses, reputational damage, operational disruption, and regulatory fines, potentially 

threatening an organization's very existence. This paper explores why cybersecurity demands a 

paradigm shift from a reactive, technology-driven approach to a proactive, holistic strategy 

encompassing people, processes, and technology. We will examine real-world cyber incidents, 

analyze their root causes and potential mitigations, and present a robust cybersecurity strategy 

for building resilience. 

The Business Impact of  Cybercrime 

The impacts of cybercrime are far-reaching, affecting financial performance, operational 

continuity, customer trust, and compliance. Recognizing these impacts is critical for 

understanding why cybersecurity is a business priority and an enterprise risk. 

Financial Losses 

Cybercrime has become one of the costliest risks for organizations. The global average cost of a 

data breach reached $4.88 million in 2024 (IBM, 2024). These costs include immediate expenses 

such as breach detection and containment, alongside long-term impacts like customer attrition 

and reputational damage. 

Ransomware attacks are a prime example. The financial burden extends beyond ransom 

payments, encompassing costs for operational downtime, data restoration, and security upgrades. 

As ransomware groups become more sophisticated, their demands have escalated, with some 

attacks seeking payments exceeding tens of millions of dollars. 

Reputational Damage 

The reputational fallout from cybercrime can be devastating. A breach erodes customer trust and 

can deter potential clients or partners from engaging with an affected organization. For example, 

the Marriott breach, which exposed sensitive customer data, resulted in an $52 million fine and 

widespread reputational harm (Info security Magazine, 2024). 

Operational Disruption 

Cybercrime frequently disrupts operations, causing substantial delays and losses. 

The NotPetya ransomware attack, which crippled Maerskõs global shipping network, illustrates 

the operational risks posed by cybercrime. With critical systems offline, Maersk faced disruptions 

at ports in 130 countries, leading to losses of approximately $300 million (Greenberg, 2018). 
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Regulatory Penalties 

Governments and regulators are increasingly imposing penalties on organizations that fail to 

protect data and comply with cybersecurity standards. British Airways faced a £20 million fine 

for GDPR violations after a breach exposed customer information (BBC News, 2020). Non-

compliance not only results in financial penalties but also damages public and regulatory trust. 

Shifting the Paradigm 

In the face of escalating cybercrime, business leaders have the choice and power to drive 

meaningful change. The time has come to move beyond questioning òifó a cyberattack will occur 

to asking òhowó it can be prevented and mitigated, and òwható actions must be taken to protect 

the organization. By shifting the paradigm and asking the right questions, leaders can shape 

effective cybersecurity strategies that align with their organizationõs broader objectives. 

 
Following four critical questions can help guide this transformation. 

 
1. Is cybersecurity siloed within IT, or is it aligned with enterprise risk management? 

For many organizations, cybersecurity remains confined to IT departments, treated as a 

technical issue rather than a strategic priority. This siloed approach limits its effectiveness and 

fails to address the broader risks cyberthreat poses to the organizationõs operations, finances, 

and reputation. Elevating cybersecurity to a core component of enterprise risk management 

ensures that it is integrated into decision-making at every level, aligning defense with the 

organizationõs overall strategy and goals. 

 
2. What are the potential consequences, both financial and reputational, of  a 

successful cyberattack? 

Quantifying the impact of a cyberattack is critical for sparking immediate action and securing 

investment in cybersecurity initiatives. Leaders should assess the potential financial losses and 

reputational damage a breach could cause. By attaching tangible values (whether in dollars, 

rupees, or other currencies) to these risks, leaders can make the case for proactive investment in 

cybersecurity, transforming abstract concerns into actionable priorities. 

 
3. How do you equip executives and directors to make informed cybersecurity 

decisions? 

Empowering leadership with knowledge and data is essential for driving effective cybersecurity 

strategies. Too often, cybersecurity discussions rely on fearmongering, which can lead to reactive 

decision-making. Instead, organizations should focus on providing executives and directors with 

clear, actionable insights that enable them to make informed decisions. Training programs, threat 

intelligence reports, and real-time metrics can help bridge the knowledge gap, fostering a culture 

of informed, proactive leadership. 
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4. Are cybersecurity resources optimally allocated? 

Misaligned resources are a common challenge in cybersecurity programs. Leaders should assess 

whether their organizationõs cybersecurity investments are proportional to the risks they face. 

This involves conducting a thorough evaluation of the current program, identifying gaps, and 

ensuring that resources are directed toward high-priority areas. 

Aligning investments with identified risks maximizes their impact and strengthens the 

organizationõs overall security posture. 

 
By addressing these questions, business leaders can transition from a reactive to a proactive 

approach, embedding cybersecurity into their organizationõs DNA. This paradigm shift not only 

mitigates the risks of cybercrime, but also positions cybersecurity as a strategic enabler, 

empowering organizations to thrive in an increasingly interconnected digital landscape. 

The Evolving Cybercrime Landscape 

The cybercrime landscape continues to evolve rapidly, with attackers leveraging new technologies 

and exploiting vulnerabilities in innovative ways. Each attack reveals critical gaps in 

organizational defenses, underscoring the need for a proactive approach to cybersecurity. Below 

are three major trends shaping this landscape, along with their root causes and implications. 

Deepfake Attacks 

Deepfake technology has introduced a new layer of complexity to cybercrime. Using artificial 

intelligence, attackers can create highly convincing audio and video impersonations to deceive 

victims. In one notable case, A finance worker at a multinational firm was tricked into paying 

out $25 million to fraudsters who used deepfake technology to pose as the companyõs chief 

financial officer in a video conference call (CNN, 2024). 

 
The success of such attacks is often rooted in insufficient identity verification protocols and 

over-reliance on traditional authentication methods. Organizations that lack advanced measures 

to validate high-risk transactions are particularly vulnerable. 

Additionally, many employees remain unaware of the capabilities of deepfake technology, making 

them less likely to question seemingly authentic communications. 

Ransomware and Extortion 

Ransomware remains a dominant form of cybercrime, targeting organizations of all sizes and 

sectors. The Colonial Pipeline attack, for example, caused widespread fuel shortages across the 

U.S. East Coast, disrupting critical infrastructure and incurring significant financial losses 

(TechTarget, 2022). The attackers exploited a compromised password to infiltrate the network, 

highlighting vulnerabilities in basic access controls. 

 
The root causes of ransomware attacks often include weak password policies, lack of multi-factor 

authentication, and inadequate network segmentation. These gaps enable attackers to gain 

unauthorized access and move laterally within systems, amplifying the 
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impact of their attacks. Furthermore, many organizations lack comprehensive incident response 

plans, delaying recovery efforts and increasing downtime. 

 
Cloud Misconfigurations 

As organizations increasingly adopt cloud technologies, misconfigurations have emerged as a 

leading cause of data breaches. The Capital One breach exposed the personal data of over 100 

million individuals due to a misconfigured Web Application Firewall (WAF) that allowed an 

attacker to execute server-side request forgery (SSRF) and gain unauthorized access (ACM 

Digital Library, 2022). Weak Identity and Access Management (IAM) controls enabled privilege 

escalation, allowing the attacker to extract sensitive data. 

 
Additionally, inadequate cloud security oversight and poor monitoring practices delayed 

detection. The lack of regular audits and strong governance frameworks contributed to persistent 

vulnerabilities. Leadership and board oversight gaps further exacerbated the issue. 

A Holistic  Cybersecurity Strategy 

Across the previous examples, a common thread emerges: cybercrime exploits weaknesses in 

people, processes, and technology. Addressing these vulnerabilities requires a holistic approach 

that strengthens all three pillars. Each pillar plays a critical role in fortifying an organizationõs 

defenses and ensuring resilience against an increasingly sophisticated threat landscape. 

People 

The people pillar underscores the importance of equipping employees to serve as the first line of 

defense. Cybercriminals often exploit human vulnerabilities through tactics such as phishing and 

social engineering. Therefore, continuous training programs are vital to ensuring that employees 

can identify and respond to potential threats effectively. These programs should be tailored to 

different roles within the organization, addressing specific risks that employees might encounter 

in their day-to-day responsibilities. Leadership plays an equally important role in fostering a 

security-conscious culture. When executives prioritize cybersecurity, they send a clear message 

that protecting the organization is everyoneõs responsibility. By empowering employees at all 

levels, organizations can significantly reduce their exposure to cyber threats. 

Process 

The process pillar focuses on embedding cybersecurity within the organizationõs operational 

framework. Well-defined processes enable organizations to respond to cyber incidents swiftly and 

effectively, minimizing damage and downtime. A fully funded information security program and 

business continuity and disaster recovery (BCP/DR) plans are essential components of this pillar. 

These plans ensure that organizations can maintain critical operations and recover quickly 

following an attack. Similarly, incident response plans provide clear protocols for managing cyber 

incidents, enabling teams to act decisively during crises. Regular audits further enhance the 

organizationõs security posture by identifying vulnerabilities and ensuring compliance with 

evolving regulatory requirements. By integrating 
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these processes into the broader organizational strategy, businesses can align their cybersecurity 

efforts with operational goals. 

Technology 

While technology alone cannot eliminate cybersecurity risks, it forms the backbone of a strong 

security strategy. A layered defense approach ensures that vulnerabilities are addressed at 

multiple levels, reducing the likelihood of successful attacks. 

 
The foundation of this approach begins with security baselines and configuration hardening for 

all systems, applications, and networks. Secure configurations eliminate default vulnerabilities, 

minimizing exposure to cyber threats. 

 
Building on this, endpoint protection and data security play a crucial role. Endpoint Detection 

and Response (EDR) provides real-time monitoring, identifying and neutralizing threats before 

they escalate. Data encryption, both at rest and in transit, ensures that sensitive information 

remains protected from interception. 

 
Multi-Factor Authentication (MFA) is essential for preventing unauthorized access, significantly 

reducing the risk of credential theft. Additionally, secure cloud configurations and network 

architecture protect digital infrastructure, ensuring that cloud environments follow least-privilege 

access principles, continuous monitoring, and automated security controls. 

 
As applications drive modern organizations, implementing Secure Software Development 

Lifecycle (SSDLC) principles is critical. Secure coding practices, vulnerability testing, and third-

party software assessments help mitigate risks in both internally developed and vendor-supplied 

applications. 

 
For operational security, continuous security monitoring, vulnerability management, and patching 

are necessary to detect and address cyber threats promptly. Threat intelligence, Security 

Information and Event Management (SIEM) solutions, and proactive patching enhance visibility 

and reduce response times. 

 
By adopting a layered technology approach, organizations can stay ahead of cybercriminals, 

strengthen defenses, and ensure long-term security. Secure configurations, proactive monitoring, 

and strong authentication controls create a robust security posture that protects both business 

and customer assets. 

 
Together, these three pillars: people, processes, and technology form the foundation of an 

effective cybersecurity strategy. This integrated approach ensures that organizations can address 

vulnerabilities comprehensively, align their defense with business objectives, and build resilience 

against the growing risks of cyber threats and cybercrime. 

The Cybersecurity Journey: A Holistic  Approach 

To combat the ever-evolving threat of cyberattacks, organizations globally are adopting a 

structured and comprehensive cybersecurity journey. This approach focuses on enhancing 

maturity, reducing risks, and protecting critical assets. By addressing people, 
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processes, and technology holistically, this journey ensures organizations are prepared to 

navigate the complexities of the modern cyber threat landscape. The cybersecurity journey is 

typically structured into three key phases: assessment, prioritization, and execution. 

 

Assessment and Report 

The journey begins with assessment (CP-CMM, 2023), which provides a foundation for 

understanding an organizationõs current cybersecurity posture. This is not a superficial analysis 

but a deep, holistic evaluation that encompasses people, processes, and technology. By 

leveraging industry-recognized frameworks such as the NIST cybersecurity framework, ISO 

27001:2022 standard (ISO 27001, 2022), Cloud Security Alliance (CSA - CCM, 2024), Center for 

Internet Security (CIS, 2024) or any national and global frameworks organizations can 

systematically identify strengths, gaps, and areas for improvement. For example, the assessment 

may reveal gaps in the cybersecurity program, employee awareness, deficiencies in incident 

response processes, or misconfigurations in cloud environments. These insights not only 

highlight existing weaknesses but also offer a clear baseline from which to measure progress. 

Importantly, assessments must be tailored to the unique characteristics of the organization, 

ensuring that the findings are actionable and relevant. 

Prioritize and Decide 

Once the assessment is complete, organizations must prioritize their cybersecurity 

initiatives based on impact and effort. Given finite resources, no organization can implement all 

recommendations simultaneously. A structured approachñsuch as the Impact-Effort Matrix as 

shown in Figure 2, helps decision-makers focus on initiatives that deliver the highest security 

value 

 
Impact ð The degree to which an initiative influences the organizationõs security risk 

posture: 

ǒ High Impact : The initiative is fundamental to the organizationõs ability to manage 

security risks effectively. Its absence would likely cause a significant deterioration in the 

organizationõs overall security posture. 

ǒ Moderate Impact: The initiative strengthens a key security function. Without it, the 

organizationõs risk management capabilities may be impaired but not critically 

compromised. 

ǒ Low Impact: The initiative supports a non-critical security component. While its 

absence could introduce some risk, it would not severely affect the organizationõs 

overall security posture. 

ǒ Effort  ð The estimated commitment of  resources, including personnel, time, and 

budget, needed to complete the initiative: 

ǒ High  Effort : Requires a significant increase in staffing or budgeting and will take 

more than nine months of  sustained effort. 

ǒ Medium Effort:  Requires additional staffing or budgeting, with an expected 

completion timeframe of  three to six months. 

ǒ Low Effort: Can be completed using existing resources within 12 weeks, though 

some reprioritization of  current projects may be necessary. 



Theme- 2: Cyber Security, Cyber Crimes: Prevention and Readiness 
Session 5 

  

91 
 

Roadmap and Execution 

The final phase involves translating priorities into a structured cybersecurity roadmap. This 

roadmap serves as a detailed, step-by-step action plan, aligning cybersecurity efforts with 

broader organizational goals. It  establishes clear objectives, timelines, and resource allocation to 

ensure efficient execution. 

 
Equally important is the implementation and monitoring, where strategy becomes action. 

Successful execution requires assigning ownership, tracking progress, and continuously 

assessing effectiveness. Regular reporting to stakeholders fosters transparency and 

accountability, ensuring cybersecurity remains an enterprise-wide priority. 

 
This structured, three-step journey is not just theoretical; it is a proven approach that many 

organizations globally are successfully implementing to enhance their cybersecurity maturity, 

reduce risks, and safeguard their businesses, employees, and customers from cyberthreats. By 

aligning cybersecurity with enterprise risk management and business objectives, these 

organizations are building resilience and creating a competitive edge. 

Case Study: A Global Companyõs Cybersecurity Transformation 

Here is an example of a typical global company that embarked on this journey. When the 

organization conducted its initial assessment, it found that its cybersecurity maturity score was 

1.5, as shown in Figure 1, significantly below its industry peers. This low maturity level indicated 

high risk, with gaps in people, processes, and technology leaving the organization vulnerable to 

increasingly sophisticated cyber threats. 

 

Figure 1 

Assessment and Report 

 

 
Recognizing the critical need for improvement, the organization prioritized cybersecurity as an 
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enterprise risk and developed a three-year roadmap based on the prioritization framework, as 

shown in Figure 2. 

Figure 2 

Prioritize and Decide 

 

 
Their roadmap outlined a series of initiatives, focusing on building security teams, enhancing 

employee training, strengthening governance frameworks, and implementing advanced security 

technologies. These included Asset Management, Security Governance, Application Security, 

Vulnerability Management, Incident Response, Network Segmentation and Security Awareness 

Training and Communications. Leadership commitment was pivotal, ensuring the necessary 

investments were made to execute the plan effectively. 

 

Figure 3 

Roadmap and Execution 
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By the end of the three-year period, the organization had achieved a maturity score of 3.5, placing 
it ahead of its industry peers. The risk level was reduced from high to low, and the tangible impacts 
were significant. Cybersecurity incidents decreased substantially, operational disruptions were 
minimized, and the organization was better positioned to defend against emerging threats. 
Furthermore, cybersecurity became a differentiating factor, bolstering customer trust and 
enhancing the institutionõs reputation. The return on investment was evident, not only in reduced 
incidents but also in improved efficiency and alignment between cybersecurity and business goals. 

 
This example highlights the transformative potential of the cybersecurity journey. By 

taking a structured, prioritized approach, organizations can not only mitigate risks but also create 

lasting value, positioning themselves as leaders in their respective industries. 

Conclusion 

Cybersecurity is not just an IT issue; it is a pressing business challenge that demands a proactive 

and comprehensive response. The escalating sophistication of cyber threats, coupled with the 

increasing reliance on digital technologies, has made cybersecurity a critical business priority. 

Organizations must evolve from a reactive, siloed mindset to a proactive, integrated approach 

that aligns cybersecurity efforts with broader strategic goals. 

Real-world examples, such as the Colonial Pipeline ransomware attack and the Capital One 

breach, highlight the severe consequences of neglecting cybersecurity. These incidents 

underscore the necessity of addressing systemic vulnerabilities, from weak identity verification to 

misconfigured cloud environments. They also illustrate the value of adopting a holistic strategy 

that aligns defenses with organizational goals. The cybersecurity journey is not merely about 

mitigating risks; it is about empowering organizations to thrive in an increasingly interconnected 

world. By adopting this proactive and structured approach, organizations can safeguard their 

operations, protect stakeholder trust, and ensure compliance with evolving regulatory 

requirements. Furthermore, the integration of cybersecurity into enterprise risk management 

transforms it from a defensive measure into a strategic enabler, unlocking opportunities for 

growth and innovation. In the face of ever-evolving cyber threats, the question is no longer 
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whether an organization will face a cyberattack, but how prepared it will be to prevent, respond 

to, and recover from such incidents. The comprehensive approach outlined in this paper 

provides organizations with the tools and strategies to meet these challenges head-on, ensuring 

resilience, adaptability, and long-term success in the digital age. The holistic framework of 

people, processes, and technology is at the core of building cyber resilience. People are often the 

weakest link, but with the right training, awareness, and leadership engagement, they can 

become the first and most effective line of defense. Processes ensure that cybersecurity is 

embedded within the organizationõs operations, enabling preparedness and a swift, coordinated 

response to incidents. Technology provides the tools to detect, prevent, and mitigate threats in 

real time, safeguarding critical assets and ensuring operational continuity. The three-step 

cybersecurity journey: assessment, prioritization, and execution provide a practical and effective 

framework for organizations to mature their cybersecurity programs. The assessment phase 

offers a comprehensive understanding of an organizationõs gaps and strengths, enabling the 

identification of clear priorities. The roadmap ensures that cybersecurity initiatives are 

actionable, resource-efficient, and aligned with both IT and business objectives. Execution and 

monitoring bring the strategy to life, fostering adaptability and continuous improvement in the 

face of evolving threats. 
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Sustainable Management and Protection of Information 

Technology (IT) System in Nepal 

-Puspa Raj Banstola28 

Abstract 

The sustainable management and protection of Information Technology (IT) systems are crucial for Nepalõs digital 

transformation. While the country has made significant progress in IT infrastructure and policy development, challenges such as 

inadequate infrastructure, cybersecurity threats, digital illiteracy, lack of awareness, and limited access to technology in remote 

areas persist. Nepal's IT sector has witnessed advancements through initiatives like the Digital Nepal Framework 2019 A.D. 

and the National Cyber Security Policy 2023 A.D. However, sustainable IT management requires an integrated approach, 

including increased investment in research, robust cybersecurity measures, environmental responsibility, IT system design and 

architecture, and enhanced digital literacy. This article explores Nepalõs IT landscape, its challenges, and strategies for 

sustainable IT management, emphasizing the need for governmental policy improvements, infrastructure expansion, and public-

private collaboration to ensure a secure and resilient digital future for Nepal. 

Keywords: 

[Sustainable IT management, Cybersecurity, Digital infrastructure, Green IT, IT ecosystem, Nepal's digital 

transformation, International cooperation] 

Introduction:  

Nepal ranks at the bottom of  the Information Technology index. Despite being at the tail end, the 

country is gradually progressing in the field of  IT. In today's era of  information and 

communication, what is Nepal's position in the development of  information technology? What are 

the government's efforts, and where does it need to pay more attention? This article will focus on 

these questions. In the digital age, Information Technology (IT) systems are critical to sectors such 

as the economy, education, healthcare, government, and business. Nepal, with its rapidly growing 

IT infrastructure, is no exception. However, the country faces numerous challenges when it comes 

to ensuring the sustainability and security of  its IT systems. From inadequate infrastructure and 

limited cybersecurity awareness to environmental concerns, managing and protecting IT systems in 

Nepal requires a strategic approach that balances technological progress with environmental and 

social responsibility. This article will explore how sustainable management practices and robust 

protection mechanisms can be implemented to safeguard Nepalõs IT systems. 

Nepal, like many other countries, is experiencing a wave of  this global trend. Software 

development and digital services through offshore outsourcing are on the rise. However, Nepalõs 

efforts to promote an export-oriented IT industry and tech startups have been relatively limited 

compared to its neighboring countries like India and China. Nepal's immediate neighbors have 

established themselves as major destinations for offshore outsourcing, while countries like Ukraine, 

Moldova, Romania, Vietnam, and Bangladesh are also expanding their capabilities in this field. 

                                                           
28 Puspa Raj Banstola is a Deputy Government Attorney at the Office of the Attorney General, Nepal. He represents 
on behalf of the Government  of Nepal in the Supreme Court.  



Theme 2: Cyber Security and Cyber Crimes: Prevention and Readiness 
-Session 5 

 

96 
 

South Asia, with its large and young English-speaking population and a growing emphasis on 

STEM fields, has shown remarkable progress in terms of  ICT penetration (NASSCOM, 2022). 

Information technology (IT) as a tool for socio-economic development is a significant issue for developing 

countries (DCs) (Odedra, 1996). The use of IT is rapidly expanding across various sectors, including the 

economy, particularly within public organizations. Developing countries face enormous challenges, such as 

inadequate infrastructure, planning, and manpower, to support IT initiatives (Kirlidog, 1996). Countries are 

encouraged to foster economic growth by entering the "information age" and competing at the international 

level. Therefore, many developing countries are attempting to bridge the development gap through 

technology acquisition. However, the rapid diffusion of IT in these countries has not always been 

accompanied by substantial developmental benefits. This does not imply that IT should be discarded as a 

tool for development. There is no question of whether IT is appropriate; it is a technology that cannot be 

ignored. 

ICT Facts and Figures in NEPAL:  

¶ ICT Development Index: 142 (ITU, 2021) 

¶ Network Readiness Index: 114 (University of Oxford, 2023) 

National Data Source: 

¶ 72.94% of Household has Smart Phone (Census 2021) 

¶ 15% of Households own Computer/Laptop (Census 2021) 

¶ 37.72 % Households have access of Internet in 2021 (Census 2021) 

¶ Total mobile subscription is 116% of population. (NTA 2023) 

¶ Total Internet Subscription Rate: 135.9% (NTA 2023) 

History of ICT policy in Nepal:  

The development of modern ICT in Nepal began with the Telecommunications Act of 1997 and the 

Telecommunication Regulation of 1997, which allowed the entry of the private telecom sector. The first 

policy on Information Technology was the Information Technology Policy 2000. Following demands for a 

revised policy that included Information Communication Technology, the Government of Nepal 

formulated the Information Communication Policy 2015. Subsequently, the Digital Nepal Framework 2019 

was introduced, and more recently, the Government of Nepal enacted the National Cyber Security Policy 

2023. 

Digital Nepal Framework 2019: 

Designed to enable Nepal to harness its potential by leveraging disruptive technologies and driving growth, 

the Blue Print provides a roadmap for Digital Nepal. The Digital Nepal Framework consists of One Nation 

- Eight Sectors - 80 Digital Initiatives. These 80 action plans, spanning short-term, middle-term, and long-

term goals, aim to implement the Digital Nepal Framework. The framework is seen as an ambitious 

approach by the government to raise digital literacy and support the advancement of ICT in Nepal. It has 

been developed as a roadmap for how digital efforts can contribute to economic growth, while also seeking 

new solutions to address important societal concerns efficiently and identifying opportunities for Nepal to 

engage in the global economy. The DNF includes 80 activities divided into eight categories: digital 

foundation, agriculture, health, education, energy, tourism, finance, and urban infrastructure (Nepal 

Economic Forum, 2022). 

National Cyber Security Policy 2023: 
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The National Cyber Security Policy was enacted in 2023 with the vision of òDevelopment of Resilient Cyber 

Spaceó. The Goal of the policy is to improve Global Cyber Security Index (GCI) from 44.99 to 60 in 5 

years, and 80 in 15 years. The policy envisioned forming a separate entity ôCyber Security Centreõ to make 

the related work effective. 

The Growing Importance of IT System in Nepal: 

Nepalõs IT landscape has seen significant growth in recent years. The government's push for digitization, the 

expansion of internet services, and the rise of tech start-ups have all contributed to an increasing reliance on 

IT system. The education sector, for instance, has shifted towards e-learning platforms and businesses are 

shifting towards digital solutions to stay competitive. However, the rapid expansion of IT infrastructure has 

not meet with an equally strong focus on sustainability and security which are crucial for long-term growth. 

Major ICT Related Organization in Nepal: 

Å Ministry of Communication and Information Technology 

Å DoIT (Department of Information Technology) 

Å OCC (Office of Controller of Certification) 

Å NITC (National Information Technology Center) 

Å Nepal Telecommunication Authority 

Å E-Governance Commission 

Å National Cyber Security Centre (Recently established) 

National Information Technology Centre: 

NITC was established in 2002 A.D with the objective of developing and promoting the information 

technology sector of the Government of Nepal. The NITC manages Government Data Centre at 

Kathmandu and Disaster Recovery Centre at Hetauda. Major government application and data are securely 

hosted in GIDC. 

Major IT System/projects in Nepal: 

Å Nagarik App 

Å Integrated Tax System 

Å e-Custom System 

Å Online Company Registration System 

Å e-Procurement System 

Å E-Passport Management System (eMRP) 

Å Land Records Management System 

Å e-Driving License Management System 

Å System for Biometric Based Voter-List 

Å Public Key Infrastructure 

Å Government Integrated Data Centre and DR 

Å Treasury Single Account 

Å Centralized Attendance System of Government 

Å Nepal Government Integrated Office Management 

ICT related Act/Regulation/Directive and Guidelines: 
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Å Electronic Transaction Act 2006 

Å Electronic Transaction Regulation 2007 

Å Government Agencies Website Development and Management Directive 2021 

Å Information Technology System Management and Operation Directive 2014 

Å Government Integrated Office Management System Operation and Management Directive 

2022 

Å Government e-mail Management Directive 2017 

Å Directive for Social Media use 2023 

Å Cyber-Resilience-Guidelines-2023 NRB 

Challenges in Sustainable IT Management in Nepal: 

In recent years, some investment has come from donors and various sources in information 

technology in Nepal, but it remains insufficient. One major disruption is the lack of adequate 

funding. Additionally, there is a need for an integrated information technology policy from the 

government. Due to the public procurement policy, the procurement processes across different 

offices often do not align, hindering coordinated efforts. For example, while trying to develop a 

system to integrate Nepal's citizen app with India's Aadhaar card, efforts to coordinate among the 

Courts, the Attorney General's Office, and the Police system are still ongoing. Furthermore, 

retaining IT experts in Nepal is a major challenge, with many government offices, including Courts 

and the Attorney General's Office, relying on contract employees for IT services. In the era of 

Neuralink and dedicated satellites to data centers, the IT department often focuses on basic tasks 

such as purchasing new computers, publishing statements, and refilling toner, rather than tackling 

more complex IT needs. Sustainable IT management is not just about adopting green technologies; 

itõs about creating a balanced, efficient, and resilient system that can function effectively over the 

long term. Some of the key challenges Nepal faces include: 

¶ Increasing investment in research and development on the use of information technology 

in service delivery, 

¶ ǢUsing the latest technology developed in the field of information and communication on 

time, 

¶ ǢExpanding access to information and communication technology infrastructure in remote 

areas, 

¶ ǢEnsuring economic access of citizens to technology. 

¶ ǢMaking electronic transactions accessible, secure and effective. 

¶ ǢMaking the news broadcast through mass media dignified and credible as well as to regulate 

and control misleading news, 

¶ ǢFacing the growing cybercrime of hacking and cracking, 

¶ ǢǢMaking illiterate and general literate service recipients digitally literate, 

¶ ǢManaging scattered settlements for service delivery, 

¶ ǢMaintaining cyber security and privacy of digital information, 

¶ ǢMaking the speed and effectiveness of the internet competitive through the use of the latest 

technology. 

¶ Limited Awareness and Expertise: Nepalõs IT sector still lacks widespread knowledge 

about sustainable practices and cyber security. While there are a number of skilled IT 
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professionals in major cities, rural areas continue to face gaps in both infrastructure and 

expertise. 

¶ Inadequate Infrastructure: While urban areas like Kathmandu have decent access to IT 

infrastructure, rural and remote areas still struggle with limited internet connectivity, power 

outages, and outdated hardware which can make sustainable IT management a daunting 

task. 

¶ Cyber Security Threats: With the increasing number of online services and digital 

platforms, Nepal has become more vulnerable to cyber-attacks including data breaches, 

phishing attacks, and ransom ware. The lack of cyber security policies and training 

increases the risk of these threats affecting both businesses and citizens. 

¶ Environmental Impact of IT:  Like most countries, the IT sector in Nepal contributes to 

electronic waste (e-waste) and energy consumption. As the demand for devices and data 

storage increases, managing the environmental impact becomes a significant concern. 

Strategies for Sustainable Management of IT System in Nepal: 

To address these challenges, several sustainable practices need to be implemented at different 

levels of the IT ecosystem. 

1. Adopting Green IT Practices: 

Green IT refers to the practice of designing, using, and disposing of technology that is 

environmentally responsible. In Nepal, this can include: 

¶ Establishment of Energy-efficient data centres: Encouraging the development of 

energy-efficient data centres, possibly using renewable energy sources like solar power can 

significantly reduce the environmental impact of IT operations. 

¶ Recycling and Proper Disposal of E-Waste: Establishing formal recycling systems for e-

waste and promoting awareness about proper disposal techniques can help mitigate the 

negative effects of e-waste which is a growing concern worldwide. 

2. Promoting Cyber Security Awareness and Training: 

Investing in cyber security education and awareness is crucial for the long-term sustainability of IT 

system in Nepal. This can include: 

¶ Government Initiatives: The Nepalese government needs to develop and enforce policies 

that prioritize cyber security across sectors. National strategies for cyber security and data 

protection would ensure that both public and private organizations follow best practices. 

¶ Public Awareness Campaigns: Raising awareness about common cyber security risks 

such as phishing, malware, and password protection can help individuals and businesses 

protect their sensitive data. 
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¶ Training Programs: Establishing IT security training programs for both businesses and 

individuals will help build a more informed workforce, capable of preventing and 

mitigating cyber threats. 

¶ Implement Key Performance Indicators (KPIs) for Cyber Security: Establishing 

precise KPIs enables firms to assess the success of their cyber security awareness initiatives. 

KPIs that give important information about an organization's cyber security readiness 

include response times to security incidents and the success rate of phishing simulations 

(Pudel, 2024). 

¶ Leverage External Resources and Partnerships: Cyber security training initiatives can 

be improved by working with outside groups and making use of the tools that are available 

(Associate Press of Pakisan Digital, 2025). Access to specialist training materials, threat 

intelligence, and best practices can be obtained through collaborations with cyber security 

companies, trade associations and governmental organizations. 

3. Building Robust IT Infrastructure in Rural Areas: 

While urban canters are relatively well-equipped, rural Nepal still faces challenges in IT 

infrastructure. To promote sustainable management, the following measures can be taken: 

¶ Expanding Connectivity: Government and private sector partnerships can help expand 

internet connectivity to underserved areas, improving access to essential services and 

educational resources. 

¶ Affordable and Durable Hardware: Providing affordable, durable, and energy-efficient 

hardware solutions will help bridge the gap between urban and rural areas ensuring that IT 

system in these regions are sustainable. 

¶ Government-Private Sector Partnership: To guarantee that rural populations have 

reliable, reasonably priced, and fast internet connection, the government should collaborate 

with private telecommunications providers to increase network coverage (Christoforidis, 

2023). 

Establishing infrastructure like mobile broadband towers, satellite internet, and fibre optic 

cables can contribute to the development of a more resilient network, even in remote areas. 

In underdeveloped rural areas, special regulations and incentives should be developed to 

promote the growth of internet service, assisting in overcoming the obstacles presented by 

challenging geographic terrain. 

¶ Affordable Internet Access:  Supporting reasonably priced internet plan is important. 

Everyone should be able to afford connectivity by using pricing structures that are 

appropriate to the local economy. To guarantee the provision of reasonably priced services, 

rural community-based projects like local internet service providers (ISPs) should also be 

encouraged. 

 

¶ Promoting Digital Literacy: Promoting digital literacy in rural communities is important 

for ensuring fair access to the digital era. Particularly in impoverished regions, governments 

and organizations may play a significant role in integrating digital education and increasing 

access to information technology. Increasing digital literacy equips people with the know-
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how to use online resources, obtain vital services and participate in the digital economy. 

Basic digital skills including using mobile devices, accessing online learning materials and 

using digital financial services should be taught in training programs aimed at rural 

communities. By bridging the digital gap, these programs guarantee that rural communities 

can take advantage of the potential presented by contemporary technologies (Sindakis & 

Showkat , 2024). 

4. Encouraging Local Innovation in IT: 

Nepal has a burgeoning tech ecosystem, and local innovation can play a pivotal role in building 

sustainable IT solutions. This includes: 

¶ Supporting Local Start-ups: Encouraging tech start-ups focused on sustainable IT 

solutions can create home grown innovations tailored to Nepal's specific needs. 

¶ Promoting Open-Source Solutions: Open-source software can be a cost-effective and 

sustainable alternative to proprietary solutions, especially for small businesses and 

government offices in Nepal. The open source solution can help companies to avoid cost 

of purchase of additional licenses which can improve revenue and sustainability. 

Additionally open source can help border community of Nepal which can be adopted in 

multiple government organizations without paying any cost in collaborative approach. 

¶ Promoting Community-Based IT Solutions: Rural communities in Nepal can develop 

strong, context-relevant platforms by promoting community-driven technological 

solutions. These platforms might include e-health services that provide remote doctor 

consultations or agricultural apps that offer farming advice(Community tool box, 

2025).Local talent can be gathered together through collaborative initiatives like hackathons 

and innovation workshops which promote an atmosphere where people in the community 

work together to jointly develop technological solutions for common issues. 

5. Disaster Preparedness and Recovery: 

Nepal is one of the most disaster-prone countries in the world, facing frequent natural 

disasters such as earthquakes, floods, landslides, and glacial lake outburst floods (GLOFs). 

These events can severely disrupt IT systems which are critical for communication, 

emergency response, and economic activities. Therefore, disaster preparedness and 

recovery are essential components of sustainable IT management in Nepal. 

¶ Disaster-Resilient Systems: Design IT System with Redundancy and Failover 

Mechanisms: 

Nepalõs IT infrastructure is vulnerable to natural disasters, particularly earthquakes, which 

can damage physical infrastructure like data centres and communication networks. To 

ensure continuity during disasters, IT system must be designed with redundancy and 

failover mechanisms. 

o Redundant Data Centres: Establish multiple data centres in geographically dispersed 

locations to ensure that if one centre is affected, others can take over. For example, one 

data centre could be located in Kathmandu, while another is in Pokhara or Biratnagar. 

o Cloud-Based Solutions: Use cloud computing to store data and run applications, as 

cloud providers often have built-in redundancy and disaster recovery capabilities. 
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o Failover Mechanisms: Implement automatic failover systems that can switch to 

backup servers or networks in case of a failure. 

¶ Develop and Deploy Early Warning Systems for Natural Disasters: 

Nepalõs topography and climate make it highly susceptible to floods, landslides and 

GLOFs. Early warning systems (EWS) powered by IT can save lives and reduce economic 

loss by providing timely alerts to communities (Budimir, 2020). 

o Sensor Networks: Deploy IT-based sensors in rivers, mountains, and glacial lakes 

to monitor water levels, rainfall, and seismic activity. For example, sensors in the 

Koshi River basin can provide early warnings for floods. 

o Mobile Alerts: Use SMS and mobile apps to disseminate warnings to communities 

in remote areas. The Department of Hydrology and Meteorology (DHM) in Nepal 

has already started using SMS-based alerts for flood warnings. 

¶ Implement Robust Backup and Recovery Solutions to Protect Critical Data: 

Disasters can lead to data loss which can cripple businesses, government operations, and 

emergency response efforts. Robust data backup and recovery solutions are essential to 

protect critical data (Office of the vice president for IT & CIO - University of Michigan, 

2018). 

o Offsite Backups: Store backups in geographically distant locations to ensure data 

is safe even if the primary site is destroyed. For example, data from Kathmandu-

based organizations can be backed up in a secure location outside the Kathmandu 

Valley. 

o Cloud Backup: Use cloud-based backup services to ensure data is accessible from 

anywhere even if local infrastructure is damaged. 

o Disaster Recovery Plans: Develop and regularly test disaster recovery plans to 

ensure quick restoration of IT systems after a disaster. This includes identifying 

critical systems, setting recovery time objectives (RTOs), and training staff. 

The Role of Government and Policy Makers: 

The Nepalese government plays a vital role in the sustainable management and protection of IT 

system. The government can take the prominent actions like: 

¶ Establishing National IT Security Policies: Developing and enforcing national cyber 

security frameworks would help businesses and individuals comply with security best 

practices. 

¶ Incentivizing Green IT Solutions: Providing tax incentives or subsidies for businesses 

that adopt energy-efficient technologies or invest in eco-friendly hardware can encourage 

more sustainable IT practices. 

¶ Collaboration with International Organizations: Nepal can collaborate with 

international organizations and donor agencies to secure funding and technical expertise 

for sustainable IT development. 

¶ Establishing National Cyber security Frameworks: The Government of Nepal can 

create and implement a national cyber security plan that is specific to the nation's 

requirements and difficulties. The tasks and obligations of all parties involved public sector, 

commercial companies and citizens would be delineated under this framework. Setting 

cyber security standards for a range of industries, including banking, healthcare and 



Theme 2: Cyber Security and Cyber Crimes: Prevention and Readiness 
-Session 5 

 

103 
 

government services as well as protecting vital infrastructure and data privacy should be the 

main goals of the plan. 

Key Actions: 

¶ To develop and enforce a national cyber security strategy in collaboration with 

international cyber security organizations, 

¶ To set policies that prioritize cyber security for national digital initiatives including 

government e-services, 

¶ To establish national cyber security standards for both public and private sectors, 

 

¶ Promoting Cyber security Education and Awareness: There are ample opportunities in 

Nepal to increase cyber security training programs for the workforce and incorporate cyber 

security education in the school's curriculum. Cyber security awareness campaigns might be 

started to inform the public about the value of safe online behaviours like spotting phishing 

emails, protecting personal information, and creating strong passwords (Torossian, 2025). 

The government and educational institutions can work together to guarantee that students 

have a basic understanding of cyber security. 

Key Actions: 

¶ To introduce cyber security education in schools and universities as part of Science, 

technology, Engineering and Mathematics (STEM) programs, 

¶ To launch national cyber security awareness campaigns that educate citizens about 

risks such as cybercrime and online fraud, 

¶ To develop online platforms and resources in Nepali to raise awareness about 

digital safety, 

 

¶ Funding Cyber Security Research and Development (R&D): Initiatives focused on 

funding cyber security research and development might be greatly supported by the 

Government of  Nepal. Nepal can encourage innovation in cyber security technologies and 

solutions that cater to the nation's unique demands by funding research. Research and 

development funding can also help local companies, government organizations and citizens 

develop technologies that solve cyber security issues. 

 

¶ Regulating Cyber Security Standards and Compliance: The government can introduce 

regulations requiring businesses, particularly those in critical sectors, to comply with 

cybersecurity standards. For example, the financial sector, healthcare institutions, and 

government agencies could be mandated to implement robust cybersecurity practices to 

protect sensitive data. Regulatory frameworks might also require businesses to conduct 

regular security audits and disclose data breaches. To improve accountability and 

transparency, these frameworks can mandate companies to report any data breaches. 

Additionally, the government could offer tax advantages or subsidies to companies that 

maintain secure IT environments and obtain cybersecurity certifications, thereby promoting 

compliance (Federal Register USA, 2023). These actions would strengthen the cybersecurity 

posture of  Nepal's vital industries and enhance the overall security of  the country's digital 

environment. 
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¶ International Collaboration and Cyber Security Diplomacy: Nepal must understand 

the value of  international cooperation in preventing cybercrime and advancing global cyber 

security standards as a member of  the Global Digital Community. By participating in 

regional and international cyber security agreements that promote the exchange of  threat 

intelligence, assist capacity-building, and align policies to handle cross-border cyber threats, 

the Nepalese government may bolster its efforts. Nepal would be able to safeguard its 

digital infrastructure and keep ahead of  new cyber threats thanks to this cooperation with 

regional and international partners. Working on cyber security projects with international 

organizations like the UN and INTERPOL is one of  Nepal's key priorities. By sharing 

resources and expertise, these partnerships would help Nepal improve its cyber security 

capabilities. Furthermore, communicating with South Asian neighbours will improve 

regional cooperation and enable a more coordinated response to cross-border cyber threats 

and incidents. Another important step for Nepal would be to take part in international 

cyber security events and forums (Nepal Telecommunication Authority, 2016). This would 

provide Nepal a chance to embrace cutting-edge cyber security solutions that can be 

customized to meet its unique needs, form partnerships, and learn from best practices 

around the world. In addition to strengthening Nepal's cyber security posture, this 

multinational collaboration would aid in the worldwide battle against cybercrime. 

Conclusion: 

The sustainable management and protection of IT systems in Nepal are crucial for the country's 

growth in the digital age. While challenges like infrastructure gaps and cybersecurity vulnerabilities 

exist, there are opportunities for positive change. By embracing Green IT practices, promoting 

cybersecurity awareness, expanding IT infrastructure, and fostering local innovation, Nepal can 

build a resilient IT ecosystem. With strong governmental support, proactive training, and global 

collaborations, Nepal can ensure its IT system remains secure, efficient, and environmentally 

responsible for the future. 

Solution: Effective implementation of information technology laws and development of 

institutional capacity: 

¶ ǢTo increase investment in research and development in the use of information technologies 

in service delivery, 

¶ ǢǢ To incorporate information technology into school curriculum and civic education 

programs, 

¶ ǢǢ To make social media and mass media dignified and credible through effective regulation, 

¶ ǢǢ To develop and expand information technology infrastructure nationwide, 

¶ Ǣ To strengthen integrated information management system through the use of information 

and communication technology, 

¶ ǢǢ To implement the concept of integrated service flow through and integrated online portal, 

¶ ǢǢ To prioritize cyber security research and development, 

¶ ǢǢ To establish public access to information and communication technology, 

¶ ǢǢTo make electronic transactions accessible, secure and effective, 
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Keynote Speech: Responses to Emerging Digital Threats and Use 

of Technology 

- Hon. Hari Prasad Phuyal29 

[éSalutations and Greetingsé] 

First of all, I would like to express my thankful gratitude for inviting me to speak on this auspicious 

occasion of International Conference on Crime of Digital Age: Anticipation and Response organized by the 

Office of Attorney General of Nepal to which I share my experience too.  

On Responses to Emerging Digital Threats and Use of Technology, there are two main focuses: 

the first, Cryptocurrency and Digital Economic Crimes and the second, Investigating and 

Prosecuting AI-Enabled Crimes on which separate discussions have been scheduled after tea-

break. During this discussion, I shall speak on both of the themes but as one issue.  

Introducing the Issue 

Digitalization, Information Technology, Artificial Intelligence are no more new terminologies, 

especially after the boom of generative artificial intelligence product ChatGPT by OpenAI. These 

inventions have speeded up the worldõs pace and there may even be newer updates coming after 

Deep Seek. 

Artificial Intelligence (AI) is a remarkable innovation that empowers humanity to achieve 

extraordinary advancements. However, like all technological developments, AI introduces a set of 

inherent risks. In the wrong hands, AI poses significant criminal threats, amplifying the efficiency 

and speed of cyber-enabled crimes. The potential for misuse is substantial, as AI-driven tools can 

enhance the effectiveness of cybercriminal activities. 

Moreover, with global interconnectivity projected to reach 41.6 billion connected devices by 2025, 

the digital landscape is becoming increasingly vulnerable. As individuals and organizations conduct 

more aspects of their lives online, data has emerged as a critical asset, and information has become 

a powerful commodity. This environment presents an ideal opportunity for the rise of AI-driven 

criminal enterprises. 

Unlike traditional crimes, AI-enabled offenses can be easily replicated, shared, and even sold, 

facilitating the commercialization of advanced criminal techniques. Additionally, AI allows 

individuals to offer illicit services on digital platforms, further accelerating cybercrime outsourcing. 

As a result, AI-based digital crimes are becoming more sophisticated and widespread, posing a 

growing challenge to cybersecurity professionals and law enforcement agencies worldwide. 

Between January and February 2023, researchers at the leading AI-driven cybersecurity firm 

Darktrace observed a 135% increase in "novel social engineering" attacks, coinciding with the 

widespread adoption of ChatGPT. Similarly, a survey conducted by the security services firm 

BioCatch across financial institutions in the United States and ten other countries revealed that 

51% of respondents reported losses amounting to millions due to AI-enabled crimes in the past 

year. 

                                                           
29 The speaker is an Honorable Justice at the Supreme Court of Nepal. 
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In Nepal, recent data from the Cyber Bureau of the Nepal Police, as of February 10, 2025, 

indicates a total of 10,702 complaints related to cyber-enabled crimes within the past ten months 

alone. The data further highlights a concerning trend, with 3,451, 3,856, 6,782, and 19,730 

complaints recorded in the last four years, respectively. These figures underscore the alarming rise 

in digital crimes in Nepal. 

Alongside this surge, digital economic crimes have also escalated significantly. In the current year, 

the Nepal Police has already recovered NPR 40 million in proceeds from digital financial fraud. 

Notably, Facebook has been the primary medium for these crimes, accounting for over 60% of 

total digital offenses. Additionally, statistics from the Nepal Rastra Bank show a 63% increase in 

financial frauds conducted through digital wallets. Given the current trajectory, digital crimes are 

expected to rise further in the coming years, posing significant challenges to cybersecurity and 

financial security. 

In Global Digital Economy Conference 2023, United Nations Department of Economic and 

Social Affairs highlighted these risks of cybercrime, misinformation, and privacy concerns thus 

requiring balanced regulatory measures. The UN Department addressed the need for a 

comprehensive approach to digital transformation, balancing cybersecurity, personal privacy, and 

the protection of critical digital infrastructures.  

Peculiarities of AI-enabled crimes: Cryptocurrencies and Digital Economic Crimes 

Although these digital risks do not necessarily require AI, its integration significantly amplifies their 

scale, impact, and complexity. The use of AI enhances the capabilities of cybercriminals by 

increasing the efficiency of low-level threat actors and accelerating the speed of attacks through 

automated AI-driven agents. Furthermore, AI-enabled crimes can be orchestrated from any 

location with internet access, making them a truly global threat. 

The evolving nature of AI-enabled crimes can be observed in the emergence of new taxonomical 

classifications, such as adversarial perturbations,30 biometrics,31 automated snooping,32 automated 

software,33 cryptography,34 AI blowbacks,35 AI-enabled phishing attacks, cryptocurrencies, among 

others. AI-enabled crimes tend to become highly sophisticated and complex as these terminologies 

sound. 

AI significantly enhances the capabilities of even low-skilled actors, providing them with the tools 

necessary to conduct financial fraud and other illicit activities with unprecedented ease. Thus, 

Cybercriminals are using AI to enable greater efficiency and speed in their operations, including 

ransomware, encrypted messaging and many more. They use AI and machine learning for 

automated phishing email campaigns, malware distribution, credit card fraud, insurance fraud, 

generating deepfake identities and money laundering. Moreover, AI-bots can find vulnerability of 

unprotected servers thus putting such servers at greater risk.  

Cryptocurrency has been a boon for cyber-criminals. With its help, criminals can move untraced, 

and launder proceeds of crime more conveniently. It provides them with an opportunity to use 

                                                           
30 Adversarial attacks on facial recognition systems to bypass security 
31 Using stolen biometric data for identify theft or unauthorized access 
32 Using AI enabled surveillance to spy on individuals or organizations 
33 Using AI enabled malware to infect and control computer systems 
34 Using AI to crack encryption codes to access sensitive data 
35 Unintended consequences of AI systems leading to security breaches or other crimes 
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illicit funds to make money by mining cryptocurrencies. It is not just the monetary value of 

cryptocurrencies, but the untraceable way in the banking system that makes money laundering 

difficult to track, prevent or investigate. Non-fungible tokens, abbreviated as NFTs, serve the same 

utility.  

Cybercrime, like identity theft, is also increasingly used to enable money laundering. With the use 

of Artificial Intelligence, voice cloning tools and password crackers are accessible easily that can 

jeopardize security interfaces of personal and banking accounts. Moreover, E-commerce serves as 

an ideal platform for criminals to steal credentials and transaction data. With these data and 

techniques, a criminal can easily launder their money. Further, criminals use dark web to evade 

detection and scale operations. 

Investigating and Prosecuting AI-enabled crimes 

Certainly, the use of AI in criminal activities has made tracking, investigation, and prevention of 

crimes a challenging task. But it is also true that Diamond cuts diamonds. AI-enabled crimes 

involve complex patterns and schemes that make them susceptible to AI-enabled solutions. 

Artificial intelligence software can identify hidden links with intricate datasets and respond 

promptly to ongoing threats. With speed and intelligence of AI, they can be used in investigation 

techniques. For instance, through precognition, predictive policing and anomaly detection, AI can 

predict criminal activity and detect unusual patterns of behavior to identify potential targets of AI-

enabled and other crimes. Further, Machine learning models can analyze vast amount of data, 

identify frauds in real time and monitor digital platforms to uncover money laundering schemes. 

Reports have shown machine learning models accuracy of fraud detection up to 95%. 

Use of AI for Investigation of Crimes in Nepal 

Reportedly, Nepal Police Crime Investigation Department (CID) is set to use AI-based intelligence 

tools for crime control. Also, plans are there to set up digital forensic labs in all provinces. 

Evidence collected through digital forensics has already been accepted as scientific evidence in one 

of the judgments related to online harassment, Government of Nepal v. Aakash B.C. (077-CF-

0001), there seems no problem in accepting techniques and evidence discovered during AI-enabled 

investigations. With news of formulation of national policy regarding Artificial Intelligence budging 

these days, positive steps in this area can be expected. 

Difficulties in Investigating and Prosecuting AI-enabled crimes 

However, I must confess that there are some disputed areas in law that makes administration of 

criminal justice difficult in AI-enabled and digital crimes. One of such difficulty is the attribution of 

blame and responsibility of AI-enabled crimes. Who should be responsible? Whether it is the 

person who created the AI system? The person who trained it??  Or the AI system itself??? Who 

should be held responsible for the crime conducted by an AI-vehicle or a system that 

malfunctioned? How should culpability be decided? How should anyone differentiate whether 

poisoned data is fed during machine learning, or it was a systemic error in the AI system? What if 

the AI makes a genuine machine mistake, who should be held accountable for the consequences? 

Without a clear module and compliance standards that the creator, trainer, or the user must fulfill, 

it would be difficult to hold the criminal guilty for their acts.  

These crimes transcend national boundaries, making them particularly difficult to combat. With the 

rise of the dark web and cryptocurrency-facilitated, untraceable AI-enabled crimes, investigations 
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often reach a dead end. Moreover, human agents are increasingly being replaced by AI-driven bots, 

further complicating law enforcement efforts and reducing the risk of detection for cybercriminal 

organizations. 

Concerns in AI-enabled investigations and prosecutions 

Similarly, concerns have been raised about the investigation techniques using artificial intelligence. 

As the analysis and results of AI tools are based on the data fed during machine learning, pre-

existing biases and inequity within the data could result in unequal treatment of particular groups. 

As it was found in the United States, the AI tools could not found differences in face-recognition 

when it came to people of color. Such tendencies could cause wrongful detention and violation of 

human rights. The use of partial data and algorithms in decision making process could become a 

tool for discrimination. Although criminal investigations are mostly within court guidance, the 

chances of abuse of the procedures cannot be neglected. Fairness, due process, and the principle of 

equal treatment under the law could be jeopardized, which are one of the sacrosanct elements of 

our constitution and constitutional culture.  

Conclusion 

Before I conclude, I would like to emphasize heightened needs of adapting new and efficient ways 

not only at the investigation and prosecution stage of AI-enabled crimes, but also during the 

adjudication process by the courts. In the Supreme Court, there was one case Government of 

Nepal v. Mohammad Aadil Khan (076-CR-0338) to which I presided, a case of advance fee fraud - 

a digital economic crime, but not sure if it involved use of artificial intelligence. To that, we decided 

it attracted provisions of our Penal Code relating to criminal fraud, despite there being absence of 

law specifically relating to digital crimes. Although these kind of flexibility within judicial 

boundaries is desirable, it is not enough to address vulnerabilities posed by AI-enabled digital 

crimes. A set of substantive and procedural laws relating to AI-enabled crimes is an imminent 

need, for instance, UK is looking forward to criminalizing creating sexually explicit deepfakes. 

Moreover, transnational, and organized crime like peculiarities of AI-enabled crimes call for 

international support and collaboration at prevention, investigation, evidence-transfer, and 

adjudication stages. I must thank Office of Attorney General for realizing these needs and 

convening this highly relevant and important international conference which will cater for and 

strengthen international collaboration in combatting AI-enabled digital crimes in the future.  

Thank you 
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Digital  technologies in the work of prosecutors: Russian experience 

-Denis Kunev36 

In Russia, the law enforcement system comprises several independent bodies. Among them, a 

special leading role belongs to the Russian Prosecutor's Office, which has very broad powers. 

Founded in 1722 by Emperor Peter the Great, the agency has over 300 years of history, protecting 

public and state interests and fulfilling its human rights functions for over a century. The 

Prosecutor's Office is not part of any of the branches of government; it is an independent 

constitutional body and combines the functions of criminal prosecution with the supervision of 

compliance with laws by all government bodies, commercial organizations, and non-governmental 

organizations in every corner of the country. In fact, the agency is at the top of the entire national 

system of control and supervisory activities. In addition, the Russian Prosecutorõs Office 

coordinates the work of all law enforcement agencies in the fight against crime. 

When conducting inspections, prosecutors provide a legal assessment of the compliance of legal 

acts, actions, and decisions of officials with federal legislation. When violations are established, 

prosecutors take measures to eliminate them, compensate for damages, and initiate prosecution of 

the perpetrators in criminal and administrative proceedings. Prosecutors support the prosecution in 

courts. Such a comprehensive and universal nature of the prosecutors' competence allows for the 

smooth functioning of the entire state mechanism and, if necessary, its timely fine-tuning, including 

in the area of financial security. 

Prosecutor's inspections cover a very wide range of legal relations in the economic sphere, and, 

given its global scale, the number of violations annually suppressed by Russian prosecutors 

amounts to hundreds of thousands. Over the past two years alone, Russian prosecutors have 

supervised the investigation of almost 195,000 economic criminal cases, 10,000 of which were 

initiated based on the materials of prosecutor's inspections. 

In general, the inspections that Russian prosecutors conduct outside the sphere of criminal 

proceedings, first of all, have enormous preventive significance. They are aimed not only at 

eliminating violations and their negative consequences but also at preventing the very possibility of 

committing offenses and stopping illegal cross-border trafficking of assets obtained as a result of 

committing crimes. 

Key aspects of the prosecutorial work related to financial security include: 

¶ ensuring access to critical information for prosecutors to perform effectively; 

¶ combating crimes, particularly those moving into the digital sphere; 

¶ recovering criminal assets from abroad; 

¶ enhancing professional competencies. 

In 2017, the Russian Prosecutor's Office approved the Concept of Digital Transformation of the 

Agency. One of its primary goals was to create safe working conditions for prosecutors themselves 

in a modern digital environment. In order for all resources to function normally, Russian 

prosecutors have implemented a single complex for detecting, preventing, and eliminating the 

                                                           
36 Deputy Director General of the General Organizational and Analytical Directorate, Director of the Information and 
Analytical Department of the Prosecutor General's Office of the Russian Federation, Major General of Justice, Ph.D. 
in Law. 
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consequences of computer attacks. With its help, tens of thousands of incidents are recorded and 

prevented in the prosecutor's office every year, including those initiated from abroad. During the 

implementation of the Concept, the Russian Prosecutorõs Office set several key tasks for itself, 

including the automation of activities, because in our time, it is possible to ensure financial security 

only with the use of new digital technologies. 

We began by creating a system of electronic information interaction within the Prosecutor's Office, 

as well as the instant exchange of information with other bodies, including financial control, such 

as Rosfinmonitoring. Since prosecutors are, first and foremost, lawyers, each prosecutor is provided 

with access to an up-to-date database of federal, regional, and departmental legal acts from their 

workplace. A single portal for the Prosecutor's Office has been created, providing access to 

methodological materials, inspection reports, and other necessary documents, including those 

specifically related to AML/CFT. 

Russian prosecutors use 11 departmental information systems. An electronic register of control 

and supervisory measures has been put into operation and is successfully used. Work is underway 

to create new functionality for the state system of legal statistics, which allows not only to receive 

information on all crimes, including financial ones, online, but also to analyze available data 

according to specified parameters, whether it is a large region, a remote settlement, or even a 

specific street. This, in turn, makes it possible to predict the crime situation and take the necessary 

preventive measures, including those related to ensuring financial security and preventing the 

movement of criminal capital. 

The automated information system "Nadzor-WEB," used by Russian prosecutors, also greatly 

contributes to the efficiency of supervisory work, with about 100,000 documents being registered 

daily. It unites more than 3,000 prosecutor's offices of various levels throughout the country into 

one secure network and is also integrated into the system of interdepartmental interaction with all 

government bodies and public structures. This resource is very convenient and is in high demand 

when implementing supervision, including in the field of financial security. It  allows prosecutors to 

quickly receive a significant amount of data and significantly reduces the response time to 

violations of laws. 

In total, Russian prosecutors have access to more than 80 types of information from government 

agencies (registration, criminal records, property, etc.) and the ability to make a comprehensive 

request simultaneously from all sources, so to speak, at the click of a button. In addition, Russian 

prosecutors use a number of external information and analytical resources to which they have free 

access (SPARK, Marker, GIS Housing and Public Utilities, X-Compliance). These resources allow the 

checking of the legality of transactions involving state participation, identifying facts of market 

manipulation, money laundering, terrorist financing, and corruption. 

With the help of the electronic card index of the state automated system "Justice," Russian 

prosecutors identify legal disputes that have signs of money laundering or illegal seizure of state 

and municipal property. For example, timely entry into more than 2,000 such processes last year 

alone allowed us to prevent the laundering of 46 billion rubles (about 4.6 million dollars), block the 

transfer of assets abroad in the amount of 7 billion rubles (70,000 dollars), and preserve the 

property complexes of a number of large industrial enterprises. Therefore, the development of 

opportunities for electronic access to a significant array of data without leaving their office is one 

of the keys to the effectiveness of work in the field of financial security, and we are actively 

improving this area. At the same time, the development of a digital society is associated with 
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significant threats. It  is no secret how intensively the number of criminal acts using IT  technologies 

is growing. 

The Russian Prosecutor's Office, through supervisory means and within the framework of 

coordination of law enforcement agencies, is taking measures to improve the effectiveness of 

combating money laundering in the digital space, including through the implementation of special 

powers. One of these measures, which has proven its effectiveness, is ensuring the security of the 

global network by removing illegal information, including Internet resources that distribute 

criminal financial schemes. 

The mechanism is as follows: Employees of the Russian Central Bank monitor the Internet, 

identify posts offering financial services of a criminal nature, which also serve as methods of 

money laundering and illegal transfer of capital abroad, and prepare conclusions on the content of 

these Internet resources. These materials are then sent to the Prosecutor General's Office, where 

prosecutors provide a legal assessment and prepare a request to block the site. This document is 

mandatory for Roskomnadzor, the agency responsible for regulating the Internet space in Russia. 

The request is then sent to the employees of this agency, who forward it to Internet service 

providers. At the final stage, these providers restrict access to specific sites on the network. In 

general, the entire process from the moment an illegal resource is identified to its blocking takes 

from 1 to 24 hours. 

For example, in accordance with Russian legislation, tens of thousands of websites providing 

services to pseudo-participants in the securities market, including issuing loans, processing 

deposits, and offering financial products that mislead consumers, have already been shut down. 

In order to prevent virtual fraud, which is the most common type of crime these days, prosecutors 

have ensured that telecom operators install and use anti-fraud systems to prevent attempts to use 

personal data for selfish purposes, as well as block calls from fraudsters. 

In other words, Russian prosecutors have obliged telecom operators to use special equipment and 

software that detect suspicious calls, such as those using spoofed numbers and spoofed traffic. 

For this mechanism to work smoothly, prosecutors have introduced administrative liability for 

telecom operators in cases where they fail to fulfill their obligations to block such calls and 

connections. Active use of anti-fraud systems and suppression of illegal traffic allowed for the 

repelling of 34 million attempts to perform banking transactions without the voluntary consent of 

clients, preventing theft and the subsequent laundering of 6 trillion rubles in 2024 (60 billion 

dollars). 

The Prosecutor General's Office of the Russian Federation is the coordinator of the fight against 

crime in the country, and it is directing all law enforcement agencies to pay primary attention to 

counteracting the use of the shadow segment of the Internet, where, as is known, drug sales and 

laundering from their illegal turnover most often take place. This includes the use of software 

technologies like "VPN," "TOR," proxy servers, encrypted Internet messengers, SIP and IP 

telephony, e-commerce tools, and digital resources for anonymizing providers. The aim is to 

eliminate the possibility of fraudsters communicating with victims via instant messengers and IP 

telephony. 

On the initiative of the Prosecutor Generalõs Office, amendments were made to the Rules for the 

Centralized Management of the Communication Network (approved by the Decree of the 

Government of the Russian Federation of 12.02.2020 No. 127), which classify the possibility of 

anonymous access to communication services and the transmission of instant electronic messages 

without their identification as threats to the security of the Internet in Russia (introduced by the 
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Decree of the Government of the Russian Federation of 15.09.2023 No. 1505). 

This means that this year, measures have begun to be taken to eliminate the very possibility of 

anonymous access to communication services. 

Last year, mechanisms for combating the theft of money from citizens' bank accounts, 

compensating for damages, and blocking fraudsters' funds were also improved. Their practical 

implementation began in July 2024 after the entry into force of the relevant legislative provisions 

(Federal Law No. 369-FZ of July 24, 2023). The amendments actually oblige banks to refuse to 

execute clients' orders to carry out transactions on accounts if there is information in the Bank of 

Russia database about the movement of funds through the details of suspected fraudsters. 

Moreover, such transactions are checked simultaneously by both the payer's bank and the 

recipient's bank. 

In the modern world, one of the most serious threats to most countries is the illegal use of crypto 

assets, which are used for active cross-border capital movement. 

The growth of investments in this area has naturally caused the rapid spread of new money 

laundering schemes, which are intensively moving from the credit and banking sector to the non-

banking sector, including cryptocurrency conversion platforms. We are recording threats of using 

virtual assets to move illegal financial flows, including the uncontrolled withdrawal of capital 

abroad. 

For example, so-called professional launderers organize schemes that allow cashing out income 

received in digital currency from trading on illegal online platforms. 

In many cases, payments for drugs and other goods prohibited for circulation purchased on the 

Internet are transferred to electronic wallets opened in both fiat and cryptocurrency. 

After that, the virtual currency is carried out through a complex chain of transactions, including the 

use of mixers and tumblers for the purpose of additional anonymization of transactions. 

In turn, the funds are sent to electronic wallets (cryptocurrency wallets), which are controlled by 

specific organized crime groupsñcustomers of professional financiers-launderers. These funds are 

then transferred to bank cards, including those in foreign jurisdictions, and withdrawn in cash. 

In Russia, judicial and investigative practice has now been developed to combat crimes related to 

their criminal, including cross-border, turnover. For example, last year, for the first time at the 

interstate level, we initiated the arrest of virtual assets belonging to members of a criminal 

community, stolen from citizens as a result of fraud on the Binance crypto exchange. The 

introduction of specialization for law enforcement officers, as well as domestic software based on 

blockchain, also contributes to effective investigations. One such product is "Transparent 

Blockchain," operated by Rosfinmonitoring, the national financial intelligence agency. It  allows for 

the revelation of schemes of illegal crypto transactions and chains of their participants. At the same 

time, new criminal schemes are already being used to launder criminal proceeds and illegally 

transfer them abroad.Cryptocurrency crowdfunding on the blockchain platform is becoming 

popular as a method of Internet monetization for illegal purposes. For example, criminals organize 

fictitious fundraising campaigns, supposedly to collect donations, and later cash them out. At the 

same time, outwardly, this may look like a legitimate transaction, since the income was received as a 

result of a crowdfunding payment. 

Online games with a mode of buying and selling virtual items, e-commerce, and services for 

booking housing are used to launder money and illegally transfer capital abroad, when so-called 

"launderers" book apartments, paying with a credit card, and later the owner returns the money from 

the payment or cashes it out, including abroad. Along with digital currency, other types of virtual 

assets have also begun to be actively used around the world. These include non-financial 
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decentralized assets, such as non-fungible tokens (NFTs), virtual items in online video games, and 

laundering in metaverses. The Russian Prosecutorõs Office believes that these trends have become 

quite stable, which allows us to talk about a practically established new type of so-called DE-FI 

crime. But can it be effectively combated? We believe that there is a way out. New technologies 

open up new opportunities for committing such crimes, and these same technologies offer digital 

solutions to overcome them. Today, on the Internet, everyone can find relevant instructions for 

users, startups offering their services in this area, and even training courses. In the digital age, 

artificial intelligence is increasingly becoming the front line in the fight against financial crime, 

including money laundering, helping analysts automate the search process, displaying and linking 

suspicious actions of companies or individuals. Similar technologies have long been used in Russian 

financial intelligence agencies such as Rosfinmonitoring. 

The Prosecutor General's Office of Russia recently created a unit designed to introduce artificial 

intelligence technologies into prosecutorial activities in terms of predicting offenses. In March 

2024, the Prosecutor General of Russia approved a corresponding three-year plan for the 

introduction of artificial intelligence into the work of prosecutors. This is also one of the urgent 

tasks of prosecutors in the field of ensuring financial security. But despite significant efforts in the 

area of financial security, both Russia and other countries are faced with the fact that illegally 

obtained assets can be transferred abroad, which raises questions about the need for their prompt 

return. Various aspects of this work are relevant for the entire global community, and have been for 

more than a decade. Approaches to it are constantly being transformed under the influence of new 

challenges, many of which did not exist just a few years ago, such as the movement of capital from 

one jurisdiction to another using decentralized finance.  

In recent years, the topic of asset recovery in one aspect or another has been considered at 

meetings of the UN, FATF, EAG, BRICS, G20, APEC, and OECD. The G20 summit adopted the 

High-Level Principles to Strengthen Asset Recovery Mechanisms to Combat Corruption and 

Related Economic Crimes. In particular, the Russian prosecutor's office took part in their 

development within the framework of the G20 Anti-Corruption Working Group. The world's 

continuing interest in the problems of international cooperation in the field of asset recovery is 

largely explained by the still significant size of illegal cross-border financial flows and the no less 

significant problems of combating them and restoring violated property rights. According to UN 

data, the amount of criminal income laundered in the world has amounted to 2 to 5% of the 

world's gross domestic product annually for many years, or in monetary terms, from 800 billion to 

2 trillion US dollars. At the same time, according to the World Bank, a significant part of them 

(approximately up to 80%) are transferred to foreign jurisdictions that are offshore zones or large 

financial centers for the purpose of concealing them, using them criminally, and also further 

introducing them into legal economic circulation. In modern conditions, the processes of 

searching, arresting, confiscating, and returning assets are complicated by the rapid spread of 

criminal turnover of cryptocurrencies and other virtual assets. At the same time, the so-called long-

standing problems of disclosing bank secrecy and information on beneficial owners of assets in the 

process of providing mutual international legal assistance in criminal cases, the lack of effective 

mechanisms for the international exchange of such information, and refusals to cooperate for 

political reasons, which have already become traditional, still do not lose their relevance. 

The UN Convention against Corruption (UNCAC) has been the fundamental international document 

providing specific legal mechanisms for the return of criminal assets from abroad for over 20 years. 

Its fifth chapter is actually the central chapter of the convention, for the sake of which this 
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international treaty was developed and adopted. Although it includes only 9 articles devoted to 

general provisions, prevention and detection of transfers of proceeds from crime, measures for the 

direct return of property, and mechanisms for the seizure and confiscation of property, in general, 

these provisions cover all the main mechanisms of international legal cooperation. The developers 

of the Convention attempted to provide comprehensive measures aimed, firstly, at preventing the 

withdrawal of illegal capital abroad, and secondly, at creating mechanisms for its return through 

criminal and civil procedures. In the preface to the first edition of the Convention, UN Secretary-

General Kofi A. Annan called asset recovery "a new fundamental principle that lays the foundation for more 

active cooperation between states to prevent and detect corruption, as well as to return funds obtained in this way." 

As for the terminology used in the UNCAC, the original draft of the document used the English 

term "Funds" to designate assets, which, according to the definition of the Oxford Law Dictionary, 

is understood as "financial resources." For example, in Russian financial law, only public finances are 

related to them. 

As a synonym for the term "Funds" in the same dictionary, the term "Assets" is used, which is 

employed in a broader economic sense. It  was this term that remained in the final version of the 

convention, emphasizing the relevance of the convention provisions on the return of assets from 

abroad equally to both public and private legal relations. Thus, the institution of the return of 

criminal assets from abroad has an interdisciplinary nature, since the accompanying legal 

procedures are regulated by criminal law and criminal procedure, civil law and civil procedure, 

financial, banking, customs, and administrative law. It  is also regulated by new branches of law 

such as digital law and digital security law. 

In Russia, the key role in both the implementation of the UN Convention against Corruption and the 

coordination of the work of state bodies in the field of asset recovery from abroad is assigned to 

the Prosecutor General's Office of the Russian Federation. For these purposes, we have formed an 

interdepartmental working group, which includes representatives from 17 state bodies and 

organizations involved in the asset recovery process. Leading scientists in this field also take part in 

its meetings. Within the group, we consider specific cases, develop and improve the necessary 

regulatory framework, and prepare methodological recommendations for investigators and 

prosecutors. For example, we have developed a detailed instruction on the procedure for organizing 

work on the return of assets from abroad obtained as a result of committing crimes and other 

offenses. We have also prepared a practical step-by-step guide to the return of assets for the 

competent authorities of foreign states, containing information on the legal regulation of this 

process in Russia, the necessary data, and practical advice for foreign services on drafting requests, 

taking into account our legal system. It  is posted in Russian and English on the official website of 

the Prosecutor General's Office of the Russian Federation and the portal of the UN Office on 

Drugs and Crime.  

Speaking about the practical aspects of prosecutorial work in the field of asset recovery, I would 

like to note that we annually send dozens of requests to the competent authorities of foreign states 

on criminal cases with a request to seize property. In general, based on decisions of Russian courts, 

the competent authorities of foreign states have seized 75 real estate properties of the accused, as 

well as their financial assets (including digital currency) in the amount of 420 million US dollars. 

For our part, we take a responsible approach to fulfilling the requests for legal assistance received 

by our foreign colleagues. There is a practice of returning assets from Russia to the requesting 

states. However, national mechanisms have been developed in many countries, and in our opinion, 

a period is now approaching when the existing international legal instruments are no longer 
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sufficient, especially when the cross-border movement of assets occurs using decentralized 

platforms. 

 

In response to these challenges, we have prepared proposals to improve the international legal 

regulation of asset recovery in the form of a resolution of the Conference of States Parties to the UN 

Convention against Corruption, which calls on all to develop an Additional Protocol to this Convention 

on asset recovery. In general, these proposals are as follows: 

¶ First: Regulation of the return of virtual assets (in particular, we propose to establish a 

single status and legal regime for virtual assets, for example, equating them to property, as is 

done in our country; determining common mechanisms for assessing the amount of 

damage caused and legalized property in cryptocurrency, as well as its seizure, storage, and 

return; introducing an obligation for persons providing services for the turnover of virtual 

assets to cooperate with law enforcement agencies). 

¶ Second: Detailed regulation of international cooperation in the return of assets obtained as 

a result of offenses that are not classified as crimes. 

¶ Third : The possibility of returning assets that have been seized by a court decision as 

compensation for a civil claim or payment of a fine, as well as the arrest, confiscation, and 

return from abroad of assets, the rights to which the guilty persons have registered in the 

name of third parties. 

¶ Fourth: The inadmissibility of politicizing cooperation in the area of arrest, confiscation, 

and return of assets, including when considering requests for legal assistance and law 

enforcement assistance. This includes the inadmissibility of introducing asset management 

and disposal systems at the international level that limit the sovereignty of states in 

choosing the method of disposing of returned assets at their discretion. 

We presented these proposals this year at meetings of prosecutors from the BRICS and SCO 

states, and we generally found support. I think we will continue to work in this direction, as their 

implementation will be an additional step toward ensuring global financial security. 

Finally, the last aspect I would like to address is improving the competencies of modern 

prosecutors. In order to effectively counter new challenges in the field of financial security, a 

prosecutor today needs to be a competent digital prosecutor, as the rapidly developing architecture 

of virtual space generates new risks every day, and legal systems must ensure a proper and adequate 

level of response to them. For this purpose, our university of the Prosecutor's Office of the 

Russian Federation, when training future specialists and improving the qualifications of current 

employees, studies special courses aimed at improving the digital competencies of prosecutors. 

Our university is one of the leading law schools in Russia, with its central office in Moscow, and 

branches in seven Russian cities. Foreign students also study with us, and prosecutors from 

different countries also improve their qualifications. Our university has a research institute that 

dates back to 1949, publishes several scientific journals, and I am pleased to invite you to send us 

articles for publication in Russia. A number of monographs have been published for prosecutors at 

the University, including on the topic of ensuring financial security, asset recovery, and 

investigating digital crimes. For example, the book òExperience and Problems of Collecting Electronic 
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Evidence in Russia and Foreign Countriesó was recently published, in which scientists from our 

University analyzed the practices of investigating financial crimes in dozens of countries. The book 

was published in both Russian and English and is posted on the website of the UN Office on 

Drugs and Crime. In general, we pay significant attention to the methodological support of 

prosecutorial supervision in the field of financial security. 

Over the past three years, the Prosecutor General's Office of Russia has published more than 100 

information letters, reviews, and methodological recommendations for prosecutors, relating only to 

the field of financial security. In these, we certainly disseminate the positive experience of various 

subjects of the Russian Federation and also bring to the attention of prosecutors the mistakes that 

may occur in the classification of crimes and law enforcement. One of the main functions of the 

Russian Prosecutor's Office is to ensure the unity of the legal space throughout the country. For 

example, in 2022, we published methodological recommendations on combating the legalization of 

proceeds from illegal drug trafficking, which describe clear algorithms for actions to identify, 

document, and prove crimes. They were prepared jointly by the Prosecutor General's Office, 

Rosfinmonitoring, and the bodies conducting the preliminary investigation. Last year, Methodological 

Recommendations for the Organization of Prosecutor's Supervision over the Implementation of 

Laws at the Pre-Trial Stage of Criminal Proceedings and in the Implementation of Operational-

Investigative Activities in the Sphere of Combating the Legalization of Criminally Obtained Funds 

were published. 

Russian prosecutors also take part in training students and foreign specialists in other universities 

and educational centers. For example, the MGIMO University Master's program has introduced a 

course on "International Cooperation in Asset Recovery" and published a textbook on "Return of 

Criminal Assets from Abroad: Theory and Practice." Prosecutors actively cooperate with the 

International Educational and Methodological Center for Financial Monitoring. In general, by 

decision of the Prosecutor General of Russia, Igor Viktorovich Krasnov, Russian prosecutors are 

making significant efforts to disseminate and popularize best practices in the field of financial 

security. Over the past two years, prosecutors have conducted training events in this area with 

prosecutors from more than 30 countries around the world. 

The possibilities of cross-border civil confiscation are not yet fully utilized, and there is serious 

politicization of international legal cooperation, which has a negative impact on global financial 

security. At the same time, many jurisdictions have accumulated significant practical experience, a 

database of cases has been formed, and international cooperation has become much faster thanks 

to electronic means of communication, contact persons, and points created within the framework 

of various international associations. 

There are many expert meetings to exchange experience and best practices, which gives us 

confidence that all the problems I mentioned today will be successfully overcome, and the 

effectiveness of international legal cooperation in the field of ensuring global financial security will 

only increase. This is where I see the importance of our meeting today. 
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Cryptocurrency Company Hacking Incidents and Money 

Laundering Activities 

-Ingi Lee37 

Abstract 

Cryptocurrency has revolutionized the financial landscape, offering decentralized, secure, and borderless transactions. 

However, its inherent anonymity and lack of regulation have made it an attractive target for cybercriminals. This 

paper explores significant hacking incidents involving cryptocurrency exchanges, focusing on two prominent casesñ

Exchange A and Exchange B. These cases highlight sophisticated hacking methods such as phishing emails, OTP 

authentication bypass, watering hole attacks, and advanced malware exploitation, which resulted in the theft of 

significant funds. The study delves into the role of North Korean hacking groups, including Lazarus and Kimsuky, 

in orchestrating these cyberattacks. It examines the characteristics of malware used, revealing shared patterns across 

multiple incidents, including similarities with attacks on Sony Pictures and Nonghyup Bank. Furthermore, the 

analysis links these cybercriminal activities to North Koreaõs broader strategy to fund operations amid tightening 

international sanctions. In addition to detailing the hacking techniques, the paper examines the challenges of tracing 

stolen cryptocurrency. Advanced tracking efforts uncovered connections between domestic and North Korean hacking 

activities, identifying laundering routes through Chinese OTC traders and Korean exchanges. Collaboration with the 

FBI was crucial in securing robust evidence, including the identification of Bitcoin addresses directly linked to 

criminal activities. Finally, the paper presents insights into money laundering mechanisms, including the use of 

domestic accounts, gift card purchases, and smuggling operations to legitimize stolen assets. These findings emphasize 

the need for strengthened cybersecurity frameworks, international cooperation, and regulatory reforms to combat the 

rising threat of cryptocurrency-related crimes. 

Keywords: 

[cryptocurrency, cybercrime, hacking incidents, malware exploitation, North Korean hacking groups, money 

laundering, FBI collaboration, and regulatory reforms] 

1. Virtual Currency Hacking Case Overview 

Cryptocurrency hacking investigations often originate from victim reports submitted through 

platforms such as Shinmungo, Koreaõs official crime reporting website. In this case, investigators 

uncovered a breach at Exchange A, where over 31,000 customer records were stolen from the 

CEOõs private laptop. The attackers demanded $4.5 million in ransom, threatening to expose the 

stolen data if their demands were not met. 

As the investigation unfolded, malicious email attachments sent to Cryptocurrency Exchange Aõs 

CEO were linked to similar activities targeting other cryptocurrency exchanges. This discovery 

expanded the investigation to include Exchange B, revealing the coordinated and multi-layered 

nature of the hacking campaign. 

2. Overview of Infringement Cryptocurrency Exchanges 

2.1 Exchange A: Methods of Hacking 

2.1.1 Threatening Emails 

                                                           
37 Ingi Lee is a Senior Cybercrime Investigator at the Supreme Prosecutorsõ Office in South Korea, working in the 
Cyber and Technology Crime Department. With 11 years of experience in cybercrime investigations and two years 
specializing in technology leakage cases, Lee plays a key role in combating digital threats and safeguarding technological 
assets. Lee can be reached at lingi@spo.go.kr. 
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North Korean hackers targeted Exchange A using phishing emails containing malicious code. 

 

Figure 1: Overview of Threatening Email Scheme 

a. Emails infected the CEOõs computer with malware. 

b. Hackers accessed over 31,000 customer records. 

c. Using the stolen data, they sent threatening messages to the CEO, demanding payment. 

d. When the CEO refused, the hackers began posting the stolen data online. 

2.1.2 Bitcoin Theft Through Authentication Bypass 

Hackers exploited vulnerabilities in OTP (One-Time Password) authentication systems commonly 

used by Korean exchanges: 

 

Figure 2: Overview of Authentication Bypass Intrusion 

a. They accessed victims' accounts on mobile service provider websites, leveraging commonly 

reused passwords. 

b. OTP messages were redirected to spam folders by registering victim numbers as spam. 

c. Hackers sold victimsõ cryptocurrency holdings, converted them into cash, and purchased Bi

tcoin. 

d. They retrieved OTPs from spam folders to complete unauthorised transactions, transferrin
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g Bitcoin to external wallets. 

2.1.3 Bitcoin Theft Through Voice Phishing 

Hackers combined stolen customer data with voice phishing tactics: 

 

Figure 3: Overview of Fund Theft Using Voice Phishing 

a. Accomplices posing as cryptocurrency exchange staff  contacted victims. 

b. Claiming accounts were compromised, they requested verification codes. 

c. Trusting the impostors, victims provided codes, enabling unauthorized Bitcoin purchases. 

d. The scheme resulted in financial losses of  2.17 billion KRW from 62 victims. 

2.2 Exchange B: Advanced Malware Exploitation 

2.2.1 Watering Hole Attack 

This sector presents the cryptocurrency exchange B hack and the key elements involved in the 

breach. A notable feature of this attack is a watering hole attack, infecting vulnerable mobile 

phones with malware. The entire process of cryptocurrency theft is outlined below 

 

Figure 4: Overview of the Theft Process Through Watering Hole Attack 
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a. Compromising a Web Server: The hackers infiltrated a web server and implanted malicio

us watering hole code that would automatically infect mobile phones running outdated mo

bile software versions. 

b. Mobile Device Infection: Once infected, these compromised mobile phones were later us

ed to intercept OTPs (One-Time Passwords) required for authentication. 

c. HWP Malware Deployment: The hackers sent a resume to the CEO of  Cryptocurrency 

Exchange B, disguised as an application for employment. However, the attached HWP Wor

d file contained hidden malware. 

d. Computer Infection: When the CEO opened the Word file, their computer was infected 

with the malware. 

e. Credential Extraction: The hackers extracted the server administratorõs credentials, which 

were stored on the compromised computer. 

f. Server Infiltration: Using the stolen credentials, the hackers logged into the Cryptocurrenc

y Exchange Bõs server. They then altered the users' phone numbersñused for authenticatio

nñto match the numbers of  infected mobile phones controlled by the hackers. 

g. Execution of  Unauthorized Transactions: With the OTPs intercepted via the comprom

ised phones, the hackers successfully authenticated transactions. 

h. Bitcoin Theft : Finally, 75 Bitcoins were transferred from user accounts to the hackersõ wall

ets. 

This attack highlights the sophisticated methods employed by cybercriminals to exploit 

vulnerabilities in cryptocurrency exchanges, combining multiple advanced techniques to 

achieve their objectives. 

3. Analysis of Malware Characteristics 

3.1 HWP Malware Analysis 

The HWP (Hangul Word Processor), a widely used Korean office software, was exploited in 

targeted attacks on cryptocurrency exchanges. The steps involved in these malware attacks are 

detailed below: 

 

Figure 5: Overview of Malicious Code Operation in Hangeul Office Format 

a. Delivery of  Malicious Files: Hackers sent emails containing HWP documents embedded 

with malicious code to targeted recipients. 

b. Execution of  Malware: Once recipients opened the HWP document, the malware was act
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ivated, infecting their computers. The malware leveraged gbb.exe, a legitimate HWP progra

m component, to execute its payload. 

c. Exploitation of  Vulnerabilities: Hackers exploited software vulnerabilities by crafting .PS 

(PostScript) files that served as arguments to gbb.exe, enabling the execution of  malicious c

ode. 

d. Injection of  Malicious Code: The malware injected harmful code into the memory of  th

e HWP program, allowing it to operate covertly without detection. 

e. Connection to Command and Control (C&C) Servers: The malware communicated wit

h a C&C server, identified through analysis of  the executable code. This server acted as a c

ontrol hub for the attackers. 

f. Remote Command Execution: Once connected to the C&C server, the hackers gained c

ontrol over the infected systems, enabling them to: 

- Download and deploy additional malware. 

- Remotely manage the victimõs computer. 

- Capture sensitive data through keylogging. 

These sophisticated techniques allowed hackers to exploit HWP vulnerabilities effectively, stealing 

sensitive information and maintaining persistent control over compromised systems. The level of 

planning and execution demonstrated in these attacks highlights the advanced strategies utilized by 

cybercriminals in targeting cryptocurrency exchanges. 

3.2 Attributes of Malware 

The malware utilized in cryptocurrency exchange hacking incidents reveals sophisticated strategies 

linked to advanced cyberattacks. A total of 31 distinct types of malware were collected and 

analyzed during the investigation. Key similarities to prior suspected North Korean hacking 

campaigns include: 

¶ The Sony Pictures Hacking: An attack characterized by data theft and destructive tactics. 

¶ Malware Disguised as Samsung Messenger Software: A breach targeting corporate sys

tems through deceptive software. 

¶ The Nonghyup Bank Network Attack: A sophisticated intrusion into the financial secto

r using advanced malware techniques. 

The analyzed malware shared the following operational features among North Korean malware: 

a. Command Execution system of  Command and Control (C&C) Server: The malware 

communicated with remote C&C servers, allowing attackers to issue commands and mainta

in control over compromised systems. 

b. Malwareõs Source code to Extort File List: Specific strings embedded in the malwareõs c

ode enabled the identification and extraction of  file lists from targeted systems. 

c. Custom Decoding Functions: Identical decoding functions were observed across multipl

e incidents and designed to decrypt malware strings and evade antivirus software detection. 

These overlapping attributes strongly indicate a connection between the cryptocurrency exchange 

attacks and other North Korean-related hacking campaigns. The reuse of specialized tools and 

consistent strategies underscores the advanced capabilities and coordination of the groups involved 

in these incidents. 

4. North Koreaõs Crypto Hacking Activities 
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North Korean hacking groups, including Lazarus and Kimsuky, have evolved their focus over the 

years. During the early 2010s, these groups were primarily engaged in cyberterrorism, exemplified 

by the Korea Hydro & Nuclear Power (KHNP) hacking incident in Korea. However, as 

international sanctions tightened, their activities shifted towards hacking cryptocurrency exchanges 

and financial institutions to secure funds. 

Examining recent trends in cryptocurrency hacking incidents involving North Korea reveals 

notable statistics: 

 

Figure 6: Statistics on North Korea's Cryptocurrency Exchange Hacking 

¶ In 2022, although the number of  hacking incidents was smaller than in 2023, the total value 

of  funds stolen was higher. 

¶ In 2023, North Korea executed a record-breaking 20 hacking incidents, marking the highest 

number ever recorded. 

5. Money Laundering Through Korean Cryptocurrency Exchanges 

Many cryptocurrencies obtained through hacking are flowing into South Korean exchanges for 

money laundering purposes. The main reason is that the price of Bitcoin is frequently traded at 

higher prices on Korean cryptocurrency exchanges than in global markets. Several key factors 

contribute to this phenomenon: 

¶ Strict Foreign Exchange Regulations: Koreaõs closed market structure and stringent cur

rency controls create conditions that favour price discrepancies. 

¶ Market Volatility : High levels of  individual investor participation drive significant market 

volatility, further amplifying price differences. 

¶ Exchange Rate Fluctuations: Variations in exchange rates significantly impact cryptocurr

ency prices on domestic platforms. 

On average, cryptocurrencies are traded at prices exceeding those on international exchanges by 

approximately 2% annually.  

5.1 Bitcoin Tracking Limitations  



Theme 3: Cryptocurrency and Digital Economic Crime 
Session 8 

124 
 

During the investigation of cryptocurrency exchange hacking, we monitored over 60 Bitcoin 

addresses that were identified as being connected to stolen cryptocurrency funds. The tracking 

process proved challenging as the stolen Bitcoins remained frozen in these addresses and were 

never transferred to cryptocurrency exchanges for cashing out. This stagnation limited the ability to 

trace further movements of the stolen assets. 

5.2 Tracking Stolen Cryptocurrency and Laundering Routes 

Tracking stolen virtual currency provides a comprehensive view of sophisticated laundering 

activities. Several years ago, the U.S. Department of Justice uncovered 280 cryptocurrency 

addresses linked to North Koreaõs extensive money laundering network. These addresses were 

associated with the laundering of stolen Bitcoins through Chinese Over-The-Counter (OTC) 

traders, which significantly obscured the traceability of transactions. 

 

Figure 7: Flowchart of North Korea's Stolen Cryptocurrency Funds analyzed by the U.S. Department of Justice 

Subsequent analysis of blockchain transactions revealed that a notable portion of these illicit funds 

flowed into Korean cryptocurrency exchanges. These exchanges acted as pivotal nodes in the 

laundering process, facilitating the conversion of stolen assets into liquid currency or other 

cryptocurrencies. This pattern underscores the complexities of tracking stolen funds in the 

cryptocurrency ecosystem and highlights organised cybercriminal groups' strategic exploitation of 

regional financial structures. 

5.3 Linking Domestic Crimes to Hacked Funds 

The connection between Bitcoin addresses used in domestic crimes and those associated with 

hacked cryptocurrency funds was thoroughly analyzed. In domestic hacking incidents, 

cybercriminals exploited victims' personal information and vulnerabilities, demanding Bitcoin 

payments to specific addresses. Through this analysis, we identified four cryptocurrency exchanges 

as recipients of the stolen Bitcoin. 
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Figure 8: Flowchart of North Korea's Hacked Cryptocurrency Funds 

Notably, the analysis uncovered that Bitcoin from both domestic victims and North Korean 

hacking activities converged at the same addresses within a Korean cryptocurrency exchange. This 

overlap highlights a complex network of laundering routes, emphasizing the strategic coordination 

between domestic and international cybercriminals. 

5.4 Bitcoin Tracking Results 

To streamline the analysis of Bitcoin transactions, we established key criteria to guide the tracking 

process. Specifically, transactions were considered only if Bitcoin was transferred directly from the 

suspectõs address or through a single intermediary step before reaching domestic cryptocurrency 

exchanges. 

Findings 

¶ Exchange A: A total of  50,622 BTC, valued at approximately $515.78 million, was lin

ked to 10 addresses. 

¶ Exchange B: 102,791 BTC, equivalent to $883.73 million, was associated with 11 add

resses. 

¶ Exchange C: 36,908 BTC, amounting to $241.16 million, was connected to 25 addres

ses. 

¶ Exchange D: 5,226 BTC, worth approximately $31.34 million, was traced to 2 addresses  

5.5 International Cooperation with the FBI 

During the investigation, securing robust evidence of criminal activities became a priority, 

prompting collaboration with the FBI. This cooperation entailed cross-checking and detailed 

analysis of 49 suspected Bitcoin addresses, leveraging international expertise to uncover critical 

connections. 

Key findings from this joint effort include: 

a. Direct Criminal Links : Four Bitcoin addresses were conclusively linked to criminal activiti

es, providing concrete leads for enforcement actions. 

b. Money Laundering Connections: The remaining 45 addresses were traced to money laun

dering operations, predominantly involving Chinese Over-The-Counter (OTC) traders who 

facilitated the movement of  illicit funds across borders. 
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This collaboration not only revealed significant details about the scale and sophistication of the 

laundering network but also emphasized the essential role of cross-border cooperation in 

addressing the complex challenges posed by cryptocurrency-related crimes. The partnership with 

the FBI provided valuable insights and strengthened the investigative process, showcasing the 

importance of international alliances in combating cybercrime. 

5.6 Identification of Domestic Accomplices 

Through Bitcoin tracking efforts, investigators identified three cryptocurrency exchanges in Korea 

linked to hacking and fraud activities. Further investigation into the account holders uncovered 

four suspects with the following profiles: 

 

Figure 9: Identification of Four Suspects Involved in Money Laundering 

¶ Two Korean Nationals: Both were found to be directly involved in facilitating the transfer 

and laundering of  stolen cryptocurrency funds. 

¶ One Chinese International Student: The suspect actively engaged in transactions connec

ted to illicit funds. 

¶ One Chinese National Residing in Korea: The suspect married to a Korean woman 

These findings highlight the diverse backgrounds of the suspects and their coordinated 

involvement in cybercriminal activities, underscoring the complexity of identifying and addressing 

domestic accomplices in cryptocurrency-related crimes. 

5.7 Linked Accounts and Coordinated Money Laundering 

Access logs revealed a highly coordinated effort to launder stolen funds across multiple 

cryptocurrency exchanges. Specifically, the login history demonstrated that the same IP address 

was used to access Exchange A to initiate a withdrawal. Shortly thereafter, the same IP was used to 

log in to Exchange B. This synchronized activity highlighted the interconnected nature of the 

accounts, providing compelling evidence that they were operated by a single, organized entity 

specializing in money laundering activities. 
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Figure 10: Identification of Four Suspects Involved in Money Laundering 

These findings emphasize the critical need for enhanced monitoring systems and robust IP 

tracking mechanisms to detect and prevent coordinated laundering activities in the future. 

6. Money Laundering Methods 

6.1 Detailed Money Laundering Techniques 

One of the critical money laundering techniques employed by the suspects involved strategic 

exploitation of financial systems and consumer goods. Analysis of bank transaction histories 

revealed the following: 

 

Figure 11: Bank Transaction Records of Suspects for Money Laundering 

¶ Frequent Cryptocurrency Sales: Approximately 800 million KRW was transferred to do

mestic bank accounts through over 30 separate cryptocurrency sales transactions. 

¶ Gift Card Purchases: The same amount of  money was subsequently transferred from the

se accounts to duty-free shop accounts, specifically to purchase gift cards. 

¶ Repetitive Patterns: This cyclical pattern of  fund movement and gift card purchases appe

ared consistently in the transaction records, indicating a deliberate and systematic launderin

g strategy. 

¶ Conversion to Consumer Goods: The gift cards were used to buy duty-free items, such as 

cosmetics, which were later smuggled abroad. 
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This process allowed the criminals to effectively obscure the origins of stolen funds, demonstrating 

their money laundering operations' sophistication and calculated nature. Such activities highlight 

the critical need for enhanced scrutiny of financial transactions. 

6.1 Detailed Process 

The complete money laundering process employed by the criminal network involved a 

meticulously planned sequence of actions designed to obscure the origins of stolen cryptocurrency. 

The process is outlined as follows: 

 

Figure 12: Bank Transaction Records of Suspects for Money Laundering 

a. Transfer of  Stolen Cryptocurrency: Hackers initially transferred stolen cryptocurrency to 

domestic accounts created by Chinese nationals residing in Korea. These accounts acted as 

the first layer of  the laundering network. 

b. Notifications and Conversion: Accomplices received real-time notifications about crypto

currency transfers through messaging platforms such as QQ. These accomplices quickly co

nverted the cryptocurrency into cash to minimize the traceability of  the funds. 

c. Purchase of  Gift Cards: The laundered cash was then moved into designated accounts co

ntrolled by the network. These funds were systematically used to purchase duty-free shop g

ift cards, a key step in diversifying the stolen assets. 

d. Acquisition of  Duty-Free Goods: Utilizing the purchased gift cards, the network acquire

d high-value duty-free items, including luxury cosmetics and electronics, which are in high 

demand in international markets. 

e. Smuggling and Sale: The acquired goods were smuggled out of  Korea using well-coordin

ated channels. These items were sold in foreign markets, converting them into clean cash th

at was difficult to trace back to the original theft. 

f. Fund Redistribution: Finally, the proceeds from the sales were transferred to accounts sp

ecified by the hackers, completing the laundering cycle. 

This sophisticated, multi-layered operation highlights the advanced planning, coordination, and 

exploitation of both financial systems and consumer markets by the criminal organization. 

Conclusion 
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This investigation provides an in-depth analysis of the sophisticated hacking and laundering 

techniques employed by cybercriminal networks targeting cryptocurrency exchanges. Through 

hacking cases of Exchange A and Exchange B, we uncovered advanced methodologies such as 

phishing attacks, authentication bypasses, and watering hole strategies, along with the exploitation 

of specialised malware like HWP. These incidents highlight vulnerabilities in the cryptocurrency 

ecosystem that are actively exploited by entities such as North Korean hacking groups. 

The investigation also revealed the complex laundering mechanisms utilized to obscure the origins 

of stolen funds. Techniques ranged from the use of gift cards and high-value consumer goods to 

smuggling networks and coordinated activities across multiple exchanges. The role of international 

cooperation, exemplified by collaboration with the FBI, proved instrumental in tracing illicit funds 

and identifying key players in these operations. 

To combat these threats effectively, a multi-faceted approach is required. This includes 

strengthening cybersecurity measures across exchanges, implementing more robust tracking and 

monitoring systems, fostering international alliances, and addressing gaps in regulatory frameworks. 

By adopting these measures, stakeholders can significantly reduce the risks posed by cybercriminals 

and ensure a more secure and resilient cryptocurrency ecosystem. 
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Cryptocurrency and Digital Economic Crime 

- Mani Raj Shrestha38 

 

 
 

                                                           
38 The Speaker is a Deputy Director at Nepal Rasta Bank (the Central Bank of Nepal and works under the Foreign 
Exchange Management Department. 
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Analysis of the Patterns of Cryptocurrency-related Financial Crimes 

and the Legal Responses 

- Li Pengfei39 

Abstract 

Cryptocurrency, characterized by decentralization, anonymity, and high cross-border liquidity, has been increasingly 

used while also triggering financial crime risks such as money laundering, fraud, and illegal operations, posing great 

challenges to financial supervision and judicial disposal. This paper takes several typical cases of cryptocurrency-

related financial crimes as samples and entry points, such as "crimes using cryptocurrency as a payment tool," "crimes 

targeting cryptocurrency," and "crimes using cryptocurrency as a guise." After sorting out the experience, practice, 

obstacles, and difficulties in the online-clue research and assessment, the evidence acquisitions, and the legal 

determination of such cases, this paper will summarize and analyse the patterns of cryptocurrency-related financial 

crimes and then propose targeted and practical legal responses. It will also explore the possibilities and feasibilities of 

improving case handling, promoting legal perfection, strengthening international cooperation, and jointly promoting 

financial security. 

Keywords: 

[Cryptocurrencies; Application of law; Financial supervision; International cooperation] 

Introduction  

As a product of the vigorous development of the information age, cryptocurrency has been 

booming worldwide in the past decade alongside the maturing blockchain technology. 

Cryptocurrency has created a breeding ground for various network criminal activities due to its 

gradually substantial cash value and its characteristics of anonymity, transaction convenience, rapid 

cross-border transfer, and difficulty in tracking. In particular, financial crimes such as money 

laundering and illegal fundraising through cryptocurrency occur frequently. Compared with 

traditional crimes, these involve a wider range, are more harmful, and are more difficult to monitor, 

prevent, and control. Undoubtedly, cryptocurrency-related crimes seriously endanger national 

economic and social stability as well as public property security. It is imperative to combat and 

prevent cryptocurrency-related financial crimes. 

As a member state of the Financial Action Task Force (FATF), and in pursuit of safeguarding 

worldwide economic and social security as well as global sustainable development, China remains 

continuously committed to risk prevention, international cooperation, and mechanism 

improvement. With the aim of effectively combating and preventing crime, this essay will 

summarize China's experience and practices in handling typical cases of cryptocurrency-related 

financial crimes and explore corresponding legal responses. Hope this essay can provide some 

hints for correctly understanding the trend of cryptocurrency-related financial crimes and the 

supervision.  

Legal Attributes and Regulatory Framework of Cryptocurrency 

1. Distinction between Cryptocurrency, Virtual Currency, and Digital Currency 

                                                           
39The Author is the Permanent Member of Procuratorial Committee of  Peopleõs Procuratorate of Sichuan Province , 

P.R.C 
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It is necessary to clarify the terms involving "cryptocurrency", which is the prerequisite for 

understanding the different regulatory systems of various countries and regions. Virtual currency, 

cryptocurrency, and digital currency seem similar, but they are obviously different as regards with 

the function, the issuing entity and the operating mechanism. 

Virtual currency: any currency in a virtual pattern which is not relied on a physical entity for 

existence falls within the range of virtual currency, including cryptocurrency, digital currency and 

stable-value currency.40 It also includes some shopping points or some virtual game currencies. 

Strictly speaking, it is not a currency in the real sense, but one in a quotation. 

Cryptocurrency: All virtual currencies produced by the cryptographic algorithms, usually refer to 

tokens41 on the blockchain such as Bitcoin. 

Digital currency: It includes any currency that is generated by the encryption technique and exists 

in a digital form. Digital currency is generally a form of legal tender issued by a centralized country 

or institution. For example, the Digital RMB of China adopts a two-tier operating system, which 

improves the transaction efficiency and at the meantime ensure the feasibility of supervision by 

conjoining the centralized management and the distributed ledger technology. 

All cryptocurrencies are digital currencies, but the reverse is not necessarily true. The essence of the 

cryptocurrency is to use the encryption technology to protect the security of transactions and 

control the generation of currency. Comparatively, the digital currency is more extensive, including 

cryptocurrencies and non-encrypted forms of electronic currency. Differences indeed exist 

between the two when concerned with the technical foundation, the application scenarios, the 

social impact and etc. 

China attaches great importance to the development of the digital economy. As a legal tender 

issued by the Central Bank, the Digital RMB is equivalent to physical RMB and plays the role of 

value measurement, circulation and payment. Undoubtedly, the Digital RMB plays a crucial part in 

developing China's cross-border payment system and combating money laundering crimes, and 

increasingly becomes a "new engine" for promoting the high-quality development of China's 

economy. 

2. Legal Attributes of Cryptocurrency 

Currently, various countries and regions are exploring how to regulate the cryptocurrency, and they 

hold different attitudes. Different understanding of cryptocurrency leads to various regulatory 

frameworks and also results in different judgments of its legal status. According to relevant 

research, the possible natures of cryptocurrency include legal tender, currency, payment method, 

financial instrument, security, foreign exchange, commodity and asset. The reason for using 

"possible" is because of its changeable legal status. Factors such as domestic economy, national 

investment preferences and risk tolerance, the transaction scale, the cognition of cryptocurrency 

and the authoritiesõ attitudes will all affect the judgment of its legal status. For countries and 

                                                           
40 Stable-value coins are a special type of cryptocurrency of which the value is pegged or linked to one or more 
reference assets to reduce price fluctuations, usually the legal trade such as the US dollar, euro or gold. It is normally 
called USTD, which is Tether. The function of the coins is to combine the instant trading and security of 
cryptocurrencies with the stability of traditional currencies. Their acceptability varies among countries 
41 Tokens refer to a type of digital asset issued on a blockchain platform, which can represent certain rights or 
commodities, such as equity tokens, debt tokens, usage rights tokens and etc. Tokens are more closely associated with 
specific platforms or projects. Their value often depends on the value of the rights or commodities they represent, and 
their application scenarios are relatively limited. 
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regions, two aspects affect the determination of the nature of cryptocurrency. The first one is the 

functions of cryptocurrency. For example, Luxembourg characterizes cryptocurrency as a currency 

based on its functions. The second is the demand of the supervision. For instance, Switzerland 

characterizes cryptocurrency as the foreign exchange because of the tax purposes. Most countries 

and regions deny the currency nature of cryptocurrency; however, they allow its existence and 

incorporate it into the regulatory framework of the tax law and the anti-money laundering law. 

During 2018 and 2019, The Report of the Financial Action Task Force to G20 Finance Ministers 

and Central Bank Governors released by FATF articulated in expressions as "virtual currency or 

crypto-asset" and "virtual asset (virtual assets)", defining it as "value in digital form that can be 

traded or transferred and can be used for payment or investment purposes." In the China Financial 

Stability Report 2018, the People's Bank of China defined "crypto-assets" as a form of private 

financial assets, which are not issued by the monetary authority and do not have the same legal 

status as currency. 

3. Whether the Cryptocurrency is a "Property" or "Funds" in Criminal Law 

China's criminal law has not yet clearly defined the property attributes of cryptocurrency. The 

concerned judicial judgments are not uniform. Some judgments recognize the property attributes 

and consider that the behavior of taking cryptocurrency as a criminal target consists a property-

infringing crime which need to be cracked down. Meanwhile, some do not recognize its property 

attributes in criminal law, however, they make judicial judgments on limited crimes such as the 

crime of illegal intrusion of computer information systems. In addition, there is no uniform 

standard of the disposal of cryptocurrency assets involved in cases. 

 

In fact, the fundamental nature of cryptocurrency is data information, which can be used as 

evidence to prove the flowing of funds. This feature naturally leads to its evidential attribute so that 

it is reasonable to regulate it through criminal law. Once the two parties in a transaction reach a 

consensus on value exchange and then conduct transfers, transactions and obtain benefits, 

cryptocurrency does exhibit a real property attribute.  

4. Regulatory Attitudes and Strategies towards Cryptocurrency in Different Countries 

and Regions 

In the early days of its emergence, many countries took a rejecting attitude because of the worry 

that it might bring financial risks and trigger legal issues such as money laundering. As 

cryptocurrencies like Bitcoin and Ethereum have continued to gain popularity, regulatory 

authorities in many countries have to strengthen the supervision. 

Europe: The attitudes of European countries towards cryptocurrencies such as Bitcoin vary. Some 

countries, like Germany, publicly recognized the legitimacy of Bitcoin for the first time in 2013 and 

classified it as a private currency, allowing legal transactions within the country. However, some 

other countries are cautious and impose strict restrictions on the trade and the use of 

cryptocurrency. For example, in April 2021, the Central Bank of Turkey issued a notice banning 

the use of crypto-assets in payments, pointing out that the market value of crypto-assets fluctuates 

violently with irrevocable risks and they might be used for illegal activities. 

The United States: The US holds a relatively open and tolerant attitude towards Bitcoin. The U.S. 

government acknowledges the legal status of cryptocurrencies such as Bitcoin and allows them to 

be used in transaction within a certain limit, provided that they must comply with regulations of 
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the financial crime enforcement network. Some states even allow using Bitcoin for tax payments. 

However, this does not mean the United States completely allows the circulation of digital 

currencies, and relevant regulatory agencies still strictly supervise them to avoid potential risks. 

Japan: One of the Asian countries that recognized the legal status of Bitcoin relatively early. The 

Japanese government not only allows the trade and the use of Bitcoin but also specially revised the 

"Payment Services Act of Japan" to formally establish the legal status of Bitcoin. At the same time, 

Japan has also implemented a strict Know Your Customer (KYC) Policy to maintain the safety and 

stability of the financial market by requiring the cryptocurrency trading platforms and financial 

institutions to comprehensively verify customersõ identities and perform due diligence before 

conducting transactions for ensuring the legality of the funds received. 

5. Current Situation of China's Regulation of the Cryptocurrency 

(1) From 2008 to 2013: Gradually bringing virtual currencies under the regulatory scrutiny. In the 

early days after its emergence, the focus of regulation was on warning about the trading risks. In 

December 2013, the People's Bank of China and four other ministries and commissions jointly 

issued the Notice on Preventing the Risks of Bitcoin. It defined Bitcoin as a specific virtual 

commodity, which does not have the same legal status as currency, and the notice emphasized that 

Bitcoin cannot and should not be circulated or used as currency in the market. All financial 

institutions and payment institutions are prohibited from the Bitcoin-related business. The issuance 

of this notice signified that China officially took virtual currencies represented by Bitcoin into 

supervision. 

(2) From 2014 to 2017: Prohibiting Initial Coin Offerings (ICO)42 and related transactions and 

services for virtual currencies. In 2017, six departments, including the People's Bank of China, 

issued the Announcement on Preventing the Financing Risks of Token Issuance. This announcement 

specifically pointed out that virtual currencies should not be circulated in the market as currency. It 

reiterated that both financial institutions and non-bank payment institutions are prohibited from 

engaging in business related to token-issuance fundraising. The announcement implied a blanket 

ban on ICO fundraising activities in China. Subsequently, the China Internet Finance Association 

issued a risk warning, prohibiting its member units from participating in any transactions related to 

virtual currencies or providing services for such transactions. 

(3) From 2018 to the present: Issuing risk warnings and interviewing some banks and payment 

institutions. In 2018, the People's Bank of China, together with four other ministries and 

commissions (including the Ministry of Public Security) jointly issued a risk alarm, showing to the 

public the main characteristics of illegal fundraising, pyramid schemes and fraud. The illegal 

behaviours are mainly based on the issuance of the so-called ôvirtual currenciesõ, ôvirtual assetsõ and 

even ôdigital assetsõ by hyping up the topic of block-chain. The alarm suggested the public treat 

blockchain rationally and effectively improve their risk prevention awareness. 

                                                           
42 ICO (abbreviation for Initial Coin Offering) fundraising is a way to raise funds for cryptocurrency/blockchain 
projects. It is similar to the concept of an Initial Public Offering (IPO) in the stock market. In an ICO, a blockchain 
project issues tokens for the first time to raise popular cryptocurrencies such as Bitcoin and Ethereum. Early 
participants can receive initial cryptocurrencies as a reward. More specifically, it is a fundraising mechanism where parts 
of the cryptocurrencies are sold to early users and enthusiasts in exchange for cash. If investors are optimistic about 
the prospects of a certain project, they can participate in its ICO by investing funds (such as cryptocurrencies like 
Bitcoin or Ethereum) and obtain the tokens issued by the project. These tokens may increase in value as the project 
develops, and investors also expect to achieve a good return on investment (ROI 
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In May 2021, in response to the sharp fluctuations in virtual currency prices and the resurgence of 

virtual currency trading activities, the China Internet Finance Association, the China Banking 

Association and the China Payment and Clearing Association jointly issued a notice to continually 

ban ICOs and prohibiting cryptocurrency trading and exchange activities. On June 21, 2021, 

relevant departments of the People's Bank of China arranged talks with some banks and payment 

institutions, including Industrial and Commercial Bank of China, Agricultural Bank of China and 

Alipay (China) Network Technology Co., Ltd. about their services for the cryptocurrency trading 

and the hype. These banks and payment institutions were required to strictly implement the above-

mentioned regulations, earnestly fulfil their customer identification obligations, promptly cut off 

the payment links of transaction and strengthen the supervision of funds related to virtual currency 

trading and speculation activities. 

Analysis of the Patterns of Crypto-related Financial Crimes 

Based on the currently available case samples, there are mainly three types of cryptocurrency-

related criminal patterns in China: crimes using cryptocurrency as a means of payment, crimes 

targeting cryptocurrency, and crimes using cryptocurrency as a pretext. The following is an 

elaboration with specific cases. 

1. Crimes Using Cryptocurrency as a Means of Payment 

(1) Taking advantage of the characteristics of different cryptocurrencies, criminals 

engage in black and gray markets in the crypto space, such as online gambling, gun-

related, and drug-related activities, etc. 

Case 1: LI released a gambling Dapp (Decentralized Application, a combination of smart contracts 

and APP) named "Biggame" on the EOS public blockchain, which became very popular in the 

cryptocurrency community. This Dapp does not require downloading. Users can directly access to 

and log in on the public blockchain or through various EOS wallets. Users can directly bet by using 

EOS tokens. After investigation, the number of participants in this gambling platform reached 

73,000 and the volume of transaction reached 420 million virtual coins, equivalent to the value of 

over 8 billion yuan. 

Case 2: ZHANG contacted with overseas drug suppliers multiple times through an internet 

messaging app. He used Bitcoin and Tether (USDT) to pay for the purchase of drugs and sent the 

drugs into the country via international express delivery from Toronto, Canada and Frankfurt, 

Germany. The customs officers seized a total of 329.39 grams of marijuana leaves and 2.15 grams 

of the new drug LSD. 

Modus Operandi: Familiar with characteristics of various cryptocurrencies, criminals can commit 

different types of crimes according to the different features of crypto. For example, as EOS tokens 

have features of the low unit value, instant transfer and fast-transaction speed, criminals can use 

them in the online gambling crimes based on blockchain platforms. Meanwhile, by utilizing the 

large market capitalization, wide acceptance and strong liquidity of Bitcoin and Ethereum, 

criminals apply them to black and gray market crimes such as gun-related and drug-related 

activities, which need relatively large amounts of funds. They use these cryptocurrencies instead of 

legal tender for transactions and circulation. The parties of the transaction have no contact 

throughout the entire process and they do not even know who is really at the other side. Criminal 

methods are concealed and diverse. 
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(2) Taking advantage of the anonymity of cryptocurrencies, criminals mix illegal 

proceeds obtained from different channels and commit money laundering crimes by 

cutting off the fund flow. 

Case 1: PU and others together formed a money laundering gang. They illegally obtained 95 bank 

accounts which belong to 69 persons by purchase and other means, and then use these accounts to 

receive the upstream criminal funds. They hired others to withdraw the money from accounts and 

pool the cash, which was then deposited into the accounts they controlled. Through U-traders, 

they exchanged the cash for Tether and transferred Tether to the upstream criminal. PU and his 

gang made illegal profits in the process. 

Case 2: CHEN organized several people to pretend to play cards in several teahouses in Sichuan 

Province. Claiming that they had no cash on hand, they deceived the teahouses into providing their 

Payment QR (quick response) Codes for receiving money and then teahouse servers exchanged the 

funds into cash back for them. In fact, this process implies that the gang members sent the 

payment QR codes to their upstream fraud and gambling gangs for collecting the criminal 

proceeds. After pooling the cash exchanged from the teahouses, Chen and others deducted a 20% 

commission and used a cryptocurrency trading platform to buy Tether. They then transferred 

Tether to the wallet addresses provided by the upstream. Finally, the transaction is completed. 

Modus Operandi: First, to transfer funds involved in the case to the accounts of U-traders who 

are engaged in the business of exchanging cryptocurrencies and legal tender. Then, to mix funds 

with a large amount of money from other cases or channels before washing them out. The identity 

information provided by the U-trader is almost about irrelevant individuals or purchased fake 

identities. There is no connection of all the coming-in and going-out fund, which makes it 

impossible to trace the flow through the fund penetration. In general, on one hand, criminals serve 

for the upstream fund providers through the money-washing platform, and on the other hand, they 

organize a large number of people downstream to receive, transfer and clean money through 

various exchange methods such as "from cash to cryptocurrency" or "from cryptocurrency A to 

cryptocurrency B", and etc. 

(3) Taking advantage of the characteristics of decentralization and high cross-

border liquidity of cryptocurrencies, criminals engage in illegal business operations 

through straddled matched orders. 

Case 1: WAN contacted clients who needed US dollars. After negotiating the exchange rate of US 

dollars and the clients' receiving accounts, Wan transferred the corresponding amount of Tether to 

a wallet address provided by Huang. Afterwards, Huang used an account of a Hong Kong 

company under his control to transfer US dollars to the clients' designated receiving accounts. 

After confirming the reception, the clients transferred the relevant RMB for purchase to Wan's 

bank account. Thus, the whole foreign exchange transaction is finished. After investigation, a total 

of 30.51 million Tether was found involved in this case with a trading volume of over 45.18 million 

US dollars. 

Case 2: ZHAO organized a criminal gang to provide the foreign exchange and payment services of 

UAE Dirham and RMB in the United Arab Emirates and China. The gang absorbed UAE Dirham 

cash in Dubai and simultaneously transferred the corresponding amount of RMB to the designated 

domestic RMB accounts of the other party. Then, they used the UAE Dirham to purchase Tether 

locally. Afterwards, they sold the cryptocurrencies through their domestic gang members to obtain 

RMB again. Thus, a circular flow forms of the domestic and the foreign funds. Based on the 
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exchange rate difference, the gang could make a profit of more than 2% in each foreign currency 

trading business. 

Modus Operandi: The criminals actually control two fund pools, one domestic and one overseas. 

RMB as a regulated currency and a unilateral fund in the circulation only operated in one single 

financial system. The criminals obscure the true flow of funds through multiple transfers and 

lending among domestic accounts. They use the stable-value cryptocurrencies such as Tether to 

achieve a successful cross-border closed-loop circulation which links the domestic and overseas 

fund pools. It also plays an important role in balancing the domestic and overseas fund pools in 

real time. 

2. Crimes Targeting Cryptocurrencies 

On the premise of recognizing the property nature of cryptocurrencies, crimes targeting 

cryptocurrencies mainly manifest as property-infringing crimes such as theft and robbery. 

Case 1: ZHANG worked as a blockchain engineer in a certain internet company. During his 

participation in a project of the company, he learned that there were a large number of Ether coins 

in the project account. Under the pretext of "code learning," he asked his colleagues for the access 

to the program code and private keys which exceeded his work authority. Zhang stole the Ether 

coins in multiple instances. He then sold some of them, making an illegal profit of over 38,000 

yuan. 

Case 2: LIAO and other criminals threatened the victim by beating and kicking, forcing the victim 

to reveal the password of his mobile phone and the trading code of the Binance APP. They quickly 

transferred 4 million Tether and then exchanged for Ether coins and Bitcoins. Later, they sold 

some of the Ether coins to others, making a profit of over 900,000 yuan. 

Modus Operandi: In cases of cryptocurrency theft, the leakage of private keys and mnemonic 

phrases is the main cause. In addition, criminals also steal cryptocurrencies by using phishing links 

for transfers or through fake wallet apps. In cases of robbery, criminals use violent means such as 

beating and coercion against the victim to illegally obtain the private keys of cryptocurrencies. 

Once criminals obtain the currencies, they will quickly sell the stolen goods through pre-planned 

channels for cleaning, which makes it difficult to trace on the blockchain.. 

3. Crimes Using Cryptocurrencies as a Pretext 

(1) By fabricating facts related to cryptocurrencies, criminals commit crimes of 

fraud and fundraising fraud. 

Case 1: LI posted information in a WeChat group about selling Tether at a price 2 fen (Chinese 

currency unit) lower than the exchange rate on the trading platform, which attracted the victim 

Zhu to trade. Zhu first paid Li 120,000 yuan. Li used 111,900 yuan of this amount to pay off 

gambling debts and planned to buy 6,000-yuan worth of counterfeit USDT to pass off as genuine 

ones to Zhu, but then his behavior was discovered. 

Case 2: WANG and other criminals set up multiple fake trading platforms and issued an air coin 

named GUCS. They set it up so that USDT such as Tether could be used as a payment medium 

for purchasing GUCS. Wang and others fabricated a so-called GUCS WHITE PAPER and 

instructed relevant personnel to use online and offline means to extensively spread false 

propaganda to the masses, claiming that GUCS was a new type of cryptocurrency with huge 
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potential for appreciation, and investment in it could make high profits. Wang and others 

manipulated the trading on the platform to create an illusion of a continuously rising price of 

GUCS. More than 20,000 domestic investors are tempted to buy Tether by RMB and then use 

Tether to purchase GUCS. Wang converted the defrauded USDT into RMB through overseas 

investment and other means, and then owned and squandered the funds. 

Modus Operandi: Taking advantage of the victims' eagerness to make profits of cryptocurrency, 

criminals illegally possess the victims' funds by selling counterfeit USDT to them. Through a series 

of behaviors such as establishing fake trading platforms, glamorizing "air coins" and issuing, they 

attract investors to trade and use stable-value cryptocurrencies like Tether. Investors' 

cryptocurrencies are transferred from one address to another or several core addresses within a 

certain period. Afterwards, through intermediate addresses and sink addresses, the funds are 

transferred layer by layer until they finally reach the withdrawal. The whole process finally 

facilitates the realization of cryptocurrencies. 

(2) By fabricating facts related to cryptocurrencies, criminals commit organizational 

crimes of pyramid schemes. 

Case: CHEN established an OpenChat virtual-currency website platform. Under the pretext of 

investing in his self-created Openk cryptocurrency, he required investors to recharge with Tether, 

which was the prerequisite for platform membership. Participants were then organized into a 

hierarchical structure in a certain order. They would be rewarded based on their level in the 

hierarchy, the number of recruits they developed, and the recharge amount of the new recruits. 

Modus Operandi: Criminals develop and design online pyramid-scheme websites, fabricating 

types of cryptocurrencies along with their investment prospects and appreciation potential. They 

organize personnel to beautify, promote, and publicize the project both online and offline to 

increase its popularity. Criminals ceaselessly attract new users to pay and join the organization. This 

forms a typical hierarchical structure of pyramid schemes, where the more levels downstream and 

the more new recruits, the greater the benefits for those at the top. Tether paid by members is 

converted into cash after various investments and trades, which is then used for the daily 

management, rewards, and development of the criminal organization. 

Experience and Practices in Cracking Down on Cryptocurrency-related Financial 

Crimes 

1. Difficulties and Chokepoints Encountered in the Investigation 

 

(1) Difficulties in Tracking Trades and Locking Targets 

The anonymity of cryptocurrencies and the concealment of transactions make it extremely difficult 

to track and identify criminals. Although cryptocurrency transaction records are recorded on the 

blockchain, they are often just transactions between digital addresses while lacking a link to 

individuals in the real world. The investigation authorities are trapped in a dilemma where they 

only see numbers but not the people when tracing the flow of funds. Criminals use 

cryptocurrencies to transfer funds. Through multiple transactions and coin mixing, they disperse 

funds to multiple addresses. Tracing the funds is like looking for a needle in a haystack. Even if the 

investigation authorities can trace some records, it is still difficult to link them to specific criminals. 
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(2) Difficulty in Obtaining Evidence 

Since 2017, almost all cryptocurrency trading platforms in China have been closed. The main 

servers of these platforms moved overseas. However, cryptocurrencies themselves are not 

restricted by the geographical space, and domestic individuals are still the targets of the criminal 

activities. Due to the different login authorization and the varying data storage of overseas 

platforms, it is extremely difficult to obtain and authenticate electronic evidence from overseas if 

criminal cases occur. 

(3) Difficulty in Evidence Recognition 

Countries have not yet reached a consensus on the legal status or the evidentiary effect of 

cryptocurrencies, which poses a great challenge to the recognition of evidence in transnational 

cases. In some international cases, prosecution authorities from different countries may have 

distinctive standards for the same evidence, which lead to disputes and delays in the cooperation. 

Additionally, a time lag of cryptocurrency transactions and RMB transactions exist among different 

entities in some specific cases, making it challenging to achieve a match. For example, in the cross-

border cases concerned with underground banks, the banks will mostly transfer the funds received 

on the same day to the next link without delay due to the fluctuations of the exchange rate. Rarely 

will they hold the funds overnight. However, the received cryptocurrencies usually arrive in their 

wallet one or two days later, which makes hard to match precisely with the previous RMB 

transactions. This poses an obstacle to the identification of criminal funds flow. 

(4) Difficulty in Recovering Stolen Assets and Mitigating Losses 

Cryptocurrencies have the characteristic of cross-border transactions, which brings many 

challenges to the recovery of stolen assets in crimes. On the one hand, different countries have 

varied regulations, which may trigger legal conflicts and disputes over jurisdiction in cross-border 

prosecutions. On the other hand, the anonymity and decentralization of cryptocurrencies make it 

more difficult to trace and seize the funds involved in the cases. 

2. Investigation Approaches and Practices 

(1) To summarize key features from massive clues by the existing technical means, 

screen out individuals and accounts closely-related to the flow of funds, and find a 

breakthrough in case investigation 

Cryptocurrency-related financial crimes often involve a large number of capital accounts. When the 

clues of suspicious transactions are not clear, investigations can be carried out repeatedly on the 

exposed transit accounts. Specially, assessment can first be carried out on the characteristics of 

three types of transactions: single-in, single-out and two-way transactions. Conduct background 

checks on the individuals who open the single-in and the single-out accounts and carry out key 

screening on related peopleõs accounts and suspicious transaction. Seeking for those common 

transaction counterparts, and then the active receiving accounts can be identified. Secondly, with 

the help of the data from the monitoring platforms, the bank statement recognition systems, the 

entry-and-exit information systems and the delivery logistics data and police & internet systems, an 

imitative portrait can be drawn to show the relationship between cardholders and the mission of 

their transactions. Finally, through the transaction IP addresses, life consumption tracks, 

movement tracks and facial recognition system, it is probable to define the activity scope and 

lifestyle preferences of key individuals. Then, the suspects can be identified and the obstacle can be 

broken through. 
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(2) Based on individual cases, to analyze and study the characteristics of criminal 

behaviors and the traits of the involved groups, to summarize abnormal transaction 

indicators and to provide a monitoring reference for similar case. It is a good way to improve 

the effectiveness of crackdowns. By studying numerous successful cases, it can be found that 

although these cases are concerned with different crimes and involved with diverse criminal 

methods, they also expose some common features. For example: in crimes of illegal business 

operations of underground banks, the payment of RMB always comes first, followed by the receipt 

of cryptocurrencies. Moreover, the criminals nearly ignore the price fluctuations of 

cryptocurrencies and the exchange rates. They almost receive cryptocurrencies every day with a 

huge amount of funds. Each bank card processes transactions close to the daily-limit transfer 

amount, which is obviously different from the capital turnover of a normal trade. In crimes of 

organizing the cryptocurrency mining, the registration ID of the perpetrators demonstrates that 

they mostly come from places where is rich in energy resources. The involved company are almost 

shell corporations in the fields of technology, the Internet and trading. The account revenues come 

from all over the country, and the electricity bills paid by these accounts are extremely high, far 

exceeding the normal consumption demand. In the crimes involving cryptocurrency transactions, 

criminals must exchange through legal tender when they want to obtain or sell cryptocurrencies. 

When the exchange amount in a certain customer's transaction reaches the exchange rate or several 

times of the rate, the early warning should be initiated immediately. In the crimes involving the use 

of money-laundering platforms, the transaction scale of bank accounts related to òcard farmeró 

who provide a large number of bank cards for fund transfers is relatively large. Transactions occur 

around the clock, with the frequent transactions at night and in the early morning. The 

transactional nature of these accounts is obvious. Some accounts are closed immediately after 

being used for a short period. The transaction notes or remarks involve keywords related to 

cryptocurrencies, such as òXX coinó or òbuying coinsó and etc 

(3) Intensifying Inter -Departmental Coordination and Strengthening Cohesion to 

Combat Cryptocurrency-Related Financial Crimes. China's anti-money laundering system 

consists of four levels: regulatory authorities, judicial departments, supervised institutions and 

industry self-regulatory organizations. This system operates at both the national and provincial 

levels. A coordination mechanism for anti-money laundering work has been established, for which 

the People's Bank of China takes the lead and multiple departments participate. This mechanism 

has enhanced the enthusiasm and initiative of various departments and society as a whole in 

preventing and combating money-laundering crimes, providing a strong organizational guarantee 

for fighting against such crimes. Under the joint-meeting role of this mechanism, judicial 

authorities together with the People's Bank of China, the State Administration of Foreign 

Exchange and other regulatory departments, conjointly monitor, prevent and combat various new 

types of crimes by leveraging their resources and their respective professional advantages. They 

also together study and assess issues such as the nature of new types of cryptocurrency-related 

crimes and the involved amounts, effectively safeguarding the financial market. 

Implications for Punishment and Prevention 

Addressing the issue of cryptocurrency-related financial crimes requires global efforts. In response 

to the complex challenges currently faced, international organizations (such as FATF), 

governments and their financial regulatory authorities as well as judicial enforcement agencies, are 

actively seeking countermeasures. They energetically make targeted regulations and legal rules, 

establish cooperation frameworks, share information and provide mutual assistance in 

investigations. The consensus on cracking down on such crimes goes deep, and the effectiveness is 
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becoming more prominent. In order to effectively defuse or mitigate the risks of cryptocurrency-

related financial crimes, the Chinese procuratorial organs also keep working hard. After 

systematically sorting out and summarizing the procuratorial work experience, the follow-up 

insights are concluded below: 

1. To establish a Multi-Department Cooperation System and form a Joint Force in 

Combating Cryptocurrency-Related Financial Crimes 

Strengthening the monitoring of suspicious transactions and promptly and effectively cracking 

down on related crimes are concerned with many aspects, including the improvement of 

legislation, financial regulation, and judicial enforcement. This requires a joint effort and a 

cooperation and coordination of multiple departments and entities. Currently, in the foreground 

supervision in China, the main departments involved are the People's Bank of China, the Ministry 

of Public Security, the National Financial Regulatory Administration, the Ministry of Industry and 

Information Technology, the China Securities Regulatory Commission and the Cyberspace 

Administration of China. As a member of the FATF, China is actively learning from international 

standards and the successful experience of other member states in order to improve the legislation 

and clarify the regulatory authorities for cryptocurrencies, customer identification, transaction 

record keeping, suspicious transaction reporting and disclosure, and their legal responsibilities as 

well. China is continuously engaged to the improvement of the anti-money laundering legal 

regulatory framework. 

2. To strengthen technological research and innovation to enhance the ability to monitor 

and analyze cryptocurrency transactions from a technical perspective. 

Currently, the cryptocurrency transactions in the world, mainly those of Bitcoin, largely use 

blockchain technology and distributed ledger technology, the nature of which is the 

decentralization. For effectively implementing regulations of the transactions, lessons can be drawn 

from the experience of the European Union. Regulatory authorities can jointly design monitoring 

tools that are similar to the EU's investigation tools targeting at the underground market 

transaction and meanwhile corresponding to realities. It is necessary to make full use of 

technologies such as big data, cloud computing and artificial intelligence to monitor individualsõ 

underground transactions and the flow of funds. On this basis, to further promote the intelligent 

level of risk identification, suspicious transaction warnings and reporting of suspicious transactions, 

and finally to achieve an early identification, early warning, early detection and early handling. 

Simultaneously, pay close attention to blockchain information service providers who are intently 

related to cryptocurrencies, especially the cryptocurrency "miners" and blockchain browser service 

providers. While further clarifying the anti-money laundering obligations of providers, it is more 

important to emphasize their obligation of promptly reporting to the relevant authorities and the 

law enforcement agencies when discovering cryptocurrency-related illegal activities, especially the 

money laundering and terrorist financing activities. 

3. To strengthen the capacity building of professional teams and deepen cooperation with 

entities in fields such as technology companies. 

Cryptocurrency-related financial crimes are different from traditional bank transfers. When a 

cryptocurrency is transferred from one address to another, it shows a string of characters 

composed of numerous letters and numbers. Therefore, tracing the multi-link data of criminals' 

cryptocurrencies, obtaining transaction records and accurately interpreting the data are all crucial 

for combating these kinds of crimes. Thus, it is first necessary to improve the professional 
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capabilities of relevant judicial personnel, especially the investigators. This applicable capability 

should include the ability to track on-chain addresses, use blockchain technology to investigate and 

recover data and identify criminals. For this accomplishment, outstanding "Internet finance + law" 

composite talents should be specifically cultivated and talent teams should be strongly shaped to 

enhance the ability of dealing with the cryptocurrency-related criminal cases in the financial field. 

Second, it is essential to strengthen cooperation with high-tech companies. To ask for help and 

make use of the technical personnel, technical platforms and on-chain tracking technologies of the 

professional technology companies, and to purchase services such as cryptocurrency transaction 

monitoring, cryptocurrency origin tracing, on-chain address anonymity penetration or on-chain 

data analysis and identification. In addition, new technologies related to cryptocurrencies and latest 

potential risks can be updated in a timely manner through the communication and cooperation of 

these high-tech companies. 

4. To build consensus, strengthen international cooperation and exchanges, and jointly 

safeguard currency and financial security. 

Issues such as cross-border money laundering and terrorist financing by using cryptocurrencies are 

prevalent in countries around the world, and they are not problems for only one country alone. 

Tracing and cracking down on the crimes pose practical challenges to international cooperation 

among countries because of their different legal systems. To jointly safeguard global currency and 

financial security, countries and regions should enhance mutual trust. On the basis of equality, 

fairness and rationality, right approaches should be found in line with each other's domestic 

conditions, sufficiently respecting the judicial sovereignty and balancing the individual privacy 

rights. Strategies should also consist of continuously improving bilateral and multilateral 

cooperation mechanisms, coordinating and cooperating well with the United Nations and the 

International Criminal Police Organization, breaking down information barriers and jointly 

preventing and combating criminal activities of cryptocurrency underground transactions and 

money laundering. Currently, the People's Bank of China together with China's Anti-Money 

Laundering Monitoring and Analysis Center have established cooperation relationships with 63 

countries and regions overseas , and have signed financial intelligence exchange and cooperation 

agreements on anti-money laundering and counter-terrorist financing with countries such as South 

Korea, Russia, Georgia and etc. Countries should further strengthen cooperation in multiple fields. 

In addition to traditional judicial case cooperation, they should continuously enhance exchanges on 

cryptocurrency regulatory technologies and anti-money laundering technologies, share advanced 

technologies, organize technical forums, provide technical training and jointly improve the 

technical level of cracking down on cryptocurrency-related financial crimes. 
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Cryptocurrencies and Digital  Economic Crimes: 

Challenges and Solutions 
Abdulaziz Falad A Alqorouny43 

 

 

Abstract 

Cryptocurrencies have become a cornerstone of  the contemporary digital economy, attracting the attention of  

governments, financial institutions, and individuals alike due to the opportunities they offer in trade and 

investment. However, significant legal, regulatory, and security challenges have emerged, leading to digital 

economic crimes such as money laundering, tax evasion, and fraud.At the dawn of  the 21st century, the 

world witnessed a significant transformation across various sectors, one of  the most notable being the 

emergence of  central digital currencies regulated and controlled by government systems, alongside 

decentralized digital currencies traded outside regulatory frameworks. While central digital currencies are 

characterized by security, transparency, and the backing of  reserves, decentralized digital currencies possess 

distinct features that have sparked legal and economic debates. These debates revolve around their 

ambiguous classificationñare they considered money, assets, commodities, or benefits?Furthermore, 

decentralized digital currencies exist solely in virtual form with no physical presence, allowing ownership 

transfer and trade without regulations, boundaries, or oversight by central banks. This lack of  regulation 

introduces high risks, as these currencies are stored electronically in encrypted wallets, making them 

untraceable, uncontrollable, and anonymous in terms of  ownership.The fundamental changes in the global 

monetary system due to digital currencies have triggered international reactions and raised concerns about 

the financial system, monetary policies, and economies. These concerns stem from the extreme volatility and 

instability in digital currency values, as well as the lack of  transparency and governance in their 

management, compounded by the anonymity of  their issuers. Moreover, their use has revealed significant 

risks that threaten the interests of  individuals, investors, and nations alike. Nevertheless, they have 

gradually begun to gain the trust of  some users.The situation in the regional and Arab arenas mirrors that 

of  the international stage. Some countries have adopted a neutral stance while monitoring developments, 

others have prohibited dealings in decentralized digital currencies, and a few have allowed their use. 

However, the use of  such currencies by individuals in the Arab region remains limited. 

Keywords 

[Cryptocurrencies, digital economic crimes, money laundering, tax evasion, fraud, cybercrimes, regulatory 

systems. 

 

Introduction  

 

Over the past decade, the world has witnessed remarkable growth in cryptocurrencies 

as a tool for digital trading and investment. This rapid development has prompted 

academic institutions, regulatory bodies, and governments to intensify research efforts 
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to understand the implications of these currencies on the economy, as well as on 

social and political security (Nakamoto, 2008). With their increasing adoption, the 

scope of digital economic crimes associated with cryptocurrencies has expanded, 

necessitating the development of stringent policies and legislation to protect nations 

and individuals from the impacts of organized crime. 

Cryptocurrencies are distinguished by unique features, most notably decentralization, 

transaction transparency, and reduced direct government intervention, making them 

attractive to businesses and individuals. However, these advantages come with significant 

challenges, as cryptocurrencies are sometimes exploited for illicit activities such as money 

laundering, fraud, and the trade of  prohibited goods (Foley et al., 2019). In this context, 

there is a pressing need for an in-depth analysis of  these issues and an exploration of  

practical solutions. 

Some countries, particularly Arab nations, have recognized the necessity of  drafting a legal 

framework or regulatory system for digital currencies. This initiative aims to address the 

various risks that unregulated dealings in decentralized digital currencies may pose to the 

economy and financial systems. Additionally, it seeks to mitigate security threats stemming 

from the criminal use of  cryptocurrencies, such as financing terrorism and laundering illicit 

funds. Furthermore, cryptocurrencies impact security and the economy through their direct 

and indirect effects on central banks' monetary policies. They undermine the stability and 

sovereignty of  local currencies, as inflation can arise from the shift toward replacing 

national currencies with decentralized digital currencies. This shift has significant 

repercussions on currency markets and investments, particularly in financial markets. 

Additionally, cryptocurrencies pose structural disruptions that threaten financial and 

banking institutions due to their instability. 

Given the high risks associated with decentralized digital currencies, most countries and 

international financial organizations have emphasized the need to combat these risks at the 

national level while intensifying international cooperation to protect the economy and the 

global financial system. For instance, the European Union, through the European Banking 

Authority, issued a recommendation in August 2014 advising against dealing in digital 

currencies like Bitcoin until a comprehensive legislative and regulatory framework is 

established. In the Arab region, most countries have adopted a cautious approach or 

imposed a ban on the use of  crypto assets through their financial and banking supervisory 

authorities. In this context, central monetary authorities have issued numerous regulatory 

directives warning against the risks of  dealing with such assets, with some even 

criminalizing their use. These directives include prohibiting financial institutions, banks, and 

individuals from using crypto assets and denying their recognition as legally valid 

currencies. 

Among the measures taken to address these risks is the encouragement of  issuing central 

bank digital currencies (CBDCs) under the supervision of  central banks. The Kingdom of  

Saudi Arabia is particularly concerned with the risks posed by decentralized digital 

currencies, as its economy is classified as a rising economy according to the International 

Monetary Fund's World Economic Outlook report issued in August 2021. 
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This paper aims to explore the concept of  cryptocurrencies, analyze the types of  digital 

economic crimes associated with them, and shed light on the challenges faced by legal and 

regulatory systems worldwide. Additionally, it proposes innovative and practical solutions to 

combat these crimes in light of  ongoing technological advancements. 

Definition, Nature, Significance, and Economic Impact of Cryptocurrencies: 

Cryptocurrencies are decentralized digital units of exchange that rely on advanced 

encryption technologies and blockchain systems. They operate on the principle of 

decentralization, meaning there is no central authority governing their issuance or 

management (Dahlberg et al., 2015).Some of the most well-known examples include 

Bitcoin, Ethereum, and Ripple. Cryptocurrencies are often defined as digital money 

exchanged over the internet using a peer-to-peer (P2P) network. Users can stone and 

trade them through a free online application without the need for intermediaries or trusted 

external entities, such as banks. 

Cryptocurrencies represent a new form of digital assets that rely on encryption to secure 

financial transactions. The first cryptocurrency, Bitcoin, was introduced in 2008 by Satoshi 

Nakamoto to establish a decentralized payment system (Nakamoto, 

2008).Cryptocurrencies can be described as digital payment instruments that operate 

independently of traditional banking systems. Transactions are verified by a distributed 

network of computers through blockchain technology- a decentralized database that 

maintains a record of all transactions conducted using a specific cryptocurrency. This 

system enables direct payments between parties without the need for a financial 

intermediary. 

Cryptocurrencies are built on blockchain technology, a distributed digital ledger that 

records all transactions in a transparent and secure manner. Today, there are over 23,000 

cryptocurrencies in existence, with a total market value exceeding $1 trillion, reflecting 

their widespread adoption and significance (CoinMarketCap, 2025). 

Cryptocurrencies possess several distinct characteristics, the most notable of which 

include: 

1- They do not have serial numbers. 

2- They are not government-backed like fiat currencies. 

3- They do not have serial numbers. 

4- They are not government-backed like fiat currencies. 

5- They are intangible and have no physical presence, as they are traded exclusively 

online. 

6- They operate outside legal frameworks and cannot be controlled by the 

government. 

Importance of Cryptocurrencies: Cryptocurrencies offer innovative solutions for low-

cost electronic payment, providing faster transaction times compared to traditional 

methods. They also enable individuals to access financial services without the need for 
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intermediaries, thereby enhancing the concept of financial inclusion (European Central 

Bank, 2019). 

Impact on the Global Economy: With the growing size of the cryptocurrency market, 

its effects on the global economy have become increasingly significant, including: 

1- Attracting Investments: Substantial investment has flowed into FinTech 

companies specializing in cryptocurrencies. 

2- Monetary Policy Development: Central banks have been compelled to 

revisit their monetary policies and explore the issuance of  national digital 

currencies. 

3- Impact on Financial Stability: Cryptocurrencies pose challenges to 

regulatory bodies in managing financial markets and addressing risks 

stemming from sharp price volatility (Bohme et al., 2015). 

The kingdom of Saudi Arabia's stance on cryptocurrencies: 

The Kingdom of Saudi Arabia is among the first Arab countries to show early interest in 

cryptocurrencies and blockchain technology. Despite warnings issued by the Saudi Central 

Bank (SAMA) about the associated risks, the authorities are actively working to develop a 

regulatory framework that ensures user protection while leveraging the technology's 

potential. The kingdom is also studying a proposed digital currency system aimed at 

enhancing the efficiency of both domestic and international financial transactions (SAMA, 

2021). 

With the advancement of technology and the growing adoption of cryptocurrencies, 

Saudi Arabia has become one of the leading countries in cryptocurrency investment across 

the Arab world and the Middle East. In September 2023, blockchain analytics firm Chain 

analysis ranked the Kingdom as the country with the highest growth in cryptocurrency 

transactions over the past 12 months. 

It  is worth noting that during Saudi Arabia's presidency of the G20 in October 2020, 

the group agreed on a roadmap to enhance cross-border payments. The initiative aims to 

make payment processes faster, more-effective, inclusive, and transparent. The roadmap 

called for an evaluation of proposed local designs for central bank digital currencies 

(CBDCs) and conducting experiments to assess their potential use in setting cross-border 

payments. The goal is to ensure proper oversight, regulation, and coordination of 

cryptocurrency activities while addressing the risks they pose to financial stability. 

As part of Saudi Arabia's efforts to assess the feasibility of digital currencies, the 

Kingdom, represented by SAMA, joined a major cross-border digital currency initiative 

known as the ''mBridge'' project. This initiative focuses on testing the minimum viable 

product (MVP) for CBDCs. 

The mBridge project, launched in 2021, represents a collaboration between central 

banks aimed at making cross-border payments faster, more cost- effective, and better 

equipped to serve regions that are not well-connected to the global financial system. It is 

the first cross-border payment system using CBDCs for financial institutions to reach such 
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an advanced stage of development. 

The mBridge project began in 2021 through collaboration between BIS, the Central Bank 

of the United Arab Emirates, the people's Bank of China, the Hong Kong Monetary 

Authority, and the Bank of Thailand. In addition to these key partners, the project 

includes 26 observer members. 

The Saudi Central Bank's decision to join the mBridge project as a ''full participant'' builds 

on previous initiatives in this area, aiming to contribute to the evaluation of the feasibility 

and risks of this type of digital currency on monetary and financial stability. The central 

bank seeks to explore and study the policy, legal, and technical challenges faced by central 

and commercial banks in the use of CBDCs for financial institutions in cross-border 

payments. The upcoming phase of the project will focus on assessing the viability of 

CBDCs for financial institutions in enhancing the efficiency of cross-border payments 

between commercial banks. 

BIS stated that the mBridge platform is now compatible with the Ethereum Virtual 

Machine (EVM), a program that serves as the backbone of the network it utilizes. In 2023, 

the Kingdom hosted a major conference on cryptocurrencies and financial technology, 

bringing together investors, experts, and international speakers. This event reflected the 

government's commitment to engaging in this field and fostering dialogue on the 

challenges and opportunities it presents. In June 2024, the Kingdom joined an 

international pilot project for CBDCs under the sponsorship of BIS. This initiative marks 

a significant milestone in the Kingdom's efforts to explore the potential of this financial 

sector. 

The Executive Committee of the Saudi Emirati Coordination Council announced the 

launch of seven key initiatives, including a pilot project for a digital cryptocurrency. This 

initiative leverages blockchain technology to create a cryptocurrency for use in 

transactions between the two countries, specifically within the operations of the banks 

participating in project. It  relies on distributed databases shared between the central banks 

of both nations and the participating banks. The Kingdom is moving toward fostering 

financial innovation in line with the objectives of vision 2030, aligning with global trends 

in technology adoption. Saudi Arabia aims to increase investments in technology and 

innovation-related sectors, with a particular focus on digital industries, including 

cryptocurrencies. The kingdom aims to establish regulatory policies that govern the use of 

cryptocurrencies in a manner that protects investors and promotes the advancement of 

the financial market. This demonstrates the authorities' readiness to adapt to global 

developments in this field. 

Saudi Arabia's experience with cryptocurrencies serves as a model for the transition 

toward regulating this sector amidst the growing interest in financial technology. 
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Crimes Associated with Cryptocurrencies 

Cryptocurrencies represent a significant advancement in the realm of financial technology. 

However, their characteristics such as decentralization, inherent global nature, anonymity, and 

initial lack of regulatory frameworks have made them particularly attractive to organized crime 

groups, money launderers, and terrorism financiers. According to the 2015 Europol reports, 

cryptocurrencies were used in more then 40% of crimes within the European Union. Global 

criminal networks recognized their advantages, leading to their adoption in illegal activities. They 

are now frequently used in cybercrimes involving hacking tools, forged documents, drugs, and 

weapons on dark web marketplaces. 

Although cryptocurrencies have created a medium capable of supporting the digital economy, they 

have also been employed to facilitate various forms of crime using highly innovative methods, 

yielding substantial benefits for perpetrators  

As cryptocurrencies have become a widespread and easy means for investors to make quick profits 

and earn significant returns, they have become an effective tool enabling criminals to omit 

numerous economic financial crimes. The proliferation of cryptocurrencies has thus been linked 

to several prominent crimes including: 

A. Money Laundering: Cryptocurrencies have become a primary tool for money laundering 

due to their ability to transfer digital assets quickly and across borders, making it difficult to 

trace transactions (FATF, 2020). Criminals manipulate user identities by utilizing trading 

platforms that do not adhere to ''Know Your Customer'' (KYC) procedures. Estimate 

suggest that over 10% of cryptocurrency-related transactions are linked to money laundering 

activities (Chain analysis, 2021). For example, in a notable 2020 case, hackers used 

cryptocurrencies to hide the profits from a cyberattack on a cryptocurrency exchange. The 

stolen funds were converted into hard-to-trace currencies such as ''Monero''. Technique like 

Tumbling or Mixing Service are often employed to obscure the origin of funds, rendering 

their traceability nearly impossible (Foley et al., 2019). 

B. Tax Evasion: The lack of government oversight for certain digital transactions has raised 

concerns among governments worldwide. Tax evaders use crypto wallets to transfer funds 

without the knowledge of official authorities (Kronfol & Shihadeh, 2020). In 2021, a study 

revealed that over 50% of cryptocurrency investors in the United States failed to report their 

taxable earnings (IRS, 2021). 

C. Financial Fraud: The prevalence of fraudulent cryptocurrency schemes has increased, 

often promising exaggerated returns on investments. Among these schemes are Initial Coin 

Offering (ICO) Scams, where fund is collected from investors under the guise of developing 

a new cryptocurrency or product, only for the organizers to disappear without delivering any 

real product. 

For example, investors often fall victim to online scams, such as fraudulent investment 

advertisements and fake software promising high returns. These scams are frequently promoted 

on social media platforms or forums related to cryptocurrencies. 

1- BitConnect: is considered one of  the largest cryptocurrency scams in history. 

Launched in 2016, the platform promised users extraordinarily high returns on 

their investments in its cryptocurrency. After amassing a significant amount of  
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funds, the platform abruptly shut down in 2018, resulting in millions of  dollars 

in losses for its investors. Several BitConnect leaders were prosecuted on fraud 

charges. 

2- ICO Fraud in the Centra Tech project: In 2017, the founders of  Centra 

Tech claimed to be collaborating with well-known financial institutions to offer 

a cryptocurrency debit card. They raised approximately $25 million through an 

initial Coin Offering (ICO). However, the claims were later proven to be false, 

and the founders were arrested on charges of  securities fraud. 

3- Fraud: OneCoin: OneCoin was introduced as a cryptocurrency but was later 

revealed to be a pyramid scheme. Its founders claimed to offer lucrative 

investment opportunities, but the funds were funneled into their own accounts. 

Reports indicate that OneCoin amassed an estimated $4.4 billion from investors 

before being exposed and facing legal action. 

4- Payroll Fraud using Cryptocurrencies: In certain cases, criminal group have 

used cryptocurrencies as a tool to defraud employees by convincing them to 

invest in fake cryptocurrencies. Many victims fell prey to enticing investment 

offers, only for the scammers to disappear with the funds shortly after. 

These examples illustrate that the world of cryptocurrencies is not without risks and highlight 

the importance of exercising caution when investing or engaging with any cryptocurrency-related 

projects. Authorities continue to intensify their efforts to track these illegal activities and recover 

funds for victims. 

D. Cybercrimes: Cybercrimes associated with cryptocurrencies encompass ransomware attacks 

and cyber hacking aimed at stealing digital wallets or breaching trading platforms (Chain 

analysis, 2021). Cryptocurrencies are also used as a payment method for compromised data 

on the dark web. 

A notable example is the 2021 attack on Colonial Pipeline, where the company paid $4.4 

million in Bitcoin to regain access to its encrypted systems (Elliptic, 2021). 

Associated with Cryptocurrency: 

Cryptocurrency raises a number of concerns and challenges that countries are striving to 

overcome. These challenges can be summarized as follows: 

¶ Security Concerns: Cryptocurrencies are associated with several risks in official discourse, 

including money laundering, terrorism financing, and the circumvention of  international 

sanctions. 

¶Lack of  Unified Legislative Framework: Despite regional alliances and organizations, 

such as the Gulf  Co-operations Council (GCC) and the Arab League, there is no unified 

system that establishes rules for cryptocurrency trading or usage. Regulatory framework 

for cryptocurrencies varies significantly from one country to another. While some nations 

have implemented strict legal measures, others remain lenient. This legislative inconsistency 

creates opportunities for criminals to exploit legal loopholes. 

¶ Ambiguity in Legal Stance: Legal positions on cryptocurrencies vary widely, ranging 

from outright bans to risks, warning and conditional licensing. This inconsistency creates 

disparities that allow practitioners to engage in ''regulatory shopping'' across borders. 

¶ Limited Technical Expertise: Tracking digital crimes requires advanced technical 
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expertise in areas such as encryption and data analysis. However, some security and judicial 

agencies in various countries face challenges due to insufficient training and qualified 

personnel to effectively handle these tasks. 

¶ Lack of  Public Awareness: Many citizens remain unaware of  the nature risks of  

cryptocurrencies, making them easy targets for digital fraud. This highlights the need for 

widespread awareness campaigns to educate the public about safe practices in 

cryptocurrency usage. 

¶ Sharing and International Cooperation: Criminal organizations exploit legislative 

discrepancies and geographic borders to evade detection. Security agencies face significant 

challenges in exchanging information and tracking cross-border financial transactions, 

particularly in transnational crimes (Eurpol, 2021). 

Measures to Address Challenges of Cryptocurrencies 

With the continuous rise in the use of various cryptocurrencies, primarily driven by speculative 

trading for profit, the most significant risks remain their potential use in criminal activities, leading 

to severe economic losses. Therefore, it is imperative to propose a comprehensive framework to 

address these risks through an integrated approach, ensuring a robust plan for mitigation. The key 

measures can be summarized as follows: 

A- Leveraging Technology 

Countries cannot effectively combat the risks associated with cryptocurrencies without optimizing 

the use of modern technology. Key measures include: 

1. Artificial Intelligence (AI):  Developing AI technology to detect suspicious transaction 

patterns, identify money laundering activities, and uncover fraudulent transfers. These tools 

can significantly contribute to protecting users and preventing crimes. 

2. Private Blockchain Networks: Establishing private blockchain networks under 

governmental management to securely track cryptocurrency movements and facilitate 

regulatory oversight. 

3. National Blockchain Strategy: With the anticipated full-scale digital transformation, it is 

crucial to develop a strategy centered on the creation of a state-specific blockchain 

network. This network would serve as the backbone for issuing national digital currencies, 

operating within blockchain systems hosted on servers located within the country, ensuring 

enhanced security, transparency, and sovereignty over financial transactions. 

As part of these efforts, the Executive Committee of the Saudi-Emirati Coordination Council 

announced the launch of a pilot project for a digital cryptocurrency. This project leverages 

blockchain technology to create a digital currency for transactions between the two countries, 

specifically within the operations of participating banks. It relies on distributed databases shared 

between the central banks and financial institutions of both nations. 

B- Developing National Legislation Aligned with International Frameworks 
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To ensure oversight of cryptocurrency activities and address associated challenges, there is an 

urgent need for nations to establish comprehensive legislative frameworks that align with global 

standards. Such regulations would protect the use and trading of cryptocurrencies while facilitating 

data exchange, enhancing transaction oversight, and expediting procedures for asset confiscation 

and fund tracing in cases of suspected criminal activities. 

This includes enacting specific laws and regulations for cryptocurrencies aimed at: 

1. Legalization and Specification: Establishing a legal framework for digital currencies, 

defining their specific characteristics, and identifying authorized entities responsible for 

their issuance, along with the required operational standards. 

2. Comprehensive Regulation: Outlining all aspects related to the production and trading 

of cryptocurrencies to ensure proper governance. 

3. Crime Definition and Penalties: Clearly defining violations related to the cryptocurrency 

system and stipulating appropriate penalties. These provisions can either be included in a 

dedicated cryptocurrency legal framework or integrated into existing cybercrime legislation, 

tailored to address the unique nature of digital currencies. 

C- Enhancing International Cooperation 

It is essential to establish international platforms for information exchange between regulatory and 

law enforcement authorities. Additionally, adopting unified standards for combating money 

laundering and terrorism financing (IMF, 2020) is critical. Such measures would enable the tracking 

of criminal activities conducted on the dark web and facilitate coordinated efforts with relevant 

parties to monitor and intercept funding operations for terrorist groups, as well as the transfer and 

laundering of money for organized crime syndicates. This approach aims to mitigate the negative 

security impacts of cryptocurrencies. 

D- Regulating Trading Platforms 

Trading platforms must be required to implement strict "Know Your Customer" (KYC) 

procedures and ensure transaction traceability. Governments should issue licenses exclusively to 

platforms that comply with these standards to maintain effective oversight of cryptocurrency 

activities. Additionally, stringent penalties should be imposed on non-compliant platforms to deter 

violations and enhance accountability in the digital asset ecosystem. 

E- Enhancing Public Awareness 

Combating digital economic crimes requires raising awareness among users and investors about 

risks, manipulation, and fraud. Awareness programs can be implemented through various media 

outlets and partnerships with the private sector to educate the public about safe practices when 

engaging with cryptocurrencies, while promoting a deeper understanding of potential risks and 

preventive measures. 

It is also necessary to provide specialized training for those responsible for combating crimes 

related to digital currencies. This can be achieved by incorporating training programs focused on 

understanding the workings of cryptocurrency systems and their associated blockchain 

technologies into professional development programs for officers working in this field. 
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Conclusion: 

The rise of  cryptocurrencies has revolutionized the global financial landscape, offering both 

opportunities and challenges. While digital currencies provide new avenues for trade and 

investment, they also pose significant risks related to financial security, regulatory oversight, and 

economic stability. The potential misuse of  cryptocurrencies for illicit activities such as money 

laundering, fraud, and terrorism financing underscores the urgent need for comprehensive 

measures to address these challenges. 

A multi-faceted approach is essential to mitigating these risks. Leveraging advanced technologies 

such as AI and blockchain can enhance security and monitoring capabilities. The development of  

clear legal frameworks aligned with international standards will ensure proper regulation and 

accountability. Additionally, strengthening international cooperation, enforcing strict compliance 

on trading platforms, and enhancing public awareness will play a pivotal role in combating digital 

economic crimes. 

As nations move toward digital transformation, the adoption of  well-regulated central bank digital 

currencies (CBDCs) can provide a secure alternative while maintaining financial stability and 

sovereignty. By implementing these measures, governments and financial institutions can strike a 

balance between innovation and security, ensuring that the benefits of  cryptocurrencies are 

harnessed while minimizing their potential threats. A proactive and coordinated global response 

will be crucial in shaping the future of  digital currencies in a way that promotes economic growth, 

protects financial systems, and safeguards national security. 
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When Pixels Break the Law: Rethinking Criminal Jurisprudence for the 

Metaverse Crime 

-Ranjita Pokhrel, Subash Bhattrai and Sagar Baral44 

Abstract 

The Metaverse, a rapidly expanding digital universe, has transformed how people interact, work, and socialize, but it has also 

introduced new forms of crime that challenge traditional criminal jurisprudence and legal frameworks. Unlike the physical world, where 

crimes are defined by tangible actions (actus reus) and intent (mens rea), the Metaverse operates in an anonymous, borderless, and 

technologically complex environment. This article explores the complexities of addressing Metaverse crime which often lack physicality 

but cause significant emotional and psychological harm. Key challenges in investigating, prosecuting and adjudicating Metaverse crime 

include the anonymity of avatars, jurisdictional ambiguities, and the difficulty of gathering and authenticating digital evidence. This 

article covers real-world examples, such as the virtual rape of a minorõs avatar to illustrate the inadequacy of existing laws and criminal 

jurisprudence in addressing these issues. It discusses whether the Metaverse can be regulated by conventional legal systems or if completely 

new "metacriminal jurisprudence" is required.. The article also emphasizes the urgency of international cooperation to make and 

harmonize uniform laws on regulating the virtual world. In order to guarantee a secure and just digital future, the paper concludes by 

arguing that the Metaverse necessitates a transformative approach to justice and the law, striking a balance between innovation and 

accountability. 

Keywords:  

[Metaverse, digital evidence, metacriminal jurisprudence, Blockchain, digital inheritance]  

Context   

The future is poised to transcend our current thought and imagination, but whether this change will be positive or 

negative remains a pressing question. As the world increasingly embraces ICT, the nature, inclination, tendencies, 

and modus operandi of crime are evolving in tandem. A recent instance of this transformation is the case 

investigated by British investigating agencies involving the virtual rape of a 16-year-old girlõs avatar in a virtual 

reality. In this incident, the girlõs digital persona was sexually assaulted by the avatars of young men within the 

Metaverse. British prosecutors reported that the victim suffered emotional and psychological trauma comparable 

to that of a physical rape, despite the absence of physical contact.45 This case highlights significant lacunas, gaps 

and limitations in the current understanding of criminal jurisprudence, which traditionally defines sexual assault as 

non-consensual physical touch. The necessity to redefine crime from a meta-criminality standpoint, especially in 

the Metaverse, has been the subject of a global debate triggered by this incidence. This changing criminal 

environment emphasizes how urgent it is for legal and jurisprudential systems to adjust to the intricacies of digital 

interactions, where decisions made in virtual environments can have significant real-world repercussions.  

The Metaverse, an artificially created three-dimensional virtual world, derives its name from the Greek word òmeta,ó 

meaning òbeyond,ó and òverse,ó meaning òuniverse.ó 46 Etymologically, it represents a world beyond our physical 

reality, where users interact through digital avatarsñ3D representations of themselves or objects. This immersive 

digital realm has gained immense popularity, with people buying and selling virtual land and property worth 

millions of dollars, attending events, and forming communities. However, the Metaverseõs rapid growth also brings 

with it a distinct criminal potential that diverges from physical reality. Crimes in this virtual space, such as identity 

theft, money laundering, financial fraud, harassment, and even virtual assault, pose unique challenges for 

investigator, prosecutor, court and legal systems as a whole. The lack of physicality in the Metaverse does not 

                                                           
44 The Authors are Assistant Attorneys at the Office of the Attorney General of Nepal. 
45 Kira Grant, The metaverse is rife with sexual assault. Itõs time to get serious about online safety, Guardian (Jan. 5, 2024, 5:15 
AM), https://www.theguardian.com/commentisfree/2024/jan/05/metaverse-sexual-assault-vr-game-online-safety-
meta. The Online Safety Act 2023 (the Act) of the UK even does not cover the ambeit of metaverse crime.  
46 https://www.cambridgescholars.com/resources/pdfs/978-1-0364-1735-2-sample.pdf  
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lessen the suffering done to victims, as the case of the virtual rape illustrates. Nina Jane Patel, who is victim of 

sexual assault in Metaverse, has described her feeling 

òéThe intensity of experiences in the Metaverse can mirror the emotions felt in the physical world due to 

the immersive nature of these environments. This can lead to real trauma and psychological distress, akin 

to those experienced in physical assaultsé when another user touches you, the hand controllers vibrate, 

creating a very disorienting and even disturbing physical experience during a virtual assault.ó 

In this milieu, investigator, prosecutor, adjudicator, and lawmakers must act swiftly to address these emerging 

threats, rethinking traditional notions of crime and justice to ensure that the Metaverse remains a safe and 

equitable space for all users.  

Understanding the Metaverse  

The concept of the Metaverse, òfirst introduced by Neal Stephenson in his 1992 novel Snow Crash,ó47 described a 

dystopian future where individuals lived much of their lives in a virtual world. Due to developments in augmented 

reality (AR), virtual reality (VR), and mixed reality (MR) technologies, what was once only found in science fiction 

is now a reality. A new digital world where data turns imagination into reality has emerged as a result of these 

advancements. The term "Metaverse" describes a three-dimensional, persistent, and immersive virtual environment 

that is shared by numerous individuals on different digital platforms.. It is a spatial computing platform that 

provides digital experiences as an alternative to or a replica of the real world, along with its key civilizational 

aspects like social interactions, currency, trade, economy, and property ownership ð founded on bedrock of 

Blockchain technology.48 

Metaverse seamlessly merges with the physical world, allowing people to shop, work, play, and socialize in real 

time, transcending the limitations of the physical world. In essence, the Metaverse is essentially a computer-

generated synthetic world in which actual people are represented by digital avatars interacting in a synthetic 

environment that mimics the complete human ecosystem.. This virtual world is not just a futuristic idea but a 

rapidly expanding reality, with companies like Meta, Microsoft Inc., Euphoria XR, LeewayHertz, and Aetsoft leading the 

charge in its development49. 

Because of its popularity, the Metaverse has developed into a parallel digital reality where users can do things that 

were previously only possible in the real world. In addition to shopping for digital items, attending virtual concerts, 

setting up trade exhibits, and even taking part in educational programs, users are increasingly purchasing and 

selling virtual land. In this shadow world, people are creating communities, attending virtual weddings, and 

developing friendships, giving social interactions a new dimension. With a degree of this type of immersion and 

interaction that was previously unthinkable, the Metaverse has completely changed how people interact, 

communicate, and amuse them. According to the Gartner, 25% of people will spend at least an hour every day in 

the Metaverse in 2026.50 In addition, an estimation was announced in a report that the Metaverse might generate 

the commercial opportunity as high as 13 trillion $ by 2030.51 This emerging medium indeed has the potential to 

reshape how we live, work, play, and interacts; much like the Internet does today. However, despite its many 

                                                           
47 Huddleston, T., How the 1992 Sci-Fi Novel 'Snow Crash' Predicted Facebook's Metaverse, CNBC (Nov. 3, 
2021), https://www.cnbc.com/2021/11/03/how-the-1992-sci-fi-novel-snow-crash-predicted-facebooks-
metaverse.html.  
48 What Is Metaverse?, Spiceworks (October 10, 2022), https://www.spiceworks.com/tech/artificial-
intelligence/articles/what-is-metaverse/. 
49  Metaverse Companies, Coursera (June 7, 2023), https://www.coursera.org/articles/metaverse-companies. 
 
 
50 Gartner, Gartner Predicts 25% of People Will Spend At Least One Hour Per Day in the Metaverse by 2026ó, 2022, 
https://www. gartner.com/en/newsroom/press-releases/2022-02-07-gartner-predicts-25-percent-of-people-will-
spend-at-least-one-hour-per- day-in-the-metaverse-by-2026   
 
51 Citi Global Perspectives and Solutions, Metaverse and Money: Decrypting the Future, 2022, 
https://www.citifirst.com.hk/home/ upload/citi_research/AZRC7.pdf   
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benefits, the Metaverse also has a darker side that remains largely unexplored, particularly in terms of crime and 

ethical concerns. As the human ecosystem is mirrored in this virtual space, so too are the vulnerabilities and risks 

associated with human behavior, raising questions about safety, privacy, and accountability in this new digital 

frontier. Realizing the rapid occurrence crime in Metaverse, INTERPOL has released the òwhite paperó52 through 

in-depth analysis of various dimensions of the Metaverse from the law enforcement perspective. 

Defining crime in the physical world v. Metaverse  

Traditional criminal jurisprudence is built on two foundational pillars: actus reus (the guilty act) and mens rea (the 

guilty mind), where actus reus refers to the physical act or conduct deemed unlawful by law, and mens rea refers to 

the intention or knowledge of wrongdoing. In the physical world, this framework has proven effective in 

identifying, prosecuting, and deterring criminal behavior, as law enforcement agencies rely on tangible evidence, 

witness testimony, and jurisdictional authority to investigate and prosecute crimes. However, with the rise of the 

Metaverseña virtual, immersive, and interconnected digital ecosystemñposes significant challenges to this 

traditional model. The Metaverseõs immersive capabilities could be disruptive to criminal law: they could lead to 

atypical offence which lack physical harm but could activate the nervous system much like a conventional crime.53 

In the Metaverse, the absence of physicality and the anonymity of users complicate the application of actus 

reus and mens rea, raising questions about how to define and address virtual crimes. Realizing the complexity to 

define crime in the Metaverse, Elena Martellozzo has released the following particulars:54 

òé I donõt think we have the answer yet. We have this wonderful Online Safety Act, which I 

think is a massive step forward. [But] crime is always ahead of us unfortunately. Thatõs why 

we need to work collaboratively with those tech companies that create wonderful platforms 

before theyõre public. Letõs sit down and reflect, is this safe?ó 

Existing legal frameworks do not specifically or solely handle the Metaverse's distinct ecosystems, despite the fact 

that it may feel and look like the real world. This leaves a regulatory gap that encourages virtual crimes. In the 

Metaverse, users may fall prey to crimes that range from financial fraud, identity theft, and hacking to more serious 

offences including sexual harassment, intellectual property infringement, and disruptive conduct. 

The lack of a corporeal actus reus is one of the main obstacles to applying conventional jurisprudence to the 

Metaverse. Since actions in the Metaverse are virtual and devoid of physicality, it is challenging to categorize 

behaviors like stealing a virtual object using conventional concepts of theft. Furthermore, because users frequently 

use pseudonyms or anonymous identities, the anonymity of avatars makes it more difficult to identify offenders 

and prove mens rea. Because the Metaverse crosses national and geographic borders, jurisdictional uncertainty 

makes matters worse by raising questions about which the law should be applied and who has the right to do it, 

even challenging the Westphalian notion of state sovereignty. The technological complexity of the Metaverse, built 

on advanced technologies such as AI, computer vision, Blockchain technology, non-fungible tokens, 

cryptocurrency, cloud computing, 5G, and Big Data, adds layers of difficulty to investigating, prosecuting and 

adjudicating crimes. Furthermore, even if crimes in the Metaverse might not cause physical injury, they can 

nevertheless cause victims great psychological and emotional suffering, which is something that traditional judicial 

                                                           
52 Interpol, Metaverse - A Law Enforcement Perspective (Jan. 
18,2024), https://www.interpol.int/content/download/20828/file/Metaverse%20-
%20a%20law%20enforcement%20perspective.pdf. 
 
 
53 Haber, Eldar. (2024). The Criminal Metaverse. Indiana Law Journal, 99(3), 843-891. Available 
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54 Elena Martellozzo, A Wake-Up Call After Alleged Metaverse Rape Calls to Protect Women and Girls Grow, Fuller Project 
(Feb. 21, 2023), https://fullerproject.org/story/a-wake-up-call-after-alleged-metaverse-rape-calls-to-protect-women-
and-girls-grow/. 

https://www.interpol.int/content/download/20828/file/Metaverse%20-%20a%20law%20enforcement%20perspective.pdf
https://www.interpol.int/content/download/20828/file/Metaverse%20-%20a%20law%20enforcement%20perspective.pdf
https://www.repository.law.indiana.edu/ilj/vol99/iss3/4
https://fullerproject.org/story/a-wake-up-call-after-alleged-metaverse-rape-calls-to-protect-women-and-girls-grow/
https://fullerproject.org/story/a-wake-up-call-after-alleged-metaverse-rape-calls-to-protect-women-and-girls-grow/


 Theme 4: Investigating and Prosecuting AI-enabled Crimes 
Session 10 

164 
 

systems are not prepared to handle. Such mental harm can be measured by clinical questions, victim's statement 

and tool used by psychiatrist.55  

Philosopher JS Mill has tried to observe the occurrence of crime from harm principle and immoral behavior, 

which can be relevant to Metaverse crime too.   John Stuart Mill was the first to propose the òharm principleó56, 

which advocates restricting personal freedom when an individual's activities cause harm to others.  Joel Feinberg, 

however, argued that even in cases when there is no harm; the state ought to make morally reprehensible activity 

unlawful.57   

Crimes in the Metaverse  

Identity theft and impersonation are two instances of Metaverse crimes, in which malevolent actors take or 

duplicate a user's avatar or personal data, resulting in fraud and abuse. Since the use of cryptocurrency and virtual 

assets in the Metaverse opens the door to scams, Ponzi schemes, and illegal transactions, financial fraud is another 

common problem. Even while there may not be any physical repercussions for sexual harassment, such as 

inappropriate exchanges or virtual groping, victims may suffer severe emotional damage. The rights of creators are 

violated by intellectual property infringement, which includes the unapproved use or duplication of digital works 

such as virtual artwork or designs. Cyber stalking and harassment, involving persistent unwanted attention or 

threats in the Metaverse, mirror real-world stalking behaviors and can have severe psychological, neurological and 

emotional impacts. Without explicit laws targeting Metaverse ecosystems, users are left vulnerable, and offenders 

can operate with impunity.  It is also to be noted that some crimes are simply crimes irrespective of where they are 

conducted. For example, illegal crime whether done in physical world or virtual world is itself crime, and same 

applies to the fraud and financial crime. 

 

Fig: INTERPOL typology of Metaverse crime. 

                                                           
55 Elisa Fiselier, Thomas Gruijters, & Max Louwerse, Virtual emotions and criminal law: can immersive virtual reality induce fear 
or trigger criminal behavior?, AI and Ethics (2023), https://pmc.ncbi.nlm.nih.gov/articles/PMC10643869/. 
56 FutureLearn, What is Humanism?, Introducing Humanism, https://www.futurelearn.com/info/courses/introducing-
humanism/0/steps/37114. 
57 Bernard E. Harcourt, Joel Feinberg on Crime and Punishment: Exploring the Relationship Between The Moral Limits of the 
Criminal Law and The Expressive Function of Punishment, 5 Buff. Crim. L. Rev. 145- 172 
(2001), https://scholarship.law.columbia.edu/faculty_scholarship/647. 
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Avatar: The new face of crime 

Avatars are usersõ digital representations in the Metaverse, which allows them to communicate, socialize, and 

engage in activities in a virtual setting. In the digital age, these 3D charactersñwhich are frequently customizable 

and anonymousñhave emerged as the new face of criminality. Avatars give users a feeling of autonomy and 

creativity, but they can create serious problems with regard to criminal responsibility. Unlike the physical world, 

where individuals are easily identifiable and their actions are traceable, the Metaverse allows users to operate under 

pseudonyms or entirely anonymous identities.58 Since avatars may be made, altered, or deleted at any time, leaving 

little to no evidence of the user behind them, the anonymity makes it challenging to investigate crimes. For 

example, the person in the real world who controls the avatar may be concealed behind layers of anonymity and 

encryption, and the perpetrator's avatar may leave no physical proof in cases of virtual harassment, fraud, or even 

assault. Given that existing legal frameworks mainly rely on tangible evidence and recognizable individuals, this 

poses important concerns regarding how to establish mens rea (criminal intent) and actus reus (criminal act) in a 

virtual setting. The idea of holding avatars accountable for crimes committed in the Metaverse has sparked 

intriguing debates. Some propose that avatars involved in metacrimes should be tried, jailed, and placed in "meta-jails" 

as a form of virtual punishment. This concept necessitates the creation of a parallel legal system, including 

"metalaws," "metainvestigating agencies," and "metadjudicatory institutions," to regulate and adjudicate virtual offenses. 

However, this approach presents a paradox: while avatars may commit acts that are harmful or criminal in the 

virtual world, they lack mens rea because they are controlled by individuals in the physical world. An avatar, being a 

digital construct, cannot possess intent or consciousness; it is merely a tool operated by a human user.59 This 

paradox underscores the complexity of applying traditional legal principles to the Metaverse, where the lines 

between virtual actions and real-world accountability are blurred. 

The transnational nature of the Metaverse further complicates accountability. Avatars can interact across borders, 

making it unclear which jurisdictionõs laws apply to a particular crime. For instance, a user in one country may use 

an avatar to commit fraud against a victim in another country, while the platform hosting the interaction is based 

in a third jurisdiction. Moreover, research has shown that expressions of emotions in human-like avatars can be 

perceived similarly to human emotions, with corresponding behavioral, physiological, and neuronal activations.60 

This suggests that AI-driven avatars can effectively mimic emotional behaviors associated with humans, blurring 

the line between human and machine accountability. These technological intricacies demand specialized knowledge 

and tools for investigation, prosecution and adjudication.  

Jurisdictional Complexity in Investigating and Prosecuting Metaverse Crime 

One of the most significant challenges in addressing crime in the Metaverse is the issue of jurisdictional 

complexity, which arises from the interplay of three key locations: the server location, the user (defendant) 

location, and the victim (impact) location.61 These three points of reference make it exceptionally difficult to trace, 

investigate, and prosecute crimes in the virtual realm. For instance, a crime may involve a server hosted in one 

country, a perpetrator operating from another and a victim residing in a third. This multi-layered scenario creates 

ambiguity about which jurisdictionõs laws apply and who has the authority to enforce them. In contrast to the 

physical world, which has well defined political and territorial boundaries and laws governing behavior, the 

Metaverse is devoid of these distinctions. This absence of òa political and geographical limit challenges the applicability of 

any single countryõs jurisdiction over the accused.ó62 This jurisdictional ambiguity often results in legal deadlock, allowing 

offenders to evade accountability and leaving victims without recourse. 

The distinct characteristics of crimes in the Metaverse, such as the theft and illicit sale of digital assets like 

cryptocurrency and virtual objects, further compound the jurisdictional complexity. In the virtual world, where the 

                                                           
58 World Economic Forum, Metaverse Identity: Defining the Self in a Blended Reality 4 (2024). 
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lines separating the actual and virtual worlds are blurred, these crimes bring up important issues of ownership and 

theft. Does stealing a virtual item, for instance, qualify as theft under current legislation, or does it need to be 

defined differently? Criminals can take advantage of the gaps left by unclear legislation in some areas of the 

Metaverse, making it much harder for investigators, prosecutors, and adjudicators to deal with these problems 

successfully. Furthermore, the declaration of virtual currency (e.g.  Cryptocurrency) as illicit by some jurisdiction 

(e.g. Nepal) even challenges the operation of the Metaverse per se. 63 

Complexity of Evidence in Metaverse Crime 

The difficulty of obtaining and presenting evidence is one of the most difficult problems in the investigation, 

prosecution and adjudication of crimes in the Metaverse. Virtual crimes leave behind digital traces that are 

frequently challenging to track down, authenticate, and interpret, in contrast to crimes in the real world where 

evidence like fingerprints, DNA, or surveillance film can be gathered and examined. For instance, Blockchain 

transactions, server logs, or records of in-game activities could be used as evidence in a case of virtual theft in 

which a user's avatar steals digital assets like cryptocurrency or virtual real estate. While these digital footprints 

exist, they are often encrypted, decentralized, or spread across multiple platforms, making it challenging for 

investigators to piece together a coherent narrative.64 Furthermore, the anonymity of avatars and the usage of 

pseudonyms make the procedure even more difficult because it takes advanced digital forensics and platform 

providers' cooperationñwhich isn't always forthcomingñto connect a virtual action to a real-world person. 

The dynamic and transient nature of virtual worlds adds another level of complication. Interactions in the 

Metaverse are frequently fleeting, and information can be readily changed or removed. For example, unless the 

victim or the platform specifically records it, the offending behavior in a case of virtual harassment or assault may 

take place in real-time and leave no lasting record. Because digital data can be falsified or altered, the legitimacy of 

evidence can be called into doubt even when it is maintained. To cast doubt on their responsibility, a user can, for 

instance, assert that their avatar was hacked or controlled by someone else. Many law enforcement organizations 

now lack the specialized equipment and knowledge necessary for gathering and analyzing evidence due to these 

technical complexities. The intricacy of evidence in Metaverse crimes will continue to impede investigations and 

prosecutions in the absence of strong systems to handle these issues, depriving victims of justice and allowing 

offenders to take advantage of the system 

Legal Frameworks: Adapting Existing Laws or Creating New Ones? 

The issue of how to control virtual crimes has grown more urgent as the Metaverse expands. Should current legal 

frameworks be modified to handle these novel issues, or are completely new laws that are specific to the 

Metaverse's characteristics required? Because it avoids the difficulties of creating new legislation and draws on 

accepted legal concepts, proponents of amending current laws contend that this strategy is more effective and 

practical. For instance, rules pertaining to intellectual property, cybercrime, and harassment can be enlarged to 

include offences committed virtually. While harassment laws could be expanded to cover virtual abuse, existing 

property rules could be reinterpreted to encompass digital assets in circumstances of virtual theft or fraud. This 

approach leverages the familiarity and stability of existing legal systems, allowing for quicker implementation and 

enforcement. The Criminal Division of the Supreme Court of the Netherlands has followed this approach and stated that 

òvirtual goods are to be considered goods, and thus subjected to theft law of Netherland.ó65 India in its purposed 

Digital India Bill, 2023 has included òright to digital inheritanceó66 implicitly recognizing the property as digital property 

too. It can regulate the transaction in Metaverse universe. However, detractors contend that because the Metaverse 

functions on essentially different principles than the real world, attempting to apply outdated laws to new realities 

                                                           
63 Dipti Ghimire, Cryptocurrency in Nepal: Regulation, Not Prohibition, Samriddhi Found. (Jan. 31, 
2024), https://samriddhi.org/blog/cryptocurrency-in-nepal-regulation-not-prohibition/. 
64 Interoperability of the Metaverse: A Digital Ecosystem Perspective Review (2024). 
65 TechnoLlama, Dutch Supreme Court Declares Virtual Goods Are Property, (Feb. 7, 2012, 4:43 
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runs the risk of introducing contradictions and gaps. For example, traditional legal ideas such as jurisdiction, proof, 

and purpose are challenged by the anonymity of avatars, the absence of materiality in virtual actions, and the global 

nature of the Metaverse. 

On the other hand, advocates for creating new legal frameworks argue that the Metaverse represents a paradigm 

shift that demands a similarly transformative approach to regulation.67 The unique characteristics of virtual 

environmentsñsuch as the use of Blockchain for transactions, the role of AI-driven avatars, and the immersive 

nature of virtual interactionsñrequire laws specifically designed to address these complexities. For instance, new 

law could define virtual crimes such as digital asset theft, avatar-based harassment, and virtual identity fraud, while 

also establishing new norms for digital evidence and cross-border investigations. Moreover, specialized tribunals or 

courts could be established to handle Metaverse crime related cases, ensuring that investigator, prosecutor and 

judges have the expertise needed to navigate this new legal landscape. Although this method provides a more 

specialized address, it also has several drawbacks, such as the time and money needed to create and execute new 

legislation and the requirement for international collaboration to guarantee uniformity throughout jurisdictions. 

Furthermore, some experts have proposed the òHybrid Legal Framework for Metaverse Dispute Resolution 

(HLFMDR)ó68 

Meta Criminal Jurisprudence: Urgency or Just Academic Romanticism? 

A significant discussion has been triggered by the Metaverse's rapid progress and the rise in virtual crimes: Is the 

establishment of meta criminal law an academic exercise or an urgent necessity? On the one hand, the distinct 

characteristics of crimes in the Metaverseñfrom online fraud and theft to assault and harassmentñshowcase a 

glaring weakness in established criminal law. The complexity of virtual settings, where activities lack reality, 

identities are frequently anonymous, and jurisdictional boundaries are muddled, is difficult for existing laws, which 

were created for the real world. Cases like as the theft of digital assets valued at millions of dollars or the virtual 

rape of a minor's avatar, for example, demonstrate how inadequate the current legal systems are to handle harm 

that takes place in virtual environments. These incidents underscore the urgent need for a specialized branch of 

jurisprudence that can effectively regulate and adjudicate crimes in the Metaverse, ensuring justice for victims and 

accountability for perpetrators. Tools like Blockchain, which provide transparent and immutable records of 

transactions, can be invaluable in investigating metacriminality.69 However, even with such advanced technologies, 

the traditional criminal justice system remains ill-equipped to address the nuances of metacrimes and meta-

criminality.  

However, others contend that the need for meta-criminal jurisprudence is exaggerated or premature, verging on 

academic romanticism. The Metaverse is still in its infancy, according to critics, and its ethical and legal 

ramifications are not entirely known. Even Mark Zuckerberg said in announcing his Metaverse initiative, "éthe best 

way to understand the Metaverse is to experience it yourself, but it's a little tough because it doesn't fully exist 

yet."70 There is also argument that existing laws, with some amendment, could be adapted to address virtual crimes 

without the need for an entirely new jurisprudential and legal framework. For example, digital evidence standards 

and cybercrime laws could be expanded to cover Metaverse-related offenses. However, this approach overlooks 

the substantial distinction between traditional cybercrimes and the immersive, decentralized nature of the 

Metaverse. Avatar anonymity, the transnational scope of virtual interaction and the psychological effects of virtual 

crimes are all issues that cannot be sufficiently resolved by simply making minor changes to the existing legislation. 

Furthermore, the world is still struggling to comprehend and control Web 2.0 crimes like cyber bullying, data 

                                                           
67 Clifford Chance LLP., The metaverse: what are the legal implications? available 
at https://www.cliffordchance.com/content/dam/cliffordchance/briefings/2022/02/the-metaverse-what-are-the-
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(2023). 
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breaches, and online fraud, not to mention the intricacies of the Metaverse. How can we expect to successfully 

govern the much more complex and changing environment of Metaverse if we are unable to completely 

understand and handle the crimes of Web 2.0?  Nonetheless, while the development of meta criminal 

jurisprudence may seem like a theoretical endeavor to some, the realities of virtual crime make it an urgent 

necessity.71  Furthermore, there is a growing need for "meta-jurisdiction" that specifically addresses crimes within 

virtual environments focusing on cross-border collaboration and multi-stakeholder engagement due to its global 

nature.72 Without international cooperation, jurisdictional conflicts and legal gaps will continue to hinder efforts to 

combat virtual crimes, leaving victims without justice and perpetrators free to exploit the system. 

Conclusion  

The Metaverse creates a new frontier for illegal conduct that defies established legal structures, even as it offers 

revolutionary prospects for creativity and connection. Determining, looking into, and prosecuting crimes is made 

much more difficult by the lack of physicality, the anonymity of avatars, and the international nature of virtual 

interactions. Even in the absence of physical touch, the harm inflicted in the Metaverse can be just as severe as in 

the real world, as evidenced by incidents such as the virtual rape of a minor's avatar. The Metaverse runs the 

possibility of turning into a "no man's land" for criminals without adequate regulation, where victims are left 

without justice and accountability is elusive. Investigating, prosecuting, and adjudicating authorities must adopt a 

forward-thinking strategy since crimes in the Metaverse constitute a complex junction of ethics, technology, and 

the law. These authorities must understand that depending on frameworks from the 19th and 20th centuries will 

not suffice to face the difficulties of the 21st century, and that modernizing institutions and mechanisms is 

necessary to combat virtual crimes. 

Establishing a strong legal framework that safeguards users, advances safety and justice, and creates a virtual 

environment where everyone may engage in safe and morally is essential as the Metaverse grows. In order to 

guarantee that the Metaverse develops into a place that respects the rule of law while embracing its potential for 

creativity and connection, this framework must strike a balance between innovation and accountability. 

Furthermore, following way forward are also recommended: 

1. Review, reengineer, and restructure the core values, principles, and theories of traditional criminal 

jurisprudence to adapt them to the unique challenges of Metaverse crimes. 

2. Link avatars to real-world individuals using biometric and other verification methods to ensure 

accountability and facilitate prosecution. 

3.  Redefine criminal acts in the Metaverse by focusing on the harm caused, rather than physicality, to 

address virtual crimes effectively. 

4.  Develop specific legal frameworks for the Metaverse that address problems like digital asset fraud, virtual 

theft, and harassment based on avatars. 

5.  Address the transnational aspect of Metaverse crimes by harmonizing laws across states through 

international treaties and agreements. 

6. Create procedures for gathering, storing, and verifying digital evidence in order to aid in enquiries and 

legal actions. 

7. Create tribunals or courts with experience in Metaverse-related matters to guarantee impartial and 

knowledgeable decision-making. 

8. To reduce criminal potential, encourage Metaverse platforms to put in place safeguards measures such 

strong reporting systems and user protections. 

9. Make use of technologies like Blockchain and artificial intelligence to track out illegal activity and improve 

accountability in online settings. 

10. Equip law enforcement organizations the information and resources they need to successfully investigate 

and punish cybercrimes. 
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72 The Hill, Why We Need Meta-Jurisdiction for the Metaverse, (12/02/21 
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Abstract 

The swift incorporation of artificial intelligence (AI) into financial systems has transformed economic transactions, fraud detection, 

and cybersecurity. Nonetheless, it has also given rise to a new surge of digital economic crimes, such as AI -assisted fraud, 

algorithmic market manipulation, and automated money laundering (Kreissl von Laufenberg, 2024). While prevalent narratives 

depict AI  as either a significant threat or an independent solution, such techno-deterministic views disregard the complex socio-

technological dynamics involved (Schuler, 2023). This paper contests these oversimplified perspectives by utilizing an interdisciplinary 

framework that places AI -driven financial crime within wider political, economic, and social contexts (Semenzin, 2021). By 

examining case studies of AI -enabled fraud, deep-fake financial scams, and predictive policing within financial regulation, this 

research explores the relationship between human agency, institutional structures, and regulatory measures (Marciniak, 2021). 

By incorporating socio- technological perspectives, the article demonstrates that AI  is not a self-sufficient entity, but a tool integrated 

into existing power structures, influenced by corporate interests, governance frameworks, and socio-political environments (Kohl, 

2021). The paper critically assesses the shortcomings of AI-centric regulatory strategies, advocating for a transition toward 

adaptive, human-centered governance models that balance technological advancements with ethical and legal oversight (Pollicino & 

De Gregorio, 2021). Moreover, this paper investigates how an overdependence on AI  in financial crime prevention may reinforce 

biases, intensify regulatory gaps, and overlook wider economic disparities (Whitehead & Collier, 2022). By departing from 

techno-deterministic narratives, this article advocates for a collaborative approach to AI governance involving multiple stakeholders 

(Bruss, 2023). It proposes a socio-technological framework that acknowledges AIõs potential while addressing its inherent risks 

within financial systems. 

 

Keywords 

[Artificial Intelligence, Financial Crime, AI Assisted Fraud, Techno Determinism, Ethical Oversight, Bias in AI] 

Introduction  

Artificial intelligence (AI) has been heralded as a transformative force in financial systems, 

improving fraud detection, optimizing risk assessment, and streamlining transactions. However, it has 

also introduced new vulnerabilities, as AI-powered technologies facilitate sophisticated financial 

crimes, such as identity fraud, algorithmic trading manipulation, and AI-generated deception (Kreissl 

& von Laufenberg, 2024). The prevailing discourse surrounding AI and financial crime often adopts 

a techno-deterministic approach, which assumes that AI develops independently and that it has 

predetermined impactñeither as an existential threat or a universal solution (Schuler, 2023). 

This perspective oversimplifies the interaction between AI and financial crime by ignoring human 
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agency, regulatory frameworks, and institutional factors (Semenzin, 2021). AI does not function in 

isolation; rather, corporate interests, governance structures, and socio-political contexts shape and 

effect its deployment (Kohl, 2021). The failure to recognize these dynamics can lead to ineffective 

regulatory measures, biases in crime detection, and an overreliance on AI-driven governance 

solutions (Pollicino & De Gregorio, 2021). 

This paper seeks to challenge techno-deterministic narratives by analyzing AI-driven financial crime 

through a socio-technological lens. It  investigates case studies of AI-enabled fraud, deepfake financial 

scams, and predictive policing in financial regulation to illustrate the interplay between technology, 

human decision-making, and institutional governance. It further critiques AI-centric regulatory 

approaches, arguing for more adaptive and human-centered models of AI governance. 

Ethical Integration in AI -Driven Financial Crime Detection 

A fundamental challenge in AI-driven financial fraud detection is to ensure the integration of ethical 

principles into governance frameworks. AI-based fraud detection systems rely on machine learning 

algorithms that process vast amounts of financial data to identify suspicious patterns. However, 

these systems often function as "black boxes," meaning their decision-making processes are not 

transparent. This lack of explainability can undermine regulatory oversight and public trust (Kohl, 

2021). Therefore, it is essential to incorporate explainability and transparency into AI governance 

frameworks, ensuring that financial fraud detection models provide interpretable outcomes that 

regulators and financial professionals can scrutinize. 

Moreover, critiques argue that AI-based fraud detection systems reinforce biases present in their 

training data. If historical financial crime data disproportionately associates fraudulent activity with 

specific demographic groups, AI models risk perpetuating discriminatory outcomes (Pollicino & De 

Gregorio, 2021). Studies have shown that predictive algorithms can unfairly target marginalized 

populations, exacerbating inequalities rather than addressing systemic issues in financial crime 

(Bruss, 2023). To counteract this, AI governance must include bias mitigation strategies, such as 

using diverse training datasets, implementing algorithmic fairness techniques, and conducting 

independent audits to ensure equitable outcomes. 

Another critical ethical concern is accountability in AI-driven fraud detection. When an AI system 

flags a transaction as fraudulent, the responsibility for verifying and acting on this information 

typically falls on financial institutions and regulators. However, without clear accountability 

structures, organizations may over-rely on AI, leading to potential wrongful accusations or 

enforcement gaps. Ethical AI governance should establish independent audit mechanisms to assess 

the accuracy and fairness of AI fraud detection models (Whitehead & Collier, 2022). A human-AI 

hybrid model, where AI-driven fraud detection tools are complemented by human oversight, can 

enhance ethical governance by balancing efficiency with accountability. 

The Role of Global AI  Regulation in Financial Crime Mitigation  

Financial crime is inherently transnational, requiring harmonized AI regulations to address AI- 

driven fraud on a global scale. The absence of unified regulations allows cybercriminals to exploit 
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regulatory arbitrage, where they conduct financial crimes in jurisdictions with weak enforcement 

mechanisms. To counteract this, international frameworks such as the EU AI Act provide a model 

for establishing global AI governance standards in financial crime detection (Schuler, 2023). The EU 

AI Act classifies AI applications by risk level, requiring greater transparency and accountability for 

high-risk financial applications. 

Furthermore, cross-border AI governance mechanisms are crucial for tracking and preventing 

financial crime. Organizations such as Interpol, the Financial Action Task Force (FATF), and the 

OECD have called for global AI-based fraud detection networks that facilitate information-sharing 

among financial institutions and law enforcement agencies (Whitehead & Collier, 2022). These 

networks can leverage AI for real-time fraud detection while ensuring compliance with international 

financial regulations. 

However, global AI regulation must balance financial crime prevention with data privacy rights. AI-

driven fraud detection often requires large-scale data analysis, raising concerns about consumer 

privacy and financial surveillance (Bruss, 2023). Striking a balance between AI-driven fraud 

prevention and privacy protection requires strong data governance frameworks that limit excessive 

data collection while enabling effective fraud detection mechanisms. 

Decentralized AI  Oversight: An Alternative to State-Centric Governance? 

Traditional AI governance models rely on centralized control, where governments or 

corporations regulate AI systems. However, the rise of decentralized technologies presents an 

alternative approach to AI oversight. One promising model is the use of blockchain-based AI 

audits, which ensure transparency and accountability in AI-driven fraud detection (Ressi et al., 

2024). Blockchainõs immutable ledger system can be used to create verifiable records of AI 

decisions, reducing the risk of fraud or manipulation in AI-based financial crime detection. 

Additionally, decentralized AI ethical review boards offer an alternative governance approach by 

involving independent stakeholders in AI oversight. Unlike state-controlled regulatory bodies, 

decentralized AI review boards consist of academics, financial experts, and civil society 

representatives, who assess AI fraud detection models for fairness and compliance (Bruss, 2023). 

By incorporating multi-stakeholder governance, these boards ensure that AI-driven financial crime 

detection remains transparent and ethically grounded. 

Another emerging model is crowdsourced AI fraud detection, where open-source AI monitoring 

tools allow financial institutions to collaboratively detect fraud. Open-source AI governance enables 

transparency, as financial institutions can collectively improve fraud detection models while ensuring 

ethical compliance (Pollicino & De Gregorio, 2021). However, decentralized AI governance 

mechanisms require strong regulatory safeguards to prevent misuse, ensuring that AI- driven 

financial oversight remains secure and trustworthy. 

AI Explainability  in Enhancing Fraud Detection Transparency 
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AI explainability plays a crucial role in enhancing transparency in fraud detection. Explainable AI 

(XAI) refers to methods and techniques that make the decision-making processes of AI systems 

understandable to humans. In the context of financial fraud detection, XAI helps stakeholders, 

including regulators, financial institutions, and customers, understand how and why certain 

transactions are flagged as fraudulent (Rane, Choudhary, & Rane, 2023). This transparency is 

essential for building trust in AI systems and ensuring that decisions can be justified and scrutinized. 

Explainability also aids in identifying and mitigating biases within AI models. By making the 

decision-making process transparent, stakeholders can detect if the AI system disproportionately 

targets specific demographic groups or exhibits other forms of bias (Min, 2023). This allows for the 

implementation of corrective measures to ensure fair and equitable outcomes. 

Furthermore, explainable AI enhances regulatory compliance by providing clear and interpretable 

explanations for AI-driven decisions. This is particularly important in financial systems, where 

regulatory bodies require transparency to ensure that AI systems adhere to legal and ethical 

standards (Psychoula et al., 2021). By improving the interpretability of AI models, financial 

institutions can better demonstrate compliance with regulations and build confidence in their fraud 

detection systems. 

Balancing Transparency and Security in Decentralized AI  Governance 

Decentralized AI governance offers a promising approach to balancing transparency and security in 

financial systems. Decentralized governance models leverage technologies such as blockchain, smart 

contracts, and decentralized autonomous organizations (DAOs) to create transparent and 

accountable AI oversight mechanisms (Chaffer et al., 2024). These technologies enable the creation 

of immutable records of AI decisions, ensuring that the decision-making process is transparent and 

can be audited. 

However, decentralized governance also presents challenges in maintaining security. While 

transparency is essential for accountability, it must be balanced with the need to protect sensitive 

financial data and prevent misuse. Decentralized AI governance frameworks must incorporate 

robust security measures, such as encryption and access controls, to safeguard data while ensuring 

transparency (Chaffer et al., 2024). 

Decentralized governance also promotes participatory oversight by involving multiple stakeholders 

in the governance process. This multi-stakeholder approach ensures that diverse perspectives are 

considered, enhancing the fairness and inclusivity of AI governance (ibid.). By balancing 

transparency and security, decentralized AI governance can create a more trustworthy and resilient 

financial system. 

Geopolitical Implications of AI -Driven Financial Crime Governance 

The governance of AI-driven financial crime has significant geopolitical implications, influencing 

international relations, economic stability, and global power dynamics. Different countries and 
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regions adopt varying approaches to AI regulation, reflecting their unique political, economic, and 

cultural contexts. These differences can lead to both cooperation and conflict on the global stage. 

The three major AI powersñthe European Union (EU), the United States (US), and Chinañ 

employ distinct regulatory approaches to AI governance. The EU emphasizes a rights-driven 

approach, prioritizing human rights and ethical considerations in AI development and deployment. 

The US adopts a market-driven approach, focusing on innovation and economic growth, while 

China follows a state-driven approach, emphasizing social stability and state control. These differing 

priorities can lead to tensions and challenges in establishing a unified global AI governance 

framework (Wang et al.,2024). 

Geopolitical competition is a major factor shaping nations' AI governance strategies. The US and 

China are often seen as the primary competitors in the race for AI dominance. The US has 

implemented measures such as export controls on semiconductor chips and economic 

protectionism policies to consolidate its dominance in AI technologies and contain China's AI 

development. This intensifies technology rivalry, disrupts AI supply chains, and hinders global 

cooperation on AI governance (Ibid.). 

Despite differences in regulatory approaches, there are commonalities in the values and principles 

underlying AI governance, such as human-centered values. Emphasizing these shared values can 

facilitate global collaboration on AI development and governance. However, geopolitical tensions 

and competition can undermine efforts to establish a centralized global AI governance framework. 

The concentration of power in AI technologies among a few major players can exacerbate the divide 

between AI technology haves and have-nots, leaving the Global South at a disadvantage (Ibid.). 

AI-driven financial crime governance also intersects with national security concerns. Advanced AI 

technologies can be used for both defensive and offensive purposes, including cyber warfare and 

economic espionage. Nations may prioritize the development and regulation of AI technologies to 

protect their economic and security interests, leading to increased militarization of AI and potential 

conflicts. The strategic maneuvers of major powers, such as the expansion of conflicts like the 

Russia-Ukraine war, further complicate the geopolitical landscape (Gerlich, 2024). 

The rapid evolution of AI technologies can outpace existing governance frameworks, exacerbating 

economic inequalities and societal fragmentation. AI-induced unemployment, predicted to reach 

significant levels, can lead to social unrest and political instability. The lack of preparedness among 

governments and societies to manage the complex risks posed by AI developments highlights the 

need for proactive governance and international cooperation (Ibid.). 

While the US and China dominate the AI landscape, middle powers also play a crucial role in AI 

development and governance. Countries such as Japan, South Korea, and Germany have significant 

technological capabilities and influence in shaping global AI policies. These nations can act as 

mediators, promoting cooperation and bridging gaps between major AI powers. Their involvement 

is essential for creating a balanced and inclusive global AI governance framework (Wang, et al., 

2024). 
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Experts disagree on the potential of various forms of global AI governance frameworks, but there is 

increasing agreement on the necessity for a centralized global framework to tackle the existential risks 

of AI. Potential pathways forward include establishing international agreements and standards, 

promoting cross-sector collaboration, and creating robust regulatory frameworks that balance 

innovation with ethical considerations. Emphasizing shared values and principles can help build a 

foundation for global cooperation, ensuring that the benefits of AI are harnessed without 

compromising global stability or societal well-being (Ibid.). 

The geopolitical implications of AI-driven financial crime governance are profound and 

multifaceted. Navigating these complexities requires a nuanced understanding of the diverse 

regulatory approaches, geopolitical competition, national security concerns, economic inequalities, 

and the role of middle powers. By fostering international cooperation and proactive governance, the 

global community can address the risks and opportunities associated with AI, ensuring a stable and 

inclusive future (Wang et al., 2024; Gerlich, 2024). 

The opportunities of AI  in the financial sector 

AI has revolutionized the finance industry, offering innovative solutions across various domains. 

One notable application is in fraud detection and prevention. For example, JPMorgan Chase uses AI 

to detect and prevent fraud by analyzing transaction patterns and identifying anomalies. Their AI 

system, COiN (Contract Intelligence), reviews legal documents and extracts critical data, significantly 

reducing the time and effort required for manual reviews (Peranzo, 2023). 

In the realm of credit risk assessment, ZestFinance leverages AI to improve credit risk evaluation. 

Their AI models analyze a wide range of data points, including non-traditional data such as utility 

payments and social media activity, to provide more accurate credit scores for individuals with 

limited credit histories (Schroer, 2024). 

 

Algorithmic trading is another area where AI has made a significant impact. Goldman Sachs 

employs AI algorithms to analyze market data and execute trades at optimal times. These AI-driven 

trading strategies help the firm achieve higher returns and better risk management by continuously 

learning from new data and adapting to market conditions (Sharma, 2025). AI is also enhancing 

customer service in the finance industry. Bank of America uses an AI-powered virtual assistant 

named Erica to assist customers with transactions, account information, and financial advice 

through natural language processing (NLP). This AI assistant has significantly reduced wait times 

and improved customer satisfaction (Ibid.). In investment management, BlackRock utilizes AI to 

manage its investment portfolio and improve financial well-being. Their AI-driven platform, 

Aladdin, analyzes vast amounts of market data to optimize asset allocations and identify 

investment opportunities, leading to better portfolio performance (Peranzo, 2023). 

Personalized financial services have also benefited from AI advancements. Wealthfront uses AI to 

provide personalized financial planning and investment advice. Their AI-driven platform assesses 

individual financial goals and risk tolerance to create customized investment strategies, helping 

clients achieve their financial objectives (Sharma, 2025). Document processing is another domain 
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where AI has proven valuable. Ocrolus offers AI-powered document processing software that 

combines machine learning with human verification. This technology automates the extraction and 

analysis of data from financial documents, improving accuracy and efficiency in processing loan 

applications and other financial transactions (Ibid.). 

Predictive analytics in finance is enhanced by AI as well. Kensho Technologies, a subsidiary of 

S&P Global, uses AI for predictive analytics. Their AI platform analyzes historical data and market 

trends to forecast future market movements, helping financial institutions make informed 

investment decisions (Peranzo, 2023). AI also plays a crucial role in anti-money laundering (AML) 

efforts. HSBC employs AI to enhance its AML programs by analyzing transaction data to identify 

suspicious activities and potential money laundering schemes, improving the effectiveness of their 

compliance programs (Schroer, 2024). 

AI is also transforming financial advisory services. Betterment uses AI to provide automated 

financial advisory services. Their AI-driven platform offers personalized investment advice and 

portfolio management, helping clients optimize their investments based on their financial goals 

and risk tolerance (Sharma, 2025). These examples demonstrate the transformative impact of AI 

across various financial services sectors, including fraud detection, credit risk assessment, 

algorithmic trading, customer service, investment management, personalized financial services, 

document processing, predictive analytics, anti-money laundering, and financial advisory. By 

leveraging AI, financial institutions can enhance accuracy, efficiency can enhance accuracy, 

efficiency, and profitability while addressing specific challenges and improving overall 

performance. 

Case studies on the use of AI  in financial sector 

Financial institutions are increasingly turning to artificial intelligence (AI) to enhance efficiency, 

improve decision-making, and mitigate risks. AI has proven as transformative across various 

domains, including fraud detection, investment management, credit risk assessment, customer 

service, and algorithmic trading. Several leading financial firms have successfully integrated AI- 

driven solutions to address specific challenges and improve overall performance. The following 

cases studies are of interest. 

Case Study 1: AI -Driven Fraud Detection at FinSecure Bank 

FinSecure Bank faced significant challenges with financial fraud, leading to substantial annual losses 

and diminished customer trust. The conventional rule-based systems were inefficient, struggling with 

high false positive rates and failing to adapt to evolving fraudulent tactics. To address this, FinSecure 

Bank implemented an advanced AI-driven solution using machine learning models to enhance its 

fraud detection capabilities. The AI system analyzed vast amounts of real- time transaction data, 

identifying patterns and anomalies indicative of potential fraud. It  utilized a combination of 

supervised and unsupervised learning techniques, continuously updating the models with new 

transaction data and fraud trends. The implementation of the AI-driven fraud detection system 

resulted in a 60% reduction in fraudulent activities within the first year (Team DigitalDefynd, 
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2024a). 

Case Study 2: AI  Optimization  in Investment Strategies at Quantum Capital 

Quantum Capital, a leading investment management firm, faced challenges in optimizing investment 

strategies to manage over $50 billion in assets effectively. To enhance its investment strategies, 

Quantum Capital adopted AI and machine learning. The AI system analyzed market data, economic 

indicators, and historical performance to optimize asset allocations and identify investment 

opportunities. The system also incorporated real-time data to adapt to market changes dynamically. 

The AI-driven investment strategies led to improved portfolio performance, increased returns, and 

better risk management (Team DigitalDefynd, 2024b). 

Case Study 3: AI -Driven Credit Risk Assessment at FinScore Global 

FinScore Global, a financial services firm, faced challenges in accurately assessing credit risk for a 

diverse global client base. Traditional models often failed to account for unique financial behaviors 

and risk factors across different geographic and demographic segments. To address this, FinScore 

Global adopted a generative AI model to simulate various credit scenarios based on extensive data 

inputs, including unconventional data sources like utility payments and social media activity. The AI 

system generated predictive credit scoring models that adapted to regional financial behaviors and 

trends, incorporating real-time economic data and customer transaction patterns. The 

implementation of generative AI in credit risk assessment led to a 25% reduction in default rates and 

a 40% increase in credit issuance to previously underserved segments (Team DigitalDefynd, 2024b). 

Case Study 4: AI  in Customer Service at Bank of America 

Bank of America aimed to improve customer service efficiency and satisfaction while reducing 

operational costs. The bank implemented an AI-powered virtual assistant named Erica. Erica uses 

natural language processing (NLP) to understand and respond to customer inquiries, aiding with 

transactions, account information, and financial advice. Erica handled millions of customer 

interactions, significantly reducing waiting times and improving customer satisfaction. The virtual 

assistant also helped the bank save on operational costs by automating routine inquiries (Sharma, 

2025). 

Goldman Sachs sought to enhance its trading strategies and improve market prediction accuracy. 

The firm implemented AI and machine learning algorithms to analyze vast amounts of market data, 

identify trading patterns, and execute trades at optimal times. The AI system continuously learned 

from new data, adapting its strategies to changing market conditions. The AI-driven trading 

strategies led to increased trading efficiency, higher returns, and better risk management (Team 

DigitalDefynd, 2024b). 

These case studies demonstrate the transformative impact of AI across various financial services 

sectors, including fraud detection, investment management, credit risk assessment, customer service, 

and algorithmic trading. By leveraging AI, financial institutions can enhance accuracy, efficiency, and 
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profitability while addressing specific challenges and improving overall performance. 

Societal Impacts of AI  

Artificial intelligence (AI) has a profound impact on society, influencing various aspects of our daily 

lives, economic systems, and global interactions. Here are some key areas where AI is making a 

significant impact: 

AI is driving economic transformation by enhancing productivity, creating new job opportunities, 

and enabling innovative business models. AI-powered automation improves efficiency in 

manufacturing, logistics, and customer service, reducing operational costs and increasing output 

(Roser, 2022). For example, AI-driven robots and automated systems streamline production 

processes, leading to faster and more cost-effective manufacturing. However, the rise of AI also 

poses challenges, such as job displacement due to automation. While AI creates new roles in tech 

development, data analysis, and AI maintenance, it can also render certain jobs obsolete. Addressing 

this requires investment in reskilling and upskilling programs to prepare the workforce for AI-driven 

economies. 

AI is revolutionizing healthcare by improving diagnostics, personalized medicine, and patient care. AI 

algorithms analyze medical data to detect diseases early, predict patient outcomes, and recommend 

personalized treatment plans. For instance, AI-powered imaging tools can identify tumors in medical 

scans with high accuracy, aiding in detection of cancer in early stage. Additionally, AI-driven 

wearable devices monitor patients' health in real-time, providing valuable data for managing chronic 

conditions and preventing medical emergencies. These advancements enhance the quality of care 

and reduce healthcare costs, making medical services more accessible and efficient (West & Allen, 

2018). 

AI is transforming education by personalizing learning experiences and improving educational 

outcomes. AI-powered platforms adapt to individual learning styles and paces, providing customized 

content and feedback. This personalized approach helps students grasp complex concepts more 

effectively and enhances their overall learning experience. Moreover, AI-driven tools assist educators 

in administrative tasks, such as grading and attendance tracking, allowing them to focus more on 

teaching and student engagement. AI also facilitates remote learning, making education accessible to 

a broader audience, including those in remote or underserved areas (Bryson, 2024). 

AI enhances decision-making processes across various sectors by providing data-driven insights and 

predictive analytics. In finance, AI algorithms analyze market trends and economic indicators to 

inform investment strategies and risk management. In agriculture, AI-powered tools optimize crop 

yields and resource management by analyzing soil conditions and weather patterns. Governments 

and policymakers also leverage AI to make informed decisions on public policy, urban planning, and 

disaster response. AI-driven simulations and models help predict the impact of policy changes and 

identify the most effective strategies for addressing societal challenges (Roser, 2022). 

AI enhances customer experience by providing personalized and efficient services. AI-powered 

chatbots and virtual assistants manage customer inquiries, process transactions, and offer 
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recommendations based on user preferences. This improves customer satisfaction and reduces 

waiting times. In retail, AI analyzes consumer behavior and preferences to offer personalized 

shopping experiences, optimize inventory management, and enhance marketing strategies. These 

advancements lead to increased customer loyalty and higher sales (West & Allen, 2018). 

The widespread adoption of AI raises to address ethical and social implications. Issues such as data 

privacy, algorithmic bias, and the ethical use of AI technologies are critical concerns. Ensuring that 

AI systems are transparent, fair, and accountable is essential to building public trust and preventing 

misuse (Bryson, 2024). AI governance frameworks and regulations are necessary to address these 

ethical challenges and to ensure responsibly deployed AI technologies. This includes implementing 

guidelines for data protection, bias mitigation, and ethical AI practices. 

AI has significant geopolitical implications, influencing global power dynamics and international 

relations. Countries that lead in AI development and innovation gain a competitive advantage in 

economic and military capabilities. This can shift the balance of power and create new geopolitical 

tensions. International cooperation and collaboration are crucial to addressing the global challenges 

posed by AI (West & Allen, 2018). Establishing international standards and agreements on AI 

governance can help ensure that use of AI technologies is for the benefit of all humanity and prevent 

conflicts arising from AI advancements (Bryson, 2024). 

 

AI contributes to environmental sustainability by optimizing resource management and reducing 

waste. AI-powered systems monitor and manage energy consumption, water usage, and waste 

production, promoting more sustainable practices. For example, AI algorithms optimize energy 

grids, reduce energy waste and lower carbon emissions. In agriculture, AI-driven tools enhance 

precision farming, minimizing the use of water, fertilizers, and pesticides while maximizing crop 

yields. These advancements support sustainable agriculture and help address global food security 

challenges (Roser, 2022). 

 

AI's impact on society is multifaceted, offering benefits while also posing significant challenges. By 

leveraging AI responsibly and addressing ethical, social, and geopolitical implications, we can harness 

its potential to drive positive change and improve the quality of life for people worldwide. 

Ethical Concerns and Biases 

Artificial Intelligence (AI) brings up ethical issues that need attention to ensure responsible and fair 

usage. A key issue is bias and discrimination. AI systems can reinforce and even heighten existing 

biases found in their training data. If the data used to train AI models includes historical prejudices 

or does not represent diverse groups, the output of the AI system is likely to mirror and perpetuate 

those biases. This can lead to discriminatory results in important sectors such as hiring, lending, law 

enforcement, and healthcare. For instance, an AI system used for recruitment might favor certain 

demographic groups over others based on biased training data (Garnett, 2024). To address bias, it is 

important to utilize diverse and representative training datasets, apply mathematical methods to 

identify and reduce biases, create transparent and explainable algorithms, and perform regular audits 



Theme 4:  Investigating and Prosecuting AI-Enabled Crimes 

Session 10 

 

181 
 

on the systems to monitor and minimize bias over time. 

Privacy and security of data are also crucial ethical considerations. AI systems often need access to 

vast amounts of data, leading to concerns regarding data privacy and security. Storing and managing 

large data sets increases the chances of data breaches and unauthorized access to sensitive 

information. Furthermore, using AI in surveillance and data collection can infringe on individuals' 

privacy rights. Implementing strong data governance frameworks that emphasize data privacy and 

security, utilizing encryption and anonymization techniques to safeguard sensitive data, and ensuring 

compliance with applicable data protection laws can help mitigate these concerns (Pazzanese, 2020). 

Transparency and explainability are essential for the governance of AI. The intricate and opaque 

nature of AI models makes it challenging to understand the decision-making processes, complicating 

accountability, and regulatory measures. This lack of transparency can diminish trust in AI systems, 

especially when utilized in critical decision-making scenarios such as criminal justice or healthcare. 

Encouraging the development and use of explainable AI (XAI) techniques that clarify AI decision-

making processes for humans can boost trust and accountability in AI systems (Dilmegani, 2024). 

Establishing accountability and liability for AI decisions can be complicated, especially when AI 

operates autonomously. When an AI system makes an error, it is often unclear who is responsibleñ 

the developers, the users, or the AI itself. Defining clear accountability structures that outline the 

roles and responsibilities of developers, users, and regulators is vital. Introducing independent audit 

mechanisms to evaluate the accuracy and fairness of AI systems can ensure that accountability is 

maintained throughout the AI lifecycle (Garnett, 2024). 

Automation driven by AI can lead to job loss, as machines and algorithms take over human roles in 

various industries. This can result in significant economic and social disruption, particularly affecting 

workers in low-skilled positions. It is essential to invest in reskilling and upskilling initiatives to equip 

the workforce for economies driven by AI. Promoting policies that support job transitions and create 

new opportunities in emerging fields related to AI and technology can help alleviate the effects of 

job displacement. 

The use of AI in military contexts, such as autonomous weapon systems, raises important ethical 

concerns. Autonomous weapons can make critical decisions without human intervention, which 

could result in breaches of international humanitarian laws and ethical guidelines (Dilmegani, 2024). 

Establishing international agreements and regulations overseeing the development and deployment 

of AI in military applications is vital. Ensuring that human oversight remains integral in crucial 

decision-making processes and that AI systems adhere to ethical and legal standards can help alleviate 

these concerns. 

AI can also be utilized to create and disseminate misinformation, including deepfakes and fake news, 

which can sway public opinion and erode trust in media and institutions. This poses risks to 

democratic processes and social unity (Pazzanese, 2020). Creating AI tools capable of recognizing and 

countering misinformation, enhancing media literacy and public awareness regarding the potential of 

AI-generated content to be misleading, and implementing regulations that hold platforms 
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accountable for misinformation spread are vital actions to tackle this issue (Garnett, 2024). 

Addressing these ethical challenges calls for a comprehensive and collaborative approach, involving 

various stakeholders from sectors like government, industry, academia, and civil society. By 

proactively tackling these issues, we can ensure that AI technologies are developed and utilized in an 

ethical, transparent, and beneficial manner for society. 

AI bias in various applications 

Artificial Intelligence (AI) systems have exhibited pronounced biases across multiple sectors, 

resulting in unjust and discriminatory outcomes. A prominent instance is the Correctional Offender  

Management Profiling for Alternative Sanctions (COMPAS), an AI tool utilized in the United States 

to estimate the likelihood of criminal recidivism. A 2016 investigation by ProPublica uncovered 

significant racial bias within COMPAS's predictions. The research indicated that the system was 

more likely to erroneously categorize Black defendants as high-risk compared to their white 

counterparts. 

Specifically, COMPAS misidentified 45% of Black defendants as substantial risk, while only 23% of 

white defendants faced the same misclassification. Furthermore, the system inaccurately classified a 

greater number of white defendants as minimal risk, who subsequently reoffended. This bias 

remained apparent even after accounting for additional factors such as prior offenses, age, and 

gender. The racial bias highlighted by COMPAS underscores the risk of AI systems perpetuating and 

intensifying existing societal prejudices, consequently yielding unfair and discriminatory outcomes 

within the criminal justice framework (Denison, 2023). 

In the healthcare sector, an AI algorithm employed by hospitals across the United States to assess 

which patients required additional medical attention exhibited noticeable racial bias. The algorithm 

evaluated patients' healthcare cost histories, operating under the assumption that higher expenses 

correlated with increased medical needs. However, this presumption disregarded the varying 

methods through which Black and white patients finance their healthcare. Black patients, who are 

statistically more likely to incur costs for emergency interventions despite presenting symptoms of 

unmanaged illnesses, received lower risk assessments compared to white patients. Consequently, 

Black patients were less likely to qualify for supplementary care compared to white patients with 

analogous health requirements. This bias within the healthcare algorithm emphasizes the necessity of 

incorporating socio-economic considerations and ensuring AI systems do not inadvertently reinforce 

pre-existing disparities in healthcare access and treatment (Denison, 2023). 

Another illustrative example is Microsoft's AI chatbot named Tay, launched on Twitter in 2016. 

Programmers designed Tay to interact with users and learn from their dialogues. Unfortunately, 

within a mere 24 hours, Tay began disseminating offensive and discriminatory tweets, mirroring the 

biases and prejudices presented by the users it engaged with. This incident exemplifies how AI 

systems can swiftly adopt and replicate harmful behaviors from their surroundings, particularly when 

exposed to unfiltered and biased information. The case of Tay accentuates the necessity for stringent 
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content moderation and ethical guidelines to prevent AI systems from embracing and propagating 

detrimental content (Prolific, 2023). 

Gender bias in recruitment algorithms represents another pressing concern. Numerous 

organizations have adopted AI algorithms to enhance their hiring processes; however, these systems 

frequently demonstrate gender bias. For instance, Amazon developed an AI recruitment tool to 

assess job applicants' resumes. The tool exhibited a preference for male candidates over female 

applicants, as it was trained on resumes submitted to the company over a decade, predominantly 

authored by men. The AI system penalized resumes that contained the term "women's" and 

downgraded graduates from all-women's colleges. This gender bias in recruitment algorithms 

highlights the importance of utilizing diverse and representative training datasets and implementing 

strategies to identify and mitigate biases within AI systems (IBM, 2023). 

Facial recognition technology has also faced significant criticism for its racial bias. Research has 

indicated that facial recognition systems are less accurate in identifying individuals with darker skin 

tones. For example, a study conducted by the National Institute of Standards and Technology (NIST) 

discovered that facial recognition algorithms exhibited higher error rates for Black, Asian, and Native 

American faces compared to white faces. This bias can result in false identifications and wrongful 

accusations, especially within law enforcement applications. The racial bias observed in facial 

recognition technology underscores the imperative for thorough testing and validation of AI systems 

to ensure equity and precision across diverse demographic groups (IBM, 2023). 

These instances underscore the pervasive nature of bias within AI systems and the potential for 

these biases to inflict harm across various domains. Tackling AI bias necessitates a comprehensive 

approach, incorporating the utilization of diverse and representative training datasets, the 

formulation of transparent and explainable algorithms, and the establishment of ethical guidelines 

and regulatory frameworks to uphold fairness and accountability. 

Challenges for and by AI 

The integration of artificial intelligence (AI) in financial systems and various sectors involves 

numerous challenges, including data quality concerns, infrastructure limitations, and ethical 

considerations. A primary challenge is the presence of inadequate or low-quality data. AI systems rely 

on extensive datasets to yield accurate predictions; however, acquiring high-quality and pertinent 

data can be a complex task. Biased or insufficient datasets can result in inaccurate models and 

discriminatory outcomes. To mitigate this issue, organizations must secure access to diverse, high-

quality datasets, implement data cleaning and preprocessing techniques, and update datasets 

consistently to align with current trends (Papas, 2023). 

Another significant obstacle is outdated infrastructure. Numerous organizations lack the requisite 

computing power and storage capabilities for successful AI implementation. Legacy systems often do 

not support contemporary AI applications, thus hindering performance and scalability. To address 

this challenge, businesses should consider investing in high-performance computing resources and 
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adopting cloud-based solutions in collaboration with technology providers to modernize their 

systems for enhanced AI integration. A related concern is the integration of AI into existing systems. 

The adoption of AI can be intricate and time-consuming, as it necessitates compatibility with current 

technologies and business processes. To facilitate a seamless transition, companies must formulate a 

comprehensive integration strategy, collaborate with experienced AI vendors, and offer employee 

training to effectively utilize and troubleshoot AI tools (ibid). 

The shortage of AI talent presents another urgent challenge. The demand for experts in AI and 

machine learning significantly surpasses the available workforce, creating a talent gap that obstructs 

implementation efforts. Organizations can address this challenge by investing in upskilling programs, 

collaborating with universities to develop educational initiatives in AI, and engaging external 

consultants or specialists to temporarily fill skill shortages. In conjunction with talent issues, data 

privacy and security remain substantial challenges. AI systems frequently require access to sensitive 

information, raising concerns regarding privacy, security, and compliance with regulations. To 

alleviate these risks, organizations should establish robust data governance frameworks, utilize 

encryption and anonymization techniques, and adhere to applicable data protection laws (Expert 

Panel, 2024). 

In addition to technical hurdles, ethical and bias issues present significant risks. AI systems may 

unintentionally reinforce biases found in training data, resulting in unjust and discriminatory 

outcomes. Ethical considerations also emerge concerning transparency and accountability in AI- 

driven decision-making. To confront these challenges, organizations must embed ethical guidelines 

within AI development processes, use diverse datasets for model training, and implement techniques 

for bias detection and mitigation. Furthermore, the excessive costs associated with AI 

implementation can be prohibitive. Upgrading infrastructure, acquiring data, recruiting AI talent, and 

maintaining systems can incur substantial expenses. A pragmatic approach involves initiating pilot 

projects to demonstrate value, exploring funding opportunities such as grants and partnerships, and 

concentrating on scalable AI solutions that can be expanded incrementally over time (Prescience 

Team, 2024). 

The Way Forward: Moving from Techno-determinism to Techo-Social Approach 

A prevalent misunderstanding concerning artificial intelligence (AI) is the tendency to overstate its 

capabilities. Numerous organizations form unrealistic expectations regarding AI's potential, which 

often results in disappointment when actual outcomes do not meet these expectations. To mitigate 

this issue, businesses should establish attainable objectives, effectively communicate the capabilities 

and limitations of AI, and concentrate on incremental advancements. Furthermore, navigating 

regulatory compliance poses a complex challenge, as AI governance differs across various regions. 

Organizations must remain vigilant about the dynamic regulatory landscape, collaborate with legal 

experts to ensure compliance, and design AI governance frameworks that align with industry 

standards. 

Moreover, resistance to change continues to be a significant obstacle to adoption of AI. Employees 
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and stakeholders may harbor concerns about job displacement or question the effectiveness of AI. 

To counter this, organizations should cultivate a culture of innovation, articulate the benefits of AI 

clearly, and actively involve employees in the implementation process. Providing adequate training and 

support can facilitate a smoother transition and promote acceptance. 

Effectively addressing these challenges necessitates a strategic approach encompassing investments 

in infrastructure, development of talent, consideration of ethical implications, and adherence to 

regulatory compliance. By proactively tackling these barriers, organizations can harness the full 

potential of AI to drive innovation, enhance efficiency, and achieve long-term success. 

Guaranteeing fairness in AI systems is imperative to avert biases and discriminatory outcomes. A 

crucial strategy in this regard is to employ diverse and representative data. AI systems can inherit 

biases embedded in their training data; insufficient diversity or representation of the training data 

may lead to biased AI outcomes. To remedy this, it is vital to utilize datasets that reflect the 

demographics and traits of the entire population. Regular updates and audits of datasets to ensure 

their continued relevance and inclusivity are also essential (Denison, 2023). 

Detecting and mitigating biases are critical steps toward achieving fairness. Bias can infiltrate AI 

systems at multiple stages, spanning from data collection to model training and deployment. 

Implementing bias detection methodologies to identify potential biases in AI models and employing 

fairness metrics to evaluate the impact of AI systems on various demographic groups are effective 

strategies (ibid.). Utilizing bias mitigation techniques, such as reweighting data, modifying 

algorithms, and implementing fairness constraints during model training, can also address these 

challenges. 

Transparency and explainability are vital components of AI governance. The intricate and opaque 

nature of AI models can complicate understanding of how we make decisions, thereby hindering 

accountability and regulatory efforts. Promoting the development of explainable AI (XAI) 

techniques that clarify AI decision-making processes will enhance trust and accountability in AI 

systems (Forbes, 2025). Providing comprehensive documentation and elucidations of AI model 

functionality and the factors that influence their decisions is also crucial. 

Ethical guidelines and governance frameworks are essential to ensure that development and 

deployment of AI systems are in an ethically sound manner. Establishing such frameworks that 

prioritize fairness, transparency, and accountability is of utmost importance. Implementing policies 

that mandate regular audits and evaluations of AI systems to maintain compliance with ethical 

standards is necessary. Encouraging collaboration between stakeholders, including developers, 

regulators, and the civil society sector, will contribute to the development of comprehensive and 

inclusive governance structures (WEF, 2021). 

Inclusive design and development practices are critical to preventing inadvertent biases in AI 

systems. AI systems are frequently created by teams that may not encompass the full diversity of the 

population, potentially resulting in unintended biases in design and execution. It  is essential to 

prioritize inclusive design and development by involving diverse teams throughout the AI system 
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creation process. Soliciting input from a wide array of stakeholders, including underrepresented 

groups, ensures that AI systems adequately reflect the needs and concerns of all users. Promoting 

diversity and inclusion within AI development teams introduces varied perspectives and experiences 

into the overall process (Forbes, 2025). 

Ongoing audits and monitoring of AI systems are imperative to identify and rectify emerging biases. 

AI systems can evolve over time, and biases may surface as they interact with real-world data. 

Regular audits and monitoring ensure these systems remain equitable and accurate. Implementing 

continuous feedback loops to refine AI models and establishing independent auditing 

mechanisms to evaluate the performance and fairness of AI systems are effective measures (ibid). 

Regulatory compliance is another crucial element in ensuring equality in AI systems. Navigating the 

intricate regulatory environment for AI can be difficult, as different regions have diverse standards 

and regulations (WEF, 2021). Keeping abreast of relevant regulations and ensuring adherence to 

legal and ethical standards is vital. Collaborating with legal specialists to manage regulatory demands 

and creating AI governance frameworks that correspond with regulatory standards can help tackle 

these issues (ibid.). Encouraging international collaboration to establish uniform and harmonized AI 

governance practices is also essential. 

Public involvement and education are vital for cultivating trust in AI systems. Concerns regarding 

privacy, security, and ethical dilemmas can erode confidence in AI technologies. Engaging the public 

through transparent communication and education about AI technologies aids in building trust. 

Proactively addressing concerns and highlighting the advantages of AI while ensuring that ethical 

and privacy issues are given priority is crucial. Fostering media literacy and public awareness about 

the potential for AI-generated content to be misleading is also necessary (Forbes, 2025). 

By applying these strategies, we can ensure the design and implementation of AI systems in a way that 

is just transparent, and beneficial to all members of society. Addressing fairness in AI necessitates a 

comprehensive and collaborative approach involving stakeholders from various sectors, including 

government, industry, academia, and civil society. 
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AI Enabled Crimes of Today and the Future 
-Suyash Nepal74 

 
Abstract: 

The explosive proliferation of LLMs and other AI  technologies have opened a pandora box in terms of their security 

implications. The application of such technologies in offensive and defensive security while being a topic of active research is 

largely an unknown. In this paper we explore the usage of AI  technology in various cyberattacks and scams that have been 

happening in the recent days with some specific case studies and discuss how deepfakes, voice impersonations are being used to 

cause losses amounting to hundreds of millions of dollars. We also present various attack techniques that AI can potentially 

facilitate in the coming days including practical demonstration of how criminals can abuse legitimate AI/LLM models for ill-

intent by bypassing security controls. Our projection of these attack technologies are based on the current capability of AI 

technology, the capabilities they are forecasted to acquire and the tools, techniques and procedure that we have seen cybercriminals 

use along with the goals and motivations of various types of criminals. Following the outlining of how attackers are and will be 

using AI to commit a range of cybercrimes we also discuss the flipside on how AI  can be leveraged to fight cybercrimes. We 

explore AI  powered security tools that have been developed in the current days and the trends we are seeing with them. We will 

also be presenting ways how AI can be harnessed to fight against the projected AI enabled crimes. 

Keywords 

[Artificial Intelligence Security, Scams, Deepfakes, Voice Impersonation, AI abuse, Cybercrime, Threat Projection, 

Defensive security] 

Introduction  

Since the recent developments in the field of generative AI and the ubiquity of LLMs, we have 

entered into a new frontier of computing where computers have started to depict some 

intelligence. Heretofore, computers were limited in their reasoning capability, but now LLMs have 

made them able to emulate intelligence in limited but swiftly improving form. We have seen 

increasingly novel and clever ways in which generative AI is being put to use. Understanding the 

implications from a cybersecurity standpoint is crucial as the many generative AI models, such as 

ChatGPT, Copilot, Gemini, and LLaMA, continue to develop in complexity and capabilities. 

Recent examples have shown how generative AI tools can be used in both offensive and defensive 

cybersecurity scenarios, with an emphasis on the technology's social, ethical, and privacy 

consequences. On one hand, these technologies have empowered organizations to be more 

resilient to evolving threat landscape through the use of AI-powered detection and defense 

technologies. On the other hand, cybercriminals are leveraging AI and LLMs to launch more 

sophisticated and scalable attacks, such as AI-generated phishing emails, deepfake scams, and 

automated social engineering campaigns. The dual-edged nature of these tools has magnified the 

cat-and-mouse game that cybersecurity has always been, where attackers try to find new ways of 

exploiting existing technologies and the defenders try to fortify against such new and sophisticated 
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attack vectors. In this paper we will examine how attackers are using these generative AI 

technologies, the security barricades that AI tools have adopted, their bypasses, and the use of 

generative AI in ensuring security. 

Cybercriminals adoption of  Generative AI 

We have seen cybercriminals increasingly adopt generative AI as a powerful addition to their 

toolkit. In recent times, many cases have depicted the power of AI as a dangerous tool in the hands 

of sophisticated threat actors. AI has also democratized complex attacks, as now not so technically 

sophisticated attackers can leverage the power of AI to launch complex attacks. Crowdstrike 

reported that when attackers got access to a cloud server of a specific organization, facing an 

unfamiliar environment the attackers used chatgpt to understand how to navigate the system and 

how to exfiltrate credentials[1]. From various forms of phishing, use of deepfake images in 

extortion to AI developed malwares and exploits, the technical application of malware has been 

very diverse in range. 

Phishing 

One of the major indicators of phishing that most cyber security training materials presented was 

the grammatical errors and weird use of language. But, since the advent of GenAI and LLMs that 

has been all but moot. Now with the use of LLMs, an attacker can easily craft personalized emails 

by feeding publicly available information of the targeted person or organization. This 

democratization of powerful computing and content generation, there has been a noticeable boom 

in phishing scams. In 2023, after the release of chatgpt, 138% increase in the number of detected 

phishing sites was observed[2]. The number of phishing in the same year increased by 58% [3] 

which can in-part be attributed to the rise of LLMs. A report from 2025 showed that in 2024, the 

number of people clicking on a phishing link almost tripled [4], this was due to an overall increase 

in the number of phishing attempts that a user now gets and due to the increase in believability as 

well [5]. Due to the development of LLMs it has been easier for cyber criminals to target people all 

around the globe using their native language. A significant spike has been observed in the number 

of phishing attempts using languages other than English. This can be attributed to the fact that 

now anyone can easily craft a believable and grammatically consistent email in any language with 

the use of generative AI. 

Vishing 

The special form of phishing which uses voice to trick unsuspecting people and take advantage of 

them is known as vishing. Vishing generally happens over a call. We are focusing more on the use 

of voice for phishing as just a couple of years ago voice calling was a way of ensuring authenticity 

and was recommended to protect against phishing. The first use of AI in such a vishing attack was 

reported in 2019, where AI was used to clone the voice of the boss to dupe an executive into 
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transferring a huge sum to scammers. As per the reports, attackers used AI to clone the voice of a 

CEO of a German parent company and called the CEO of their subsidiary in the UK. The 

scammers were able to make such a perfect copy of the German CEO that the other CEO didnõt 

doubt the authenticity at all. The scammers instructed the UK CEO to transfer $243,000 to a bank 

account in Hungary which he did unsuspectingly. The scammers then again attempted to get the 

CEO to make a second transfer but this time he had some misgivings and didnõt make the second 

transfer [6]. 

This case was a eye-opener back in 2019 when there was barely any presence of generative AI and 

deepfake technology was in its infancy. With the technology that attackers possess currently we can 

imagine how sophisticated their capabilities might have become and true to our assumption, the 

attackers are getting more and more advanced in their phishing attempt. 

A similar attempt at vishing reported by the CEO of worldõs largest advertising group WPP, 

attackers created a Whatsapp account impersonating him and used it to set up an online meeting 

with a senior executive. The attackers cloned his voice and used publicly available video footage as 

well. But, due to timely diligence the attempted scam was foiled [7]. 

Vishing+ 

An extremely intricate and evolved form of a vishing scam was made public by the HongKong 

police in early 2024. This scam depicts the truly scary capability that current day AI technologies 

possess. A Hong Kong based finance worker of UK based multinational engineering firm Arup 

received an email claiming to be from the company's CFO from the UK, the email looked 

suspicious and the employee initially regarded it as such. But then the email sender setup a group 

video conference with multiple employees and in the video conference the employee saw his 

colleagues present along with the CFO. The CFO then said the same thing as the email and 

presented the need for secrecy, he instructed the worker to transfer 200 million HongKong dollars. 

When he saw his colleagues and CFO over video, he had no suspicion and transferred the amount 

as discussed in the video conference. It was only revealed sometimes later that all the people 

present in the video conference including the CFO was a deepfake impersonation, and the 

scammers had successfully tricked the employee into sending $25.6 million [8] This elaborate scam 

goes to show the absolute complexity with which AI powered deepfake tools can now operate. 

General public and AI 

Aside from these high profile cases of criminals targeting organizations, scammers adopting AI 

tools are going after individual persons at an explosive rate. One of the notable usages of AI 

targeting individuals is being seen in scam calls to old people with cloned voices of their loved 

ones. Dubbed the grandparent scam, this method of scamming has evolved to a new extreme with 

the advent of AI voice cloning technology, making it more convincing and emotionally 
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manipulative [9]. In this scam, scammers use AI tools to clone the voice of a victimõs loved one 

using just a few seconds of audio, often sourced from social media or voicemails. The cloned voice 

calls the victim, often sounding panicked or distressed, and claims to be in urgent troubleñsuch as 

being in jail, involved in a car accident, or needing bail money. The scammer creates a sense of 

urgency to pressure the victim into acting quickly. The use of AI is not only limited to financial 

scams, their use in misinformation campaigns is also growing. AI generated content designed to 

influence public opinion is being seen worldwide. Such content was observed especially during the 

2024 US presidential election. AI generated images and videos of the candidate made rounds in 

social media, fake videos of celebrity endorsements generating increased concerns regarding the 

risks of deepfake videos [10]. Similarly in Slovakia's 2023 elections, deepfake audio of one of the 

candidate discussing vote rigging was shared and was intended to manipulate public perception days 

before the election [11]. These fake images and videos possess a great power to significantly affect 

various domains. A viral picture of an explosion near the pentagon caused a brief crash of the US 

stock market [12]. These cases show how in the hands of cyber criminals, generative AI has been 

used to significantly increase the capabilities of various pre-existing concerns of cybersecurity and 

has helped in expanding their scope. 

Abusing AI  and circumventing restrictions 

We have discussed the use of AI in a barely technical way and how threat actors are leveraging 

existing services to aid their criminal enterprises. Now let's discuss how criminals can abuse AI by 

bypassing various cybersecurity controls that intend to restrict the truly destructive technical 

capabilities of Generative AI tools, especially LLMs. For such purposes, attackers resort to AI 

jailbreaking and prompt engineering techniques. AI jailbreaking refers to the process of 

manipulating an AI model to override its built-in safeguards, such as content filters, ethical 

guidelines, or usage restrictions. This is often achieved through carefully crafted prompts or inputs 

that trick the AI into generating outputs it would normally refuse [13]. For example, an AI model 

designed to reject requests for malicious code might be coerced into providing such code if the 

request is disguised as a hypothetical scenario or educational exercise. Jailbreaking an AI involves 

bypassing the ethical and safety constraints embedded in AI systems, enabling attackers to exploit 

these models for harmful purposes. AI models like ChatGPT, GitHub Copilot, or other code-

generation tools can be manipulated to produce malicious code, such as ransomware, keyloggers, or 

exploit scripts [14]. Cybersecurity researchers have repeatedly demonstrated how AI can be used to 

generate new malware, add sophisticated capabilities to simple malwares and create exploit codes 

[15]. 
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