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2.%. IETTThR! TEHH (Introduction of Study)

TR &IHT WU ShTT=ct HIE SIS 8T, §le T gua qeaTueh! © | 3ol a% e fargeamdt
THT HEIT T AN T AT B | ST FHIHT G ITeHT WO Sgal foemd w1 3
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HTEST LR THT TR T AT SIS FHIAT SHTET FHA T T30 | TH FGHHT aTerT
fereretar shemers fde, we ferme T SToft e ST faed (Seriier) HRie T
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¢.3. THEITRY hAT (Statement of the Problem)
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ISR FELh! T foehfia el foraretrs forerm foregd i shIie UFHT JHTeeT §9 Hehehl STl
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HAHIA T I 7 ?

$.3 1LY ITIT (Objectives of the Study)
STEQT STEAhT Iev T SRS TeehT & |
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() TR FEL GFaI-ell SFTIRUMCHE T&Teh! ST SR SEH T,
(3) W3R FHEL GFar-ell HITeh! TS, FETh! AR [0 1T,
(¥) TS FHTH! STTA T SIS FF-EHT Lol SHE AT I e dfea T,
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TgTeent TagrT T frsgmor T

(&) TR UHT GHET T I &R HTHAT THehT AT ST T o SUTIEE T T |

$.% STegIeh! fUT (Limitation of the Study)

STEA ST TTEE FEL Tl ShTAeh! T i oor qoIT shien! ST HeaTgeh Sra-aT HUshT
AT SHAEATT HTIT-ITeh! THTEHTIAT HeATSHAHT hi-sd Teohl B | ATFeR HEl Frr-eft FHffehl
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2.4 21 fafer (Methodology of the Study)
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AT FTES FEL Tl ST Farfire FrrehmreTe TRTshT P STera |Tiien! Sefam e w3
TuTTeHsh fersgymor farfer (Qualitative Approach) Sl TN A |

TEA ST SETIHT A (erge SFaetra TRuH ©:

o  FTAT WAWU: Wiz FE Gl U T, TR qur ot it syawreEan!
HEI/EA &0, TS G 8% TieaT THUh 3 |
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$.§ STeTIh! Ao (Rational of Study)
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T HHET AT AT 6T 3l ARG AT ST 7T 0 Shrieeehl ST Jed STERIT g Hohah!
AR | T SR HILHEATE HIE FELTR] ST T SAIISHHR] HIHHT THTEHRIAT ST
T FEART T U 4T S ST S R B |

2.9 STETITh! WUET (Organization of the Study)
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Q.2 HTE’QTH—TH;{'@[ AT T frwTa=RT (Conceptual Background and
Development of Cyber Crime)

R.2.% Wiﬁﬂgﬁ CERIMINK) ‘1’8‘{&[ (Conceptual Background of Cyber Crime)

AT [~Teh 52 SHEYTeR] HTH T o1~ ST HIIEUSes Hedl forem o Ao feh Tard=rdreht
SR 9 T Aeca ol ATIEUE & | T qerT §am Tfafer Ue gretiesh! foshrae safthent formm qer
HHRITh TR STATEHT HEca Ul ANTEH JLATUH B | MISah! ST WTTeTsh qeT TSt
HrraTfex gt wwiEa faw § AHe arehl ST e aREidd g1 Tl B | @, STSehl
FATS GT T ferefiehl I ol TRUERT © | 37 M T Ichal Ak =T Fefehebl AT G T
=1 ferreaTd} HTIT Teel B | SeteHT SIS U UgH, STETER! STt JHel HRTush! T T
TN I @S T B | FAT I TRrhT forehTeret F@ehl $-ai1eeh! TNt e, T, S,
gaTeu, S=ATe, WSS, Th13Y, SHI, FATE-S SIEdT GTHTSeh GosTToieh! JAITT STk ®IHT WS Teh
B | ey T TTge L U Set T S |

RER WWWW (Introduction to Cyber Crime)

e af foRfmehT Tt TR ST ST g8 o AvaT a1l $-atie TTel Sied; =I1eeH, $He,
TYSTETE, THHTEE TS TN T SIS 613 a7 3Tk HIeeh! TIshaTHT STTetaTsT TS a1,
ST S Spam mails, Virus 9T Spyware W@Tm,ﬁﬁémmmﬁw
T, el Cyber Crime 2T |

AT ST e[l STTeRioTesen! ST QT SRANT ATt T ST ffafies drger s
&1 | Faas forgeadt woi HicTushl USer wenied et ®UT fo T | ST Sfter Suam
HTh SRR Tg AT T SATHT, HEATTA T HS (e FLETHT TP Teret I e |rger
SITSH BT | FHFSTET Eral =6 AT foref T SUehIUTeetTs HTEAH SIHTUL Shigct (e 7T fshamehetTie®
T AT HIZsR TTEH A5 | HFa TS0 FFI, A2deh, FHA, §7e1E HTHTISIH FosTereh ST
WA T BISERT T HSTIST FHL 81 | 76 NH(doh! FHEHT F fohfewent HRTifetah a1 &rTa fam
TE §aT T forgearelt T ST T o Tl | ATge FEL @l Tehfaen! FEL 8 SEet
I AT TR SUHIUTCATE AT SIS ST 3Aeh{oh! SHPRSTHT SRR T SITUd T STTOIereh
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AATYRATEIE STETS 3 o a1 BT AT qLams User ATHTior: FEL e |

ST TN TR SAATSHT HIHETE U] FEEE HI3eR FEL & | P, ALY, AL,
§etE SITSd AN S, THIEHIT SATaTeR! JRNT TR TEdT O B e | THHOT FHFF AT HF
eeeh AT Heeeh USRI SR TR TCEhT AT AT ATgeR SHegieh! ST o Tfehes |
T2 T=a¥AT fI8TH Halder & Jaishankar o TGhT TTTNT BT TRl S | 3T STEN Cyber Crime

is an Offence that are committed against individuals or groups of individuals with a criminal

motive to intentionally harm the reputation of the victim or cause physical or mental hurt, or
loss, to the victim directly or indirectly, victimization trendy telecommunication networks like

Internet”.

FFI, T, T T ITHIOTEEH] TEUANT T g AT Tt ¥ |geR FEL o | F&al
TeRTermenT SheL THehT ST Pt TerelieTs Heeh! Je EfqaTtehl SUAT 2T TRUH 5755 | P
SIfeITer THIHT STUTRE $2HE HosiTeTehl GRURITT THT STt A WISaT fol T3Teh] erelrs ifceh a1
AR T T T A ATEE F T | 32THE, TgME T THRGHSHT Hraf-eid Ja@Tse qo 30
UMfehg, TG, ST A, SEHACHTGT sATRATAE, 3 Siohe SITTTHTSH, 3Thish! afg=
TRTTTRT ST T THeE ATgeR FHELeh! ST T B |

Dr. Vishwanath Paranjape ™ HT3aR E{clTs safh, THTS T Td o, fremgam samean
RIS |

wfr feg e | wwfy foeg g A e | T qon v foeg g

i AT H

Cyber Stalking Sale of Illegal Articles Intrusion of Computer System

to extract secret Information

Dissemination Obscene Inter time Theft Cyber Terrorism

Materials

Unauthorized Control Intellectual Property Crime | Distribution of Private

Access over Computer Software

System

Indecent exposure Unauthorized Access over Illegal Human Trafficking
Computer System Online

Email Spoofing Denial of Service Attack Financial Frauds

9

Vishwanath Paranjape (Dr.) (R0%0), Cyber Crimes and Law, India: Central Law Agency, p. RR.
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Pornography Virus Transmission Online Gambling
Harassment Via Email Computer Vandails Sale of Illegal Articles

.23 WWW (Form of Cyber Crime)
g FHELH! TTEIATS T8 ThR Ieeid T Fiohes | ©

2.

Hacking: Hacking ﬂﬁaﬁmﬁuﬁwﬁma@nﬁﬁmwwwﬁmq@ag@énﬁﬁ
FAE A

Virus Dissemination: W@mwmﬁ | WWWWW
U TS | T A FFITEEHT HHeie T T § | HTSTH HPIET STIHT ST
G TS T HUS UG STETATS T8 TS |

Logic Bombs: ?ﬁQEB forfement Slag Code g WFI'I?WC{ID?I EI'UI'IFﬁFﬂé ST T STHSTHT
HHZIHT AfEATCTd TSR 755 | AT WISTH TIEH | Ff T8 HSTEeh! St shra T |
Denial-of-Service Attack: me HAdegG Tﬁ?lﬁﬁ'l’sc Denial-of-Service attack
= |

Phishing: I 5h{Ee FTE TrREE, TANTHAIH! W, UTHAS ST T SR (ehTe 1 &7 |
IJGYT SHSASRT TN T Phishing T TS |

Email Bombing and Spamming;: ST GTATHT &R HEATHT $HA ST T Aedeh HITeATs T T
e SraEamT W % Email bombing and spamming |

Web Jacking: Wﬂﬁ%m%mﬁmﬂ%mmmﬁw
Web jacking & |

Cyber Stalking: T |5 FHTh! 1 & &I | FHHT ool T SHTcheh! SFFATSH TS Tt
3G SAT SRR ol Tars, awshl foe a1fe e it | Faetts 3etTs mu-iar foregent
FATSHHUThT SIHT I foi Tfehes |

Data Diddling: 3 ST SOTTCTAT JoieT 7T ST T TeITehT e SIeTeh! e leraet T
%1 Data Diddling 2T |

. Identity Theft and Credit Card Fraud: fehent afe= T TR AT el hise FS, S

WTATER SATGHT Tg JLATS | ohl AT T T SAfchehl GieaTelTs 377 FHELes T SanT 7 il
Identity Theft and Credit Card Fraud 2T |

?  https://www.digit.in/technology-guides/fasttrack-to-cyber-crime/the- R -types-of-cyber-crime.html (Accessed
on February ¢, R0R¥)
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g2.

gR.
¢3.

.

4.

&,

.

Salami Slicing Attack: GTSI-3THTEEE Tk USHAT T I AIde® IR TRT T4 HEATS
Salami Slicing Attack 9= |

Software Piracy: Wﬁﬁj‘f WWWWTW Software Piracy &l
SIS (Fraud) : QTS 3 o181 TUehT a1 SHEEX STH HUEhT T el Forgt aT STe@ ITH g wHT
T T T TS bl SITTETSH! 8 | SETER0T ST Y313+ T Sl TI Wl et T | 7 |
AT TSI T T (Preparing False Documents) : WWW@WW
TR 3Tehh! ATHHT 218 7T SHIIATS Tetd TSI dTR T4 9 |

3FIeTdT (Pornography) : srsefiet o o it qam T SFaeTs YaTe o1 A ST T ar
TIhT AT TR AT 7T a1 USTS oIS il STeffoietar 2 |

Fl?laﬁ’l?hT(Harassment) - FHUATS AT Message U3TS AT TR, ST ST T T ETeht
TR eehl TR T 7T S qare fasiHT | |

SHILUSTIhT STAelet T : fegelar 71 =T JoTettsh! GEUIT T shIISTCAT 7Tt T | Sied Tfeud

TS eh! U T BITeh TN 3T&eh! TohH fehTed, TSSTeh! sioh WTdTeh! ThH 3Teheh! ATHHT BTf11S,
e Tovfl TR SARUT ST ST TH, HATTE et TR FTATATS SHISES |

R.9.¥ HTEER HETeh! THNES (Types of Cyber Crime)

.

TTTohg: ST STATErehA Ugel: Hicol 32t o forfie AT BITfehg o SARrhaweh! Ug=ee
i BTEER L G T B | FTHTT FIHT BlTThEeh! 372 3l ST ol Pt YOI AT ST
uga TR B | R T Safthel PSS ST UMY Teehl el sk, e ot
TOATGHAT I FHFITh! Gt a1 e safehent s1gafa o sTfeqardt Ffcrgen wg=r oTe 7
SRITH T =107 $=q1fUe 9 e |

THTIEY WIGTH: FHFI HISTHR] TN T T ATZER FHE & TR q2 BTH Fra STTH B |
PG ISTH U [ohTHeh! SHPge HRIHH a1 IS 8, STE HTHATS IH: TG T8 AFehHT
HTS ST JTHIIHT T FFS | FTHT T 3T TEATSI, T, TS L hRAHAATS T8 T
AT SHFRIETHT HIACTS ST T TR | ST Shif-eh T HTSEH, ST HTSE T HTCTaT H15ed el
T <A T EARATS HPF HIEHEE B HFI HISTEHed FrSTATs FTEL T 11 ThIh!
TS T FHTHFHHELATS “HIAAI” WIS | AT T HISTHE Tl IS U e fHerefor 7
SATSUSHT I FHTHHH o1 HISTS T TEH el THUH 3 |

TRTeE : Tibg ol STeTSi T SAThehl T AR Sed ITHaS a7 sioh hie TR ol
TRTTS ANEHISTE i ATEeR FEL T THEhT B | STTCTHTSTT T W1 IRt STl afg= = o
SR SATAT ST T | STHaTs, Ohfeg T Wi | T8 fohTorg Tt STt AT <ieieh! Seeleh!
AT GEANT TR Sl YSTTL UTHaTS TR T o 1= SfchTre GerT H TS el SATTh!
SHATHT AU Tofeh ST HTT ST TBISTTHT Sishehl TTT FFaI HIRTTEHT ST TS qo= e
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T, AT forgt qenlet A1 T STH T SRITHR Yok ifu SaTsueh! €7 | SHeTeh! TTaes qomd
itar T g eden! SHeT a1 ol JUEhIL T HaT Telt 71 W+ [G3 e o HTf JHies
fihftreehT 3aTetures & |

. Tefitee adt: FFet aueaa, 11 o1 higH Fet <= ot g fSteh WIS TE wgiid a1 qedeh SATfash!

TReRrHT Seare ot fafor & foraeor feforeer rseet &t wfferfd stfeepr wusht =afh o weer
STeeheh! 31 SAfthel F TefSeet g st T O Ieared, forshi o foraor et @ =t g7 |
A1 9 AT3eR HE T e | SAATUepaeaT SR TRUHT @& qiies S8aars T SATH!
SUHTUMHT TRe] AT ITHRT A FHEL B ATTsid! [aehrai-aa e fefSeat =t ame
STAT ol B |

. FRRI SATSHAT: TUTAHT W3S FHHLH! FIHT HaTeh! ShHI STHAV 4 B T © | HTeH!

TR ST A2 T et STTHhAOT 21 SEWT §itel vl T Fea T SIe gat
HEATHT FTeh! ST TS T ASHATEE T HATATS T FHH 1570 | FATE Al ET STH T
ATE ATEd e HaTHTEIEEaTs HalTeh! SRR ST |

. SIS FICEAT: HIES FElh FIHT ST AT STTTHTST Ui #1@< T | JT AT Hel &

T TQ T EETEAT ST SITHTSTT §7eHe ST P! AT TR TS A EATS FTATST =l
AT STeETS FR o= TS | SaTeurshT ST iy S1fiheht Toishesee ST SemT=oT T
TR I HEAIT 0T Wee 3713 A 1 HIHe TSI 1 Je@1se HTthd STTerdTel FerTes
TS T T ST & |

. afgerT <R ufes S i ATger SETeh! 3Tehi WIS &1 | 37ehi safhehl sAfchTr dfe= ot

AT AT SR ITH T 3eh T USRI HATHTHT 3eh A fehsied! s ferfire @ for &
AT FHRTeReITTHT Her 5 81 | R SR gTere STHeRRT ST i Stk SATthehl 0 a
ATIERAT ST TR FFar T SR AT ITHarS J1 =Tetsh STAT FFa 1 e qaed ST
TN TR qwehTS a1 SIS Wl o Hieet fafeamT Teaenelt @ @l fiees |

. Wﬁ@mt@%ﬁmzwmmmtﬁﬁaw@a&ﬁamm

ST ARG TR FET Bl T 2T Torshreret A1 SELelrs 97 foreqd sHTCeh! ® | Tet 3
U SA=TI P JUMTATHTOR feraeor T Sevared el A gUr=rers-e et Seuted T,
I JUITCHHT ! |t ST T aT 3Ucied TRISH, Pt SUTTCiHToh el |t
forereeT AT ST T, e SO AT ST ST ST S fchehl TITRT coRedl |THET SITH T oIt
P JUITEA! T FHFF ST HUE T SUFHLUHT ! T e ATIqehT hides qae |
oIt THETeRT IcqTe AT foaRoT T SRINTEATS 1T HI-2IT WUehT SRTEwHT Ui el 1T
SIS eTeRTohT ST ST SITel G ATHITETS TR Fehidehl et AT |

. TR T foroarerey: |se eteh T I ST frveaeens i for Tt | et

forearereq WTel §retIeHT YohTRT JT SRUT T g Wt Uk THITSUSHT frserareq e T &l
HTHT STRTRT THT ESTRIHT HH ST TR 5 |
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2.2.4 Tt weaent fR e (Type of Offender)

TR 3T T TGfient STTERAT 3 Teheh foreldir sretereean! afee U <faws |

%. Insider Threats: -l EErEET AT FHeRTIHT HTH 7T ET B SAThe® Stdc T4 aT TSTHTTeh
FHRUTC ST HEATeRT fore] 1 oM T e J=ATSSH & T2 T e |

2. Hackers: 3! HFF UMHHAT THUS T, A3 HTH FAT S-IEIG AT TS AR T
T ATeSTIeh T sATthe® Hackers 8. | 3T SATSIaRT AATHT AT 34 JUTTetTeh! Gaffefer si=r
Tﬁ%“{‘\_vﬂ's‘Ethical Hacker 95T 9= T |

3. Hacivists: ST SeITEITSHTeRT SATAT HEATH Te7eh! el JUMTeTaT S uge =8
TR s SAfthe® Hacivists §1 |

¥. Virus Writers: YT, AT ILSTET GHEIR qIR T4 SAthe® oTs Virus Writers W | ©

4. Sensitive Intruders: WWWW mﬁzﬁrmnﬁ@aﬂ?ﬁawmm
T THEE Sensitive Intruders gl !

&  Cyber Warriors: @WWWWWWWWWW
ﬁtﬁﬁawmﬁmaﬁmwﬁﬁa Cyber Warrior & g | &TeT 31T
AT STHIHT IR FAFHAT TE AT ASIHEE AT TEhT ST AT Th! B |

. Terrorists : TUEHT SHTHHTST T HATHATEHT RN TS AT SHATATE HTciTohel T HIHHT FHFF
TRt gb_q?iﬁ"TTﬁ fFE® Terrorists gl

2.9.§ HTSER HUThH! HRUT (Reason of Cyber Crime)

HIZA HL SGToh! FHIUTEECTS T8 TohTL STt T Al |

STTHAT TTEeR YL Grareil e FHl T8,

ST 31eq I T Sfafeent seat S 7 i &,

T SRARTeRT a2 SIEART STIIST WwaT AToRaTel T S sel &,
feRaT feset T SR ST AT g SR 97,

SfeRHT fcrhd, BT, StrecreRdT STTet Tureh! 316 8 ST |

ML X w0 e

R.2.9 ATgaX Wgﬂﬁgifﬁl‘ (Nature of Cyber Crime)

I LT Fehel TS I ThR Jeeid T Hih |

3
21

TASTEIGT ST, HIES ST T ETHI =TTk ST : Tk fersgoor, Fiqured (20193), 8 22, Tftgar =tk SiqH, F1aHrel.
e
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X W R N

S FHEL SR FEL |
2T T HFAT-E1 ST SRR 98 T 7T g & |
HTEER L §7EE SIS FFAL Aehech! HILHATE TS |

ST TTTTehT STTEHT ATZE FETh! TR AT @H 13 789 | Fast Internet TTeHHT AT
YL TR AR FH T S |

R2.L WW@ dcdg® (Elements of Cyber Crime)

TS hELeh! AT AT HFTT T ST h1f Golehl SreMIAT STeIveh Wbl © | ATge FHEThl
YL TATIUA GHhT AT SRS ToLETE ST HTET T AT il T8 B HATRAF B |

.

Doctrine of Mens Rea in Cyber Crime: FIR TRIce (Strict Liability) SATHNT @ HHEE
slTachehl STIEITHT Mens Reaﬂn‘{@ﬁ@ AR e = | TS hEHT Mens rea?ﬂﬁﬁ'&lﬁ‘ﬁ
¥ TR §5 | |13 FHHLAT Mens Rea TUIE EToh! ATHT - SFareem SHTIONE 87 U9 |

> I AT SRR SOHT g ST Teh! 8 U9 |

> Ugee! AT S SRR Wl 51 79 |

Doctrine of Actus Rea in Cyber Crimezmwmiﬁﬁ mﬁwgmﬁ gftamT
ﬁﬁ@ActuSReuSWﬁwwglﬁmmWW
WS@TWW%W%(Footmarks)@éﬁmImﬁfwﬁﬁﬁﬁﬁww
T T T WA TRTSHT Tooh! gaT STRTCdHT YA T TRET §79 | |TSa AT Actus Rea
e B! ATAT 7 STereerrehl forerm =T & 7% |

> PSR! TN T AT e k! 1 |l 2l AT I T,

> HFRICTHT UG TTRUSh! SIEHT gl Th! a1 |l 2l AT I THEhl,

> WWHackingwmwmﬁaﬁaﬁmWI

R.8.R WQTWW (Introduction of Cyber Security)

TSI GLET WeATed SRTTHT TeohT ferfae=t T STt T ShPfet HosTorells STge STTERAUIETE SIS
SFaere T forfer ar Sfram ar T TR S5 |ihes | STea ST Wt HieTsd, FEL,
T T T I S ok STRLITEE T AT SUFTUTEEHT Teohl SITohl GLeTTehl Tl STOTS Sfsharm
HTSS G &1 | TG0 WSS Gl USeT & &l € STEHT qed TR Pl J2ereh Yefl (Computer
Network Security), =T BUIHE L& (Application or Information System Security) T =T
LT (Information Security) ST&T SAEE THIEHRT B |

% file:///C:/Users/user/Downloads/32R-23-333%-8-20-R0300832 pdf (Assessed on February %0, 203¥)
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2.%.90. ATEER FEXGEHT T-eHTUTHT ATAT AT L&A

TorRIY T BTEaIT HREAT T WIga e 3 foraieTd Yroqe g | TTgar el TeffcHsh §3=1 (Defensive
Mechanism) &1 STe SHT =T Fe 19 AT SRIRT 8 AT, STeT BT HEX el I6 &I Ha-=1eiTs
T Tt SRS (Malicious) 3T AT A SRITE 1t 93 1e® |

A, AT FEL AT HIFT HELhT AR T HTEeR LT Fore i © o | geer St
ST 7, W3R STLEEATS bl BT cald - 5! g | ATEeR YLETThT [y Yafe® qef Seeid
THCTshT B |

R.2.22 TEH ATgeR LT AT oI TPIEE (Main Pillars):

T HT5a GRETeh! forshTerehT ST ATLTOIGET qeT Seciiiad T g8 ol ATUUIEEeh! I
TR T+ |

?. The CIA triad:
T YO T GLaTThT Hed el TeTesHT Sl faushl 8 |
(%) TAFRIAT (Confidentiality): E=HToh! Tg= a7 SIHHRT SRR TANTHAEEATS A S WAl
gifea |
TG Ferefier s, SRR STeRT, o1 SATTHeRT e Haareiiet SeTeaTs STk uguere

SINTSS | BRRATA (Firewall), 3Fh9T (Encryption), T qg%r I (Access Control) &
ST Sfefere®eT MO EamHT A 68 |

() FA@USdT (Integrity): WIWWTWWTﬁ I
FEed GANTET =T GHISATYO! SUHT FEATATS TReT o T8 EASITE SINTSS | SAThaTT (Backup),
STeT YA (Data Validation), T ‘»334133 U TR UITEAEE (Intrusion Detection
Systems) o STGUSAT HEH T Hed e |

(3) ST (Availability): ST TARTRATEEATS TR TEo HHIH T ATEUH! sREd
Y& T T WIET B Wit e T |

(%) e (Redundancy), EEARRTER IS IS (Disaster Recovery Plans), T 31921eH fmrt
(Uptime Monitoring) STEaT gfefera®ent TNTel SUCTSHAaTHT TS e |

R. The pillars of information assurance:
IH ALY CIA triad TS TG T o7 g5 YeTes qHIeE T 3 |

(%) THTUTSRAT (Authenticity): B T STETehT FEAT THTOTT T |
TG JATeRT (User) a1 IEE (Devices) STt STet 1166 36k & YT JHTIUIG 76 | UTEES
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(Password), Multifactor Authentication ¥ Digital Certificate ST&dT yfaftresen JaTer
SHTIOTSRAT J&T Tas |

() ™ @UsT (Non-repudiation): Lkl JUTTefeRT JRNTeRT SR T fshamshetta L&l JATRATSTE
3T~ HUHT B W~ JHIT Y T | STHHIT W] T Ik JAThdiel Hed I ThT B1gT Wl
T Ho B | AT Tl e a1 T hTSTaes SR Ao Rieeen! it Hewul © W
fefSteat g&are® (Digital Signature) T ATV ATEE (Audit Log) b ITH T A |
Teh, TSR ATEeR el S-=Tct 1 Hel TAPIEeTs THIHT Tfehehd SOHT SF1T g T Swaller
T@ﬁ,%ﬂﬁﬁﬂaw%mmﬁl STES SIfeT T Access Control & Taf=raT
(Confidentiality) AT T faehT €T STeT TRATS T UeehT 1Y TIHATSH T Ahet WY af
1 U TRAT € I TRATIIRAT AT ST T WUshIc! SRGUT (Integrity) AT THT FAMT
TS |

FEL AT E-Governance HaT S&H T S8 6 HeTel ATt Seeifiad e geateht AT foRrs
T fag o T (Pillar) E%eh! STTEATI THEhT BT AT T FNhT STTHT QT AT ThT
AR ot T EeeTerTs FSear fag o e st 3R |

R.2.8R. AT HHIT AL

T3TE et fIReR! T &7 2, STHel ATT-h! fOHmTeh! SRINT 18 | T3S few 311h <ieed, e
ST AT G AT AT ST, STEeh! Tk WTTeh! ST I (AT A T | A 1313
e EATs T (SRITEH) T2 | AT drford foushl aieptee Jiee s1es T Sl feamee
aftorm fews, St=aifshar 7 o A feHTTeRT Terehet T | TIATSHT Sifd € BT Bifetes, < Afd ¥ TE
T S | T Tl TS Rere®aht ST ST ST HIHeh! STReHAT Fa | @redT TofT ST (3
qAUATE) TSR] AT HEIT U& B | THTSATS oh1H TT-ehl AATHT 7S = STshATeh! TRl 0e,
AR A, =T Heaeh, ST T ST THRE TTiEH | ¢

¢. wfea e (TaTe):
afte A (TIUa)aT ETE-ee o1 T STuf TaTEeR! ST A | T Hie Haes 5
ARSI foaTer el T TS R e | IR St AR A gem S <
o, faae TS foven, Ter de Fmiv g5 | Afee dfeeh! SRaTeTe Seee TS faerent
ToehTs T | T ST W THehT AT S2TeTE ITANT SR HehTemeh! ST ddeer—IT ST
T UG SATERAHAT @ T o | 3 ST AT G AR 5 fo, TIEATS Serehl foaifire 3 o
0T s | TET STTATE T THeh! ATAT TOT T HTSeteh! STTTIehdT U | SHST FATIH heh e
T TIT ISTELVT & | STE qUTE HITTT ATHIGEHT G-, AT 9N BIRIGEHE STHHT 21
TS SETETH T, HATATS BHIE T WIS | S BT SRICAT SHeh! , RHTE el e e,

S PG IS TSTS Tiafe 311 hEd) 7 hr 2, %EE’E?IH: https://techpana.com/R 0 %/ ¥&2 & o/how-is-ai-technology-made-and-how-does-it-work
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WS | TS TEl IS BT TUHT S a1 B W e HaTs el o1 85 2 2, F8 2 "fe
IEE

2. :gwﬁza%%
TITEHT 3Toh1 Hewaul TS &, RS Heaeh, o fafees saeq 1% Tas' a9 |
WTEHT THATS Teenen! #ib e = Fedehoh 01 50 | S SifaehdraTe Yid = 42d
HATfehearar &1 | STadl ATi-Heh! faamTent = 3Tlq TETe® SATTEHT SHTSusht gra, o T
A ATHAT I AT e Tad (37T qee®) T | i deew sfteee TfSia <ot e
(STRITER) 73 |

3. TE VT

TEIA T ST (SIET AT 57 Al SOMHT =T T | FEHT Hel ST ol i el’s
Sirge Sifer waTs frerer Tt aftom fws |

FHH! AT T IR 50

et 37e (32T THBEH) T8t ST T T8 | feed TRt (3153 d8) f S2TaTs I (SIRITE) 718 |
HTRGTHT IMBYE TR (ST T7) Hha aform Fiferes | aféfhfiae gwefersasht wmhT
FHET HEE YU 22T Y T | LTS W B USTE Rreen (waté woeieR gee) ui wfies |
formfer waTs MeeraTs fererrartant afit for St Sz et T wfsha | Tt ST Hemt 3T o
ferToeT 5 et 57 | ST 36 2T vt B, Y Ui ST ST TR | UaTTs fawenct s
TTeR] AT SR TRt Ui == | ST Wel U qedoeh gJe | aa o i TTerd 21
TG | W1 ST STETafereh TUoh! Ui S0 | UHATS RReretTs arfrd fashl AT STHT=raa ot
TR S2T $AYL T, STd- Tgaare, STTegaae L UHl-Egerars <2 |

TS ST e, TAHER, shiee HIE Tretes, TR (M a1 31T Tares YL fafies
TS | TS ST S el T WRATESE FrITSHT -5 | SEgaae ST % foiy 227 &
T TTH G | IS oae, ie, fufsatmn wers et et @i #ift 78 |
FEH! A 03T Foreenet Tuerdt (Fie wargtas TfHe), HFe fier a1 311 aftrmene
TR T TS |

TS e o o r-fewrse (afeet F aRiiva) Aiee Agar SHi-RgaEe SR ST
T | AT ARHHT ST STHHATCT', "THHTHTS' T HCHHT HrIie SRANT Te+ | AT ARt SToTaT
HTEZFIS 2T HIHeh! AT T T1570 T ATIARERT ATHT ATH S2TATS LR 7T el 50 |
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. TEmiEw

AT et grefetsi=aent Sfqw wemequl STgTeR! EUHT HHET eHTUThT S TTIHEH T8 |
TATIRGHAATE TATSHT SATRsIIT 7T Heavs U i | @remT ueiierd morder sfsha &,
e wATs et el e, ol fof el el g T w9 T qEerenl e
UL SAFETI e A~ ol Teohl § | TANGHSIE = Freell ST M ATIh SIHT TR §
A e TFHFITER] FHHAT LS |

ST AT HH FhGAT (Al) i AT STOLEETS SATHAUEE IF TR, TEHRT, T
S UT HED TR © | HZaR HETHT AL T SN FHHTTER el 115 |

. T SATRAUES (Automated Attacks)

AT TN GT3e ST EEATS TE=Tfold TYHT SHTHAVEE T4 H&TH S8 | I9o fAmfafad
TR ATIREHT HTET TEs:

> T TS Al SUshUTeee Te=Tield SUAT 42t 1 fHecies Fasiit foges
WIS e | IATEEHT AT, Al o TR o T AHEI SR [WHT B T 1
FASHEE B |

> T SfEEgE: Al o FHSIR HIRAIEh! Gl SIS JHATE UTHTAIEe T TR
ATATIEE TAT T S |

. TR e (Spear Phishing)

Al T TR RIS SATHAUEEATS 373 e Tihd SH1es:

> dadTsSS e s Al o "rHTiSTes fHfEam T 1= SHATET Side®dre SR Hoheld
TR SfETd T g fhfe shes aur T 99 | 99 difsaas fagm wrsT afsen
TS |

> vansd fhiEe: Al 9 TS Sa18d TS TR SN S ftheh! SATaTSTeh! Taehel TH Gfehes T
B FHTHTh HAgSiel STHRT fo 38 7 aferes |

. AT 3eq= Tlﬂ' (Generating Malware)

Al & HTASITATS I WA SIS G-

o TifcTHIftheh HTTATT: Al T IR SATHT i TR T+ HITeRR 3cd= T e STl Tef
YU U2 THTSE AUEaEse JHalTs qied™ T 6! 50 |

o TSWRE URIE= 92 (APT): Al o T&II ekl THT HHIEH 3THSET & e
HTASR SHTSH Hes, STEcl STl ST 9 He |
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¥. WWTWWT@ (Captcha Solving)
FATT ST T Al Shl ST
> ZHST {hHTH: Al SHST {oh T Tfaftent THHT T FTCeedTs 98! ®9qT & T4 990 |

> T oS SERT (NLP): NLP Sfafereh! ST T SR sI€e Farearesalls |isiel 8 7T
| |

b, TEACER (Botnets)
AT AT SIZAEEHT FHTTHE 1 T6s |

> TS TS FILATIT: Al o SeIeeh! Bleh SIS & 39S T STaTIH TH U, Sl
SEATATS HF FIA T AIA TS |

> 2Ttk TATTARIE: Al S 2Titheh fersguur TRT SiTe-Ieeh! STTSHAUTERT TMTRTNAT ST T |

& OHc 3RS (Social Engineering)
Al %l TINTS |THTST 31 HaiE SATHIAEEATE 99 THIERR] TH1SS:

> e Al A e qEmr et fasdyor My difeden sueer T arufishdesen! shEr
SRR ITH T4 993 |

> AREREE: Al ATUNG <ATedce®d dIEdfaeh oAfthehl Sl S¥del T difedaste
Gl SR ehTe T |

. Q‘al'lé TR ATET EHAT < (Al-based Cyber Attack Tools)

Tl I ST ATZR HATHAVEETATS ST T ST T Al ST STHIUEERT AT
> FHHE AL AL LT TUMTCATEEATS B STHicAd SATHAU WHfes forehme 1 6 |

> SThewes: Al H TN feuthes fifedies T TaeEE dMeT SO A9kl THMER,
SITRHA T 3T Toh FHHehT ATgeR FHIEsalTs Histell SHISs |

ST FHETAT Al 1 T HST EHATEEATS, AT WAATR, THTEHT, T HiS el ® | A T
TG S1g ST, SIeT HTSaI GRETThT &M 1 I 6% L SUTIEEah! fohre STTawdeh SISs |

2. ATFR HEY AFI-YHT I 10¢T hTTAeh! faehtashn (Development of

International Law on Cyber Crime)

T ¢R&o HT Roy N. Freed 310 fafaa A Lawyer's Guide through the Computer Maze eRTIST
T | ST forg T SPRet shIgen! SIICAT ShTIRTA TTeell SATeReshl FOHT HIH=D | © ATge el
HFSIREHT ST ] T STEAAA T Ha HRhR -t feraraamd} swores, §y¢ T

BT ATS Uk
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ARTIGR oI Teifaeh STemREvarl STuifigd STTere, 68 TS Heaqul el &t fo
Tfehrs | ATa TR Trareet forgraamdt Swues, ¢ Yoo Ty T Afershment forsermm fordierg
T I TN AT T TSITeh STfeRersdl ST=iifigd e, 2388 &l arT 8 AT
T qAT T @IS, STH 7T qeT ot ge a1 e wiftass, foflad s gisa s an sheftenss
TOHT T SATHT BIEhT 37 Forl HTLAHGI TER T T3 TIA-=AT g e T sATehels AT
TR TATYAT THICURT U153 |

T 2300 g HoTwewl SAThepl TUHTT EXEI0T T TMferdn drareft s fmior 1 ot |
Organization for Economic Cooperation and Development T Council of Europe T Model Laws
T AT WO AT FHITEE TR 9 | Teohlel GiEm SHHTeT £ Qo AT 4fgdlives Data Protection
Law TS[HT 7T | © HU(S WST (2393), SHREHT (23\9Y), Tl STHAT (2R10) T (2R19¢)
T TR SETOTHT ShTHT SHET T Tt | Torg[e S et ShRISTRH shi=5d S ST 21— W Eeh
TSI Eﬁmﬁ WWH‘[ 2 R¢¥ HT Computer Fraud and Abuse Actﬂ?ﬁﬁl"{\"@ﬂ? =TT
TR B | * forareT Tge FEL OIT SET g ! YT SRR Ui ST TS |

T8 gy fagviem ﬁ%\lﬁ'ﬁ SHTTTERHT ThETT IT3ThT AT United Nations Commission on
International Trade Law (UNCITRAL) ?R:F[ 2RR& HT Model Law on Electronic Commerce T
Roo4 AT Model Law on Electronic Signature TrlT{QfTI'{éﬁ | T, WIPO Copyright Rules, 8R& T
WIPO Performance and Phonograms Treaty Rules, $%%& WH\FIH gfafeaft stitrepreT arare
T AT U fergfeta Arewee Sfdfcti TR STeer TehHT TR SHaeT TRl JETs
ufer e ifer wuwT fo |feh=s | a9 shumT, 3TRe 2%, 1R AT Internet Corporation for Assigned
Names and Numbers & S5 1T fIa1ee® & T Uniform Domain Name Dispute Resolution
Policy STRT TREﬁ | 1

ToPET 3raTiean! STRFT B %0 I RTHAT AT U PR T 3eesT FHElells valre T
afed & AETaf-aeh! THT gﬁﬁa”r gﬁa'rrm T Roo? ic] Wﬂ@ Budapest Convention on
Cyber Crime ST foi |feh= | ! 71 o ufeedt steatifie weraf~4r eTerary TR Ush! 3fged |
&t Ak FeaeaTea®T S 208 0 7T 4 2T et AAhehl HTohes JEUL, ST, FATUST, AT
TW@T&@TWWWWmeeWMk for Cyber Laws LR TR ST gTHT
T | " forgehT et A3 HETHE el 33 TTaTd STHIHTHT g W Sral =T § Sferd T el
STHHTHT & ST g Teh Hweaheh! STeRIe ol ® |

(=%
2
qo
19
R®
3

T LIS Y
T LIS Y
T LIS Y
T TS e
T 0TS e
TeRUT FHT1E RRILIRN aag?r TTSAT SATEHT Gﬁf@'ﬁf, http://www karobardaily.com/news
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2.3 WIS YIAT L HTT Trar-eit SHET T9ThT w1 T T srvarees

(International Policies, Laws and Practices)

T ST T B |

R.3.8. WA

WW%@WW&[ Information Technology (IT) Act, Rooo ST TR ST fee=rmT
@'IEQEI?[ B | YRJAT Hgel HHL R==poil Tlﬁﬁﬁlﬂ'lé GENY T4 G8F9ET Indian Computer
Emergency Response Team (ICERT) 1 fomfor TRTERT B | 1 9 SR YAHT I e
TR 3U€ HFET, $ ¢ o, THII U, 8 ¢oR TUT HISERT wRATAT HigdT, %R\3 TR UHT Teeht
TETEE Ui A3 FHTh fregHT qraf-erd bt & |

FHTAshHeh] THETer T (I fIeRTRIG TTSeaTeh! T&Tmeh! fafer 7 qiEd wuen! 915-5 | 91 6 R00R |
TR TR FTE (Aadhar Card) SO FEATT 1 @ TR RIRIH! HERHT TS FaT T
YATEEATS SATdeh EIHT e- government T ffH=T FHTRIHIEE ST Y& T4 A1ferar |

YILAHATE ¢’ %0 aﬁmﬂw%fe-govemmentﬁwmmww 2. 2034 TUHH=T
FEZ HIE "Digital India" FRIHHERT GEAT T | RRATS WTAT HUHT TTHIOT SATHIEEAT T+ Rt
gﬁﬂﬁﬁsraﬁzﬁqgag:r TN | 4R JHUTS SATTRT National e-governance plan .o (NEGP-
R008) TTHIT &l AISHIATYA § Sh1i=d (E-Kranti) 3! SIY0N T 31& 3 FeqT Sfafe gwatf-aa
FISHTEEEHA TSHT Wg Ih! HRIT-IIT G ATl | o T G Sfafer T gt eant et forehre T
ST ST AT AT WraTfeerd forfi gsres 3gT il T WRAel cdeh! JHTE T HFelesht
w&rua‘qwmfaﬁagmsrféﬁt{ Rooo (Information Technology Act, R000) TS HIMEH T
FEET AT I3 TR T Eeh TS FHIAeE T SR | BTATIoh TSR LA HEATsT
T | U WP B STt SHA shel TTaeTes GHTe T | HIaHT STgeR GRamrersr-2t STueht Heweyul
TEIHEETS I8l == TR B |

® Wuﬁ'ﬁﬁl Rooo (Information Technology Act, R000)

Wﬂﬁ'ﬁﬁq, Rooo Www@ﬁmmﬁa | ST United Nations Commission
on International Trade Law (UNCITRAL) S 2% & I Model Law on e- commerce 39T
T IRAHHT IEeh 987 TS AT | TIEhT STTURHT WRA IEeh! TTTESaTs STTeHETd THeh
F’l’lﬁ[g';[ Rooo WWE’%&Q"L Rooo (Information Technology Act, Rooo ST TR | A
Ut T BTSaT GUaTenT §UehT T - FAesaTs JHeeh! T15+s |

9% file:///C:/Users/user/Downloads/3]-23-338-%-80-3030023%.pdf (Assessed on February 20, R0%)
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> feforea swamer (Digital Signature) ﬁwﬁw
> HTEeR FEL AT SeehgeH LT

EIIECTE EI"{?\TIEhlf gfvapmEe fefsed geatert (Digital Signature) TTE T3eT qﬁ‘{ﬁ TSIkl ®9HT
forgme | TefSteet Teamer T soiaeif~es exdTenalTs il Filel TuTTefT ITeqent TUHT FANT T+ Tt T
3 THHIEHA 1570 AL o halid &g | fiee TTRUehT TSIt SHTofiehorsht AT g&dme ST
WU SR A SIS oA fefsieet dom forerdar wmmetar g1 ue forfmen! searer 3 saagies
TEATEA BT | AR TRIT T TR SaTeie®, (o1 WM, %Y fehfiqas onfe soreifes
TEAEHT IATEVEE g W TSfoTeet Searar o A THOL HISaI RaTTh! U321 U1 i &1 | 33
1 T3 e HTeAwaTe M SRETa! et ATHT Y& U3eT fU i€ 2 | S Shiec garTes querd
HEAHSTE AEHIEH T Ak | TG TANTEE SAATZAIE T HIUSAR a1 T GUET 18T
aferes | fefSteet TeaTer ST et Tt Sl i U3er |rasti-eh @t (Public key) T 3¥ehi fasit
qrar (Private key) T ATITIHAT UG T TG JANTETE Data T&h! Encryption T Description T
HTISTR TT FETEETTSE YURTT qIEhTSE TaTS T SITH T4 §feh=s | 3 et Waeh! gaT Sfafer
U, Q000 T HIMGAATE JHATS 3TH T FANCAT TICH! U130 | TSToeet Tearereh Torsrgar o
T FATTETE T <A s{aTeht GiTeraar T 56 |

> YO (Authentication): fEfedt awdter wam TWinfushl FRISRAT TCdTeHdih
STHTOTERTOT &t 7T SHTOTT (Digital Certificate) HH 21U g7 SIS SEATERT SHTUTRT0T
T | |

> gﬁf\%]'d?ﬂ / TI8T (Integrity): fefSieat gxarem T T USTEUHT FFNTMEE AHEEE qn
HrRTEEeh! Tt Hleh! YIS T |fehes |

> @S (Non-Repudiation): fefseet gwmen Wﬂﬁgﬁﬂ%ﬂmwm STIEATHT
TSI 3T GaTaR hdl Il Tl SEAT&T T TSTUeRT T=33T 3T TSI Hel TSTUeh! BIg WHT STEfehR
T Hee |

Q) TFRQJHT;’ERQT&IT fa, 2093 (National Cyber Security Policy-20%3)
TRAHT TS TTSTeeh! HTgeRErs-d e qT e TR ST ATga TIHTS cIgioh 3TH
ST, SATINEE TT TR AT G ST TN (Vision) T €1Y & 2083 AT g
|Tga G ifd Ay et o | ATsR THEHT FEAT a7 FeT qAThTh! S T, Hge
TAEEATE GEITEH TH He T T THTE ST T TR &0 forehTeehT hiishie® Hoeietd
T, T G SR EE TAHEE B & TqeHAeTs SEINTd ST, ST, Sishar, Sfafer qem
HehddTe Y 11e o aferes (Mission)@ﬁw:ﬁﬁlﬁmml

Information Technology {The Indian Computer Emergency Response Team (CERT-In)

and manner of performing function and duties} Rules, 3023



SIUTCTAN ATSER DHYR AdaGEl hlaiolchl Yald gericbol 29

TRTHT |5 GRETTHT Tl (-2l HPTTod Te® L HIET eIl BeATe®eh! deehlel Jeale T4
SITSRAT QAT STEEHT AFaI-LHT ST THehT AT o1 eIy UAaTTs Hete aqet Al et
STHY TERT 9737 | (CERT-In) & H&rd: FoHT Sofere ewatf-aa i deemsiiar qataress!
FREATATS ST f3a i e 18 AT I155 |

> W JATEH Y&, UHATH T t@%?ﬂa:ﬁ (Early warning),
> gfferam skfesd afe=m™ (Detection),

> gfafskam (Reaction).

»  Hohe YA (Crisis Management) |

R.3.3. AT ST AR

ﬁ'ﬂ?ﬁ ST ITHTERET Computer Fraud and Abuse Act, R¢%, Electronic Communications

Privacy Act, 2R¢%&, Digital Millenium Copyright Act, R¢¢, Electronic Signature in Global
and National Commerce Act, 200 o Idhl & E‘ISH’(‘GFFI;{%;[ ERE ) @Tmﬁ%‘lﬂ@aﬂ@_{l *

P TAT FHFILT TUTCAET Hraifeerd Tfciforferesent e T fe=ror mrieht @it smfmmn fafie
foR Rt shTTTes R ToT T ST Tk W18 | STHIERTohT SEe Tehet Seeh I gl Sfater qe
W@WW@WWWWW | “Office of Management and Budget”
T STHR FHNHTRT T TR AT o 2026 AT ¢R.¢ Tofcram S, AT a9 2080 o1
e Tafera ser sfs af 209.¢ 1T ¢2.3 fafer ser T anfds av R09% A1 ¢ 3. faferaT ser
T TR 1SS |

() The Computer Fraud and Abuse Act, $3¢%&

The Computer Fraud and Abuse Act, %<& FJI'I's$ iRt gfear HFGIT qUT HEST
{B’Wﬂﬁaﬁ Elo"ﬂﬁﬁlﬁ BT IRa B T S LCRSHED] Comprehensive Crime Control Act,
2R¢¥% @I Computer Fraud Law 3T UTSIATS JReeITaT qT GEMEH T4 SHEHT STTTHT o |
FHATS Federal T8 Anti-hacking ! &A1 ferfes sEet

FHA qUT AeTehh] SIUHA TGAHIY FHFRT TTHT U370 T AHAT3 FHNHIR! BISERT
S I T HEThEraT-H] AT ETCThT LS L HMT Feh{iehl FHELATE T3S HATGTSE 2Lehl
UTES | e JEEr- TETeh! SHATMAISH T FacTeh! SHAHT J8d STETE I ATl &l
o | 37 | QR HT JATE HRIGA T ISR BLSTE THA STTeL T HPgeteT artf-ad
ST forraEEEEHde! 3T TRITEH 1155 |

94 https://www.oas.org/juridico/spanish/us_cyb_laws.pdf (Assessed on February 9, R0%)
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(@) The Clinger - Cohen Act, $3%&

The Clinger-Cohen Act ST Information Technology Management Reform Act kT
wumr ufy fafaes, et meamere smfeht e s stfeca smfterRr gea gfafy
(Information Technology) SAATS H;%IT'T AT e ST TTE-S | FHRT ey T el
=T SfeIRrehT &io7ehT dlfoRUshT eRTaeeaiTs FemT ST RrT Srerf-erd &= 31 T e T
AT B | T8 FRO & et gt Sfater foqeect awans s g Sfaf
forhTareRT RIETahT FOHT fTUeh AT TS0 | THe STHIHTAT TeahT (i FHerrres T u3er T
T AT T TNHTTT TeS A 3HIeE ST R 1T O FeT Sfaferavaeel e

qAT TR TR ITETAEHA 8 e |

(1) The Federal Information Security Management Act (FISMA), R00%

T U STHHTHT HIST QL& UISIEE 8al A Hew Ul el THT oA T |
A ST FTHTET AT, fe e FerTeseh! FLeam e HTEToT THeh AT 21 shid ST
TRTT 2 | TR b fefSee arafesas grehfaer qun ame Hitd Tt simsg
AT FHITHT T I &1 | 8 Ut fafir Feprresats e aeehl Data Security T @THT
e mRds |

(&) The Cyber Security Act of 084

I STHIGH ATl ST SATATHTCT STRY TEhT AT I STHTHTh! HT3eR GLaTTeh! TRT SIRT
TUEHT FHITEEHE T SR I HIwS | T 0 &1 Tl STIw HISTHT A1 U ST TG
fort | et fafie fsft S dorm weftr aeerrent fenTeweT TTger gramTere-¢ gerTeedh!
T 7T ST AT AEeh! Aol [2IohT HFe=eHT ST Teh! 18w | ¥R TEet HElld ThR
TRt 3= Tt Heaeeatdars AT YTl (Information System) I Monitor TH,
TSI YT SATSIRT ATHT TETeHe SUTT FoaTer THehT AT SRR JaH T 6o | ¥3
T Ut BTSSR GraATEEet FET GO qoIT freor 71 shesiiehd HeerTehl ®UT Department of
Homeland Security (DHS) TS U= TehT U153 |

() The Federal Information Security Modernization Act, R0%% (FISMA R0%%)

T Ut STHTERTRT Information Security 3T STRI G G&HT office of Management of Budget
(OMB) a9t Department of Homeland Security (DMS) FAferspr Tt forweRienT ufgem ™
Tl TS |

(&) The Federal Information Technology Acquisition Reform (FITARA) Act of R0%%
T WToIfer Qe STge YUatTeh! AT STHICHT HiTEet AT T 8 302 i SR Al
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SN TR o | Gt SRS gfafer yoreft (Federal Information Technology System) T
‘El‘f%l'l'{ (Infrastructure) ﬂﬁmﬁ%ﬁ%@ﬁ?ﬁﬁqwmﬁ | 7 g fafsr= g
fIRREE IT Investment T =0Tl TRaen PIEE3) 9 G T8HT Wt Data Center B%eh!
‘Eljﬁ (Inventory ) I Data Center TATIAT TR S |

(®) Consumer Privacy Protection Act of 0%

A1 U STHHTShT BTEER FLETT T ITHIThTEEh! AT STATHT SATST STHIHIEEeh! T 1T
TREAUTERT GIERIVTETE HHA eI~ Hew U W18 | 79 Vel STHIRATeEaR! Safhsh Sret fos &a
Y& T HETEEe T A€ Data Privacy ST HWI{-6d el ST AIISUSEE qIeT
THRT ATRT STEFHT GIIGD | 6 UAed STHITHIHT ¥~ ThIhT Data E&eh! FLETTH H=EHHT
ST T B | AT 9 T B |

Social Security Number T TR TS TGRT 31 Identification Numbers,
forer e afolen SHRETTET TSI T @AY TT ShiSe IS TFIET,

S SITHT T TTATSTRIA 1= FTTEHHT IST A1 T ITHaSew,

Finger Print, Face recognition T 3= TEAMIF STEF,

Geo-location HT HHI{+¢1d SIATEE,

sufera fefiree et o Rfeees T |

YV V.V V VYV VYV V

2.3.3. €W AT

lii'é]:?ﬁ SATERTSIHAT |Tga EFH;G@T f=TureRT AT Obscene Publications Act, 834X, Forgery and
Counterfeiting Act, 8<%, Police and Criminal Evidence Act, R¢%, Computer Misuse Act,

2%R0, Data Protection Act, 2%%¢, Regulation of Investigatory Power Act, 2000 T dhl
FITTEE T T~araTHT el & | ™

2.3.%. gferur smfr

S TeT0T ITCATHT ATEE GUETT Hrareeil T Teh! ST FF-awT 8 ¢ o IRg = F =it & 4/ ¢E
T Expansion and Promotion of Utilization of Communications Network Act” Ea) T'IGi'EIT ‘*Tg
HIET VST STeTeh! GraT Fraieeft I Sere THeh! U1g= | . R0 0% HT S&0T Fifamet afeeiiiee
ST} HTgeR Heheeh! FTHAT T F2Td HTge YRETTTTS V1o GRETTeh! U Tl HIH Efafur shifrett
HTHT T Tt wratf-aa ot i, s qom wrifaesen 5T e SRaws | 89 R00%
AT “ Communication Infrastructure Protection Act, Roo 9 7%hT HG\ETIT ™ W‘ﬂ?ﬁ@ﬁ g'{?cltﬁ"'lﬂ'l'sc

9% https://securelist.com/cybercrime-and-the-law-a-review-of-uk-computer-crime-legislation/3& 4 3/ (Assessed on February R, R0%)
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AereRToT TRWeRT R 99 “Promotion of Utilization of Information and Communications
Network Act”?l'l'g HINYT T “Promotion of Utilization of Information and Communications
Network and Data Protection Act THTERLOT T ST e graeft o9 JrauHes gqesT TIﬁ'Q?:hlf
o v

BTt HT3R FLETT HFaI-HHT 0T shI AT Uehiehd U T ATaf forfir Ueest g forarei evatfeara
YTILTEE STTEAT TR ITE- | HTS L& FFs-EHT H& T8 “Protection of the Information and
Communications Infrastructure Act, R0 0% (amended R0 3) T*Personal Information Protection
Act, R022(amended 2030) T ST TReh! B | IH AT (Protection of the Information and
Communications Infrastructure Act, R00? (amended R02%3) &I LA Efﬁw AT LHoHR
@W (Critical information and communication infrastructure) H&IUT Fs=eiT JUTIEERI
?'l\_r\['qT T FHATE T T @W’s‘ ﬁ%\ljﬁ'ﬂ HqregHdTe §ﬁ ‘{fﬂﬁ?(electronic intrusion) s
ST feer Tt Foate T W B

Personal Information Protection Act, R0%¢ ﬁwrﬁtﬁa%ﬁzﬁmmwﬁmmmm,
STRINT, AT T 31T RIS, HRITH T Eai-eT Sar€ell el © | 1 PIPA o SATRIT STeT Gafm
AT HTAh! TIHT Y 768 S HIF STHAV TSI FRTa Hied SIeT MUl SeAgHTeh! Hel
EEATEEHT =edeh UARNT HATSHAT AT 8 | |1

gfequr SHIFATT Electronic Financial Transaction Act,R00& gaq ?‘l?i'qT ﬂ'sc TATHT Wohl © 59
Tt foref e roeEeR! Headh JumefiesT 3@3@'&!35 %’Hﬁ'o’ (electronic intrusion) SIEAERIPG)
W'F{'Q?ﬁ T UTE% TR shise T TR T HLE0T Q:T (The Credit Information Use and
Protection Act, R0oR) AT TATHT Bhl © THA shisd SIHHRT Hgha, T, SARUECIER
SEEITO I TS TS HEATEE ('ShTee Tl Fraies’ ) T3 FRrm e T e Heeieeas
ShIST SITERT PRI SUTTeATohT TGO Tkt AT SITfarferes, “fifcer T STref-reh Geef Suraes ST

q9
9z

https://www.kdevelopedia.org/Resources/view/o¥ 08908 ¥ 0 ¥92 03.do, accessed on ¢ March, R03%.

Protection of the Information and Communications Infrastructure Act, 002, Article 2-The purpose of this Act is to operate critical
information and communications infrastructure in a stable manner by formulating and implementing measures concerning the pro-
tection of such infrastructure, in preparation for intrusion by electronic means, thereby contributing to the safety of the nation and
the stability of the life of people.

Article - (Definitions)- 2.The term "information and communications infrastructure”" means electronic control and management
system related to the national security, administration, defense, public security, finance, communications, transportation, energy, etc.
and information and communications network under Article R (2) 2 of the Act on Promotion of Information and Communications

Network Utilization and Information Protection, etc.;

(R) The term "electronic intrusions" means acts of attacking information and communications infrastructure by hacking, computer

AN

R0

viruses, logic or email bombs, denial of service, or high power electromagnetic waves, etc.; Available at-https://elaw klri.re.kr/eng
mobile/viewer.do?hseq=1¢ 2 R &type=part&key=%3, accessed on ¢ March, R0R¥.

Available at- https://www.dataguidance.com/legal-research/personal-information-protection-act-: 0% -0, accessed on ¢ March,
RoR¥.

Auvailable at- https://elaw klri.re.kr/eng_mobile/viewer.do?hseq=%¥¥44&type=part&key=¢, accessed on ¢ March, R0R%.
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T ST R LS |

No legislation in South Korea specifically addresses cybersecurity, but several data protection

laws and regulations in South Korea contain provisions related to cybersecurity.

The main laws and regulations related to data protection and cybersecurity are the Personal
Information Protection Act R0%% (as amended in R0R%0) ('PIPA') and its implementing
regulations, which regulate the collection, use, disclosure, and other processing of personal
data by governmental and private entities. Among the PIPA's implementing regulations is the
Standards of Personal Information Security Measures (only available in Korean here) ('the

Standards') which prescribe detailed security measures for personal data processing systems.

Following recent amendments to data protection laws and regulations in South Korea that
went into effect on 4 August R0R0 ('the R00 Amendments'), most of the provisions related
to the processing of personal data, including those that specifically apply to an information and
communications service providers ('CSPs'), have been transferred to the PIPA.

In addition, ICSPs are required, under the Act on Promotion of Information and Communication
Network Utilization and Information Protection R00% (as amended) (up-to-date version only
available in Korean here) ('ICNA'), to implement security measures to ensure the safety of
networks and the reliability of data used for the provision of information and communications
services, and are further recommended (though not legally required) to follow the Guidance
on Data Protection Measures (only available to download in Korean here). In addition, the
Standards of Technical and Managerial Security Measures (only available in Korean here)
('the ICSP Standards'), an implementing regulation of the ICNA, prescribe detailed security

measures for ICSPs' data processing systems (similar to those prescribed by the Standards).

Although the PIPA will mainly apply to the processing of personal data by ICSPs, special
provisions of the ICNA may apply ahead of the PIPA in certain cases.

Concerning cloud computing, the Act on the Development of Cloud Computing and Protection
of its Users R02Y4 (up-to-date version only available in Korean here) ('the Cloud Computing
Act') and the Standards of Data Protection for Cloud Computing Services (only available
in Korean here) ('Cloud Computing Standards') apply. The Cloud Computing Standards are
an implementing regulation of the Cloud Computing Act, which recommend, though not
legally require, security measures for cloud computing. Also, under recent amendments to
the Cloud Computing Act (only available in Korean here) scheduled to go into effect on %R
January R0R3, the Ministry of Science and ICT ('MSIT") will be permitted to provide security
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certification for cloud computing services that comply with the Cloud Computing Standards.

The Act on the Protection of Information and Communications Infrastructure 002 (up-to-
date version only available in Korean here) ('the Infrastructure Act') contains requirements for

the protection of critical information and communications infrastructure.

Finally, for financial institutions or enterprises processing personal credit information,
additional cybersecurity provisions can be found in several other sectoral laws and regulations,
such as the Use and Protection of Credit Information Act §R%4 (up-to-date version only
available in Korean here) ('CIUPA"), the Electronic Financial Transactions Act Roo& ('EFTA"),
and the Regulation on the Supervision of Electronic Financial Transactions (only available in
Korean here) ("the EFTA Regulation'). All of the laws above and regulations are currently in

force.

2.3.4. AT

(%) Intercom Security Master Plan (ISMP: R00%-2009)

ﬁ"'l'lg'{ﬁlﬁ Ministry of Communication and Information (MCI) T TUTYAT USRI "The
Info-Communications Development Authority (IDA) o gfeell 9ok ﬁHTFIgTqT HIgs
Elj'(?ﬂ'laﬁ %wgwﬁw (Master Plan ) WWWWWWW
ST GUATThT &FHT TTNTHT SATHEEATS TS T S e WIS ATgeR Geaamsh! AT
IR TELEE T FRIEEh HTIGUS TAR TEhT T | Ieeh! 7 3exd femmaen! et
EFTHT ATSE GRETThT &1 i 7T T WIS FETeEalTs (st TTehT ST ST Sfafien
SRTIREeh! AT T PRI | %R QI AT ATSHTeR! AT=deh! ATRT A1 FSHTeRT FHTHTET
ﬁ"l‘lg'{ﬁ T Eﬁ?[?ﬁﬁﬂ'lﬁlﬁ ®UAT The Infocomm Security Master Plan (R00£-308R) ?lii":lT
TR ST Te=HT TR o | S ﬂ'@JQﬁﬁ?ﬂ "Making Singapore a Security and Trusted
Hub” forr | ?ﬁwr@ﬁ ﬁ:l'fl'lg'{zﬁ Critical Infocomm Infrastructure (CII) NIH gﬁw
T T ST foAueh o |

(R) Personal Data Protection Act, 0%
SR 12T LT 32T ek fofl T aTo = 211 TTgeR FLaTeNT SITe] SlishR T T 81 | 81 el
SRR foer ST STl 8 ETe! L HTge RetTeh! UIeIele el Ui G Saif-ed i it
T S HET G STETEEehl SR, ST LefThl HIIRUSH foveesa Sis faws |

(3) National Cyber Security Master Plan (NCSM), R0%¢
T AT RTTRT Hel T dfeeet! ATgeR LaTTeh! HFal=eHT S-ieh! Jad a1 8l | et FTqRt
ST AT ST SRITeRdT G2 §72te TAMTshdiesenl ATge YUellehl TeTeeals {id JHeeh!



SIUTCTAN ATSER DHYR AdaGEl hlaiolchl Yald gericbol LI}

(¥)

TS | A & DISE) (Master Plan) Sl SATETRT AT JH TS géa?:r ‘;I?Eﬁ\_rl'—ﬂ (Master
Plan) T&ATS feTgUshI UTE-5 T FehT &1 Aot ZEaIeT AISHIhT H-2l SATde SHISUH B | Thet
THTTOeRT ATSSR FaTTehT SIS oY T, TFelg sTS o 39T JEH Th! U150 | & 2004
aﬁﬁwﬁaﬁéaﬁwrﬁa%aﬁmgtma{?ooc T AISHTA GHEHAT Critical Infocomm
Infrastructure =T 3TATET I8 Te ISHT ( Master Plan ) & STTHET &S 99 B! SIS
AT SRS ST T el SATAIRT EREEerTIaden! 3t ATgar GUetTels o 3ftieh
HETEYU] ET fueh! uTges |

Computer Misuse and Cyber Security Act,R0%¢

WWW WWW SR wgﬁzaqm The Computer Misuse Act
(CMA) 1 S & £ %% 3 AT ST TRUehT Foril T et |sa SFeeeT araifad foaretrs awras
T for | T fofirT SoemT YU ATEeR SHeITEEeR! hIOT AT Ao e ey U
TG VTS - Roow HT Computer misuse and Security Act (CMCS), ool o gfaeamT
TR o | TeTs W G Rog3 HI TIATTHT National Cyber Security Master Plan
(NCSMP), R0 ¢ 3T SATERAT Tiad= THuen o= |

WW@WW&@WW@T&T@, R08¢ (Cyber Security Act,R0%¢)
o ST ST AT UTS5 | ATES Yall TAles L ueATee s UeH, SHeReeo T T fdfshar
e, Femarqul et qateenT i WosheaTs (e T, WIser ea a1 SerFeeas
forerme T, T i wrafed miteres e T RS Tee gea U, 0% ¢ ASHT MU
g | ¥ 78 Ul 3T R HT ATSeR GLaTshi TS ot sifsre et -

“ the state in which a computer or computer system is protected from unauthorized access or

attack, and because of that state-

» The computer or computer system continues to be available and operational;
» The integrity of the computer or computer system is maintained; and

» The integrity and confidentiality of information stored in, processed by or transmitted

through the computer or computer system is maintained.”
T U IR 9T & ILTIEE Leohl B, S ae ™ SHITSTHRT Toohl B

>  HIEH HATEE (&g ochrdc.chcd W@W (Critical information infrastructure) Eal
T STl ST,

9 Cyber security Act, 02 ¢, Preamble- “An Act to require or authorize the taking of measures to prevent, manage, and respond

to cyber security threats and incidents, to regulate owners of critical information infrastructure, to regulate cyber security service

providers, and for matters related thereto, and to make consequential or related amendments to certain other written laws. Available

at- https://sso.agc.gov.sg/Acts-Supp/R-R02 ¢/, accessed on R March, R03%.
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> TSR YIS Taies T HeATeRars Ua T Nidfshan foo femmoeent amger e ot
(Cyber Security Agency) TS SATRIPR fe,

> TTEE YR Feslell SRR fameht ST | ST ST 7,

> TSR YL Wl YGTIhg®eh! TN SSITSTaust e SAToHT 7,

| Ul Hishet T YaTemiehl UAT SFcaaedsh Haeh! T foreworshl AT AT g
FFRIET AT FHFI TUTCATATS b T STHHT BT TTHT RTTILHT ST HalTeh! STTOLATT
THCHE T TGS |

TR L& U, R0%,¢ STaeh FHTTIRAT SRR T8 a1 aiHTsid o, hrgex ammaft gfer
T, Tt Teforeet le= HeTeh! U e T IEET Sral(-era HTTHeTTeeh! AT oeredl T

Computer Misuse Act, 22%3(Revised 00) TSHT WE TEciHT ! aRg=s |¥ 9 Ul
iteesg 2 T W 3 3 § 3 W farfire shrlelTs STOUereRor Th! © S e sHifSmeh! Wl 3 |

Section Offence

3 Unauthorized access to Computer material

Access with intent to commit or facilitate commission of offence

Unauthorized modification of computer material

Unauthorized use or interception of computer service

Unauthorized obstruction of use of computer

N G| €] K

Unauthorized disclosure of access code

CA Disclosure of password, access code, etc., in relation to national digital

identity service

¢B Supplying, etc., credential of another person
N Supplying, etc., personal information obtained in contravention of certain
provisions
o0 Obtaining, etc., items for use in certain offences
22 Enhanced punishment for offences involving protected computers
R Abetments and attempts punishable as offences

T Ro8R ‘ZITf'\H""I'IgTHT AT ST |L&uT Wgﬁﬁm Personal Data Protection Act (PDPA)
AR TR PRI STEHT AR STeTeh! Agahet, ST, TATHT T HTET0T Hrel-LHT SareelT T © |
F 3030 W PDPA W HT HRIYA T JUHIHIH! ST TLET0T Hral=e] T STeTeecits SHTeRT

RR  Computer Misuse Act, 2R%3-An Act to make provision for securing computer material against unauthorized access or modifica-

tion, for preventing abuse of the national digital identity service, and for matters related thereto. Available at- https://sso.agc.gov.
sg/Act/CMAZ2RR3?Provids=al-#al-, accessed on R March, R0R¥%.
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TREERT TRl | 76 UAet SAfeheseh! SAfthITd STeTeh! HRETT T IS STfUehIteh! @18 3 T ATIeTieh
ST AT T ST UG, TN T GeATHT T HEATEEh! AT ZelelTs AT 7 |

2.% ATZR T AF-LT STwaUiiegd HETaeel (International Convention)

R.%.3 ATEeR hEruvardl JeTus Hemty

FUTRA TRYEeh! ATEeR FETerer- Herafe sfcsshl JEUEAT 33 AW, 008 34, <fg |l
ZEEHT AT SEATET G T 8 | SFEToT TRaTett Teh AT e HergehienTrad Yy Tge® a8
TETAT-EERT T& e (b B | TSR hgL HA=IUTeRT TIIRT 96 HeTd{-aret - oI & seatersh
AT ECETRT SR FHTOT TR & |

%, O UeT: WIEeR T T el JUITetteh! Ifrd ST qelt (STerTs i e Aifogant
T hTiEEaTs HeTaf-eet e SRIeh! FHT TRCATT T 3 |

() FATerehd TamT:
HAATAGE TSR PRIt SUTTEHHT Yol 7T, STHETS @iTiehe af Wi | Tl gL shrgel
STOTTAT ST bl et HTTHT HT SR TS Ui ST shrel WUk ® | Fl il Eet Haeiets
ST FHFRET TN HTH T AT = Sl Tt T T3 HFIT TUITATSIE STehi TUTTeATohT Era-arT
i g E |

(T) TR AT
SISk FEIE SETT THUEHT AT S T TR HUEH STETEETS HTHTaqesh (oIS
A TTerfereh HIEAHETE STH T o7 TEqald T HRIcls Heis=a HIHTH © | A e Jorefierns
STRT SR TN T FHPAET UM T HIET TUTAT=eTE e 9 WOeh! §7 6 | Fast=aia
3 SATHE®eh! AT 1he T, G, ST a1 T 7T ST ShriesetTs Jod Hieuh @ |

(T) STETHT SEe:
TSFTATRR ATHTIE &l FFI SIeTs M TS, Hed, TURATT BTE TRISY,

TETAT THATSTSTEAT FIACEATS T FELS 1 HITH B |

() TUTTATHT EETeIT:
FFR JUITeAteh! Tfafarferm Trefi amem gyame s/t | Rl i et SOmeET e F
SR TS ST SAROT TR ST A6 QTS HeTS, TETE T a1 Se| o S SAEeh qotee
FHATFTETA ARSI HUEHIAT FHELST AT S |
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(F) T=Tehl TEUITT:
WSS HETS= HRIAT ST g T Afer T fmior Tiusht 4 af darmresen! Aiiewd dete
JeTe, AT -, Tie-fesht qem e e Fries, SHAT Rl e HRieEnl
SRINT B P T, TP TTHETS, JaRT hISHHAATS AHICTR! © | FHEL T ATt el
HISEE TETATS Uf gL AT 3 |

(F) FEAAG FETEE
FESAATG TR FHEEATS FHICTHN B | 3T FFFI JolleAlsh! TEIAMEE T
U FEEEATs FHA HELST= HIdeh! SIHT HETd el FHeh! B, ST -+ TR T B |

> drETge a3t T fohd STerarst

> STAsTTeRTETsEt STier Al STeteTioreRt SRt SRa STamed e (e i) aieie® T
TSR o= 375ef e ATHTEweh! ScuTed T Ferawor 1l €5, Tguie 1 T ShRigidelrs
LS FHTIh! ST GHICTH B |

> difgen sTfirmrent dar: A qemfuc ik araffoessht s s 98 Farees!
form 1o FTTeEd! Secres HUHMT HIGEHISH FHETe! T TSl gIa FAes
ATV TR 9158 |

3. HIITITERTA TeT

AT TERATE JHIITH] EEV, TSHeH qAT T GG T HEA el 3Fed=
Hecaqul Ue fored SRIfaRrTa e Sfaued TR © | P JUTelE Sraf-ed ST
qﬁaﬁﬁwmmaﬁ Tferefiet &, ﬁ?ﬂﬁwwﬁm@ﬁmm@mﬂs@
mﬁ%%auwm|wﬁw%%muﬁﬁwwamﬁmuﬁﬁ e
T Hfehd, @W@ﬁmaﬁaﬁﬁtwﬁﬁumwﬁuwm e
oIS o] | 3AQ: TATHHIHT €I JHTOTEER] FET0T §F 3Tt Sl §o | FhT AT Herf-eret
Wmmwmg|mﬁmmaﬁmﬁwﬁﬁm
TAT SAET G T T Haw UZEEH] AT T Eeh! [T T HIGUS 7 THAT TS fush
g | A, AftheT MU-ErATeRT Eohehl TFATH, HHEATIRR TReIurra-ell gearesa®eh!
TRATT, HRIfRRTd ereht STRaT T frarartararent S = iz qraevs qen e
FRvEEeR! SHaET TNTEH TE-0 | 91 FRITERTT HIHgEh! AT T A 8 €T I8 ThR
IRl B

> WETH-U YIS HIVOTT THhT HieEh! ST |
> PRI YUITCATeh! HTEAHSITE TRTSHT 3l Ui Heieh! STTH-4H |
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> T i SIEeTeRT AT STTavEe fefstea wfatem aRawst smmoreweh! agsher |

3. it gganT
fEE oA © | AT ST SR JT FHEeseh! ST TS
Hifid TE Y FHEIS ST WUSHUT B & (KRATH) T T afea T 3T e @l B |
HA: §TH! T ST qT ATER FETH! FU (T TREIATS e e a6 Tz
wETEf-eehl Ty Hecd Tohl ® |

T AT AT HeATH WG FHELErs- Hoealshrd =AqH HTIGUSe&eh! FHeior
TREHT B T HATSRIHAT STAR ST FedNTR T8 7 o7 Hreifaferesaht diar T fafie
TTEEh! SATET TNUHT B | STEHT FF G err-dff Hecaqul Ge-Teseh! Sd ¥
HTEH-TEH, STETEweh! IId HTET, FHFI SEMHT SRR ToRT qT TTiHehT AT STt
TEANTEHT |1 ET TG T HHSRIATS THIAH ST S GHIHT et T aveh
T TR 3% T HosTTeleh] SHaTeT qoT qearsreft Tg shdfafe® foreiy mecash! wWahr
ARG | 16—y WFeh TSIl shefelrgoh! TATTHT Fel FEET TZehT AT STEATcH Tegohl ATl
SRS FETIATRT Tes{HLUTehT AT | hrgalTe T T T ST Tehl B

eI HEART T HedTe HTEH &M T |

P STh ST LT ST HTETUThT AT STh HASEEATS fshareiiet T |
THTUTEEh deehic] Tgeher TH |

STEERTETG TTTCITol RIEEah! TigaT T T T TRTIS |

WETA-EeR AN T ITAIRTAT forgaardl qitereTehl T Teoh! |T3s T8 qT FFIT JUTCHsh!
SN AT SRS BT AT o1, 9 WS helaral=dll HeTd -aeh! AMTET T 3T ITerTg
SJNTAETHT (IS Seete T |k |

ST AR T [IehTe T HTHSRAAHT a9 AT -aen! foreardt JTer Tehl © | |TgeR
WWWWWWW@WWWW
wmmmwﬁmﬂﬁw@ﬁmwmmﬁam%wrmﬂmmw
W@mmﬂﬁwﬁﬁ%ﬂ%ﬁmmﬁmwgﬂwwﬁﬁﬁmﬁw
TS TR B | WTEeR THeh! 3 T=ANTeRT ATfiT A1agdes Hifq qor fHadesant fair men © |
HIES TG STANTHT AR T4 HIAT JEAATS TAZE T B | e ek qT S Tehard
TR GLEATHT NTciehs Wbl © |

vV V V VY
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afede d
TS LT hTAh! TATTeA ek aUT |iHer

3. 09 mmanlﬁaﬁwﬁmmaﬁm (Review of the Literature)
e STEIATRT SHHAT I8 foITereiT rslf-erd <ererehl g-as! Hsieeeh! STea qel THac e T

?. W3R HEITETHT ATIIeh STVATH: Teh SrLT0T, T =TIk ITANGT, TeAeergt amrers:
TOTCTHT TR SFHETEHT o, =ATTIeh TOTTeiic! HHTT TTehT Y SHeTeseh! foreqa farsdwor sreqa
T B | T AEHT TIGhet =TIk STShATHT FTSeR SFLeh! SITETTATET SHadl SETaeh! ©, TIEET
Rl AT AR T AR WTHEEeh! forsdwur Tt & | TRashel =T iTeseh!
HIIS T SATHT SR IR THRATEEATE ISR T1a, ATk TfshaT Gereh! AT
AT GHTTEE eI T B |

TRGHT I TRUET S Tof LT TITTHT ATEE FEThT d1eT JrGET AT JOMTe T 3o T e
HTS AT B | THA AT, Afheres, T 3T FIHT URTohH gwe AT T foRiy
R T STGATEER] el ST T4 | Tgohed HTATHT HIFaT FeLawee Hereseh! forem
T HUHT SFUIEE T FHIAT T G ArTed SUTIEER! ==l T B | I8 HFITA
ATHIF STVATHRT SAHT STEATATS THIET T3 T =TI U [SRITHT AFHG TR AT
HETEYU] S T TS |

|1, TiEe AT FEThT T2 =TT TR T AT SIeTHT GUreht AT STTEYh FHenes
i ST TR © | F AATEEEeh] 3EHIVATE THE, SQTATR] FHIHHTSHT G TS
ATEATEEATS, SN0l T8 | TEehel SATIRTeh GHTaeEsh] HIEWaTe =ATaeh JUlTe s 3T&
SR SATSToRT AT QT et TRt &5, Sheel |TSaI hEfeh! HEMT =T SITHAT Jea
TS |

HOIHT, ANTSIEeh! et ~ATCTHT HTSaT heeFar-eil =TTk NfshaTeh! THTERhTIAT T HHET &
TR fersdwoT SR 712, I YR AT AL GHAEE JaH el B | 9 ST
=M1y ST=ITHT Gerret T SATarwrshia fawm FefomT 7eq TErss T aTser FHege Jeeean
TSR GTTeT STSREITA THehT ATRT SATITA heHeweh! == T8 |

R, TUTH O FATFIHATE TRTTHA AT T TRt AT GATST feRvTR BTIehRieTer oie]
HUSRT FTSAT AT, ATEER HET T WA TR T3 T AT :
TATEHT | HT SHAT-aeh! o feIoeTcHe ST el Cr@ehl et iah Taeht forT |
SYUTh I HeAd': HUTTeh =21 [1eh STVTE {ohT S I=Iaeh! SHHHT ol Uik HHETeh! Sral-erHT
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HI h{-5c1 Teoh! © | T eIt TUTCTHT A3 hITAehl T I-<IaTHT WU SHETeeh] TRl foriwor
TEQ T | TE AEHT, et Tt Saifoid HT3s ShiTeseh! THISRTLAT T hi ===t
HTTEHT T THIAEER] ST TEH B | AT FIA T ATqeeeh] dTed o Ferefers
TErs3yeoT 712, STCTHT TTEaT YT T HETHT Hraf-eid THeTeEalTs SR TRET B | 37t HIAT
FHTATERIAHT TeehT WTHEE, STRTATHT G RIUHT THEITES, T GHTRT AFTId STRIEEeh! == 11,
SATIETN GHATIEE T T B | 6 TRIHT, TR AITHT AR HIAR! THEHTAT T
T HATARIFHAT T ST T1e, GRHT IUTIEER! ATARTN G T T o |
@ HIEa HE T GRaT |wal=t St T AT deiesenl HedTgeh 11a, THISHRT e
AT ST FeHEEh! T fGUHT D | ATURIETehT ST HIEEH HIThT FRIT-<HT TehT
ORI T FHdTewan! fodwer 78, it guw T ifq fosbem aiem w@ids | 79 dud
STOTCTHT TTESR FHTAeh! THTTRTIAT YR TIRT FHecadul GRS Y& Tes |

3. A Case Study in Gap and Weaknesses in the Existing Legal Framework of Cyber
Law in Nepal, Tatrst fafin

TECT ST e JUTCAHT TS HL Trel=ell JeTfoTe shITeeehl SEAI THT Hehl TefH T gsicT
TETEERTS ISR TEh! B | |1 I8 LA ATSeR hel Fral=ell S a1 Aifrgeehl it
el % AT HHT TAT AT Tee Tohl S Wl UTe= qoT forwor T Gkt A gerees usr
T B | TE TR ATTHT AT gL IO T ST Taiferd it @remehl IHTarehiiar
T HSIIEER (2307 TS | T ST, TRIhe! TUTCThT HTFoR FITGER! el forsgwor
TS, fore T T STaTT TeohT FHHSIRIEE T G STERAHAT HUsh! &eEdh! TieaT T
B | TIfitet SafeTd S GTemeh! SHTeRTIT T ShEi=aiHT SRITEHT TIHeEaTs ST 1T,
T AT AT GHTETEE TEd T S | SGehel TITeHT HI5a Feeh! =t
T FHIATEE T THETEEeh] faIsuor 7d, Il ST GUreh! T ATETF FaHewh!
ST TR B | T ST HTga FHELeral-til ST el T IHeh! THTEehTIT GeTeht
T AR et TRt B | iRt et FuTersht T UM Wbt @fiesent fersdwor
T, TR G fRTHT GRTEes e Tkl © | I6 oigel HIgal HiThl gar T HAif
ToreRTemT HEeUl AMTaT YATSS, TR SIeTHT QTR TN AT FeTaes SEd e |

¥. Cyber Laws and Policies in Nepal-?. a1 Iz

T FAT SN TIHT ATZR FEL qAT TE FUATTH F-EHT o FET SETeloIes
T B HIeh! =T 18 FOTCTHT 4 TorsRreiT rafeerd o el I qoT Hifdes W B |l
SR U B | AT HET FIHT TTEEL T TAT ATE FETH! AF-4HT T H5e
Wﬁ, Internet Service Provider’s Associations of Nepal (ISPAN), Information Security
Response Team Nepal (NPCERT) TR TEITE% I &5HT ToRaTiTet Taeht & |

T A ALY THT WIS HEL T AT Gl Graieell SedTeIstesen! foywor 1d, HoTerT
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7 fererereiT Grwstoad it T AT TecTewen! THIET e | I STEAIFHT, TRgshed AT
HT3eR G T |3eR FEre walf-aa iy s T fifees! qeargs et &4 | 95
TITETHT TTEETL GETT ST AT SR HeTes, STed ®1sa oqU, ISPAN, TNPCERT &
EreTeRT For = oT TERT 4 | I, Ti@ehet 3T il HIHeRET UTeTehl i L A fqeehl
T 71<, EHEINTA TEAeEeh! THTSHTIAT T GERhT SRATIIT &Resehl == TReh B | 99 et
AT HTSS FETT T ATEE FHEToh! SHEATIFHT GETRT AT STTeredsh I T AT Femeh!
T T 1% | SIBeRT STEHRITRT JUTCTHT HTSST YUall ThTT @I=ITaT Feeh! STl JIiesi 1d,
TR AT T HHT FHTETEER] Sl Teh! © | SHIAT, T 0@ HUTerehl |T8sR I T
ifreeen! TeaTgH e, YU fTHT TeeEUl YEaes JeH S |

. Cyber Crime, Cyber Threat, Cyber Security Strategies and Cyber Law in Nepal,

Pramana Research Journal, Vol.R, Issue 3, R0%%, Frereg F

forgm wstvaT feoel Sreat FETent F9HT TSR FET Teoh! Ieaid 118 a9 ST AT dferal
HT3eR GraTT =Tfe foraretrs sire fuah! © | a1t foramT wrger guatranTs fiear qraameht STt
T fo TTRT TRCIERT STeT At I R weeel 7 STavEe wi au ffeeht
fmtor T SRauent sk T st el |

AT TG WIS FELH! AT I(GATS T AT Sfcrall ATgeR FUat STERahdleh! Hecaats
SiTg AUl ® | eiEehel AT SCHIFHT ATge Gl T HYLATS Mg YLl Hereh! EqaT forggo
HTIIHAT SN == 7Te, AITAHT T FGHAT FHrAT T AT GeReh! TRl Socid T
B | i, it fergaamdt giEshiomT BTge Fuat T Sewent WHTTaesen! frsdwor 71d, Sorer T
SHTERRT TSR LET T TTeeh! STTreahll T el GRTaeseh! &l TEH 84 | 76 e
HTSST G TR THIH ST AT AT T Aferta germent fawm frdwr e, Furern
TSR L& Hg@ T ITRIEER! <ell THehl B | eigshel WTEe FEL T GLal Trafdl AT
TR AT TR GHTeE S 1a, AT AT Ferment fem frdsT et & | Jrm,
T TG UTCHT TTEeR GUET T T STaTHT GUTehT TRt Hewe Ul Geaes YaH s, T aTgen
T HETT GoTeh! famm e 1éw |

. A Study on Cyber Crime Cases in Nepal (Challenges and Recommendation R03%)

by National Judicial Academy

g1 T, AT eI fofer ST TRush! 78 ST 1 81 AN ol HIsat
eI THY SATETT2reh T &1 UfEeaTsH il MU | STERRehaiet e, ey, STfmmTesr
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TEHIRM T Ahueh! fSee STeTeders §10 | SRIh T SAaee 3TTeT TTe Tehie
T 208 | 23 | 34 AT i TR TRl e avermil 7eT o T HISHTS! e Sfarerdars
ST TR S | BT T T Tl (3T 111eh) ISR U, 0§ 3, TWT & o AT et Rad
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Frawel HEreh! GIaTs T Rl et © |
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frerTreT TRt fHofer A SATeer IR YR YT T &\ STHITSIHERT JdT Jeh! A fthes Heal
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ATATRFRLITEhT T3 TS |
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> il T G A1 ol AT T Fg:" et g o1 GIWRT S SAREERI Sl WTH
F FU SATHR TTH AR AFAfIR 1 el 1 71 safchesen! Fosil fomT 4 anfere
SUHTUThT AT THT G ST IRl FATeh! Eaf1 et T e |

> T A Fohe T AgH: "™ shbict HATHT SATETRIT HTeh] THARTHT 5 SAfRSIE ATET ITTh!
TSTeRT 35 TTTCr ST A ATEd TRITERT ST el ekt STTHIC fAUehT ST sTeeh g
T ehe T g |

> Al forT o safthent qfear faer a1 qesiten! Ty forTr g

> el 3 sAftreR! ST for frstent after Rasd an frorent aftamei a1 wdent aftar et st
AR ST 5 |

> T Ul AIeateh! el T 37ohi S Tchehl 3Teh! WITENT Tt AT 317 3 fohferet forepd &bl
ARG ST 3T JehTRH T & |

> Tt e ar ST k! 0 G T 1™ SRR ITH SRR a1 Svaifeerd safcheh! STAfT
Tor et gt Wi a1 STet STAThIAHT TEhT X1 ot AT=1eh STHL0TEhT SR T =it g1
a1 Tat ST T T |

> o AremgT Mo T T A e foepd AT weRl a1 yare g e,
STHRRT, TR SHRIFT EIHT IT6 T4 I8eh! MIIaT 9T 7 a7 ST{ehd SUHT FHaers
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> BAHIYY! A AT H=aRT SaTE T g ** et SATH! aier i o Afes el S, g
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9«
9%
9
iz
9%
Q0

T ST AT, 2010%, TH 313
T ST AT, 2010%, TH %%
T ST AT, 016y, TH 294
T ST AT, 016y, TH 2]
TRTEhT ST T, Rolo, TH 2]¢
T ST HIEAT, 010y, TH 281



SUTAAT TSR DIR AFTGE Dblgloled! Ualld HoAicbol 8y
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HTSRELEToh! T oI SHaeelT T ATga LTS (w101 TR HeETeToTeh] ST T T ATHT ST
HSSITCh! SANTATS SATEd T TG ST SFel-aT STTaReh ST Aol T ot Secrd
TS | Yo TH HTEATATE T et ATSe GUETT i+ Feh! IeRTeEHE Tah Teah! el FHUTTS
i TTew | Forerrehent QT & () HT TS GUET WeATel 3t Oi Gt oo et ST,
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TETNEEATS HuTe TSI FeT JhRH TR Hogeiier qafer aia de § o= el T
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AT SR T HETEcT el SOHT STt ST 7T 2T NTolfer Jurtetten! qiferusmistiaen!
SHETTRrHT FREAT TRITOT TS Wt FeT oieror Esl-efer saereelT Teh! U5 |

. Jafheh MoHEATETEReT U, 206k

SFfehep TOHTATERSRET U, o\l T TS - & 0 HT SRAftheh T HEehar T SReTuewse
ST TN | U] THT 34 HT HGHIAT GaToh! HLETUTHI-ET 2T TTUeh! & SRASTTa
TGS HeRIcT Bgaher TReh! o Il Hefrreh! ST T R0 et Sreifheh FemT el
TehTeret HTeToT T Urfes” W SHeReTeITe el GerTeeh! HTSSH GUETTHT S shi-5d THeh! 9T
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. Tt wRER fewmae, 05y
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. WTEER g fafamreet, 200
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TR G YOS ST SehRehT ATgeR ATHATETE SIS STRROTSTE STt STe
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AT GEHSR U, 2043 1 THT £ 3 TAISH AT HERIHT SHTSTHT 81 | ST Jerrehed T el
(TIhTAY T RT-ehTeeh Aol SUCToLrT =IAshToT, STel Geiae T BT o= 8IS, e
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qrsreeh), T HUTe S TTEeHRTed T sh1el Fs=ET Seeid THUH © |

R. IW AR HIT WA, 2083, Ufaedt feer U, 04R, Weve feureT T geume: U, 037,
HTTIF Yol FoaTe U, 02, AL SR TLE0T U, 083, BIIRGHI T Th1eH rarweil
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JATCTHT feelt Teeh o3¢ HITTHT FITE SFTUHTERT TLATSE TR ST e Sfaferent s
ORI BT | 3032, HICTHT FFRSTHT HF(-21 Tfeal SET Heel H SeidgIeh STeT SRS TIToAT sy
STHehT T Tled TG HHFT ke T &1 | TG To= Al 2 0%R, TESHRX U, 2043 TEESAR
TrermTaet, 2oty TN HUHSITA JeTohuT qUee=I & Gl UaH Sfaedell JrHT Jeier Teh 8 | o4
HICTHT T AU G Sferfey fifeiet Gt Sfeferedrs o forehreshl seet ded gTiiet T Sfeen
TOHT TATI 7T SR Sfe FTh! forT |

R T STt STnTaTe Triforn wa e fdheen aereE aifhe e it =pfienr
T AT T G Tfaer Af, 208\ SR AT | 3 AT Sty S FeEen 9 e
TLATSEH! T IATATS ¥g3 T forarmy Sits fagwant fora |

T ATSHT (o4 ¥R 04 R) AT FraITeraeen T Hret e SATIehea T o 7T, 3a STkt ATt
Ho=Tie e o 3= drfets el T, Tl ferermerer T g ey areh ot 7 T #ehit
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TSI, G Sferfer ifd, o4 SIRY TRwsh T forgdta HRIER U, T aam Tiwsst qur sHomr
T SRy oTeheR fwTor e TR a1ses | Ui ST e Sfateh fomm T foam
T G ST AT et L8 g TR 7T qe Tfege forerra e Sfaeren! e
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TTIT AT T SATHHTT GTeelT, UHATH, T TeRTIIqeRT STETHeeeh! TR T Srser
HTSaT GRaTTera-t T Iee e FFalle T el fieiTs 3eeid © |
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9. fted ATgaR TR A, 0¢0
T TR STTep fifeT oI shTlshHaT BTger gramrawsel forsReTs Srafivsharent 91y Secte
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Wiifereh T STferfersh qeterreht e, WSS YUeTrht &1 & SHTTth qoT STTa-aTehl e,
TSI GRETTEFT-it TeldTenl hH, WS GUall Trsi-erT SAT=1eh qT STel HH-=gHT HH] STedl
TETATS, FHETehRT 9T TZ Hgar Gell ifdel Ieei@ el B |

T HT FAT qAT oA ST SOTTCAHT § BTgaI STSHHUTRT SHRGH = TTehT AT H{ferTa T
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qAT oA Ffafer FraeeT ST SRR eITie®atTs Srare T-ehT ST UM o q dodr
sferfer et stfafts wftea amger geer Hfifaars uf smms fol vt arg=s | a9 Afaet
A HISET ATE&HT TR W FHI0T Weh! THEAT T HoaR Aol Rreh! SERTHT S=itel T gt
(Safety & Security) I Jfg T 6T TAET TAT IJLXACEH! AT TH! B | TGHT AN
TO TeHTed! forehre e (Millennium Development Goals) T ILITEE, 34-—7'!'{'7'@'5[ E=ER
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U qTHSER e (ITU) e uTid foiieaesetrs gidfswa e © | 79 Aifeet argen
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LT AT © |

> BRI T St et e

> S [y T Auehee JsHEs

> IHhT AT ST SIS GL&T (Child Online Protection)
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> wdeRiter qaTaT et T aheh! afieRtr
> it AT T Feer Sfaf TS
> ey forggeter worifnt st

R, AT AUT GO Aty Aifd, 2002
ﬁ"{l}'ﬁ'ﬂ MR (e-Commerce), %l'%?ﬁ'q HLHN (e- Government) HT e, getie qaT afgdert
WWWT@ WWESW%WWW, e-School, e- learning, e-education
a1 Tvﬁ@', Software & Services Promotion Board ah! EATqHT ’ﬁ, (Payment Infrastructure
Services) TRl T, Sforafsfem aiemr H?i'ﬁlT, e gt (smart city) I TGN AT
| T |

%.3. TATCTHT AT FHHTHT AT T FTATETehT AT WU AEATTT TUT Tgd T

gITAT (Institutional Mechanism for Controlling Cyber Crime in Nepal)
TTCTHT HTSAT FHELeh! (F=107 T HFaeTeh! ST WUshT AT qT TGN SATEEs I T Teahl
|
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ST TATIAT T FATRTA Tl B |

() TR e dewrse fmfor i fafsrm mfafaf qom gemmesas safterd = me aRa=s |
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HITH D |

(¥) T WSS TUTCTohT TTHHT 97§ AT ol B |

() SARISRT SHEHT dHfSdeht o IfTaTdieh! EIHT TTaTeTe Tehl STTEITHT AT, 9T, Jd- T TR
IO RIAT ShTIH T TR S |

(%) WWWH{?OU\%DigitaI Forensic Lab T TTAT THT THTHT SAEUHI B |

(\9) HETARATHEhIeh! I T feheTewenl AT HATgeR e e forfRmafeena ufremorent
YA WTH D |

(¢) ST TR AT HT R ATIARHT TTTET0ThT AT TSR FHELehT [orSRIeATs SHTERT 7T TTHTH B |
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u.g Wﬁiﬁgﬁw (Judicial Approach)
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